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The documentation and the software included with this product are copyrighted 2015
by Advantech Co., Ltd. All rights are reserved. Advantech Co., Ltd. reserves the right
to make improvements in the products described in this manual at any time without
notice. No part of this manual may be reproduced, copied, translated or transmitted
in any form or by any means without the prior written permission of Advantech Co.,
Ltd. Information provided in this manual is intended to be accurate and reliable. How-
ever, Advantech Co., Ltd. assumes no responsibility for its use, nor for any infringe-
ments of the rights of third parties, which may result from its use.

Intel and Pentium are trademarks of Intel Corporation.
Microsoft Windows and MS-DOS are registered trademarks of Microsoft Corp.
All other product names or trademarks are properties of their respective owners.

Advantech warrants to you, the original purchaser, that each of its products will be
free from defects in materials and workmanship for five years from the date of pur-
chase.

This warranty does not apply to any products which have been repaired or altered by
persons other than repair personnel authorized by Advantech, or which have been
subject to misuse, abuse, accident or improper installation. Advantech assumes no
liability under the terms of this warranty as a consequence of such events.

Because of Advantech’s high quality-control standards and rigorous testing, most of
our customers never need to use our repair service. If an Advantech product is defec-
tive, it will be repaired or replaced at no charge during the warranty period. For out-
of-warranty repairs, you will be billed according to the cost of replacement materials,
service time and freight. Please consult your dealer for more details.

If you think you have a defective product, follow these steps:

1. Collect all the information about the problem encountered. (For example, CPU
speed, Advantech products used, other hardware and software used, etc.) Note
anything abnormal and list any onscreen messages you get when the problem
occurs.

2.  Call your dealer and describe the problem. Please have your manual, product,
and any helpful information readily available.

3. If your product is diagnosed as defective, obtain an RMA (return merchandize
authorization) number from your dealer. This allows us to process your return
more quickly.

4.  Carefully pack the defective product, a fully-completed Repair and Replacement
Order Card and a photocopy proof of purchase date (such as your sales receipt)
in a shippable container. A product returned without proof of the purchase date
is not eligible for warranty service.

5.  Write the RMA number visibly on the outside of the package and ship it prepaid
to your dealer.

Part No. Edition 1
Printed in Taiwan October 2015
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This product has passed the CE test for environmental specifications. Test conditions
for passing included the equipment being operated within an industrial enclosure. In
order to protect the product from being damaged by ESD (Electrostatic Discharge)
and EMI leakage, we strongly recommend the use of CE-compliant industrial enclo-
sure products.

1. Visit the Advantech web site at http:support.advantech.com.cn where you can
find the latest information about the product.

2. Contact your distributor, sales representative, or Advantech's customer service
center for technical support if you need additional assistance. Please have the
following information ready before you call:

Product name and serial number
Description of your peripheral attachments

Description of your software (operating system, version, application software,
etc.)

A complete description of the problem
The exact wording of any error messages

To assist us in making improvements to this manual, we would welcome comments
and constructive criticism. Please send all such - in writing to: support@advan-
tech.com.
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11.

12.
13.

14.

15.

16.

17.

Read these safety instructions carefully.
Keep this User Manual for later reference.

Disconnect this equipment from any AC outlet before cleaning. Use a damp
cloth. Do not use liquid or spray detergents for cleaning.

For plug-in equipment, the power outlet socket must be located near the equip-
ment and must be easily accessible.

Keep this equipment away from humidity.

Put this equipment on a reliable surface during installation. Dropping it or letting
it fall may cause damage.

The openings on the enclosure are for air convection. Protect the equipment
from overheating. DO NOT COVER THE OPENINGS.

Make sure the voltage of the power source is correct before connecting the
equipment to the power outlet.

Position the power cord so that people cannot step on it. Do not place anything
over the power cord.
All cautions and warnings on the equipment should be noted.

If the equipment is not used for a long time, disconnect it from the power source
to avoid damage by transient overvoltage.

Never pour any liquid into an opening. This may cause fire or electrical shock.

Never open the equipment. For safety reasons, the equipment should be

opened only by qualified service personnel.

If one of the following situations arises, get the equipment checked by service

personnel:

— The power cord or plug is damaged.

— Liquid has penetrated into the equipment.

— The equipment has been exposed to moisture.

— The equipment does not work well, or you cannot get it to work according to
the user's manual.

— The equipment has been dropped and damaged.

— The equipment has obvious signs of breakage.

DO NOT LEAVE THIS EQUIPMENT IN AN ENVIRONMENT WHERE THE

STORAGE TEMPERATURE MAY GO BELOW -40° C (-40° F) OR ABOVE 80°

C (140° F). THIS COULD DAMAGE THE EQUIPMENT. THE EQUIPMENT

SHOULD BE IN A CONTROLLED ENVIRONMENT.

CAUTION: DANGER OF EXPLOSION IF BATTERY IS INCORRECTLY

REPLACED. REPLACE ONLY WITH THE SAME OR EQUIVALENT TYPE

RECOMMENDED BY THE MANUFACTURER, DISCARD USED BATTERIES

ACCORDING TO THE MANUFACTURER'S INSTRUCTIONS.

The sound pressure level at the operator's position according to IEC 704-1:1982

is no more than 70 dB (A).

DISCLAIMER: This set of instructions is given according to IEC 704-1. Advantech
disclaims all responsibility for the accuracy of any statements contained herein.
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Follow these simple precautions to protect yourself from harm and the products from
damage.

To avoid electrical shock, always disconnect the power from your PC chassis
before you work on it. Don't touch any components on the CPU card or other
cards while the PC is on.

Disconnect power before making any configuration changes. The sudden rush
of power as you connect a jumper or install a card may damage sensitive elec-
tronic components.
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Chapter

Overview

Sections include:

M Introduction

B Package Checklist

B Features & Specifications
B Product Models




1.1

EKI-1334 are M2M wireless routers that integrate 3G network and virtual private
network (VPN) technologies. The products meet fundamental needs of field
communication in industry, support international commercial UMTS (HSPA+) and
GPRS network.

The design of the EKI-1334 fully incorporated the requirements of industrial users,
adopted multi-level software detection mechanism. Multiple VPN protocol ensures
security in data transmission, preventing malicious access and tampering of data.
The humanized WEB configuration interface is easy for customer to use. It also
supports connection to multiple network devices, enabling multi service processing.

The EKI-1334 are the ideal choice for industrial usage, having low power
consumption, wide working temperature range from -20° C to 70° C, small size and
light weight that is easy for application in harsh, narrow industrial environment.

Important Safety Information

This product is not intended for use in the following circumstances

B Area(s) where radio transmission equipment (such as cell phone) are not per-
mitted.

B Hospitals, health care facilities and area(s) where cell phones are restricted by
law.

B Gas stations, fuel storage and places where chemical are stored.

B Chemical plants or places with potential explosion hazard.

B Any metal surface that may weaken the radio signal level.

RF safety distance

B For GPRS router, the compliance boundary distance is r=0.26 m for GSM 900
MHz and r=0.13 m for DCS 1800 MHz.

B For HSUPA router, the compliance boundary distance is r=0.26 m for GSM 900
MHz and r=0.13 m for DCS 1800 MHz, r=.0.094 for WCDMA 900 MHz, r=0.063
for WCDMA 2100 MHz.

Warning

This is a class A product. In a domestic environment this product may cause radio
interference in which case the user may be required to take adequate measures.

WEEE Notice

The Directive on Waste Electrical and Electronic Equipment (WEEE), which entered
into force as European law on 13th February 2003, resulted in a major change in the
treatment of electrical equipment at end-of-life.

The purpose of this Directive is, as a first priority, the prevention of WEEE, and in
addition, to promote the reuse, recycling and other forms of recovery of such wastes
so as to reduce disposal.

The WEEE logo (shown at the left) on the product or on its box indicates that this
product must not be disposed of or dumped with your other household waste. You
are liable to dispose of all your electronic or electrical waste equipment by relocating
over to the specified collection point for recycling of such hazardous waste. Isolated
collection and proper recovery of your electronic and electrical waste equipment at
the time of disposal will allow us to help conserving natural resources. Moreover,
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1.2

proper recycling of the electronic and electrical waste equipment will ensure safety of
human health and environment.

For more information about electronic and electrical waste equipment disposal,
recovery, and collection points, please contact your local city centre, household waste

disposal service, shop from where you purchased the equipment, or manufacturer of
the equipment.

We put each EKI-1334 cellular router in a box with standard accessories. Additionally,
there’re optional accessories can be ordered. When you receive our package, please
check carefully, and if there're items missing or appearing to be damaged, please
contact with your Advantech sales representative.

Items in package include:

Standard Accessories:

Accessories Description

EKI-1334 Cellular Router 1

Cable 1 Cross line, CAT-5,1.5M
Antenna 3 m Cellular Antenna
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1.3

1.3.1

1.3.2

WAN
B Cellular WAN:
— Band Options: GSM/GPRS/EDGE: 850/900/1800/1900 MHz
— UMTS /HSPA/HSPA+: 850/900/1900/2100 MHz
B Ethernet WAN:
— Ethernet: 10/100 Mbps, RJ45 connector, Auto MDI/MDIX
— Magnetic Isolation Protection: 1.5 KV built-in

LAN

B Number of Ports: 3

B Ethernet: 10/100 Mbps, RJ45 connector, Auto MDI/MDIX
B Magnetic Isolation Protection: 1.5 KV built-in

DMZ

B Number of Ports: 1

B Ethernet: 10/100 Mbps, RJ45 connector, Auto MDI/MDIX
B Magnetic Isolation Protection: 1.5 KV built-in

Serial

B Serial Type: RS232
B Data bit: 5/6/7/8

B Stop bit: 1/2

B Check bit: N/O/D

B Baud rate: 3,200 bit/s ~ 115, 200 bit/s
SIM Interface

®  SIM Control: 3V

H PPP:

— Support VPDN/APN, fast access to virtual private dial-up network (VPDN)
provided by mobile operator, ensure high-security data transmission.

— Support CHAP/PAP/MS-CHAP/MS-CHAP V2 authorization

— Support Connection Detection, auto-recovery, auto-link, ensure reliable com-

munication.

— Support On-demand connection, SMS Activity
B Dynamic IP: Support DHCP, applied as Server/Client
B Dynamic DNS:

— Support Dynamic DNS-IP Binding

— Provide DDNS analyze to help access dynamic data center
B Flux Management: Support rate limiting,
B Firewall Function:

— Package filtering

— Port Mapping
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— Virtual Address Mapping
— DMZ zone
— MAC addresses binding.
Route function: Support Static Routing Table
B VPN: IPSec/SSL VPN, L2TP/PPTP VPN, GRE
B Link Backup:
— VRRP: Support VRRP protocols, realizing immediate link backup
B DNS Forwarding: Support DNS Forwarding, support DNS record
B Network tools: Support Ping, Trace Route and Telnet

1.3.3 Environmental Limits

B Operating Temperature: -20 to 70° C (-4 to 158° F)
B Operating Humidity: 5 to 95% RH
B Storage Temperature: -40 to 85° C (-40 to 167° F)

1.3.4 Power Requirements

B Power Inputs: 1 terminal block, including power jack and serial
B Input Voltage: 9 ~ 26 Vpc

1.3.5 Physical Characteristics

B Housing: Steel, providing IP30 protection
B Dimensions (mm):

T
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Back Side View Front View

1.3.6 Advanced Industrial Characteristics
B Physical Characteristics: Shell: Metal, IP30

1.3.7 Warranty

B Warranty Period: 5 year
Il
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Chapter

Hardware Installation

Sections include:

W Typical Application

B Panel Layout

B Quick Connect to Internet

B Quick IPSec VPN Configuration
B Reset to Factory Defaults




2.1 Typical Application

EKI-1334 can be used to connect your device (with RS232/Ethernet Interface) to
Internet via GPRS/ 3G cellular network. Meanwhile, to ensure the security and
access, EKI-1334 support VPN, enabling remote access and secure data transmis-
sion through Internet.

2.2 Panel Layout

Antenna

Status LEDs

ADVANTECH

Signal LEDs

COM Paort

Wak Port

LAMN Port

The Reset bottom, SIM card slot and power supply are on above panel.

Description of LED

Legend: On-- @ Off-- ¢ Blink--
90‘““21%“&@'1&% ?0‘“‘21‘“&’3'1““ 931‘52(;1“&’!‘}‘*“
e OR | » @
Power on Start to run firmware Begin dial to Internet
Po\""'%ﬂ‘{ah%'{m I oWEE T
@ O ?® [N )
Connect to internet Upgrading firmware Restore factory default
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2.3

2.3.1

2.3.2

2.3.3

2.3.4

Signal Status LED Description

----- Signal: 1-9 (poor signal level, router cannot work, please check the
antenna and local signal level)

------ Signal: 10-19 (Router can work under this signal level)

------ Signal: 20-31 (Perfect signal level)

Open EKI-1334 SIM/UIM card case at the bottom, insert the SIM card and close the
case.

After install the EKI-1334, connect the interface of enhanced antenna to the interface
of skin antenna and screw tightly. Put the amplifier of enhanced antenna to where it
can receive the signal well.

Caution! Position and angle of the antenna may influence the quality of signal.

A\

Connect EKI-1334 to power supply with the power supply cord in the package,
observe whether the Power LED on the panel of EKI-1334 goes on. If not, please
contact Advantech for technical support.

You can start to configure EKI-1334 after the Power LED turns on.

Link EKI-1334 with PC:

1. Using a cable to link EKI-1334 with a PC;

2. After the connection, you can see one LED of RJ45 Interface turns green and
the other flashes.
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2.3.5 Build Connection between EKI-1334 and PC

EKI-1334 Router can auto-distribute IP address for PC. Please set the PC to auto-

matically obtain IP address via DHCP. (Based on Windows Operation System):

1. Open “Control Panel”, double click “Network Connections” icon, and enter “Net-
work Connections” Screen.

2. Double click “Local Area Connection”, enter “Local Area Connection Status”
screen:

-+ Local Area Connection Status

Genetsl | Suppatt
Conrmction
Slalus Connected
Diumshion: oo1an2
Speed 1.0 Gbps
Aty
o
Sanl —— | Recerved
T
Bybex: Echoe ] 10787
E Propestes Dizabla E

3.  Click “Properties”, enter “Local Area Connection Properties” screen

-k Local Area Connection Properties

Gererdl | Advanced

Conrect ubing
B Mware Acceleated AMD PCHel Ad

Thes cxprrmsction uses the tolowandg bems
[ 3 I et e Micrcrsott Metwosics
b B Fibe ared Prvber Sharirg Bos Maciosoft Matwork:s

L Qo5 Pachet Schedules

1) Irdaivsst Pratecsd (TCPAP

Descnpton
Tiansramon Control ProtecolfAntemet Prolocel The dafault
b aima Restednlic piodocol that prorvides sommUnicaten
acrons dhert inbercorreched neteork s

[ 5 b o o P dne ey ey et
[+] Moty me when this connechion has kmited o no connectivity

o) [ Ceen
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Choose “Internet Protocol (TCP/IP)”, click “properties” button, ensure your PC can
obtain IP and DNS address automatically. (Or you can set your PC in the subnet:
192.168.2.0/24, for example, set IP: 192.168.2.10, Net Mask: 255.255.255.0, Default
Gateway: 192.168.2.1)

Inernet Protocal (TCPAP) Properties 3l
Genesl | et Confguration
Yiow can gal iP peitngs sgred soloemahcsly f pour nebwor, supgaos

shiz capaltaly. (iteerwen_ o reted by 3k oo netvandl; advrasitalo! fos
t il IF peltngs

%) Qi o 1P adiciness subomnalically
{0 Lt the Tellcawrey 1P addras

= Dbt DHS sanvi sddess aubomabenl
Ll thee Polloasire DING. server sddneqpes

Click “OK”, EKI-1334 will allocate an IP address: 192.168.2.x, and a gateway:
192.168.2.1(the default address of EKI-1334).

After configure TCP/IP protocols, you can use ping command to check whether the
link between PC and Router is built correctly. Below is an example to execute Ping
command under Windows XP:

Ping 192.168.2.1

If the screen shows:

izoft Windows XP [Version 5.
copyright 198 Ad1 Microsoft

riwocuments: and Settin

Pinging 1%

From
From
From

C:sDocuments and Settingssinhand>ping 192.168.2.1
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Then the PC and EKI-1334 are correctly connected. Else if it shows:

Hicrosoft Windows XP [UVersion 5.1.26H81]
{C» Copyright 1985-2881 Microsoft Corp.

C:sDocuments and Settingssinhand>ping 172.168.2.1
g 192.168.2.1 with 32 bytes of data:
3t timed out.
timed out.

out .

out .

= 4, Received B. Lozt = 4 (188 lozsl,

C:sDocuments and Settingssinhand>

The connection is not built, you need to check step by step starting from Section
2.3.4.

2.3.6

After you have finished the former steps, you can configure the EKI-1334:

1. Open IE browser, input the default IP address of the Router: http://192.168.2.1,
you can see the login page as below:

EKI-1334 Login

Username

Password

Login

Input “username” (default: adm) and the “password” (default: 123456), then click
“login” to enter the operation screen.

2. Change the IP configuration:

Caution! After updating the configuration, please click “apply” to activate your

: configuration.
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If you want to set your own IP of EKI-1334, please follow the instructions below:

Fraian SHafur

Click “Network”=>“LAN", change the IP address to 192.168.1.254:

Sh'stem Fehwnrk SErvices Firewall T 1=
MALC ACress O0: 16-05:00; 45 C6 [ Dofaun_
IP Acddress 182 1668_1.254|
MEtrmasi 265 265.255.0
FATLY Crafmiilt | == |
DeEtechicor ROsE 0o
L&k Mo Ajita Rlagotialion

3. Click “Apply”, then you will see:

Executing.

Please wait for 8 Seconds ..

22 1]
Now the IP address of EKI-1334 has been reset, and in order to enter the configura-
tion page, you need to set your PC in the same subnet as EKI-1334, for example:

192.168.1.10/24 then input the updated IP address (192.168.1.254) in your IE
Browser.
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2.3.7 Connect EKI-1334 with Internet

Follow the configuration steps below to enable EKI-1334 to connect to the internet.
1.  Click “Network’=>“Dialup”, enter dialup configuration interface:

ADNANTECH

Errablivig an Intelfigens Planet

System Metwork Services Firewall QoS VPN Tools Status
Dialup
Enabile «
Time schedule ALL = | Schedule Managemen!
PPPoE Bridge
Shared Connection{NAT) o
Defaull Route "
Metwork Provider (152) Custom ¥ | Manage
APN intermet
ACCEsS Number oo
Username web
Password
Metwork Select Type 3G Only *
Band ALL v
Static IP
Connection Mode Always Online d
Redial Interval 30 Seconds

Show Advanced Options

Apply | Cancel

2. Please check the APN, Dialup Number, Username and Password:
Dialup Number, Username and Password are provided by local mobile operator.
The following examples show parameters provided by China Mobile, Vodafone.
Please contact with local operator for details.

1: China Mobile
APN: CMNET
Phone Number: *99#
User Name: web
Password: web

2: Vodafone

APN: internet

Phone Number: *99#
User Name: web
Password: web
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3. After correctly configuring, EKI-1334 can now access Internet. Open IE
Browser, input www.google.com, you should see the Google home page:

GOL}SI'E

G SRIN [ Fabeg Ly

2.4 Quick IPSec VPN Configuration

If you need to build a VPN tunnel to access to your remote PLC through Internet or
you need to ensure security of the data transmission, here’s a quick configuration
guide of IPSec for EKI-1334 .

tes Remote Contrel Center

L
InRouter&X5 .F

( e ]

FL Engiisse Sration

Connect PC with Router to enter router configuration interface, select “VPN" =>
“IPSec setting”:

:?yatem Mefwork Senices Firgwall QoSG ¥PN

IPSec Settings

Enable N&T-Traversal (NATT) [
& dne [ it | oF
N:E;FITE e time interval o 0 ———
Enable Comprassian
Dby B
Force NATT O
(e[ Coneel ]

Enable NAT-Traversal (NATT): select enable.

Keep alive time interval of NATT: set the “Keep alive time interval of NATT”, default is
60 seconds.

Enable Compression: select enable.
Please change the parameters according to actual situation.
Click “Apply” to complete the configuration.

15 EKI-1334 User Manual




1. Select “WPN"=> “IPSec Tunnels” to check or modify parameters of IPSec Tun-
nels.

s Tusnsh =

L D

P | Pmmssnny Pross | P assras P .

s

2. Click “Add” to add a new IPSec Tunnel:

ADNANTECH

Ernabling an Inielligent Planer

Sysiem Mebwork

Edit IPSec tunnel

Show Advanced Options
Basic Parameters
Tunnel Mame
Destination Address
Startup Modes
Restart WaN whean failed
Megotiation Mode
Tunnel Type
Local Subnet
Local Nelmask
Remole Subnet

Remote Metmask

Services Firewall QoS VPN Tools Status

IPSec Tunnels

IPSec_tunnel_1

23.34 4556

Auto Activated "
o

Main Mode v
Subnet - Subnet ¥
192.168.2.1
255.255.256.0
0000
255,255.255.0

Basic Parameters: basic parameters of IPSec tunnel.
Tunnel Name: name IPSec tunnel, the default is IPSec_tunnel_1.

Destination Address: set to VPN server IP/domain, e.g.: the domain provided by GJJ
is gjj-ovdp.3322.0rg.

Startup Modes: select Auto Activated.

Negotiation Mode: optional between Main Mode and Aggressive Mode. Generally,
select Main Mode.

IPSec Protocols: optional among ESP, AH. Generally, select ESP.

IPSec Mode: optional between Tunnel Mode and Transport Mode. Generally, select
Tunnel Mode.

Tunnel Type: optional among Host-Host, Host-Subnet, Subnet-Host and Subnet-
Subnet.

Local Subnet: IPSec local subnet protected. E.g.: 172.16.16.0.

Local Net Mask: IPSec local Net Mask protected. E.g.: 255.255.255.252.
Remote Subnet: IPSec remote subnet protected. E.g.: 172.16.0.0.
Remote Net Mask: IPSec remote Net Mask protected. E.g.: 255.240.0.0.

EKI-1334 User Manual 16



Phase 1 Parameters: configuration parameters during Phase 1 of IPSec negoti-
ation.

IKE Policy: optional between 3DES-MD5-96 and AES-MD5-96, suggest selecting
3DES-MD5-96.

IKE Lifetime: the default is 86400 seconds.

Local ID Type: optional among FQDN, USERFQDN, IP address, suggest selecting IP
address.

Remote ID Type: optional among FQDN, USERFQDN, IP address, suggest selecting
IP address.

Authentication Type: optional between Shared Key and Certificate, generally choose
Shared Key.

Key: set IPSec VPN negotiating key.

Phase 2 Parameters: configuration parameters during Phase 2 of IPSec negoti-
ation.

IPSec Policy: optional between 3DES-MD5-96 and AES-MD5-96, suggest selecting
3DES-MD5-96.

IPSec Lifetime: the default is 3600 seconds.

Perfect Forward Encryption: Optional among None, GROUP1, GROUP2 and
GROUPS. This parameter should match with the server, generally, select “None”.

Click “Save” to finish adding IPSec Tunnel:

ADMVANTECH

Frrvabdiveg wvri Dieralligert Plrner

iFfac Tunnels

You can click “Show Detail Status” to observe the specific connection details, or click
“Add” to add a new tunnel.

Now you have successfully built a high-security IPSec tunnel.

And the PC in IPSec client subnet can get access to the server’s subnet.
Open command in your PC, then ping a PC in the server’s subnet:
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2.5 Reset to Factory Defaults
2.5.1 Hardware Approach
Legend: On-- @ Off-- ¢ Blink-- ©
1. Press and hold RESET button while turning on EKI-1334:

Power

Status L
Warn &
Error

RESET

2. When you see ERROR LED turns on (about 10 seconds after power on),
release the RESET button:

Power
Status
Warn
Error

RESET

3. After a few seconds, the ERROR LED will turn off, now press RESET button
again:

Power
Status
Warn
Error

RESET
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4. Thenyou will see ERROR and STATUS LED blink, which means reset to factory

defaults succeed!

Power
Status
Warn

Error

RESET

Factory default settings:

IP: 192.168.2.1

Net Mask: 255.255.255.0
Serial parameter: 19200-8-N-1

2.5.2 Web Approach

1. Login the web interface of EKI-1334 , select “System”-->"Config Management”:

AD\NANTECH

Enabling arn Irntelligent Planer

System Metwork Services Firewall QoS

Router Configuration
R HASEER Import | Backup
Restore default configuration

Network Provider (I5P)

HEEE SumEaE import | Backup

VPN Tools Status

Config Management

2. Click “Restore default configuration” to Reset EKI-1334.

19
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Chapter

Advanced
Configuration

Sections include:
B Configuration on Web
B CLI Configuration




3.1

Configuration on Web

EKI-1334 must be correctly configured before use. This chapter will show you how to
configure EKI-1334 via Web interface.

3.1.1 Preparation

1.  First, connect your devices to EKI-1334 with a cable or a HUB (switch), then set
the IP of PC and EKI-1334 in the same subnet, for example: Set PC IP to
192.168.2.50, net mask: 255.255.255.0, gateway (default IP of EKI-1334:
192.168.2.1):

"_ Hatwork Conneclions

Qe - £) (¥ Plsewn oo [G-

Bidepss ﬁm-uﬁhcmm

L I.ﬂl:.l.l !.ru ;_.,-M, 1ion Pll:-p.lﬂb“ 20| Imternet Pratocel [TCRNP) Properibes

= o, e

‘I’wmpﬂli’mmﬂmfmmm
ul o b2 ke e Pl Sadrraru bt loe
Hwﬁ'm

BE Vhiwore Accelersiod AND PCHNel A4 [(Con]

That coranetain Liisicd vk [ialimmars] dhbsms

{5 B Chont toa Micantai® Nebheorkn

o Tl s Pricder Shanng for Hicssio Network s
o 0.5 Packel Sohaduen
~ W bnbemat Prolocal [T0PAP)

) ity an IF scddbecrs st omeatic ally
) U e o] | acidress
IP ket

Fubwed mask:

PLET RS

(255 25 285 0
M a2 o |

12 .18, 2 .0

Dhecnpbion PR w3 i .
Traraowsion Cortiol ProtocolAnbesret Profocol. The dela {5} L s Il DR server addnesses

ot devsioe mRetConrecled Prslened DNS sorver. -EIE 0. 0 .|
[ Showricon in notiicafion sies when connected S
=] Moty e webiems i conwresction b limilisd o no oneesciivty
ok |[ come o ][ coes |

-
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Open IE browser, input the IP address of EKI-1334: http://192.168.2.1 (default

IP of EKI-1334).
Then you'll see the Login Window pop up, you need to login as Administrator.
Input the username and password (default: adm/123456).

| || D
J Y #12-1334 -> Login EM__ — i
& &> C # (719216821 B e dv =
I AEST (Y KOM-Advantech_ [ Agie Product Lifec.. B Employes Portal [ Gau-gl: D RIE@AL ml et

3.

EKI-1334 Login

Username | |
Password
Login
Click “Login” to enter configure interface:
Ernabling an Inrellicernt Planer
System Network Services Firewall QoS VPN Tools Status
System Status

Name ERI-1334
Model EKI-1334
Serial Mumber RP6151412250228
Description v advantech. com. tw

Current Version
Current Bootloader Version

Router Time
PC Time
Up time

CPU Load {1 75/ 15 mins}

Memory consumption
TotalFree

1.2.0./.3559
1.1.3.r2421

2000-01-01 08:41:00
2015-02-17T 10:25:00 |  Sync Time

0 day, 0026238
0.00 /0.00/0.00

28.39M8 { 20.3TMB (70.50%)
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3.1.2 System

System settings include the 9 parts: Basic Setup, Time, Serial Port, Admin Access,
System Log, Config Management, Update, Reboot and Logout.

1. Basic Setup

ADNANTECH

Ernabling an Intelligcernt Planer

System Metwork Services Finewall QoS VEN Taols Stalus
Basic Setup
Language English i
Hostname EKI-1334
Apply | Cancel
Parameters Name Description Default Example
Language Choose language of configuration web Chinese English
Router Name Set name of EKI-1334 Router My Router
Host Name Name the device/PC linked with EKI-1334 Router My Router
2. Time
Ernalbling arn Intelligene Planer
System MNetwork Services Firewall QoS VPN Toolks Stalus
Time

Router Time 2000-01-01 08:42:18

PC Time 2015-02-17 10:26:18 |  Sync Timea

Timezone Custom v

Custom TZ Siring CST8
Auto Update Time Drisabled v
Apply | Cancel
Name Description Default
Router Time Display router time 2000-01-01 8:00:00
PC Time I?|splay I_DC time (or the time of device
linked with router)
Time Zone Set time zone Custom
Custom TZ string Set the string of time zone of Router  CST-8
Auto Update Time Time Update Interval Disabled
NTP Time Servers (after Setting for NTP Time server. (Three at
pool.ntp.org

enable the Auto Update Time) the most)
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3. Serial Port

ADNANTECH

Ernabling an Infelligenr Planer

System Network Services Firewall QoS VPN Tools Status
Serial Port
Baudrate 115200 *
Data Bis g
Farity None v
Stop Bit 1
Software Flow Control
Apply | Cancel
Name Description Default
Baud Rate Serial baud rate 19200
Data Bit Serial data bits 8
Parity Set parity bit of serial data. None
Stop Bit Set stop bit of serial data. 1
Hardware Flow Control Enable Hardware Flow Control Disable
Software Flow Control Enable Software Flow Control Disable
4.  Admin Access
Ernablivig an Intelligent Planer
System Metwork Services Firewall Qo5 VPN Toals Status

Usemame / Password

Username adm
2id Password
Mew Passwond

Confirm Mew Password

Management
. Local Remate Allowed addresses from WaAN
Enable Service Type Service Porl ERE i {Optional)
¥  HTTP &80 + +
HTTFS
o  TELNET 23 L4 L4

¥  Console

Mon-privileged users

Username Password

25
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Name Description Default

Username/Password

Username Username for configuration web login adm
old Password '(I)'(r)]é:hange the password, you need to input the old 123456
New Password Input new password
Confirm New Input the new password again
Password
Management

HTTP/HTTPS/TELNET/SSHD/Console
Enable Select to enable Enable
Service Type HTTP/HTTPS/TELNET/SSHD/Console 80/443/23/22/Blank

Enable—allow manage Router by LAN(e.g.: HTTP)

Disable—forbid manage Router by LAN. Enable

Local Access

Enable—allow to manage EKI-1334 by WAN. (e.g.:

Remote Access HTTP) Enable
Disable—forbid to manage EKI-1334 by WAN. (e.g.:
HTTP)
Control services
Allowed Access server can be set at
from WAN Set the range of allowed IP address for WAN this time, for example
(Optional) (HTTP/HTTPS/TELNET/SSHD) 192.168.2.1/30 or
P 192.168.2.1-
192.168.2.10
Description Describe the parameters of management (non-
P influence to EKI-1334 )
Other Parameters
Log Timeout Set the Log Timeout, configuration web will be dis- 500 seconds

connected after timeout

5.  System Log

ADNANTECH

Ernabling an Intelligerns Planer

System MNatwork Services Firewal Qos VFN Tools Status
System Log
Log to Remote System s
IP Address / Port(UDP) [ 514

Log to Console

Apply Cancel
Name Description Default
;(;/gsgt';omRemote Enable remote log server Disable
I(Eggt)jress/Port Set the IP and Port of remote log server Port: 514
Log to Console Enable remote log server Disable
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6. Config Management

ADNANTECH

Errabiivig arn Tntelligenr Planer
Syslem Nebwork Services Firewall QoS VPN

Router Configuration

M SRR Impot | Backup
Restore default configuration

Network Provider (ISP)

Tools Status

Config Management

WEGT | FUEEAEE Import Backup
Name Description
Router Configuration Import/Backup configuration file

Restore default configu- Click to reset EKI-1334 (to enable RESET, you need to reboot EKI-

ration 1334)

Network Provider (ISP) eters of major operators

Used to configure the APN, username, password and other param-

7. System Upgrade

AD\NANTECH

Ernralbling arn Inrelligenrs Planer
System Network Services Firewall QoS VPN

Select the file to use
SEGR  FUTAER Upgrade

Current Version © 1.2.0.r3559
Current Bootloader Version | 1.1.3.r2421
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To upgrade the system, click “System”=>"System upgrade” to enter update page,
then follow the steps below:

Click “Browse”, choose the upgrade file;

Choose file m@
Look i | () My Documents ~ Q% cmE-

(2 My Music
Hb My Pictures
My Recent upclabe bin
MyRecent | [ [EEENE]

My Network. Pl name: |u:-i&le b
Flace:
Files of type: [atFides

Led Le

Open |
_ Concel |

Click “update”, and then click “sure” to begin update, the window will show as below.

¢ 0:01

Upgrading system...
It will take about 15 minutes depending on network. Please wait and don't interrupt!

Upgrade firmware succeed, and click “reboot” to restart EKI-1334 .

8. Reboot

If you need to reboot system, please click "System”=>"Reboot”, then click "OK” to
restart system.

Microsoft Internet Explorer El

\_'d.b Confirm Reboot 7

o) (o

9. Logout
If you need to logout system, click “System”=>"Logout”, and then click “OK".

Microsoft Internet Explorer E|

\‘T’,) Confirm Logout 7

| ok || cance
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3.1.3 Network

Network settings include Dialup, LAN, DNS, DDNS, Static Route, and etc.
1. Dialup

AD\NANTECH

Ernalblinng an Intelligent Planet

System Network Senvices Firewall QoS VPN Tools Status
Dialup
Enabile L
Time schedule ALL ¥ | Schedule Management
PPPoE Bridge
Shared Connection{MNAT) L4
Default Route +
MNetwork Provider (I1SP) Custom v | Manage
APN unénet
Access Number e T
Username gees
Password
MNetwork Select Type Auta .
Band ALL v
Static |P
Connection Mode Abways Onling v
Redial Interval 3 ‘Seconds
Show Advanced Options o
Initial Commands
PIN Code
Dial Timeout 120 Seconds
MTU 1500
MRU [1500
TX Queue Length b4
Authentication Type Auto T

Enable IP head compression
Use defaull asyncmap

Use Peer DNS L

Link Detection Interval 55 Seconds{0 disable)

Link Detection Max Retries 13

Debug

Expert Opions nomppe nomppc nodeflate nobsdoomp novj noviccomp noccp
ICKMP Detection Server

ICKMP Detection Interval 30 Seconds

1CKIP Detection Timeout 20 Seconds

ICMP Detection Retries 5
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Name Description Default

Enable Enable PPP dialup Enable

Time Schedule Set time for online and offline ALL
Enabled—device linked with Router Can access
to internet.

SHARED Disable—device Can NOT access to internet via Enable
Router.

ISP “Select Ioca},l ISP, if not listed here, please select Customer
Customer

Network Select Type Choose mobile network type (HBISDIFDQZ? (or

APN

APN parameters provided by Local ISP, you
can set TWO different group of dialup param-
eters (APN/Username/Password) and set one

as backup

cmnet/uninet

Access Number

Dialup parameters provided by Local ISP

“*99#”“*99***1#”

or #777
. . “GPRS” or
Username Dialup parameters provided by Local ISP "CDMA”
. . “GPRS” or
Password Dialup parameters provided by Local ISP "CDMA”
Static |P Enable Static IP if your SIM card can get static IP Disable

address

Connection Mode

Optional Always Online,

Always Online

When Dial fails, EKI-1334 will redial after the

Redial Interval interval 30 seconds
Show Advanced Options Enable configure advanced options Disabled
Initial Commands Used for advanced parameters Blank

Dial Timeout Set dial timeout (IR700 will reboot after timeout) 120 seconds
MTU Set max transmit unit 1500

MRU Set max receive unit 1500

TX Queue Length Set length of transmit queue 3

Enable IP header com- Enable IP header compression Disabled

pression

Use default asyncmap

Enable default asyncmap, PPP advanced option

Disabled

Using Peer DNS Click Enable to accept the peer DNS Enabled

Link Detection Interval ~ Set Link Detection Interval 30 seconds

Lmk_Detectlon Max Set the max retries if link detection failed 3

Retries

Debug Enable debug mode Enable

Expert Option Prowd,e extra_PPP parameters, normally user Blank
needn’t set this.

ICMP Detection Server ﬁg:ulaCMP Detection Server, blank represents Blank

ICMP Detection Interval Set ICMP Detection Interval 30 seconds

ICMP Detection Timeout Set ICMP Detection Timeout (IR700 will reboot if 5 seconds
ICMP time out)

ICMP Detection Max Set the max number of retries if ICMP failed 5

Retries

EKI-1334 User Manual
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Dialup----Time Schedule Management:

AD\NANTECH

I rnnallivng an Frnfelligens Planer

System Metwark Services Frrewall QoS Tools Status
Cialup
Schedule MJI‘I:IHEI‘I'I'EI'lt
Mame Sunday Monday Tuesday Wednesday Thersday Friday Saturday Time Rangs 1 Time Range # Time Range 3 Description
schedule_1 - ” * # 19001800 |0.00-0.00
Apply Cancel
Name Description Default
Name Name the schedule schedule 1
Sunday Blank
Monday Enable
Tuesday Enable
Wednesday Enable
Thursday Enable
Friday Enable
Saturday Blank
Time Range 1 Set Time Range 1 9:00-12:00
Time Range 2 Set Time Range 2 14:00-18:00
Time Range 3 Set Time Range 3 0:00-0:00
Description Describe configuration Blank
2. WAN
System Network Services Firewall Tools Status
WAN =
Type Dizabled w
|S1atic IP
Drynarnic Address (DHCP)
ADSL Dialup (PPPoE
| Apply ][ Cancel |
This page is to set the type of WAN port:
Name Description Default
Static IP;
Type Dynamic Address(DHCP); Disabled

ADSL Dialup(PPPoE);

Disabled
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Caution! There can only be one WAN type at one time, enabling one type WAN

: will disabled another.

WAN—Static IP

= I"'"

WAN
Type Satic P 4
SHARED =]
WAL Andress DO B DE D051 24 [ Defaut § Cione |
P AndnEss 1021129
Hetrnask 255 265 2560
Galews 192168 1.1
MTL Defauh =
Mubti4F Settings
W Address Hetimask [ EET] VT
(epy [ Cancel_
Name Description Default
Type Static IP
Enabled—the local device linked with Router
can get access to internet.
SHARED Disable—the local device can'’t get access to Enable
internet via Router.
MAC Address Set MAC Address
IP Address Set WAN port IP 192.168.1.29
Net Mask Set WAN port Net Mask 255.255.255.0
Gateway Set WAN Gateway 192.168.1.1
MTU Set Max Transmission Unit, optional between 1500
default and manual
Multi-IP Settings(can set 8 additional IP address at the most)
IP address Set the additional IP address of LAN Blank
Net Mask Set Net Mask Blank
Description Describe the settings Blank

WAN-Dynamic Address (DHCP)

EKI-1334 User Manual
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WiaH

Dryreamic Addepis [DHCF)
7
O 1805 005144 | Defaut || Clana

Difaut ¥
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Name Description Default
Type Dynamic Address (DHCP)
Enabled—the local device linked with Router
can get access to internet.
SHARED Disable—the local device can't get access to Enable
internet via Router.
MAC Address Set MAC Address
MTU Set Max transmission unit, optional between 1500
default and manual
WAN --ADSL
[T
00 58 CSO051 ad Clafisr e
ADSL HMup (PPPaE) Selingt
l'\.:ﬁl:..n'- Sl !
Show Advanced Optiont
Name Description Default
Type ADSL Dialup (PPPoE)
Enabled—the local device linked with Router can get
access to internet.
SHARED Disable—the local device can’t get access to internet Enable
via Router.
MAC Address Set MAC Address
MTU Set Max Transmission Unit, optional between default 1500
and manual
ADSL Dialup (PPPoE) Settings
Username Set username for dialing up Blank
Password Set password for dialing up Blank
Static IP Enable Static IP Disabled
IP address Static IP Address Blank
Peer IP Set Peer IP Blank
. Set connection mode (Connect on Demand/Always Always
Connection Mode : .
Online/ Manual) Online
Advanced Options
Show advanced ' . .
X Enable advanced configuration Disabled
options
Service Name Name the service Blank
TX Queue Length Set TX Queue Length 3
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Enable IP head com-

) Click to enable IP head compression Disabled
pression
User Peer DNS Enable User Peer DNS Disabled
Link Detection Interval Set link detection interval 55 seconds
Lmk_Detectlon Max Set link detection max retries 10 (times)
Retries
Debug Select to enable debug-mode Disabled
Expert Options Set expert parameters Blank
ICMP Detection Server Set ICMP Detection Server Blank
ICMP Detection Time Set ICMP Detection Time 30
:)%':AP Detection Time- oo | cMP Detection Timeout 3
ICN.IP Detection Max Set ICMP Detection Max Reties 3
Reties
3 LAN
LAN =2
HAT Lddx 00 18 0500 56: 10 Dbl
hddrees 192 168 21

Betnack 26526 550

NTU Defal w0 15

B taet i 00D

WL B" Address EE:EE.EEEE.4F 25

IF Addre Felmaxk Bencription

Aid
Apply Cancel

Name Description Default

MAC Address The MAC address in LAN

00:10:A1:86:95:02 (Provided by Advan-
tech) , for manufactures

192.168.2.1 (If Changed, you need to

IP Address Set IP Address in LAN input the new address for entering the
configuration web)
Net Mask Set Net Mask of LAN 255.255.255.0
Set MTU length, optional between
MTU Default and Manual 1500
Detection Set Detection Host Address 0.0.0.0
Host
Set the MAC of PC in the LAN of
router, for Wakeup Over LAN
WOL MAC (WOL) function, you should also Blank
Address set “Networks”a “Dialup” and

change dialup mode into “Trigger
by SMS”.

Multi-IP Settings (Support additional 8 IP addresses at the most)

IP Address Set additional IP Address of LAN

Blank

Description Description about this IP address

Blank
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4.  DNS

System Metwiirk Services Firewall QoS Tools Status
DNS ==y
Primary DhS 0.0.0.0
Secondary DNS 0.0.0.0

|_ Apply J[ Cancel J

Name Description Default
Primary DNS Set Primary DNS Blank
Secondary DNS Set Secondary DNS Blank

5. DDNS (Dynamic DNS)

System Metwork Services Firewall o5 Tooks Status
DDHS o= S
Dynamic DNS === Dialup
Current Address
Semvice Type Disablad b
| Apply " Cancel
Name Description Default
Current Address Show the current IP address  Blank
Service Type Select DDNS Provider Disabled
Syzten Hetwork Sexwices Firewall Qo5 VFN Tanls Sratus

DDNS
Dyunmic DNS ==} AN

Curzent Address 10, 6. 1. 40
Zervice Type DynDNS - Dipnanmie w
UEL http: / fwww, dyndns. con/
Uzername lest
Pagsword anns
Hoztnams lest
Wildoard
|+
Bachkup MX

Force Update

Lazt Updete e
Lazt Kesponze

Applr Cancal
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Name Description Default

Service Type DynDNS - Dynamic

URL http://www.dyndns.com/
Username Registered username for DDNS
Password Registered password for DDNS
Hostname Registered hostname for DDNS

6. Static Route

Sysbem HETWDE Sendces Firewall Qs Toois Stafus
Static Route =h=H
st inesiion Helmask e O e ace Diascagpdion
oong PR ek MR D D300 W
Sl §
e
Name Description Default
Destination Set IP address of destination Blank
Net Mask Set subnet Mask of destination 255.255.255.0
Gateway Set the gateway of destination Blank
Interface Optional LAN/WAN port access to destination Blank
Description Describe static route Blank
3.14

Service settings include DHCP Service, DNS Forwarding, VRRP and other related
parameters.

1. DHCP Service

DECP Sagwias

rrrrr L s
i
Vindows Nune fezver (WINE LN
Riatie BACP
BAC kddrann IF Eddesus LES L L]
0 N g 30 g B0y 00 | RO, 5, 0, DD
B
Aply Cimezel
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Name Description Default

Enable DHCP Click to enable DHCP Enable
. Set the starting IP address of

IP Pool Starting Address DHCP pool 192.168.2.2

IP Pool Ending Address Setthe ending IP address of 4, 168 5 109
DHCP pool

Lease Set the valid time lease of IP 60 minutes
address obtained by DHCP

DNS Set DNS Server 192.168.2.1

Windows Name Server (WINS) Set WINS
Static DHCP (can set 20 des-

Blank ignated IP address at the MAC Address
most)

Set the MAC address of a

designated IP address Blank IP address

Set the static IP address 192.168.2.2 Host

Set the hosthame Blank

2. DNS Relay

DS Heliay
1 id & Wam i
At =
Name Description Default
Enable DNS Relay Click to enable DNS Relay Disabled
Designate IP address<=>DNS couples (20 at the most)
IP Address Set IP address <=> DNS couples Blank
Host Set the name of IP address <=> DNS Blank
couples
Description Describe IP address <=> DNS couples Blank
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3. VRRP

= Bt EFVICES 2 WS T Lt
WHEF
Emabie VRAP.| -
Group 10 1 L
Priceity T (354 Paghest)
AdverSement interval B0 = Saconas
Wirtual iP |
Auirenicaton Type Fiong ¥
Virtuaal MAC
Worstar Mana -
Emable VARP.I
Appily Cancal
Name Description Default
VRRP-1 Select to enable VRRP Disable
Group ID Select group id of routers 1
(range 1-255)
Priority Select priority for router 10 (bigger number stands for

(range 1—254)

higher priority)

Advertisement Interval Set ad interval 60 sec
Virtual IP Set Virtual IP Blank
Authentication Type Optional: None/Password None
type
Virtual MAC Set Virtual MAC Blank
Monitor Set Monitor None
VRRP-II
4 DTU
e e o i Frim o tn
(V]
."=-.l TS Tramgacend -
P O LDE =
Micxie
14 "--'ir.'.ur' i'.r.\ﬂ'f FPaalisl -
Mn Reconnect imerosl T rarwin
iy Gt ot 1 i L] Bar s
'-;.1-'1:-' F
Wi Sarver
Server Parl

Tres AOdresn
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Name Description Default
Enable Click to enable DTU Disable
Set DTU protocol, Please see more in
DTU Protocol related Quick Guide Transparent
Protocol Optional between TCP/UDP UDP
Mode Set DTU as client or server Client
Frame Interval Set Frame Interval 100
Serial Buffer Frames Set Serial Buffer Frames 4
Multi-Server Policy Optional between Parallel/Poll Parallel
Min Reconnect interval Set Min Reconnect interval 15
Max Reconnect interval Set Max Reconnect interval 180
DTU ID Set ID of DTU Blank
Source IP Set Source IP Blank
Multi Server Set t.he IP address and Port of server to Blank
receive data.
5 SMS
o k F A i T
cas | !I:I.

Rebri-nt English Ur

ENS Aecoxs Centraol

sy pessy

(Erailoohy: iy A papt w

Aapiy Carcal
Name Description Default
Enable Click to enable SMS control Disable
Set Status Query SMS, and you can
Status Query see status of router by send SMS (e.g.:
show status).

Reboot Let the router reboot
SMS Access Control
Default Policy Block or Accept control SMS from cer- Block

tain Phone

Include phone numbers accepted or

Phone List blocked to send SMS to router

Note! Before using this function, please make sure you have a SIM card in the
- EKI-1334 that has SMS function. Otherwise, please contact local mobile
=l operator to get one.
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SMS you will get in your mobile phone:

Host: (SN);

Uptime: (the uptime of router for this time of reboot);
State: (Online/Offline) (Cellular WAN IP)

3.1.5

This page is to configure the firewall parameters.
1. Basic Configuration

Basic

Name Description Default

Optional between Accept /

Default Filter Policy Refused Accept
Block Anonymous WAN Click to enable filer ping .

. Disable
Request (ping) request
Filter Multicast Click to enable filter multicast Enable
Defend DoS Attack Click to enable Defend DoS Enable

Attack
2.  Filtering
FiEwring F
Amaide Py Sonie [repy SR e . ‘p::""""' PR Lt [ESpp——
App L

Name Description Default
Enable Click to enable filtering Blank
Protocol Optional among TCP/UDP/ICMP  All
Source IP address Set Source IP address Blank
Source Port Set Source Port Blank
Destination IP Set destination IP Blank
Destination Port Set destination port Blank
Action Accept/Deny Accept
Log Click to enable login Disable
Description Describe your configuration Blank
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3. Port Mapping

Port Mapping o= 2
Enable Brow Source SerdcaPort InernalAkess W pegeipnon
&= (TCP W 000080 B0E0 BlEn
(_Assty ][ Comcel |

Name Description Default
Enable Click Enable Port Mapping Disable
Source To fill with source IP 0.0.0.0/0
Service Port Fill the port of service 8080
Internal Address Set the internal IP for mapping Blank
Internal Port Set the Port mapping to internal 8080
Log Click to enable log about port mapping. Disable
Description Describe meanings of each mapping  Blank

4. Virtual IP Mapping

virtual IF Mappang

Fnable Vatad F Hea B Lsg Menenplion

An internal PC’s IP can match to a virtual IP, and external network can access the
internal PC via this virtual IP address.

Name Description Default
Virtual IP for Router Set Virtual IP for Router Blank
Source IP Range Set range of source IP address Blank
Virtual IP Set virtual IP Blank
Real IP Setreal IP Blank
Log Enable logging concerned with virtual IP  Disable
Description Describe this configuration Blank
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5. DMZ (All Port Mapping)

Aoty

Mapping all the ports and then external PC can get access to all the ports of internal

device behind EKI-1334.

Caution! This function cannot map the admin port of EKI-1334 (e.g.: 80 TCP) to

: the device’s port.

Name Description Default
Enable DMZ Click to Enable DMZ Disable
DMZ Host Set host IP of DMZ Blank
Source Address Range Set IP address with restrict IP access Blank

6. MAC-IP Bundling

BALE 4P Bundling

B Add ey L L D i

When firewall denies all access to the external network, only PC with MAC-IP Bun-

dling can access external network

Name Description Default
MAC Address Set Bundling Mac address Blank

IP Address Set Bundling IP address 192.168.2.2
Description Describe this configuration Blank
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3.1.6

1. Banwidth Control
Bandwidth Contral
: -.:.l...-. 4L Bandwid bin i) ki
b Wi Bandwidtt linuial kbl
ah.'pl_-. \ ':.:n::.l:! |

Name Description Default
Enable Click to enable Disable
Outbound Limit Max Set the limit speed of out- .
Bandwidth bound bandwidth 100000kbit/s
Inbound Limit Max Set the limit speed of inbound .
Bandwidth bandwidth 100000kbit/s
2. IP BM Limit

ST L= el BTV i L WPN |-::._.'-\, Siatus

IP B Lamit
Eralde P Address Hate{abatis} Priodity Descrgion
s 100 Madim
Apply Cancal

Name Description Default
Enable Click to enable Disable
IP Address Set IP Address Blank
Rate Set Rate 100 kbit/s
Priority Set the Priority Medum
Description Describe this configuration Blank
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3.1.7
This page introduces the parameters in EKI-1334 Web.

1. IPSec Settings

To build an IPSec VPN Tunnel, you need to first set IPSec properties on this page,
then go to IPSec Tunnels to add your VPN:

IPSec Settingt BN

IPSec Settings

Description:

1.  Select to Enable or Disable NATT, normally we need to enable, unless you ensure
there is no NAT routers in the network.

2. Select to enable Compression Mode or Debug

Name Description Default

Enable NAT Transversal .

(NATT) Click to enable NATT Enable

Keep alive time interval of L

NATT Set live time for NATT 60 sec

Enable Compression Click to enable Enable

Enable Debug Click to enable Disable

Force NATT Click to enable Disable
2. IPSec Tunnels

i - o
FSec Tunnals ==
s Timwisd fevisiglion Phat 1Puamites Phuse 2 Paramiy LI Deiectin

Pal Mt

1l
K
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Click “Add” and enter the configuration page:

Edit IPSec tunnel

show Advanced Options
Bazic Parameters
Tunnel Name

Destination Address
Startup Modes

Restart WaN when falled
NEthMIDn Mode

IPSEC Protoool

IPSec Mode

Tunnel Type

Local Subnet

Local Netmask

Remate Subnet

Remote Netmask

Phase 1 Parameters

IPSec Tunnels

IPSec_funneld_1
0oo0n

Auto Activated v
Main ode ~
ESP &

Tunnel Mode |+
Subnet - Subnet ¥
192.188.2.1
2552552550
0000
55.255.2550

KE Policy IDES-MOS-DHZ W
WE Litetime BB400 SEConds
Local i Type P Address ¥
Remote ID Type P Address =
Authentication Type Shared Koy =
|'.E'\_'
Phase 2 Parameters
IFSec Policy IDES-MOS-96 =
P3ec Lifelime =0 Seconds
Perfect Forward SerecyiPFS) Mone &
Link Detection Parameters

DFD Time Interval E0 Seconds(0: disabie)
OPD Timeout 180 Seconds
ICHWP Detecton Server
ICWP Detection Local IP
ICHWP Detechon Interval =1] Seconds
ICMP Detection Timeout 5 Seconds

ICMP Detection Max Retries
— Sam || Cancol

Name Description Default

Show Advanced Options Click to enable advanced Disable

options

Basic Parameters

Tunnel Name

To name the tunnel

IPSec_tunnel_1

Set the destination address of

Destination Address IPSec VPN Server Blank
Auto Activate/Trigged by Data/

Startup Mode Passive/Manually Activated Enable

Negotiation Mode Optional: Main Mode or Main Mode

Aggressive Mode
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IPSec Mode

(Enable Advanced Optional: ESP or AH ESP
options)
IPSec Mode . )
(Enable Advanced Optional: Tunnel Mode or Tunnel Mode
. Transport Mode
options)
Optional:
Host——Host, Host——Subnet,
Tunnel Type Subnet Host, Subnet Subnet——Subnet Mode
Subnet
Local Subnet ﬁstt IPSec Local Protected Sub- 192.168.2.1
Local Subnet Net Mask ~ Sct IPSec Local Protected Sub- ,0p 505 555
net Net Mask
Remote Subnet Address Set IPSec Remote Protected Blank
Subnet
Remote Subnet Net Mask ot IPSec Remote Protected 00 505 555
Subnet Net Mask
Phase 1 Parameters
. Optional: 3DES-MD5-96 or
IKE Policy AES-MD5-96 3DES-MD5-96
IKE Lifetime Set IKE? Lifetime 86400 sec
Local ID Type Optional: FQDN, USERFQDN, IP Address

or IP Address

Local ID (Only for FQDN

and USERFQDN) Set the ID according to ID type Blank

Optional: FQDN,

USERFQDN, or IP Address " AAddress

Remote ID Type

Remote ID (Only for FQDN

and USERFQDN) Set the ID according to ID type Blank

Optional: Shared Key or Certifi-

Authentication Type cate

Shared Key

Key (While choosing
Shared Key Authentica-  Set IPSec VPN Negotiation Key Blank
tion Type)

Phase 2 Parameters

Optional: 3DES-MD5-96 or

IPSec Policy AES-MD5-96 3DES-MD5-96
IPSec Lifetime Set IPSec Lifetime 3600sec
Perfect Forward Secrecy Optional: Disable, GROUP1, Disable ((Enable Advanced
(PFS) GROUP2, GROUP5 options)

Link Detection Parameters (Enable Advanced options)
DPD Time Interval Set DPD Time Interval 60sec
DPD Timeout Set DPD Timeout 180sec
ICMP Detection Server Set ICMP Detection Server Blank
ICMP Detection Local IP  Set ICMP Detection Local IP
ICMP Detection Interval Set ICMP Detection Interval 30sec
ICMP Detection Timeout  Set ICMP Detection Interval 5sec
ICMP Detection Max Set ICMP Detection Max 3
Retries Retries
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3.  GRE Tunnels

GRE Tunnels ==
Emabla Mama Local virtual IP Pear Address Hemats virtual P Hemote Suboed Rermode Mntmask Hey  HAT  Description
4  tunl 0.0.00 0.000 00,000 0.000 205 JEE ML 0
P
Apply [
GRE Tunnels
Name Description Default
Enable Click Enable Enable
Tunnel Name Set GRE Tunnel Name tun0
Local Virtual IP Set Local Virtual IP 0.0.0.0
Remote Address Set Remote Address 0.0.0.0
Remote Virtual IP Set Remote Virtual IP 0.0.0.0
Remote Subnet Address Set Remote Subnet Address  0.0.0.0
Remote Subnet Net Mask Set Remote Subnet Net Mask 255.255.255.0
Key Set Tunnel Key Blank
NAT Click Enable NAT Function Disable
Description Add Description Blank

4. L2TP Clients

Edit LITP Tunsel
Ervyle

Tirmal faks

LI Fereex
Uzernans
Paswwesd
LITF Sarver Nams
Snarvey Medes
buthsncution Type
Ematls Challengs Sesrats
Chaald langes Jecwatr
Lacal TF iddrezs
Fewsta IP Address
Essate Submet

Fepzte Eotmuck

Link Datection Interval
Max Reiriss &
Betegtios
Erable NET
T

i

LETP Clismts

LZTF_TURNEL 1

lpdeTvaE
At et vt ed -

CHAP 3
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Name Description Default

Enable Click Enable Enable
Tunnel Name Set Tunnel Name L2TP_TUNNEL_1
L2TP Server SetL2TP Server Address Blank
Username Set Server Username Blank
Password Set Server Password Blank
Server Name Set Server Name [2tpserver
Set Startup Modes: Auto Acti-
Startup Modes vated, Trigged by Data, Manu- Auto Activated

ally Activated

Set Authencation Type: CHAP,

Authencation Type PAP CHAP
Enable Challenge secrets Setto enable Challenge Disable
secrets

Local IP Address Set Local IP Address Blank
Remote IP Address Set Remote IP Address Blank
Remote Subnet Set Remote Subnet Blank
Remote Subnet Net Mask Set Remote Subnet Net Mask 255.255.255.0
Link Detection Interval Set Link Detection Interval 60
Max Retries for Link Detection Set M&.lx Retries for Link 5
Detection
Enable NAT Click Enable NAT Disable
MTU Set MTU parameters 1500
MRU Set MRU parameters 1500
Enable Debug Mode Click Enable Debug Mode Disable
Expert Options Set Expert Options Blank
5. PPTP Clients
FFTF Clicnts

S R

FFTF ra

Siartup Bodes hata detiwared -

Fea IF &ddr

Fencte Metmark I6E, JEE JRE O

o s et

Ecal MAT

Emab M

T [5]

[ i.11] 1500
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Name Description Default

Enable Click Enable Enable
Tunnel Name Set Tunnel Name PPTP_TUNNEL_1
PPTP Server Set PPTP Server Address Blank
Username Set Server Username Blank
Password Set Server’s Password Blank
Set Startup Modes: Auto Acti-
Startup Mode: vated, Trigged by Data, Manu- Auto Activated

ally Activated
Set Authencation Type: CHAP,

Authencation Type PAP, MS-CHAPv1, MS- Auto
CHAPv2
Local IP Address Set Local IP Address Blank
Remote IP Address Set Remote IP Address Blank
Remote Subnet Set Remote Subnet Blank
Remote Subnet Net Mask Set Remote Subnet Net Mask 255.255.255.0
Link Detection Interval Set Link Detection Interval 60
Max Retries for Link Detection Set ME.IX Retries for Link 5
Detection
Enable NAT Click Enable NAT Blank
Enable MPPE Click Enable MPPE Blank
Enable MPPC Click Enable MPPC Blank
MTU Set MTU parameters 1500
MRU Set MRU parameters 1500
Enable Debug Mode Click Enable Debug Mode Blank
Expert Options For Advantech R&D only Blank

6. OpenVPN Settings

OpeaVPN Tunnels

Edit DOFERVFE Tunnsl

Tunnel nase

Enable 5

Hode Client M

Frotocol ICLF »

Paxt 1184

OFENVRH Sexver 211.1%9. 3. 68

Aathanostion Type Uzer/Pazavord w
Uzername test
Fazeword (11 1]

Pre=chared Bay

Rémate Subnet 192, 168. 8.0

Femote Hetmazk 266. 266, 266, 0

Link Detection Interwal &0 Jeconds

Link Fetection Timeout 00 Seconds
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Eensgotizte Interwal
Enable FAT

Enable LID
Encyyption Algorithas
M

Mo Fragment Suze
Dabnag Lawe

Expert

iptaons {Expert Cmly)

28400

|

Blowfizh{128) »

1500

Varn

W

[ Sawwe || Canesl || Delere |

This page is to configure the OpenVPN settings, including Tunnel Name, Work Mode,
Protocol, Port No. and other items.

Name Description

Tunnel name default

Enable Enable this configuration

Mode Client or Server

Protocol UDP or TCP

Port Import or Export Certificate (CRL)

OPEN VPN Server

OPEN VPN Server’s IP or DNS

Authencation Type

1. None ----- for host to host connection (not available
when 700 as server)
2. Pre-shared Key ----- for host to host connection (not
available when 700 as server)
3.  User/Password ----- For multi users to access
CA needed: Client: root CA (ca.crt)
Server: root CA (ca.crt), public key (pub.crt),
private key (pri.key)
4. X.509 Cert (multi-client) ----- CA mode for multi users to
access
CA needed: Client: root CA (ca.crt), public key
(pub.crt), private key (pri.key)
Server: root CA (ca.crt), public key (pub.crt),
private key (pri.key)
5. X.509 Cert ----- CA mode for host to host tunnel
CA needed: Client: root CA (ca.crt), public key
(pub.crt), private key (pri.key)
Server: root CA (ca.crt), public key (pub.crt),
private key (pri.key)
6. User+X.509 mode------ username + password + CA cer-
tificate
CA needed: Client: root CA (ca.crt), public key
(pub.crt), private key (pri.key)
Server: root CA (ca.crt), public key (pub.crt),
private key (pri.key)

Pre-shared Key

Set shared key or TLS-AUTH static password

Remote Subnet, Remote Net

mask

Set the static route of the router, always towards the subnet
of its peer

Link Detection Interval, Link

Detection Timeout

Always use default

Renegotiate Interval

Always use default
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Enable NAT Set NAT mode, meanwhile it will disable route mode

Enable MPPE Enable MPPE, always set in server

Enable LZO Enable LZO compression

Encryption Algorithms Set encryption algorithms, must match with the server
MTU, Max Fragment Size Always use default

7. OpenVPN Advanced Settings

Gpon¥PH Ldvanced =y

Client Nanagessnt

Clisst IF{4k byis

awsi ba dAnt i) Escal Static Bewts Bemsts Static Bsnls

Ensbls Tussel mess Wisrmsss/Cesmenlone Fuivwsrd

¥ OpervPN_T

Ay Cancal

This page is to configure the OpenVPN advanced settings.

Name Description

Enable Client-to-Client Enable client access to other clients

Client Management

Tunnel Name Tunnel Name of the Client

Username (using Username/password mode) or Common
Name in CA (CA mode)

Local Static Route The client subnet
Remote Static Route The server subnet

Username/Common Name

Caution! CA can only be produced by customer’s PC; EKI-1334 cannot produce

%
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8. Certificate Management of OpenVPN Settings

Cartificatas Nanagesant

Essble 5CEF (Simple

Certifacnte Hanngement

[Becrwsa L Il_m_ul_'!_':.l Cervificate || t_u:p-_n_!lg_f_)f. Certaficate |
|E=-n-m | Inport CEL | Export CFL _I

|Bﬂ:fn“l'l:r. .J.-up-:-n Public Ksy L'n:1.|.'[|.-:l1m£n-nll: Public Key 'CM'U.:I‘I.l:l.‘i

———— — = ——
[Hrow-se Inport Priwate Eey Cortiffic) Export Provate Ky Certific

l- Apply | Cancal J

Name Description Default

Enable SCEP .

(Simple Certificate Enrollment Protocol) Click Enable

Certificate Protected Key Set Certificate Protected Key Blank

Certificate Protected Key Confirm CKZ(e))r;flrm Certificate Protected Blank

Import/Export CA Certificate lcrgfe ort or Export (CA) Certifi- Blank

Import/Export Certificate (CRL) Import or Export Certificate Blank
(CRL)

Import/Export Public Key Certificate Impqr_t or Export Public Key Blank
Certificate

Import/Export Private Key Certificate ::r;fe ort or Export Private Certifi- Blank
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3.1.8

Tools contain PING Detection, Route Trace, Link Speed Test and etc.

1. PING
1 Betwaork TrCe Farew 5 TH Tools
PIRG

Hos Fing |

Pang Count q

Farcke® Size 12 rieg

Expert (ptices
Name Description Default
Host Destination for PING Blank
Ping Count Set PING Counts 4 times
Packet Size Set PING Packet Size 32 Bytes
Expert Options Advanced parameters Blank
2. Trace Route

Srsten Hetwork Firewall Qo TR Teals tathy
Traceronte
Eost Trace |
Ewinm Hope ol
1 o v

Expert dptis
Name Description Default
Host Destination for Trace Route Blank
Max Hops Set Max Hops 20
Time Out Set Time Out 3 sec
Protocol Optional: ICMP/UDP UDP
Expert Options Advanced parameters Blank
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3. Link Speed Test

SFitem Hotwark Setvices Fizrewall Qa5 VPR Tonls i P

Link Spesd Tast

[Brovese] | wlosd downiond

Test link speed via unload or download

3.1.9 Status

Status contains System, Modem, WLAN, Network Connections, Route Table, Device
List and Log.

1. System Status

Sraten Wetwark Serwican Fizwwall el L] Tooln Status
Syates Statums

Name
Eudel
Taw bl Fusiss

Baninigtion

Current Version Lo 2 0. x2a [eema)
Current Bostlesdsr Varsiosn NN % TR

Foutar Tiss poot-ar -] ol a3

P Tins BONZ-00- D0 OF: EF00 | Syma Tins
Tp tins 0 dmy, OOO4AT

CHI Lowd (% L LY i b, oy F 0,0 S G0

EaRed Y ©ons R o

Total Fres s Ll W —_—

This page shows the status of system, including Name, Model Type, Current Version
and etc.

2.  Modem Status

Speden Aprtwory SeTed e T rwwas ok WFH Ty, SEmdrw

Fralup

dodem Type M6

(2= T PERENE
Warwbe b ITE

P o] T
oyl Ll o
Hreler St e e
ABENE 58] Coce DA AL
kb5 Soade

tetwar Tyie

PLAR

LA

(= _} ¢

This page shows the status of Modem, including signal level.
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3.  Network Connections

WAC hiddrens
Commwstion Typs
EF Addreay
Betnaak

GatEvay

i

mu

Status

Cormpction tine

Dislup

Contweiamm Trpe
IF Addrees
Bermazk

At ey

25

L

FLATUE

This page shows the network connections via WAN or LAN

4. Route Table

00 TR0 O Nl B0
atie IP

200, BE. 43, 180
64, 388, 2940

o, A s

L0
Copgercted
O duy, 17:38:80

Dagiblsd
RN

LR
00,0
00,0

120s]

[ pevmnea el

Systen Ravessl Sexwiced Fizwwall
Bt imalimm [ CLPTENY Cmbaway
W ol LAUR-R
5 Sl RN Fo e e a000
RIS X0 ST maor
mmaa M aoon
Waod SImme ang
PR 18 WIS LR
i ohE a0 400
dafwuli oeaa JF B AL 1

L

Hatwark Conaeotians

L Teals

Eoute Table

o o0 DD oo

wlrie  Twlarfece

[
1anld
(L= 1)
v wals
]
Vot
1+

v aals

This page shows the route table of EKI-1334 .

5. Device List

Sywten B twerln

Sayvided

Fizdwall

IF bddrwus
1 A 1

E Teesks

Peviee Last

# Haat

This page shows the devices linked with EKI-1334 .
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6. Log

Lewsl Tims Reduls Camisai
wntr bagi. abd bogh wro met diglered Flawis dosndesd Iog Tide 16 ihesl sars Jop
debug Jem Bk D0RAF  Tadkgesi ST QLTITRT SRR
infe  Tan B0 0300 40 Takgea! Puidwars Verabmall 3.0 #ITPRN Dot it Conllig Tiowibong {a® | STRSHIO00 ) Sicitendin g Fodaatanp BOOOCOOOCCOCCC00
anfs  Jem 5N 0308 T Tnckgeai Try-ts Lapuefoki1a)
infe  Jon 5 308 5@  Takgemi wrrwn prnien_Uiseiimep wat fomd!
by Tom 59 13089 Indgest ST QLTI TR
sl Tem 50 13D TS Takgesi Piimwarn Taigimill 3 0wl TTO0 Bati by Coalig Tomei L 4o | STROERIONET ] Sdents g Tomaa tanp EOO0000000000000
anfe  Jem B0 1309 00F  Tnchpemi Ery ta Leguu(0el 15
infe  Joi BF 3300 O Tadgeai wermn ppnseid_bisayyeny wat fewd)
Sy Tem 56 130T 8 Tnkgui DR QRN
infa T BB IDDT 00 Iadgeai Fiidmars Teimbaill 3 0 I TTO) Bality Coalig Timedlang (o] JTRRENNNC] | Svsentif Temdt ang ROOOODOOOOO0000 )
ande  Jom 08 16T 0P Fehget fry tn comecy OVF &F 006 0.6 W0
infe  Jam B9 13O0 B Tadgeat Try 5e Dapiadloud/ 100
infe  Jom GF 1507 1R Iadgest wres spncemd_kimsuhmy sal Evadl
ik Jom B9 I3O0-ER  Tadkgest ju Agiribaloap o Tme )
inde Jum G 130T 0F  Tnehgem Forwsnrs Tarapew(l. 3 0 ci TR0 Batity Condig Tisws b G 1 T8RS R000 - Syvrendii g Tinaad nap I0HROEEE0SG00
infe  Jum 0F D3O 3%  Tadgemi Trr &s Lagia Qo)
infe  Jon 58 13007 8% Tmbgemi wren wpuzend_bimanbey et el
Bobng Tem §W 03000 2% Tackpesi DET QT RTRCIE
infe  Jum §F P30T T Toehgeam Firmmara Taripos il 30 eI TR Buti g Gonfig Tisaii ey G 1 2 TERREENGN - Srvrendig Fanaat sy EOOIOOOE00SIGR0]

|_ Clenr Log j Downlawd Log h.ltl Dwwwluond Syeven Disgrosing Daw ]

This page shows the log of system, including download log file.

Under certain situation when there’re problems that can't be diagnosed at the
moment, you'll be asked to provide the diagnose log to Advantech engineers.
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3.2

This chapter will show you how to configure via CLI.

3.2.1

1. Input telnet LAN IP to login CLI configuration. For example:

IC: “Docunents and Settingsz“Adrinistrator>telnet 192.168.2.1

2.  After connection is succeed, input username and password of EKI-1334 . The
default username/password is adm/123456.

Caution! Password will not be showed.

A\

o Telnet 192, 168.2.1

Router login:adm

FPazsword:
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3.  Login to User Mode

Telnet 152, 168.2.1

- - < < - - - - e

Welcoms to Router console
ht EZAE1-2811. Beijing InHand Networks Co..

wuw ., inhandnetworks .com

3117964

and.com.ocn

11730

any point
» For commands

mn information
onzole

— turn on privileged commands

This screenshot is the config-view of IR700.
4.  Enter privileged mode, password is 123456

Telnet 192. 168.2.1

Welcome to Router console
Inhand
Copyright BE2B81-2811. Beijing InHand Hetworks Co.. Ltd.
Lps w. inhandnetworks .com

IR?11UHA
RU7911883117764

wuw . inhand.com.cn

language
i) - g information
exit ent modesconsole
ping ping te
telnet telnet

tracerouts == trace route to a host
enahle — tupn_on privileged commands

Routerd e

input pas
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5. Login to privileged mode successfully

6. Enter configured mode, then you could configure parameters you want to set
up.

Routerll conf terminal

Routerd<conf igri

3.2.2

Configure username and password

Routeri{config># nvramn set adm_user adn

nuran zet adm_pazswd 1234L6

Enable serial function

Router{config?>Hd nvram set conzole_enable 1

Configure serial port parameters, like baudrate, parity, stop bit and so on.

Router{config?Hl nvram zet comd_config 192888nl

zet comd_config=192888n1

Enable advanced options of dialup

Router{config?# nvram set advanced 1

zet advanced=1

Configure ICMP server

Houter{config?# nvram set wanl_icmp_host www.sina.com

set wanl_icmp_host=www.sina.com

Configure LAN IP

Routeri{configiH# nvram set lanB_ip 192 .168.2.1

set lan®_ip=192.168.2.1
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Enable DHCP function

fouter{config?® nvram zet dhocpd_enable 1

set dhepd_enable=1

Configure DHCP IP pool: 192.168.2.10-192.168.2.20

Router{config)® nuvram set dhcopd_start 192.168.2.18
set dhocpd_start=192.168.2.18

Router{config>® nvram set dhepd_end 192.168.2_.28
zat dhcpd_end=192.168.2.20

Enable HTTP function

Router{config>H# nvram set http_enable 1

et http_enable=1

Configure HTTP service port

Router{config*# nvram set http_port BA

et http_port=BA

Enable HTTP local access

Router{config?H nvram set http_local 1

et http_local=1

Enable HTTP remote access

Router{config)# nvram set http_remote 1

zat http_remote=1

Check device ID

Router{configi# nuram get ovdp_device_id

lovdp_device_id=711122732

After configuration, please don’t forget to commit and reboot router!

Router{config>H# nvran commit
= command ok?
Router{config>Hd wrehoot

are you sure to reboot system?[YiN] v
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Appendix A

FAQ



A.l

1. EKI-1334 is powered on, but can't access Internet through it?
Please check?
B Whether the EKI-1334 is inserted with a SIM card.

B Whether the SIM card is enabled with data service, whether the service of the
SIM card is suspended because of an overdue charge.

B Whether the dialup parameters, e.g. APN, dialup number, username and pass-
word are correctly configured.

B Whether the IP Address of your computer is the same subnet with EKI-1334 and
the gateway address is EKI-1334 LAN address.

2. EKI-1334 is powered on, have a ping to detect EKI-1334 from your PC and find
packet loss?

Please check if the network crossover cable is in good condition.

3. Forget the setting after revising IP address and can't configure EKI-1334 r?
Method 1: connect EKI-1334 with serial cable, configure it through console port.

Method 2: within 5 seconds after EKI-1334 is powered on, press and hold the
Restore button until the ERROR LED flashes, then release the button and the
ERROR LED should goes off, press and hold the button again until the ERROR LED
blinks 6 times, the EKI-1334 is now restored to factory default settings. You may con-
figure it now.

4.  After EKI-1334 is powered on, it frequently auto restarts. Why does this hap-
pen?

Please check:

B Whether the module works normally.

B Whether the EKI-1334 is inserted with a SIM card.

B Whether the SIM card is enabled with data service, whether the service of the
SIM card is suspended because of an overdue charge.

B Whether the dialup parameters, e.g. APN, dialup number, username and pass-
word are correctly configured.

B Whether the signal is normal.
B Whether the power supply voltage is normal.

5. Why does upgrading the firmware of my EKI-1334 always fail?

Please check:

B When upgrading locally, check if the local PC and EKI-1334 are in the same net-
work segment.

B When upgrading remotely, please first make sure the EKI-1334 can access
Internet.

6. After EKI-1334 establishes VPN with the VPN server, your PC under EKI-1334
can connect to the server, but the center can't connect to your PC under EKI-
1334?

Please make sure the firewall of your computer is disabled.

7.  After EKI-1334 establishes VPN with the VPN server, Your PC can't connect to
the server?
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A.2

Please make sure “Shared Connection” on “Network=>WAN" or “Network=>Dialup”
is enabled in the configuration of EKI-1334.

8. EKI-1334 is powered on, but the Power LED is not on?

B Check if the protective tube is burn out.

B Check the power supply voltage range and if the positive and negative elec-
trodes are correctly connected.

9. EKI-1334 is powered on, but the Network LED is not on when connected to PC?

B When the PC and EKI-1334 are connected with a network cable, please check
whether a network crossover cable is used.

B Check if the network cable is in good condition.

B Please set the network card of the PC to 10/100M and full duplex.

10. EKI-1334 is powered on, when connected with PC, the Network LED is normal
but can’t have a ping detection to the EKI-1334?

B Checkif the IP Address of the PC and EKI-1334 are in the same subnet and the
gateway address is EKI-1334 LAN address.

11. EKI-1334 is powered on, but can't configure through the web interface?

B Whether the IP Address of your computer is the same subnet with EKI-1334 and
the gateway address is EKI-1334 LAN address.

B Check the firewall settings of the PC used to configure EKI-1334, whether this
function is shielded by the firewall.

12. The EKI-1334 dialup always fails, | can’t find out why?

Please restore EKI-1334 to factory default settings and configure the parameters

again.

13. How to restore EKI-1334 to factory default settings?

B Press and hold the Restore button, power on EKI-1334;

B Release the button until after the STATUS LED flashes and the ERROR LED is
on;

B After the button is released, the ERROR LED will go off, within 30s press and
hold the Restore button again until the ERROR LED flashes;

B Release the button, the system is now successfully restored to factory default

settings.

In case you have problems with the installation and use, please address them to us
by e-mail:
icg.support@advantech.com.tw.
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