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Used symbols
Danger – Information regarding user safety or potential damage to the router.

Attention – Problems that can arise in specific situations.

Information, notice – Useful tips or information of special interest.

Example – Example of function, command or script.

Open Source Software License
The software in this device uses various pieces of open source software governed by

following licenses: GPL versions 2 and 3, LGPL version 2, BSD-style licenses, MIT-style
licenses. The list of components together with complete license texts can be found on the
device itself: See Licenses link at the bottom of the router’s main Web page (General Status)
or point your browser to address DEVICE_IP/licenses.cgi. If you are interested in obtaining
the source, please contact us at:

techSupport@advantech-bb.com

Modifications and debugging of LGPL-linked executables:

The manufacturer of the device hereby grants the right to use debugging techniques (e.g.
decompilation) and making customer modifications of any executable linked with a LGPL li-
brary for own purposes. Note these rights are limited to the customer’s own usage. No further
distribution of such modified executables and no transmission of the information obtained dur-
ing these actions may be done.

Advantech B+B SmartWorx s.r.o., Sokolska 71, 562 04 Usti nad Orlici, Czech Republic.

Document No. APP-0006-EN, revision from October 21, 2019. Released in the Czech Republic.
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1. IPsec and its Protocols

IPsec (Internet Protocol Security) is a security extension of IP protocol based on authen-
tication and encryption of every IP datagram. Within the OSI architecture, it is security at the
network layer, which means that IPsec provides security for any transfer (any network applica-
tion).

IPsec pay attention to these major security issues:

• Authenticating – Allows to verify the origin of the data, so if a packet is received, it is
possible to verify that the transmitted packet corresponds to the sender or whether the
sender exists at all (Phase I, IKE phase, Main mode). At PSK ends with key exchange.

• Encrypting – Both of sides agree on the form of packet encryption in advance. There-
after the entire packet apart from the IP header will be encrypted, alternatively the entire
packet will be encrypted and a new IP header will be added (Phase II, IPsec phase,
Quick mode). Ends with establishing of a tunnel.

IPsec consists of two basic protocols – Authentication Header (AH) and Encapsulating Secu-
rity Payload (ESP). AH protocol is not supported in router’s Web interface configuration. Both
protocols together are often unsupported by some gateways on the way in the Internet.

Part of IPsec is also IKE (Internet Key Exchange) protocol (key management). IKE cre-
ates logical channels which are called Security Associations (SA). These channels are always
unidirectional therefore it is necessary to use two separate channels (SA) for duplex. IKE also
supports automatic generation and recovery of encryption keys.

1.1 Encapsulating Security Payload (ESP)

Encapsulating Security Payload (ESP) protocol ensures the confidentiality of transmitted
data (encrypts packets) and optionally the original authentication, data integrity and protection
against reverse queries. As with the Authentication Header (AH) protocol, additional header is
attached to an IP packet. This header contains the security parameters which are followed by
encrypted data. However, the outer header is not protected and its integrity is not guaranteed.

In case of requirement for encryption and authentication, system which responds first au-
thenticates packet and if the first step is successful, continues with encryption. This type of
configuration reduces both overhead of processing and vulnerability in case of attack when
denial of service.
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1.1.1 Usage of Encapsulating Security Payload protocol

ESP protocol can be used in two ways – in transport mode or in tunnel mode. Transport
mode inserts ESP header behind the IP header of the original IP datagram. ESP trailer and
optional authentication data follow data of the original datagram. Transport mode requires less
overhead when processing than the tunnel mode, but does not provide such security of data
protection.

Figure 1: ESP – transport mode

Tunnel mode (sometimes tunneling mode) creates a new IP header which is followed by
header of Encapsulating Security Payload protocol. This is followed by the entire original data-
gram packaged as new data datagram. This allows to completely protect original datagram
(in case that encryption and authentication are used). ESP trailer and optional authentication
data follow data of the original datagram.

Figure 2: ESP – tunnel mode
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2. Configuration of IPsec Tunnel

IPsec tunnel creates a secure (encrypted) connection between two LANs into one that
looks like a homogeneous. It is possible to create up to four IPsec tunnels in the Advantech
router. To open the IPsec Tunnel Configuration page, click IPsec in the Configuration section
of the main menu. The menu item will expand and you will see four separate configuration
pages: 1st Tunnel, 2nd Tunnel, 3rd Tunnel and 4th Tunnel.

In v3 routers, the IPv4 and IPv6 tunnels are supported (dual stack), you can transport IPv6
traffic through IPv4 tunnel and vice versa. In v2 routers, only IPv4 tunnels are supported.

To encrypt data between the local and remote subnets, specify the appropriate values in
the subnet fields on both routers. To encrypt the data stream between the routers only,
leave the local and remote subnets fields blank.

If you specify the protocol and port information in the Local Protocol/Port field, then the
router encapsulates only the packets matching the settings.

Item Description

Description Name (description) of the tunnel

Host IP Mode On v3 routers only.

• IPv4 – The router communicates via IPv4 with the opposite
side of the tunnel.

• IPv6 – The router communicates via IPv6 with the opposite
side of the tunnel.

Remote IP Address IP address of remote side of the tunnel. It is also possible to
enter the domain name. On v3 routers it is possible to use IPv6
address.

Tunnel IP Mode On v3 routers only.

• IPv4 – The IPv4 communication runs inside the tunnel.

• IPv6 – The IPv6 communication runs inside the tunnel.

Remote ID Identifier (ID) of remote side of the tunnel. It consists of two
parts: hostname and domain-name.

First Remote Subnet IPv4 address of a network behind remote side of the tunnel. On
v3 routers IPv6 address is possible based on Tunnel IP Mode
above.

Continued on next page
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Continued from previous page

Item Description

First Remote Subnet
Mask/Prefix

IPv4 subnet mask of a network behind remote side of the tunnel,
or IPv6 prefix (single number 0 to 128) on v3 routers with IPv6
Tunnel IP Mode.

Second Remote
Subnet

IPv4 address of a network behind remote side of the tunnel. On
v3 routers IPv6 address is possible based on Tunnel IP Mode
above. For IKE Protocol = IKEv2 only.

Second Remote
Subnet Mask/Prefix

IPv4 subnet mask of the second network behind remote side of
the tunnel, or IPv6 prefix (single number 0 to 128) on v3 routers
with IPv6 Tunnel IP Mode. For IKE Protocol = IKEv2 only.

Remote Protocol/Port Specifies Protocol/Port of remote side of the tunnel. The general
form is protocol/port, for example 17/1701 for UDP (protocol 17)
and port 1701. It is also possible to enter only the number of
protocol, however, the above mentioned format is preferred.

Local ID Identifier (ID) of local side of the tunnel. It consists of two parts:
hostname and domain-name. More information under the table.

First Local Subnet IPv4 address of a local network. On v3 routers IPv6 address is
possible based on Tunnel IP Mode above.

First Local Subnet
Mask/Prefix

IPv4 subnet mask of a local network, or IPv6 prefix (single num-
ber 0 to 128) on v3 routers with IPv6 Tunnel IP Mode.

Second Local Subnet IPv4 address of the second local network. On v3 routers IPv6
address is possible based on Tunnel IP Mode above. For IKE
Protocol = IKEv2 only.

Second Local Subnet
Mask/Prefix

IPv4 subnet mask of the second local network, or IPv6 prefix
(single number 0 to 128) on v3 routers with IPv6 Tunnel IP Mode.
For IKE Protocol = IKEv2 only.

Local Protocol/Port Specifies Protocol/Port of a local network. The general form is
protocol/port, for example 17/1701 for UDP (protocol 17) and
port 1701. It is also possible to enter only the number of protocol,
however, the above mentioned format is preferred.

Encapsulation Mode Specifies the IPsec mode, according to the method of encap-
sulation. You can select the tunnel mode in which the entire IP
datagram is encapsulated or the transport mode in which only
IP header is encapsulated.

Force NAT Traversal Enable NAT traversal enforcement (UDP encapsulation of ESP
packets). Used typically when address translation between the
end points of the tunnel is used.

Continued on next page
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Continued from previous page

Item Description

IKE Protocol Specifies the version of IKE (IKEv1/IKEv2, IKEv1 or IKEv2).

IKE Mode Specifies the mode for establishing a connection (main or ag-
gressive). If you select the aggressive mode, then the router es-
tablishes the IPsec tunnel faster. We recommend that you not
use the aggressive mode due to lower security!

IKE Algorithm Specifies the means by which the router selects the algorithm:

• auto – The encryption and hash algorithm are selected
automatically.

• manual – The encryption and hash algorithm are defined
by the user.

IKE Encryption Encryption algorithm – 3DES, AES128, AES192, AES256,
AES128GCM128, AES192GCM128, AES256GCM128.

IKE Hash Hash algorithm – MD5, SHA1, SHA256 or SHA512.

IKE DH Group Specifies the Diffie-Hellman groups which determine the
strength of the key used in the key exchange process. Higher
group numbers are more secure, but require more time to com-
pute the key.

IKE Reauthentication Enable or disable IKE reauthentication (IKEv2 only).

XAUTH Enabled Enable extended authentication (for IKEv1 only).

XAUTH Mode Select XAUTH mode (client or server).

XAUTH Username XAUTH username.

XAUTH Password XAUTH password.

ESP Algorithm Specifies the means by which the router selects the algorithm:

• auto – The encryption and hash algorithm are selected
automatically.

• manual – The encryption and hash algorithm are defined
by the user.

ESP Encryption Encryption algorithm – DES, 3DES, AES128, AES192, AES256,
AES128GCM128, AES192GCM128, AES256GCM128.

ESP Hash Hash algorithm – MD5, SHA1, SHA256 or SHA512.

PFS Enables/disables the Perfect Forward Secrecy function. The
function ensures that derived session keys are not compromised
if one of the private keys is compromised in the future.

Continued on next page
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Continued from previous page

Item Description

PFS DH Group Specifies the Diffie-Hellman group number (see IKE DH Group).

Key Lifetime Lifetime key data part of tunnel. The minimum value of this pa-
rameter is 60 s. The maximum value is 86400 s.

IKE Lifetime Lifetime key service part of tunnel. The minimum value of this
parameter is 60 s. The maximum value is 86400 s.

Rekey Margin Specifies how long before a connection expires that the router
attempts to negotiate a replacement. Specify a maximum value
that is less than half of IKE and Key Lifetime parameters.

Rekey Fuzz Percentage of time for the Rekey Margin extension.

DPD Delay Time after which the IPsec tunnel functionality is tested.

DPD Timeout The period during which device waits for a response.

Authenticate Mode Specifies the means by which the router authenticates:

• Pre-shared key – Sets the shared key for both sides of the
tunnel.

• X.509 Certificate – Allows X.509 authentication in multi-
client mode.

Pre-shared Key Specifies the shared key for both sides of the tunnel. The pre-
requisite for entering a key is that you select pre-shared key as
the authentication mode.

CA Certificate Certificate for X.509 authentication.

Remote Certificate \
PubKey

Certificate for X.509 authentication or PubKey for public key sig-
nature authentication.

Local Certificate \
PubKey

Certificate for X.509 authentication or PubKey for public key sig-
nature authentication.

Local Private Key Private key for X.509 authentication.

Local Passphrase Passphrase used during private key generation.

Debug Choose the level of verbosity to System Log. Silent (default),
audit, control, control-more, raw, private (most verbose includ-
ing the private keys). See strongSwan documentation for more
details.

Table 1: Configuration of IPsec tunnel
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Do not miss:

• If local and remote subnets are not configured then only packets between local and
remote IP address are encapsulated, so only communication between two routers
is encrypted.

• If protocol/port fields are configured then only packets matching these settings are
encapsulated.

The following procedure describes how to generate certificates and keys without a pass-
word phrase:

******************** certification authority ************************
openssl rand -out private/.rand 1024
openssl genrsa -des3 -out private/ca.key 2048
openssl req -new -key private/ca.key -out tmp/myrootca.req
openssl x509 -req -days 7305 -sha1 -extensions v3_ca -signkey
private/ca.key -in tmp/myrootca.req -out ca.crt

******************** server cert *************************************
openssl genrsa -out private/server.key 2048
openssl req -new -key private/server.key -out tmp/server.req
openssl x509 -req -days 7305 -sha1 -extensions v3_req -CA ca.crt -CAkey
private/ca.key -in tmp/server.req -CAserial ca.srl -CAcreateserial
-out server.crt

******************** client cert **************************************
openssl genrsa -out private/client.key 2048
openssl req -new -key private/client.key -out tmp/client.req
openssl x509 -req -days 7305 -sha1 -extensions v3_req -CA ca.crt -CAkey
private/ca.key -in tmp/client.req -CAserial ca.srl -CAcreateserial
-out client.crt
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Listed below are the certificates with password phrase "router" (certification authority re-
mains unchanged):

******************** server cert *************************************
openssl genrsa -des3 -passout pass:router -out private/server.pem 2048
openssl req -new -key private/server.pem -out tmp/server.req
openssl x509 -req -days 7305 -sha1 -extensions v3_req -CA ca.crt -CAkey
private/ca.key -in tmp/server.req -CAserial ca.srl -CAcreateserial
-out server.crt

******************** client cert **************************************
openssl genrsa -des3 -passout pass:router -out private/client.pem 2048
openssl req -new -key private/client.pem -out tmp/client.req
openssl x509 -req -days 7305 -sha1 -extensions v3_req -CA ca.crt -CAkey
private/ca.key -in tmp/client.req -CAserial ca.srl -CAcreateserial
-out client.crt

The IPsec function supports the following types of identifiers (ID) for both sides of the
tunnel, Remote ID and Local ID parameters:

• IP address (for example, 192.168.1.1)

• DN (for example, C=CZ,O=CompanyName,OU=TP,CN=A)

• FQDN (for example, @director.companyname.cz) – the @ symbol proceeds the FQDN.
• User FQDN (for example, director@companyname.cz)

The certificates and private keys have to be in the PEM format. Use only certificates containing
start and stop tags.

The random time, after which the router re-exchanges new keys is defined as follows:

Lifetime - (Rekey margin + random value in range (from 0 to Rekey margin * Rekey Fuzz/100))

The default exchange of keys is in the following time range:

• Minimal time: 1h - (9m + 9m) = 42m

• Maximal time: 1h - (9m + 0m) = 51m

8
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Figure 1: Configuration form of IPsec tunnel on v2 routers
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Figure 2: Configuration form of IPsec tunnel on v3 routers
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2.1 IPsec Status – Tunnel Established

Selecting the IPsec option in the Status menu of the web page will bring up the information
for any IPsec Tunnels that have been established. If the tunnel has been built correctly, the
screen will display ESTABLISHED and the number of running IPsec connections 1 up (orange
highlighted in the figure below.) If there is no such text in log (e.g. "0 up"), the tunnel was not
created!

Figure 3: IPsec Status
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3. Examples of Use

3.1 IPv6 IPsec Tunnel over IPv4 Internet

Figure 4: IPv6 IPsec tunnel over IPv4 Internet – two Advantech routers

This is an example of IPsec tunnel establishment for IPv6 network. Two Advantech v3
Routers are used (IPv6 is supported on v3 routers). One Advantech router as IPsec initiator
and one Advantech router as IPsec responder. The routers are connected to the Internet via
IPv4 but the communication inside established IPsec tunnel is IPv6, so the IPv6 networks on
both sides can be connected to each other. See the configuration forms and IPsec Status
pages on the following figures.
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Figure 5: Initiator configuration of the IPv6 over IPv4 IPsec tunnel
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Figure 6: Responder configuration of the IPv6 over IPv4 IPsec tunnel
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Figure 7: IPsec Status of the Initiator

Figure 8: IPsec Status of the Responder
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3.2 Linux and CISCO Basic IPsec Tunnel Configurations

3.2.1 Advantech Router as IPsec Initiator

IP address of the SIM card inserted into Advantech router can be either static or dynamic,
because IPsec tunnel is established by initiator on the router. In this case, Linux server (CISCO
router) offers services for IPsec tunnel therefore it has to be always available on a static IP
address or on a domain name.

Figure 4: IPsec tunnel – initiator on the router

If addresses of tunnel ends are visible to one another, all you have to do is specify these
items: Description, Remote IP address, First Remote Subnet, First Remote Subnet Mask,
First Local Subnet and First Local Subnet Mask. If not (one end of the tunnel is in a private
network), it is necessary to set Force NAT Traversal to yes.

If NAT Traversal is active, it is also necessary to set Remote ID. The FQDN (Fully Qualified
Domain Name) has to be provided as the Remote ID, which is the designation for a fully spec-
ified domain name of the computer. It is also possible to set authentication using certificates,
but then there is no need to enter Remote ID.
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The following table provides an example of IPsec tunnel settings which correspond to the
Figure from the beginning of this chapter:

Item Value

Remote IP Address 83.208.155.127

Remote ID ciscoasa@default.domain

First Remote Subnet 192.168.1.0

First Remote Subnet Mask 255.255.255.0

First Local Subnet 192.168.3.0

First Local Subnet Mask 255.255.255.0

Force NAT Traversal yes

Pre-shared Key test

Table 2: IPsec tunnel settings (initiator)

Other parameters can be left in default settings. If the Remote IP Address parameter is
empty on one side of the IPsec tunnel, then this side will wait for a connection and will not
attempt to establish a connection.

All items that are not mentioned in the sample settings and are marked with an asterisk (*)
may not be filled in. They are used to accurate identification of the tunnel.

Figure 5: IPsec tunnel – example configuration of initiator on the router

Information about the active IPsec tunnel can be found in the Status section on the IPsec
page of the router web interface.
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3.2.2 Advantech Router as IPsec Responder

Advantech router must have an available static IP address or dynamic IP address of the
SIM card in case of using translation of dynamically assigned IP addresses to DynDNS domain
name. In this case, Linux server (CISCO router) is initiator and establishes IPsec tunnel.

Figure 6: IPsec tunnel – responder on the router

If addresses of tunnel ends are visible to one another, all you have to do is specify these
items: Description, First Remote Subnet and First Remote Subnet Mask. If not (one end of
the tunnel is in a private network), it is necessary to set Force NAT Traversal to yes.

If Force NAT Traversal is active, it is also necessary to set Remote ID. As the ID has to
be filled FQDN (Fully Qualified Domain Name), which is the designation for a fully specified
domain name of the computer. It is also possible to set authentication using certificates, but
then there is no need to enter Remote ID.

The following table provides an example of IPsec tunnel settings which correspond to the
figure from the beginning of this page:

Item Value

Remote ID ciscoasa@default.domain

First Remote Subnet 192.168.2.219

First Remote Subnet Mask 255.255.255.255

Force NAT Traversal yes

Pre-shared Key test

Table 3: IPsec tunnel settings (responder)
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Other parameters can be left in default settings. If the Remote IP Address parameter is
empty on one side of IPsec tunnel, then this side will wait for a connection and will not attempt
to establish a connection.

All items that are not mentioned in the sample settings and are marked with an asterisk (*)
may not be filled in. They are used to accurate identification of the tunnel.

Figure 7: IPsec tunnel – example configuration of responder on the router

Information about the active IPsec tunnel can be found in the Status section on the IPsec
page of the router web interface.
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3.2.3 Linux Server IPsec Configuration

Figure 8: IPsec tunnel – Linux server

On the Linux server is needed to configure ipsec.conf and ipsec.secrets files. Configuration
of ipsec.conf file can be performed for example like this:

conn advantechrouter
authby=secret
type=tunnel
left=83.208.155.127
leftsubnet=192.168.1.0/24
right=172.24.68.112
rightsubnet=192.168.3.0/24
ikelifetime=3600s
keylife=3600s
pfs=no
auto=add

ipsec.secrets file shall be configured as follows:

83.208.155.127 172.24.68.112: PSK "test"

20
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3.2.4 CISCO Router as Initiator – IPsec Configuration

Please note that CISCO routers support IPsec protocol since IOS version no. 7.1.

Figure 9: IPsec tunnel – CISCO router as initiator

access-list outside_2_cryptomap extended permit ip 192.168.1.0
255.255.255.0 192.168.3.0 255.255.255.0
crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-hmac
crypto ipsec transform-set ESP-DES-SHA esp-des esp-sha-hmac
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
crypto ipsec transform-set ESP-AES-128-SHA esp-aes esp-sha-hmac
crypto ipsec transform-set ESP-AES-256-MD5 esp-aes-256 esp-md5-hmac
crypto ipsec transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec transform-set ESP-AES-128-MD5 esp-aes esp-md5-hmac
crypto ipsec transform-set ESP-AES-192-MD5 esp-aes-192 esp-md5-hmac
crypto ipsec transform-set ESP-AES-192-SHA esp-aes-192 esp-sha-hmac
crypto ipsec transform-set UR1 esp-3des esp-none
crypto ipsec transform-set UR2 esp-des esp-none
crypto ipsec transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac
crypto map outside_map 1 match address outside_2_cryptomap
crypto map outside_map 1 set connection-type answer-only
crypto map outside_map 1 set peer 172.24.68.112
crypto map outside_map 1 set transform-set ESP-3DES-MD5
crypto map outside_map interface outside

Continued on next page ...
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... Continued from previous page

crypto isakmp identity hostname
crypto isakmp enable outside
crypto isakmp policy 10
authentication pre-share
encryption 3des
hash md5
group 2
lifetime 3600
crypto isakmp nat-traversal 20

group-policy DfltGrpPolicy attributes
banner none
wins-server none
dns-server none
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout none
vpn-session-timeout none
vpn-filter none
vpn-tunnel-protocol IPSec l2tp-ipsec webvpn
password-storage disable
ip-comp disable
re-xauth disable
group-lock none
pfs disable
ipsec-udp enable
ipsec-udp-port 10000
split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain none

tunnel-group DefaultL2LGroup ipsec-attributes
pre-shared-key *
isakmp keepalive threshold 20 retry 10
tunnel-group 172.24.68.112 type ipsec-l2l
tunnel-group 172.24.68.112 ipsec-attributes
pre-shared-key *
tunnel-group-map enable rules
tunnel-group-map default-group DefaultL2LGroup
prompt hostname context
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3.2.5 CISCO Router as Responder – IPsec Configuration

Please note that CISCO routers support IPsec protocol since IOS version no. 7.1.

Figure 10: IPsec tunnel – CISCO router as responder

access-list outside_2_cryptomap extended permit ip 192.168.1.0
255.255.255.0 192.168.3.0 255.255.255.0

crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-hmac
crypto ipsec transform-set ESP-DES-SHA esp-des esp-sha-hmac
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
crypto ipsec transform-set ESP-AES-128-SHA esp-aes esp-sha-hmac
crypto ipsec transform-set ESP-AES-256-MD5 esp-aes-256 esp-md5-hmac
crypto ipsec transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec transform-set ESP-AES-128-MD5 esp-aes esp-md5-hmac
crypto ipsec transform-set ESP-AES-192-MD5 esp-aes-192 esp-md5-hmac
crypto ipsec transform-set ESP-AES-192-SHA esp-aes-192 esp-sha-hmac
crypto ipsec transform-set UR1 esp-3des esp-none
crypto ipsec transform-set UR2 esp-des esp-none
crypto ipsec transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac
crypto map outside_map 1 match address outside_2_cryptomap
crypto map outside_map 1 set connection-type originate-only
crypto map outside_map 1 set peer 172.24.68.112
crypto map outside_map 1 set transform-set ESP-3DES-MD5
crypto map outside_map interface outside

Continued on next page ...
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... Continued from previous page

crypto isakmp identity hostname
crypto isakmp enable outside
crypto isakmp policy 10

authentication pre-share
encryption 3des
hash md5
group 2
lifetime 3600

crypto isakmp nat-traversal 20

group-policy DfltGrpPolicy attributes
banner none
wins-server none
dns-server none
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout none
vpn-session-timeout none
vpn-filter none
vpn-tunnel-protocol IPSec l2tp-ipsec webvpn
password-storage disable
ip-comp disable
re-xauth disable
group-lock none
pfs disable
ipsec-udp enable
ipsec-udp-port 10000
split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain none

tunnel-group DefaultL2LGroup ipsec-attributes
pre-shared-key *

isakmp keepalive threshold 20 retry 10
tunnel-group 172.24.68.112 type ipsec-l2l
tunnel-group 172.24.68.112 ipsec-attributes

pre-shared-key *
tunnel-group-map enable rules
tunnel-group-map default-group DefaultL2LGroup
prompt hostname context
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3.3 Windows Computer IPsec Tunnel with Advantech Router

Figure 11: IPsec tunnel – Windows

Recommended program for Windows operating system is NCP Secure Entry Client on
which the following description is based on.

3.3.1 Windows IPsec Configuration – NCP Secure Entry Client

The figure below shows the environment of the NCP Secure Entry Client (version 9.32,
build 218).

Figure 12: NCP Secure Entry Client
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First it is necessary to create a profile for establishing IPsec tunnel. Select Configuration
tab in the menu (of NCP Secure Entry Client program) and then select Profiles item. The
following window will be open:

Figure 13: NCP Secure Entry Client – Profiles

Add a new profile using the Add/Import button. On the second screen, you must enter the
profile name. In other cases (on the other screens) it is possible only to confirm using the Next
button (on the last screen using the Finish button) and make the necessary settings later.

Configuration of the IPsec tunnel is done by marking the profile and pressing Edit button.

Figure 14: NCP Secure Entry Client – Edit
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Select IPsec General Settings item in the menu on the left side. Then press Police Editor. . .
button on the right side.

Figure 15: NCP Secure Entry Client – IPsec General Settings

In the new window highlight the Pre-shared Key item (in IKE Policy section) and then press
Edit button.

Figure 16: NCP Secure Entry Client – Policy Editor
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This opens a window in which select encryption and hash algorithm (for example Triple
DES and MD5) and then confirm by pressing the OK button.

Figure 17: NCP Secure Entry Client – Pre-shared Key

Now, select the only available item in IPsec Policy section of configuration window. The
item has a name ESP - AES128 - MD5. Then press Edit button.

Figure 18: NCP Secure Entry Client – Policy Editor
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Enter the desired name (for example IPsec) in the new window and select encryption and
hash algorithm (for example Triple DES and MD5). Then confirm it by pressing the OK button.

Figure 19: NCP Secure Entry Client – IPsec Policy

Go back to the main window of IPsec General Settings item and set IKE Policy and IPsec
Policy items based on the previous configuration (see figure below). IKE DH Group item will
have a value of DH-Group 2 (2014 bit).

Figure 20: NCP Secure Entry Client – IPsec General Settings
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Now, select Identities item in the menu on the left side and fill in the configuration form
as shown below. Note that the IP address corresponds to the exemplary situation from the
beginning of this section.

Figure 21: NCP Secure Entry Client – Identities

The same IP address (192.168.2.219 acccording to the exemplary situation) is also re-
quired on the IPsec Address Assignment page.

Figure 22: NCP Secure Entry Client – IPsec Address Assignment
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Press Add button on the Split Tunneling page and enter the IP address of the subnet
behind the router Advantech (192.168.3.0 in the exemplary situation) and relevant subnet
mask (255.255.255.0) to the newly opened window. Confirm it by pressing the OK button.

Figure 23: NCP Secure Entry Client – Add IP network

Specified data are displayed in the original window of the Split Tunneling page.

Figure 24: NCP Secure Entry Client – Split Tunneling

3.3.2 IPsec Configuration of Advantech Router

On the following page is displayed configuration form with IPsec tunnel settings. Entered
values correspond to the exemplary situation from the beginning of this section.
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Figure 25: Configuration of Advantech router
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4. Recommended Literature

[1] Advantech B+B SmartWorx: v2 Routers Configuration Manual (MAN-0021-EN)
[2] Advantech B+B SmartWorx: SmartFlex Configuration Manual (MAN-0023-EN)
[3] Advantech B+B SmartWorx: SmartMotion Configuration Manual (MAN-0024-EN)
[4] Advantech B+B SmartWorx: SmartStart Configuration Manual (MAN-0022-EN)
[5] Advantech B+B SmartWorx: ICR-3200 Configuration Manual (MAN-0042-EN)

Product related documents can be obtained on Engineering Portal at
https://ep.advantech-bb.cz/ address.
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