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1 - OVERVIEW

1.1 PREREQUISITES

This manual assumes you have a basic understanding of wireless communications, serial protocols (RS-232/422/485),
and basic electronics.

1.2 SAFETY INFORMATION
WARNING

Exposure to RF energy is an important safety consideration. The FCC has adopted a safety standard for human
exposure to radio frequency electromagnetic energy emitted by FCC regulated equipment as a result of its actions in
Docket 93-62 and OET Bulleting 65 Edition 97-01.

DO NOT OPERATE unless all RF connectors are secure and any open connectors are properly terminated.

A separation distance of 20 cm or more should be maintained between the antenna of this device and persons during
device operation. To ensure compliance, operation at closer than this distance is not recommended. The antenna used for
this device must not be co-located in conjunction with any other antenna or transmitter.

1.3 INSTALLATION INFORMATION

Operating Voltage 10 to 30 VDC

Maximum Surrounding Ambient Air Temp 74 °C

Wiring Terminals Use Copper Wire Only, One Conductor Per Terminal
Wire Range 30to 12 AWG

Tightening Torque 0.5t0 0.6 Nm

Temperature Rating of Field Installed Conductors 105 °C minimum, sized for 60 °C ampacity

Note: Please see the Quick Start Guide for UL Class 1/ Division 2 installation instructions.
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1.4 ABOUT THIS MANUAL

This manual has been created to assist you in installing, configuring, operating, and troubleshooting your Zlinx® Xtreme
Radio Modem. It is divided into key sections as follows:

Product Information — covers what is included with your radio modem, operating modes, operating states and user
interface components.

Hardware Installation — covers how to install your radio modem. Additional information is provided about RF
considerations, accessory antennas and cable selection.

Electrical Installation — covers wiring connections and powering your radio modem.

Software Installation — covers installing the manager software and basic software functionality.

Startup and Configuration — contains more detailed information about how to configure your radio modem.
Use Cases — contains information concerning the most widely used configurations.

Testing and Troubleshooting — contains information about trouble shooting aids.

Appendices — additional information.

1.5 PRODUCT FEATURES SUMMARY

Need to extend an RS-232/422/485 signal across a highway or across the building? Your Zlinx ® Xtreme Radio Modem
will do the job faster, easier, and less expensively than stringing cable. The Zlinx Xtreme Radio Modem connects serial
devices which can be set up in point to point or point to multi point networks. Easy plug-and-play set-up saves installation
and maintenance time. In addition, Zlinx Xtreme Radio Modem meets the IP67 standard and is built to handle the heat,
cold and environments of industrial operations.

e Modbus compatible — no additional converters needed

o RS-232, 422, 485 (2-wire & 4-wire) serial communications

e Frequency range: ISM band, 902 to 928 MHz or 2.4 to 2.5 GHz

e Signal strength indicators aids troubleshooting.

e 900 MHz or 2.4 GHz antenna included

e 256-bit AES Encryption

e Wide Operating Temperature: -40to +74°C

e Rugged Circuitry for Indoor and Outdoor Applications

e |P67 Rated for total protection against dust and water up to 1 meter
e Software support Windows XP, Vista, 7, 8, 8.1, 10 (32 / 64 bit)

e Field Upgradable Firmware
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2 - PRODUCT INFORMATION

2.1 ZLINX® XTREME RADIO MODEM MODELS

ZXT9-RM — 900 MHz ISM Band Radio Modem
ZXT24-RM - 2.4 GHz ISM Band Radio Modem

2.2 PACKAGE CONTENTS

Zlinx Xtreme Radio Modem

e Software CD
e Quick Start Guide
e Antenna

e Enclosure Mounting Ears and Hardware

Note: Cable Glands cannot be used for Class 1/Division 2 applications. Please see the Quick Start Guide for additional information about UL
Class 1/Division 2 installation instructions.

2.3 MODES OF OPERATION

2.3.1 POINT-TO-POINT SERIAL

This configuration is used to wirelessly transmit serial data from one location to another. A Zlinx Xtreme Radio Modem is
configured with another radio modem of same frequency in a master slave relationship to transmit serial data wirelessly.
Typical applications include connecting a device such as a pressure/flow transmitter to a PLC or SCADA system.

2.3.2 POINT-TO-POINT SERIAL TO XTREME I/O

This configuration is employed to connect a PLC/HMI/SCADA system to a remote Xtreme 1/O (or Zlinx standard 1/O)
module to monitor or control discrete devices via Modbus. The serial master (PLC/HMI/SCADA) is a Modbus RTU master
and must be connected to the serial port of the Radio Modem. Each Xtreme 1/O device populates and updates its own
Modbus map and support Modbus RTU Slave format. The radio modem is connected to the respective Modbus Master.
Typical examples include a water tank monitoring system where a float sensor level data is transmitted to a HMI through
the wireless network.

2.3.3 POINT-TO-MULTI POINT (SERIAL OR XTREME 1/0)

A Radio Modem is configured to communicate with multiple other modems or I1/O modules. The “master” modem is
connected to the Modbus Master and can communicate with Modbus Slaves connected to other radio modems or Xtreme
I/0 units. An example is a PLC Process control/monitoring application requiring analog, digital and serial data to be
brought to a central PLC.
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2.4. OPERATING STATES

The Zlinx Radio Modem has a variety of operating states:

2.4.1 IDLE STATE
e Checks for valid RF data received and discards invalid data
e Checks for serial data to be packaged and RF transmitted
e Received valid RF data in buffer to be output serially
e Checks if Sleep Mode condition is met
e Checks for Command Mode commands

2.4.2 TRANSMIT STATE
e Packages serial data (2048 bytes maximum in RF packet)
0 ZXT9RM — 2048 bytes maximum
0 ZXT24RM - 202 bytes maximum
e Returns to Idle State

2.4.3 RECEIVE STATE
e Switches to Receive State to start receiving RF packets if RF data was detected while in the Idle State
e Returns to Idle State when data is no longer detected or an error is detected

| 2.4.4 SLEEP STATE
e This allows the radio modem to enter a state of low power consumption when not in use.

|2.4.5 COMMAND MODE

e Enters AT Command mode with +++ sent to serial input with Guard Time before and after. Exits after Timeout.
The guard times and the entry characters are user configurable.

2.5 USER INTERFACE COMPONENTS

2.5.1 SIGNAL STRENGTH (RSSI) LED’S

There are eight green LED’s to indicate signal strength (Received Signal Strength Indicator, “RSSI”). They are arranged
to indicate RSSI from weakest (bottom LED lighted) to strongest (all eight LED’s lighted). See figure 2-1.

Figure 2-1 RSSI Indicator

| 2.5.2 TRANSMIT LED
The green transmit LED flashes when data is transmitted out the serial port. See figure 2-2 below.

| 2.5.3 RECEIVE LED
The green receive LED flashes when data is received by the serial port. See figure 2-2 below.

4
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ILII’])(” Xtreme

Arrows show the
direction of serial
data relative to the
Radio Modem

BB SMARTWORX

el AD\ANTECH

FCC 1D DUR-GXTEND advantech-bb.com

Figure 2-2 Transmit and Receive LEDs

2.5.4 POWER LED
The green power LED is ON when power is applied.

|_|nx Xtreme

Inclustrial A

Power LED is
ON when Power
is applied
BB SMARTWORX
FOCID:0UR-SXTIND advantech-bb.com

Figure 2-3 Power LED

|2.5.5 INTERNAL USER INTERFACES

The remaining user interfaces are located inside the radio modem enclosure. To access these interfaces, the cover must
be removed. The cover is held in place with four plastic Phillips style screws.

|2.5.6 PUSH BUTTON
Push Button PB1 is located on the circuit board behind the radio modem cover. It is used to temporarily set the serial port
to a known condition. To do this, use the RS-232 port. Press and hold the button while power cycling the device. Once
power comes up, release the button and the unit will temporarily be restored to a known condition and in command mode
for about 20 seconds. You will then be able to connect to the device using the manager at the settings below:

e Baud rate = 9600

e Databit=8
e Parity = None
e Stophit=1
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Figure 2-4 Push Button

2.5.7 USB CONNECTOR

The USB connector is located on the circuit board inside the radio modem enclosure. It is used to connect a PC to the radio modem to
perform configurations and firmware updates. The connector is a Type B female. Any commercially available USB cable can be used
to connect to the radio modem. Figure 2-5 shows the USB connector location.

Figure 2-5 USB Connector

2.5.8 TERMINAL BLOCK
The terminal block is used to connect serial signals and power. Figure 2-6 shows the TB location.

Figure 2-6 Terminal Block
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|2.5.9 DIP SWITCH

OFF — ON Switch RS-232 RS-422 | RS-485 RS-485
- - 4-Wire 2-Wire
[ N
4-Wire | 2-Wire 1 OFF OFF OFF ON
-
4-Wire 2-Wire 2 OFF OFF OFF ON
Termination Out Termination In 3 OFF OFF* OFF* OFF*
RS-422 RS-485 4 OFF OFF ON ON

Note: The use of built in termination is optional and depends on your application.

Note: For RS-232 operation, set all switches OFF.

Figure 2-7 DIP Switch
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3.0 HARDWARE INSTALLATION

3.1 MECHANICAL DIAGRAM

The mechanical diagram in Appendix C contains information for mounting your radio modem.

Note: the Cable Glands cannot be used for Class 1/Division 2 applications. Please see the Quick Start Guide for UL Class 1/Division 2
installation instructions.

3.2 IP67 CABLE GLAND INSTALLATION

3.2.1 CABLE GLAND DESCRIPTION

The Cable Gland is used to maintain the water tight rating while allowing a cable to enter the enclosure. The assembly
consists of black molded nylon body, hex nut, cable nut and a rubber gasket and cable seal.

Figure 3-1 1P67 Cable Gland
MOUNT CABLE RANGE
THREAD (DIA) A ‘ B | c _ D E | F _ G _ H
PG-13.5 0.236 - 0.472 0453 | 0591 | 0.787 @ 0.6 1315 | 0062 | 1161 = 0240
- s F — E -—
H—= = i —— D - — RUBBER CABLE SEAL
= / ‘ | o
r A4 Ll.r : - ___z‘ = b
| i I I IL ‘ 3 pzez 1 =
GDIA. | CDIA. BDIA. ||| = A DIA. [
[ |I'_I-'.Ii == -
— NUT BODY CABLE NUT
MATERIAL: NYLON -66, UL-84V2 (NUT, BODY & CABLE NUT)
NER (N) RUBBER (GASKET & CABLE SEAL)
COLOR: BLACK
Figure 3-2 IP67 Cable Gland
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3.2.2 CABLE GLAND INSTALLATION

1. The Cable Gland will accept cable diameters from 0.236 to 0.472 inches (5.99 to 11.99 mm).

2. Insert the non-tapered end of the Body (D) through the conduit knock-out on the radio modem enclosure.

3.  Place the Gasket around the body on the outside of the enclosure.

4.  Thread the Hex Nut onto the Body from the inside of the enclosure.

5.  Place the Cable Nut onto the cable being careful to position the threaded side so that it can be attached to the
Cable Body.

6. Tigflnen the Cable Nut. This will cause the tapered end of the Cable Body to compress, ensuring a water-tight
seal.

3.3 WATERTIGHT THREADED CONDUIT HUB

Note: Unused conduit openings: Class 1/Division 2 installation requires a UL Recognized conduit plug (UL Category Code QCRV2) be used
when a conduit opening is not being used.

3.3.1 DESCRIPTION

Another method to bring a cable into the enclosure is to use the water tight threaded conduit hub. It is used to secure
threaded half-inch rigid service entrance conduit. It consists of a Body, Nut and Gasket.

Figure 3-3 % Inch Threaded Conduit Hub

3/16 in
B [9/16 in
C [11/8in

Figure 3-4 % Inch Threaded Conduit Hub

3.3.2 WATER TIGHT THREADED CONDUIT INSTALLATION

1. Insert the threaded end of the body into the conduit knock-out from the outside of the enclosure. The rubber gasket
should be on the outside of the enclosure.

2. Thread the nut onto the conduit body from inside the enclosure.

3. 1/2 and 3/8 inch conduit fittings as well as 1/2 inch, rigid, threaded conduit can be attached to the threaded hub.
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3.4 IP67 MEMBRANE CABLE GLAND

Note: the Cable Glands cannot be used for Class 1/Division 2 applications. Please see the Quick Start Guide for UL Class 1/Division 2
installation instructions.

3.4.1 DESCRIPTION

The membrane cable gland is used to plug an unused hole in the enclosure.

Figure 3-5 IP67 Membrane Cable Gland

3.4.2 IP67 MEMBRANE CABLE GLAND INSTALLATION

1.  Stuff the cable gland into the knock-out hole with the narrow end toward the inside of the radio modem enclosure.
The enclosure wall will fit into the indentation between the inside and outside portions of the gland.

3.5 SUPPLIED ANTENNA

3.5.1 ZXT9-RM SUPPLIED ANTENNA

Your Zlinx Xtreme 900 MHz product comes supplied with a “rubber duck” style antenna which can be articulated up to 90
degrees. Then antenna is a ¥ wave dipole with an omni-directional pattern and vertical polarization. It is recommended
that your Zlinx Xtreme product be mounted vertically.

|
——
Pl

gl

0E'0 ¥ 09'62

ZI0°F S91°}
00'E ¥ 0'691
8LL' T ¥59'9

Figure 3-6 ZXT9-RM Supplied Antenna

Impedance 50Q

Connector RPSMA Female
VSWR 2.0 Max (in-band)
Gain 3.0 dBi
Polarization Vertical
Replacement Part Number ZXT9-ANT1

10
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|3.5.2 ZXT24-RM SUPPLIED ANTENNA

Your Zlinx Xtreme 2.4 GHz product comes supplied with a “rubber duck” style antenna which can be articulated up to 90
degrees. Then antenna is a ¥ wave dipole with an omni-directional pattern and vertical polarization.

It is recommended that your Zlinx Xtreme product be mounted with the antenna on the top, perpendicular with the horizon

#10.0

%

COFE BT+
AR
/

*B25E1.9

Figure 3-7 ZXT24-RM Supplied Antenna

Impedance 50Q

Connector RPSMA Female
VSWR 2.0 Max (in-band)
Gain 2.1dBi
Polarization Vertical
Replacement Part Number ZZ24D-ANT1

3.6 OPTIONAL ANTENNAS

3.6.1 OMNI ANTENNA DESCRIPTION

In some applications, a higher gain omni-directional antenna may be required. An omni-directional antenna is an antenna
system that radiates power uniformly in one plane with a directive pattern shape in a perpendicular plane. This pattern is
often described as "donut shaped". An omni-directional antenna can be used to link multiple directional antennas in
outdoor point-to-multipoint communication.

Omni-directional antennas are a good choice if you need to mount your antenna on a mast to increase its elevation.
Please note that mounting brackets must also be purchased. Also note that these antennas have an N style connector.
Refer to section 3.9 to select the correct cable. (Contact B+B SmartWorx for antenna model information and availability.)

__g""; o)

Figure 3-8 Representative Photograph of Optional Omni Antenna

11
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Model FG9023 — High Gain Omni Directional (900 MHz)

Use With ZXT9-RM (900 MHZz)
Impedance 50Q

Connector N Female

VSWR 2:1 maximum (In Band)
Gain 3 dBi

Polarization Vertical

Length 25 inches (63.5 cm)
Mounting Brackets (Not Included) FM2

Model FG24008 — High Gain Omni Directional (2.4 GHz)

Use With ZXT24-RM (2.4 GHz)
Impedance 50Q

Connector N Female

VSWR 1.5:1 maximum (In Band)
Gain 8 dBi

Polarization Vertical

Length 24.5 inches (62.2 cm)
Mounting Brackets (Not Included) FM2

12
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3.6.2 YAGI ANTENNA DESCRIPTION

A Yagi-Uda Antenna, commonly known simply as a Yagi antenna or Yagi, is a directional antenna system consisting of an
array of a dipole and additional closely coupled parasitic elements (usually a reflector and one or more directors). The
dipole in the array is driven, and another element, typically 5% longer, effectively operates as a reflector. Other parasitic
elements shorter than the dipole may be added in front of the dipole and are referred to as directors. This arrangement
increases antenna directionality and gain in the preferred direction over a single dipole. (Contact B+B SmartWorx for
antenna model information and availability.)

Note: Since Yagi Antennas are directional, they must point directly at the other antenna through a clear line of sight.

Figure 3-9 Representative Enclosed Yagi Photograph

Figure 3-10 Representative Yagi Antenna Photograph

Model YS24008 — High Gain Yagi (2.4 GHz)
Model YS8963 — High Gain Yagi (900 MHz) Use With ZXT24-RM (2.4 GHz)
Use With ZXT9-RM (900 MHZ) |mpedance 50Q
Impedance 50Q Connector N Female
Connector N Female VSWR 1.5:1 maximum (In Band)
VSWR 1.5:1 maximum (In Band) Gain 12.5 dBi
Gain 6 dBi Polarization Vertical
Polarization Vertical Length 18 inches (45.7 cm)
Length 16.8 inches (42.7 cm) Mounting Brackets Included
Mounting Brackets Included

13
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3.7 ANTENNA CABLES

If you decide to use one of the optional antennas, you will need to select the appropriate cable and connector. It is
important to select a cable that matches the radio’s impedance. An impedance mismatch will cause the radio link to
become inefficient and could damage the radio. Selecting the incorrect cable could also cause significant signal loss. A
rule of thumb is: for every 3 dB of loss, your system will lose half the output power emitted from the radio.

B+B SmartWorx offers three basic cable types: LMR100, LMR195, and LMR400. LMR400 cable offers lower loss but is
thicker and more difficult to work with. LMR100 is thin and easy to work with, but has a larger loss. It is recommended that
you use the shortest possible cable run in your application. (Contact B+B SmartWorx for information and availability.)

Cable Type | 900 MHz Loss Per 100 Ft. | 2.4 GHz Loss Per 100 Ft. | Diameter

LMR-100 22.8 dB 38.9dB 0.110in
LMR-195 11.5dB 19.0dB 0.195in
LMR-400 3.9dB 6.8 dB 0.405in

50 Ohm, FPE dielectric, AL Tape+95%
braid, PE jacket, .405" OD

Figure 3-11 LMR400 Cable Cross Section

195M

50 Ohm, FPE dielectric, AL Tape+95%
braid, PE jckt, .195" OD

Figure 3-12 LMR195 Cable Cross Section

100M

50 Ohm, FPE dielectric, AL Tape+95%
braid, PE jckt, .105" OD

Figure 3-13 LMR100 Cable Cross Section

14
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Along with the type of cable, you need to select the correct connector. This product uses an RPSMA Male (plug)
connector. Therefore, you will need a cable that has a RPSMA Female (jack) on one end. If you are using one of the
optional antennas, you will need an N type Male connector, since these antennas have an N type Female on them. If you
are extending the included antenna, you will need an RPSMA Male (plug) since the supplied antenna has an RPSMA
female (jack).

Antenna Cable Part Numbers

B+B SmartWorx has a variety of standard cables for purchase. The cable part number is relatively easy to interpret:
TTTT-AABB-LLLL
TTTT = Cable Type (400M = LMR400, 195M = LMR195, 100M = LMR195)

AA = Connector A (NM = N-Male, SL = RPSMA Male (Plug)
BB = Connector B (NM = N-Male, SL = RPSMA Male (Plug)
In most cases, this portion of the part number will be NMSL for Zlinx Xtreme products.

LLLL = Length in inches (ex: 6 = six inches, leading zeros are not necessary)

So, 400M-NMSL-24 is an LMR400 cable with an N Male on one end and an RPSMA plug on the other, 24 inches
in length.

3.8 LIGHTNING ARRESTORS

When installed properly, a lightning arrestor can prevent damage to your radio due to high energy transients during
lightning strikes. Our arrestors limit surges to less than 45 Volts in approximately 100 nanoseconds. A gas discharge tube
changes from an open circuit to a short circuit in the presence of energy and voltage surges giving those surges a direct
path to ground, thus protecting equipment.

They are designed with a rugged housing and high quality plated brass "N" connectors They are available as Models
LABH350NN and LABH2400N which both allow bulkhead mounting and connector pass-through. (Contact B+B
SmartWorx for more information, availability and ordering.)

15
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4 - ELECTRICAL INSTALLATION

Note: Please see the Quick Start Guide for UL Class 1/Division 2 installation instructions.

4.1 WIRING

4.1.1 TERMINAL BLOCK

Both power and data signals are connected to the terminal block. Figure 4-1 shows the layout.

Operating Voltage 10 to 20 VDC

Maximum Surrounding Ambient Air Temperature 74 °C

Wiring Terminals Use Copper Wire Only, One Conductor Per Terminal
Wire Range 30to 12 AWG

Tightening Torque 0.5t0 0.6 Nm

Temperature Rating of Field Installed Conductors 105 °C minimum, sized for 6 0°C ampacity.

Terminal Block Located Inside Enclosure

=)

= 3|7
-4 |3 (08 P n s |s
UEUE -~ -2 A | =
> > @ AO|w |2 c|?|(z|S
~lFI=~FIZ/dIB 4|4 |c|Z2|F|Z2[Z|Z

Figure 4-1 Terminal Block

4.1.2 POWER SUPPLY CONNECTIONS

The radio modem requires power from an external source. The radio modem requires 10 to 30 VDC. Power use depends
on the model:

ZXT9RM - 1.7 Watts typical, 5.8 Watts maximum
ZXT24RM — 1.2 Watts typical, 3.5 Watts maximum

Connect the positive and negative power leads to the Power In(+) and Power In (-) terminals on the terminal block.

16
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4.1.3 RS-232 CONNECTIONS

14.1.3.1 RS-232 SIGNAL CONVENTION (DTE / DCE)

There are two types of RS-232 ports: DTE (Data Terminal Equipment) and DCE (Data Communications Equipment). The
signal names and pin numbers are the same, but signal flow is opposite. The pin labeled TD can be input, and RD the
output.

The two ports types are complementary: the Output signals on a DTE port are Inputs to a DCE port, and Output signals
on a DCE port are Inputs to a DTE port. The signal names match each other and connect pin for pin. Signal flow is in the
direction of the arrows.

The Radio Modem is a DCE device.

Figure 4-2 shows RS-232 DTE to RS-232 DCE connections with associated DB9 pin numbers and the signal direction.

DTE Device (Computer) DB9 DLEHEgiD?SCE DCE Device (Modem) DBS
Ping DB9 R3-232 Signal Names Signal Direction Ping DB9 R3-232 Signal Mames
#1 Carrier Detectar (DCD) Cch Q: #1 Carrier Detector (DCD) ch
#2 Receive Data (Rx) RD %:iw #2 Receive Data (Rx) RD
#3 Tranzmit Data (Tx) D — #3 Tranzmit Data (Tx) D
#4 Data Terminal Ready DTR — #4 Data Terminal Ready DTR
#5 Signal GroundiCommon (SG) GhD | | 25 Signal GroundiCommon (5G] GMND
#6 Data =et Ready DSR — #6 Data Set Ready DSR
#7 Request to Send RTS ':{} #7 Request to Send RTS
#8 Clear to Send CTS — #8 Clear to Send CTS
#9 Ring Indicator Rl <}:7 #9 Ring Indicator Rl
Soldered to DB3 Metal - Shield FGMD | .—x=——. | Soldered to DB Metal - Shield FGMD

Figure 4-2 Terminal Block

54.1.3.2 WIRING AN RS-232 DEVICE TO THE RADIO MODEM

The Radio Modem supports TD, RD, RTS, and CTS. Please note that if Sleep Mode is enabled, the DTR signal is used to
“wake up” the device. Figure 4-3 is a wiring diagram for connecting a DTE device such as a computer or PLC.

RS-232 DTE Device

GND
TD
- RD
Radio Modem - CTS
Terminal Block DTR
v v |
=] - l
- o
SEIEE 2| Izl |53 |
> P 0@ zlolal@|E|e|z 2 DIP Switch
Zl=Z=1z 4 Zz|Z witc
zZ=|Z|88|8|d|a|5|8|5(8|%|% |
&-—=0
Note: The Radio Modem is a DCE device. I -j-:l : g:;i—llzour m!re
— Four Wire
The arrows indicate signal direction B «| OFF — Termination Qut
___________ I B | OFF - RS-422

INote: The DTR signal is not passed
through. Asserting DTR (positive state) is

uLsed to exit Sleep Mode.

Figure 4-3 RS-232 Wiring
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4.1.4 RS-485 TWO-WIRE CONNECTIONS
RS-485 2-Wire Device

- Data A (7]
- Data B (+)
' GND
Radio Modem -
Y Terminal Block DIP Switch
| i e]
o [ —|ON - Two Wire
=] 2z ™| ON - Two Wire
513132 TR ==}
Emgmg mznagégif ™l ~|ON - RS-485
TZz|z|6|8|8|a|la|m|6|5|8|F %

Note: A (-) and B (+) Signals are tied
together when the DIP Switch is configured
to 2-Wire Mode.

Figure 4-4 RS-485 2-Wire Wiring

4.1.5 RS-422/485 FOUR-WIRE CONNECTIONS
RS-422/485 4-Wire Device

»RDA (")
» RDB (+)
TDA ()
TDB (+)
GND
DIP Switch — RS-485 4-Wire
=20
B -| OFF — Four Wire
. . = 2z B ~| OFF - Four Wire
o 8 Q 8 @ E ) ; 0|2 % d
P22 =lz|al=B|8|2|Z|E|Z|Z |z [ =| ON - RS-485
||| |olg|lo|jw|w|o|o|4 0|+ |,
Radio Modem DIP Switch — RS-422
Terminal Block =5

B —| OFF — Four Wire
] ~| OFF - Four Wire
[
B ] ~| OFF - RS-422

Figure 4-5 RS-422 /485 4-Wire Wiring
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|4.1.6 TERMINATION AND BIASING

The radio modem has built in 1.2 kQ pull-up and pull-down resistors( R17 and R14). There is also a built in 120 Q termination resistor
(R21). These resistors are located on the PCB behind the cover. Termination is switchable using DIP Switch Position 3. To enable the
termination, set switch 3 to ON “Termination IN”. To disable the termination, set switch 3 to OFF “Termination OUT".

It is possible to use different value resistors by removing the surface mount components and placing through-hole resistors (R16, R13,
and R19) in the space provided. The surface mount components are located directly opposite of the through-hole pads that are visible.

NRia/ri76
jil o ®
74 O]

Figure 4-6 Through-hole Resistor Pads

4.1.7 FAULT OUTPUT

The radio modem has a sourcing (PNP) 50 mA output that is used as a fault indicator. This output is activated when the received signal
strength drops below a critical level. To use this function, the RSSI indicator must be set to continuously update. This is accomplished

by setting the RP-RSSI PWM Timer to FF in the diagnostics section of the advanced modem settings tab. See figures 4-7 and 4-8.
Figure 4-9 shows the wiring connections.

[& Zlinx Radio Modem [ 1ol x|
Basic Modem Setlings  Advanced Modem Settings | R551 Range Test I
B:H electronics
MANLUFACTURING COMPANY
Zling
|2PIDATERMLR / Z)T3RM  x]
Function 5 et Wersion
|2UN< se00115K HOPPING. =] [123 =l
E-  Metworking/Security =
B~ Seril Interfacing
-~ RF Interfacing
B-

Diagnostics
k - Firrnware Version
- Hardware ersion
- Senal Mumber High
- Serial Number Low
55| Pwhi Timer [FF] [[33
- Board Temperature
%\ - Board Voltage
- Received Signal Strength o
- Receive Eror Count
- Receive Good Count
- Nelivern Failire Conk ;I

pdate Exit Fiestare Defaults

Set/read duration of P [pulze width modulated] output an pin 11. The PWwhi output
encodes fade margin (R signal strength relative to B sensitivity] by varying the: duty
cycle of a 125Hz square wave.

RAMNGE: 00-0xFF

Figure 4-7 RP — RSSI PWM Timer, ZXT9-RM
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I4 Zlinx Radio Modem N =l01x]

Basic Modem Settings  Advanced Modem Settings | R551 Range Testl

B:H electronics

MANLUFACTURING COMPANY

Zlin=-5H

|2P24D-250RM-SR / ZXT24RM x|

Function Set Wersion
|2Linx 802.15.4 =l from |

Metworking & Security

RF Interfacing

Sleep Modes [MonBeacon)
Serial Interfacing

. Diagnostics

; R - Firmware Yersion

O35

Hi - Hardware Yersion

DE - Received Signal Strength
EC - CCA Failures
o E&-ACK Failures
- AT Command Options

Update Exit Restore Defaults

Set/read PuwM timer register. Set duration of P\ [pulse width modulation] signal
output on the 551 pin [PE). The signal duty cycle iz updated with each received packet
and iz shut off when the timer expires.

RANGE: D:0-0xFF

Figure 4-8 RP — RSSI PWM Timer, ZXT9-RM

Sourcing - PNP
Output

= T LOAD

- b
| ) - s
2|85 T3l |53 50 mA Max
> 2> %@ A0l c|? sz
ﬂ¢n¢2—|=ﬂ—|—||—2|—z =z
LIZT|L|E|0O0(0|nw | |D|(0O|4 0|+ |,
Radio Modem —

Terminal Block
Use same ground reference as

radio modem power supply

Figure 4-9 Fault Output Wiring
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5 - SOFTWARE INSTALLATION

5.1 ZLINX® MANAGER SOFTWARE OVERVIEW

|5.1.1 COMPUTER SYSTEM REQUIREMENTS

The Zlinx Manager software requires the following computer hardware and operating systems:

e A PC with a USB port

e One of the following operating systems installed
e Windows XP (32 or 64 bit)

e Windows Vista (32 bit or 64 bit)

e Windows 7 (32 or 64 bit)

e Windows 8 or 8.1 (32 or 64 bit)

e Windows 10 (32 or 64 bit)

5.2 INSTALLING ZLINX® MANAGER SOFTWARE

5.2.1 INSTALLING ZLINX® MANAGER SOFTWARE

The manager software is contained on the CD ROM which was included with your radio modem. Insert the CD into your
CD drive. The installation process should start automatically. If it does not, navigate to the CD drive in Windows Explorer
and double click the executable file on the CD.

1. The Welcome Screen will be displayed.

i‘é" 2Zlinx Manager 3.2.8 Setup !El B I

Welcome to the Zlinx Manager
3.2.8 Installation Wizard

It is strongly recommended that you exit all Windows programs
before running this setup program,

Click Cancel ko quit the setup program, then dase any
programs you have running. Click Mext ta continue the:
installation.

WARMING: This program is protected by copyright law and
inkernational treaties,

Unauthorized reproduction or distribution of this program, or
any portion of it, may result in severe divil and criminal
penalties, and will be prosecuted ko the maximurm extent
possible under law,

< Back. I Next = I Cancel |

Figure 5-1 Installation Welcome Screen

2. Click the Next Button. The software release note screen will be displayed. This screen displays important
information about the latest release of the manager software.
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i‘é“ Zlinx Manager 3.2.8 Setup

Readme Information
The Following infarmation describes this installation,

Thank you for purchasing ZlinxlO.

Software Release Notes
v3.2.0 - 1/4/2010 - Added support for the Xtreme radios and Xtreme /0
modules.

v3.1.0 - B/13/2009 - Added AES encryption, transmission power level selection,
and RF data rate selection for the LR 1O modules

3.0.0 - 3/20/2009 - Added exception reporting, failsafe values, calibration,
comm. fail indication, DO inversion, and 170 manitoring. Also added support for
7730 (868 MHZ) base modules.

V2,20 - 2A19/2009 - Added suppart for the ZPBD-24RM-LR radio. Also =l

‘wise Installation Wizard (R}
< Back I Mext > I Cancel |

Figure 5-2 Software Release Notes Screen

3.  Click the Next button. The software license agreement screen will be displayed. Accept the License Agreement
and click the Next button.

i'Q!;" Zlink Manager 3.2.8 Setup [_ o]

-

License Agreement
‘fou must agree with the license agreement belaw to procesd,

PURCHASE AND LICENSE AGREEMENT OF CUSTOM SOFTWARE il
PROGRAM

This Agreernent is entered into prior to this installation (the "Execution
Diate") between B&E Electronics (herein referred to as "B&E"), with its principal
business office at 707 Dayton Road, Ottawa, IL 61350 and User of Software
(herein referred 1o as "USER").

1. CERTAIN DEFIMITIONS:

Lnless the context ntharwise renniras as nsed hergin the follmwinn LI

% I accept the license agresment
" Idonot accept the license agreement

Reset | < Back. Next = I Cancel

Wise Installation Wizard (R}

Figure 5-3 License Agreement Screen

4.  The User Information screen will be displayed. Fill in the required information and click the Next button.

j& Zlink Manager 3.2.8 Setup [_ o]
User Information "~
Enter the Following information to personalize your installation. L
-
Full Mame: ||
Organization: I

The settings for this application can be installed for the current: user or For all users
that share this computer. You must have administrator rights to install the settings For
all users, Install this application for:

+ anyone who uses this computer

= only For me ()

Wise Installation Wizard (R}

< Back I Mext = I Cancel

Figure 5-4 User Information Screen
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5.

The Destination Folder screen will be displayed. You can accept the default location (C:\Program Files\B+B
SmartWorx) or choose your own location by clicking on the Browse Button. When your selection is complete, click
on the Next Button.

i'é“ Zlinx Manager 3.2.8 Setup !EI m
Destination Folder "
Select: a folder where the application will be installed, (-
-

The ‘Wise Installation Wizard will install the files for Zlinx Manager 3.2, in the following
Folder.

To install into a different Folder, dlick the Browse button, and select another folder.
You can choose not to install Zlinx Manager 3.2.8 by clicking Cancel ta exit the Wise
Installation Wizard.

"Destinat\on Folder

C:\Program Files\BE Electronics), EBrowise | ‘

‘wise Installation vizard ...

<« Back Next > I Cancel |

Figure 5-5 Destination Folder Screen

The Ready to Install Application screen will be displayed. Click the Next button when ready.

i‘é Zlinx Manager 3.2.8 Setup !E ﬂ
Ready to Install the Application o
Click Mext ta begin installation. L
-
Click the: Back buttan ko reenter the installation information ot click Cancel ko exit
the wizard,

‘wise Installation Wizard (R}

< Back I Mext » I Cancel |

Figure 5-6 Ready to Install Application Screen

The Installation Wizard will start to copy files to your system. It may take a few minutes to copy all of the required
files. The status bar will show the progress of the installation.

i3 Zlinx Manager 3.2, Setup [_[o]x]
Updating System ”
The features you selected are currently being installed. r_ a4
-

Copying new files. ..

File: NOCONN.ICO
Directory: C\Program Files\BE Electronics\Zlinx| ZlinzManagerilcans),
Size: 1078

Time remaining: 11 seconds

‘Wise Installation Wizard (R}

Cancel

Figure 5-7 Installation Progress Screen
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8. The Installation Complete screen will be displayed. Click the Finish button.

1@ 2link Manager 3.2.6 Setup MEE

Zlinx Manager 3.2.8 has been
successfully installed.

Click the: Finish button ko exit this installation,

<Back | ERish T Caneel |

Figure 5-8 Installation Progress Screen

5.2.2 INSTALLING USB DRIVERS

1. The USB driver is installed with the manager software. You should not connect to the USB port before installing the
manager software.

2. If the found new hardware wizard appears after attaching the cable, follow the wizard. The drivers are located in the
“USB Drivers” folder on the CD.

5.3 STARTING ZLINX® MANAGER SOFTWARE

5.3.1 STARTING THE MANAGER SOFTWARE

Double-click on the Zlinx Desktop Icon or press the start button and locate the software. The manager software will start.
Select the Radio Modem option on the startup screen.

=15]x]
-
B:H electronics
MANUFACTURING COMPANY
m Radio Modem
=g | Exit

Figure 5-9  Zlinx Selection Screen

The Radio Modem Configuration screen will be displayed. This screen allows you to configure your radio modem
directly or off-line, update the firmware, return to the initial screen or exit.
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Ll
| ]
B&B electronics

MANUFACTURING COMPANY

Radio Madem Configuration

Radio Modem Configuration {Cffline

Radio Modem Firmware Updater

Return to Manadger Screen

g ¢ a3

m

it

Figure 5-10 Radio Modem Configuration Screen

5.3.2 RADIO MODEM CONFIGURATION SCREEN

The Radio Modem Configuration screen is used to configure your radio modem
The first screen contains options that configure your PC COM port to communicate with the radio modem.
Use the pull-down menu items to select the following options.

Model: This allows you to specify the model number you are trying to connect to.

x|
-
2:E3 electronics

MANUFACTURING COMPAMNY

Madel : I ﬂ

ZF240-260RM-5H
ZP3D-36RM-MA

Caom. Port:
ZP30-192RM-MRA
Baud: ZF24D-36R M-MA
: ZF240-192RM-MR
. ZP80-24RM-LR
Data Bits: ZP30-115RM-LR / Z-T3-Rbd
ZP30-115RM-LR -4l
Parity I Mane ﬂ
Stop Bit: I.I j
# =
Conrect Auto Search 'Ecoh:nag‘::dd Return

Figure 5-11 Model Number Selection Pull-down Menu
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COM Port: This allows you to specify the COM Port your PC is configured to use to connect to the radio modem. COM1
through COM16 may be specified.

x
lect i

B:H slectronics

Model :
Cam. Part:
Baud:
Data Bits:
Parity :
Stop Bit:
C 3 # Advfced Reh
onnect Auta Search S —— Gl

Figure 5-12 COM Port Pull-down Menu

Baud Rate: This allows you to specify the COM Port baud rate. Choices are from 1200 to 230400 baud.
x|

B3 electronics

MANUFACTURING COMPANY

hodel : I j
Com. Port: ICDM1 j
Baud : 5600 -
2400 s
Data Bits: 4300
Parity : 13200
38400
. 57600
StapBit 1445000 ||
230400 -
) =
Connect Auto Search %dvancad Rieturn
ornmand

Figure 5-13 Baud Rate Pull-down Menu

Data Bits: This allows you to select the number of data bits. Choices are from five to eight.

x|
-
BB:H electronics

MANUFACTURING COMPAMY

odel : I j
Cam. Port: ICDMT j
Baud:  [3600 =l
Data Bits: g j

: 5

Parity : g

7
Stop Bit: ﬁ

Connect Auto Search Advanced Retumn
Command

Figure 5-14 Data Bits Pull-down Menu
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The number of data bits in each character can be 5 (for Baudot code), 6 (rarely used), 7 (for true ASCII), or 8 (for any kind
of data, as this matches the size of a byte). Eight data bits are almost universally used in newer applications. 5 or 7 bits
generally only make sense with older equipment.

Parity: This allows you to select the parity. Choices are None, Odd, Even, Mark, Space, or 9 Bit Passing.

x
-

Bz electronics

MANUFACTURING COMPAMY
Model : I j
Com. Part: ICU'\"VI j
Baud:  [3600 =
Data Bits: Ia j
Parity : 9 Bit Pazzing j

StopBit  |Hone
9 Bit Pazsing )
Connect Auto Search ' el Heturn
ommand

Figure 5-15 Parity Pull-down Menu

Parity is a method of detecting errors in transmission. When parity is used with a serial port, an extra data bit is sent with
each data character, arranged so that the number of 1 bits in each character, including the parity bit, is always odd or
always even. If a byte is received with the wrong number of 1's, then it must have been corrupted. However, an even
number of errors can pass the parity check.

The parity bit in each character can be set to none (N), odd (O), even (E), mark (M), or space (S). None means that no
parity bit is sent at all. Mark parity means that the parity bit is always set to the mark signal condition (logical 1) and,
likewise, Space parity always sends the parity bit in the space signal condition. Some uncommon applications that use
the 9th (parity) bit for some form of addressing or special signaling. Mark or space parity is also uncommon, as it adds no
error detection information. Odd parity is more common than Even, since it ensures that at least one state transition
occurs in each character, which makes it more reliable. The most common parity setting, however, is "none", with error
detection handled by a communication protocol.

Stop Bits: This allows you to select the number of Stop Bits. Choices are 1, 1.5 and 2.
x|
B:E] electronics

MANUFACTURING COMPANY

todel : I

Com Pt |COMT

Baud: 3600

Diata Bits: I ]

Farity |9 Bit Passing

[ K Y K O

Stop Bit: I1

15
2

L
Auta Search

Connect

Advanced Retun
Command

Figure 5-16 Stop Bits Down Menu

Stop bits sent at the end of every character allow the receiving signal hardware to detect the end of a character and to
resynchronize with the character stream. Electronic devices usually use one stop bit. If slow devices are used, one-and-
one-half or two stop bits are required.
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Connect Button connects to a radio modem using the configuration selected using the pull-down menu items.

x
-
3:EE electronics
MAMUFACTURING COMPANY
todel :

Com, Port; ICDM‘I j

Baud: | 3600 i

Data Bits: Ig j

Parity : IS Bit Paszing j

Stop Bit; |.|_5 j

&l ]
Connect Auta Search J’E«:dvanced Return
ommand

Figure 5-17 Connect Button

When you press the Connect button, the manager software will attempt to connect to the radio modem using the settings
selected with the pull-down options. The Radio Modem Search screen will be displayed. If the settings are correct and a
Radio Modem is found, click the OK button, the Radio Modem Settings screen will be displayed.

I8 Radio Modem Search 1 x|
Fadio Modem Found Progress:

Model: ZP24D-250RM-5R / ZXT 24-RM Looking for the Madem on COM4
Baud 1200,8 Data Bits Mone Parity, One Stop Bit

Modem Mot Found.
Caom. Part: |CDM4 vl

Looking for the Modem on COk4

: | ,l Baud 2400,8 D ata Bitz Mone Parity, One Stop Bit
SRRl 3500 Modem Mot Found.
Data Bits: IB VI Looking for the Modem on COk4

EBaud 4200,8 Data Bits Mone Parity, One Stop Bit

Parity : |N0ne ﬁ' Modem Mot Found.

Laoking faor the Maodem on COkM4

Stop Bit: |1 j‘ Baud 96008 D ata Bits Mone Parity, One Stop Bit
Modem Found 111

Figure 5-18 Radio Modem Search Screen
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Radio Modem

| Advanced Modem Settings I R551 Range Test I

B:H electronics| [T
MANUFACTURING COMFANY |
Function Set Wersion
Channel Mumber m 0o - FF
Metwork | dentifier IDD'I E 3: 0000 - FFFF
Destination Address IDDDD 3: 0000 - FFFF
Eaud Rate Iﬁ
Parity I = l
Stop Bit Iﬁ
Flaws Cortrol I j
pdate | Exit | Festare efaults
[

Figure 5-19 Radio Modem Settings screen

If settings are not correct, an error screen will be displayed. Correct the COM Port Settings or use the Auto Search

button.
E Radio Modem Connection x|

Radio Madem Mot Found!

1. Check Cable

2. Check Power

3. Retmy Search

4. |f ¥treme modem, remove power, preze+hold PE1
while repowering, then releaze PE1 to reset
modem's COM zettings.

At mdem

S parch Cancel

Figure 5-20 Radio Modem Not Found screen

29



BB SMARTWORX
Pawerediby Zlinx® XTREME RADIO MODEM

Auto Search Button: The Auto Search button will search for Zlinx devices connected to a COM port and connect. This is
useful if you do not know the radio modem configuration.

x|
-

2:E electronics

MANUFACTURING COMPANY
Model:  |ZP24D-250RM-SR / ZXT24-RM |
Corn. Port; IEE”\"” ﬂ
Baud:  |3500 =l
Data Bits: Is j
Parity IEI Bit Passing j
Stop Bit: |.|.5 j

£l <+
Carect Auto Search ﬁédvanced Fieturn
ommand

Figure 5-21 Auto Search Button

Your PC will attempt to connect to any radio modem connected. The radio modem search screen will be displayed (figure
5-18). Click the OK button and the manager software will display the Radio Modem Settings screen (figure 5-19). If a
modem is not attached, the Radio Modem Not Found screen will be displayed (figure 5-20).

Advanced Command Button is used to select the character sequence to enter command mode as well as required
“quiet times” before and after the command sequence. It is recommended that you do not change these values.

x|
-

2:H electronics

MANUFACTURING COMFPAMY
Model: | ZP24D-250RM-SR / ZXT 24-RM =l
Corn. Port: ICDF“II1 ﬂ
Baud:  [9600 =l
Data Bits: Is ﬂ
Parity : IS Bit Passing j
Stop Bit: |1.5 j

# <~
Connect Auta Search .%dvanced Retum
ommand

Figure 5-22 Advanced Command Button
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Pressing the Advanced Command button will bring up the following screen.

x|
CC - Command Sequence IEB ﬁ 0o - FF
BT - Guard Time Before | 03E8 = 00-FFFF
AT - Guard Time After | 03E8 | 00-FFFF
]9 Cancel

Figure 5-23 Advanced Command Button

CC — Command Sequence: The CC command is used to set/read the ASCII character used

between guard times of the AT Command Mode Sequence (BT + CC + AT). This sequence enters the modem into AT
Command Mode so that data entering the modem (from the host) is recognized as a command instead of payload. The
default value of 2B is equivalent to “+” in ASCII.

BT — Guard Time Before & AT Guard Time After: Sets the required period of silence before, after and between the
Command Mode Characters of the Command Mode Sequence (GT + CC + GT). The period of silence is used to prevent
inadvertent entrance into AT Command Mode.

Return Button: The Return button is used to return to the manager main screen.

x
-
2:H electronics
MANUFACTURING GCOMPAMY
todel ; I j
Corm. Part: COk1 -
Baud:  |9500 =]
Data Bits: Ig j
Parity INone j
Stop Bit: I1 j
g
Connect Auto Search .Edvanced Fieturn
ommand

Figure 5-24 Return Button
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15.3.2.1 RADIO MODEM SETTINGS (ZXT9-RM)

[ Zlinx Radio Modem i =l
Advanced Modem Settings I R55| Range Test I
B:3 electronics| 5
MANUFACTURING COMPANY Pl
Zline-L R
|zPaD-115RM-LR / Z4T9RM 7|
Function Set Wersion
|ZLiN ss00/115K HOPRING =] 123 |
Channel Mumber IDD 3: 00-09
Metwork |dentifier |3332 3: 0000 - 7FFF
Destination Address IDDDD 3: 0000 - FFFF
Baud Rate Igggg vl
Parity INone vl
Stop Bit [1 stop Bt -]
Flaws Contral IND software flow control j
pdate | E xit | Festore Defauls
[
Set/read radio modem Yendor |dentification Mumber [VID). Only radio modems with
matching ¥IDs can communicate with each other.
RAMGE: 0x0-047FFF

Figure 5-24 Basic Radio Modem Settings (ZXT9-RM)
Basic Modem Settings Tab:

The Basic Modem Settings tab is used to configure the following parameters:
Model Number: Displays the model number of the radio modem.

Function Set: Dependent on firmware.

Version: Dependent on firmware.

Channel Number: Set/read spread spectrum channel on which modem communicates. Separate channels minimize
interference between multiple sets of modems operating in the same vicinity. The range is: 0x0 to 0x9. Default is 00.

Network Identifier: Set/read radio modem Vendor Identification Number (VID). Only radio modems with matching VIDs
can communicate with each other.

The range is 0x0-0x7FFF. Default is 3332.
Destination Address: Set/read module's destination address. The range is 0x0-OxFFFF. Default is FFF7.

Baud Rate: Select serial interface rate (speed for data transfer between radio modem and host). Serial data rate does not
have to match the RF data rate which is adjustable using the BR command on the Advanced Tab. If the serial data rate is
set higher than the RF data rate, CTS may need to be observed to prevent buffer overrun. Range is 1200 to 230400 baud.
Default is 9600.

Parity: Refer to section 5.3.2
Stop Bit: Refer to section 5.3.2

Flow Control: Select flow control options. Enables software flow control (XON/XOFF) between radio modem and host.
Choices are Software Flow Control or No Flow Software Flow Control. Default is No Software Flow Control.

Click Update to save changed settings. Click Restore Defaults to restore the default settings. Click Exit to exit.
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Advanced Modem Settings Tab:

The Advanced Modem Settings tab is used to configure Networking/Security, Serial Interfacing, RF Interfacing,
Diagnostics, Sleep (Low Power), and Command Mode features.

Click Update to save changed settings. Click Restore Defaults to restore the default settings. Click Exit to exit.
=S

Basic Modem Settings  Advanced Modem Settings | R5S1 Range Test I

B&E electronics

MANUFACTURING COMPANY

oy
)
SN

ZlineL B
|ZPIDIERM-LR /Z4T3RM x|

Function Set Wersion

|zUN 3600115 HOPPING | [123 4|

Senal Interfacing

RF Interfacing
Disgnostics

Sleep [Low Power)
Command Mode Options

Update Exit [Festare Defaults

Configure addieszing, delivery and security options

Figure 5-25 Advanced Radio Modem Settings (ZXT9-RM)

Networking and Security: Used to configure addressing and security options.

[4 Zlinx Radio Modem =0 x|
Basic Modem Settings  Advanced Modem Settings I RSSI Range Test I
B: electranics| [T
MANUFACTURING COMFPANY AN
Zlin-l B
|ZPID1GRMAR /Z¢TSRM |
Function Set Wersion
[zunx seoosiskHoPPING =] 123 =l
B~ Networking/Security -
(S Q1D - Modem g
HF - Hopping Channel [0]
DT - Destination Addiess [0]
b - Source Address [FFFF]
ME. - Address Mask [FFFF]
FiFR - Reties [4]
®T - bultiple-Transmit [0]
AM - Delay Slats [0]
TT - Streaming Limit [0]
K - AES Enciyption Kep [0]
[ Serial Interfacing |
B~  AF Interfacing
H- Diagnostics
... Slean il ma Prusrl LI
pdate Exit Fiestare Defaulis |
[
Set/iead radio modem Yendor |dentification Mumber (D). Only radio modems with
matching YIDs can communicate with each ather.
RANGE: 0:0-0x7FFF

Figure 5-26 Networking and Security Options (ZXT9-RM)
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ID — Modem VID: Set on the Basic Tab. Set/read radio modem Vendor Identification Number (VID). Only radio modems
with matching VIDs can communicate with each other.

The range is 0x0 to Ox7FFF

HP — Hopping Channel: Set/read spread spectrum channel on which modem communicates. Separate channels
minimize interference between multiple sets of modems operating in the same vicinity.

Zlinx® XTREME RADIO MODEM

The range is 0x0 to 0x9
DT — Destination Address: Set/read module's destination address.

The range is 0x0 to OxFFFF
MY — Source Address: Set/read module's source address. If set to OXFFFF, then the DT address is used for both source
and destination addresses.

The range is 0x0 to OxFFFF
MK — Address Mask: Set/read the module address mask for configuration of local and global address spaces.

The range is 0x0 to OxFFFF

RR — Retries: Set/read maximum number of RF packet delivery attempts. If RR is non-zero and MT is zero, packets sent
from the radio will request an acknowledgement, and can be resent up to RR times if no acknowledgements are received.

The range is 0x0 to OxFF

MT — Multiple Transmit: Set/read number or retransmissions. If MT parameter is a non-zero value, RR is ignored and all
packets are sent MT+1 times, without any delay between the transmissions.

RANGE: 0x0 to OxFF

RN — Delay Slots: Set/read the maximum number of delay slots used for random back-off algorithm after transmission
failure. A delay slot is 5 msec when BR=1 and 54 msec when BR=0.

The range is 0x0 to OxFF

TT — Streaming Limit: Set/read maximum number of continuous bytes transmitted by one module before forcing a delay
that allows other modules to transmit. 0 = disabled.

The range is 0x0to OxFFF

KY — AES Encryption Key: Set/read AES encryption settings. Set 256-bit key (64 hex digits) on multiple radios for
encrypted RF communication. Set to '0' to disable encryption. Reading parameter returns a '0' (encryption disabled) or '1’
(enabled). The key cannot be read for security reasons. When this option is highlighted, a SET box will appear on the
right. Clicking this box will bring up the AES encryption entry screen.

[ zlinx Radio Madem o =] 3

Basic Modem Setiings dvanced Modam Setings | AS5| Flangs Test |

B&B electronics

MANUFACTURING COMPANY

Zlinzel R

ZP3D-115RM-LR / ZxT3RM =

Function Set Version

ZLINX 3600/115K HOPPING = 123 =

||3 Netwarking/Secuity ;i
L M ID - Wndem VID (33371
x|
[l
Cl oK Cancel
Set
B
. L‘

it | Restore Defaults. |

Satiead AES enciyplion setings. Set 256-6it key (64 hex digi) on multple radias for
noippte communica ' to disable encryption. Reading parameter returns
df

enciypte munication. Set to ' fo disable e
= 0f [encryption disablec] or ' [enabled]. The key cannot be read for seculy reasons.

Figure 5-27 KY- AES Encryption Entry Screen (ZXT9-RM)
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Serial Interfacing: Used to change modem interfacing options.

_isi
Basic Modem Settings  Advanced Modem Settings | RE5| Range Test I
-
B:H electranics|
MANUFACTURING COMPANY S,

Zliny LR

|zPaD-118RMLR /Z4TaRM <]

Function Set Wersion

|zume seootisk HoPeING = 123 =l

Lty
- Serial Interfacing
8D - Baud Rate [3]
ME - Parity [0]
SB - Stop Bitz [0]
REB - Packetization Threshald [2048]
RO - Packetization Timeout [3]
P¥. - Maximum RF Packet Size [2048]
CS - Pin 3 Configuration [0]
RT - Pin 10 Configuration [0]
CD - Pin 3 Configuration [2]
FL - Software Flow Contral [0] e
E FT - Flows Cantral Threshold [BEF]
E-  RF Interfacing
M. Miaanos lims ;I

Update Exit Festare Defaults |

Configure addressing, delivery and security options

Figure 5-28 Serial Interfacing (ZXT9-RM)

BD — Baud Rate: Select serial interface rate (speed for data transfer between radio modem and host). Serial data rate
does not have to match the RF data rate which is adjustable using the BR command. If the serial data rate is set higher
than the RF data rate, CTS may need to be observed to prevent DI buffer overrun. This is a pull-down option. Selections

are:
0-1200
1-2400
2—-4800

3 -9600

4 — 19200
5—-38400
6 — 57600
7—-115200
8 — 230400

NB — Parity: Select parity settings for UART communications. This is a pull-down option. Selections are:

0 - None
1-Even
2-0dd

3 — Mark
4 — Space

SB — Stop Bits: Select number of stop bits used for UART communications. This is a pull-down option. Selections are:

0 -1 Stop Bit
1 - 2 Stop Bits
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RB — Packetization Threshold: Set/read character threshold. RF transmission is begun after receiving RB bytes, or after
receiving at least 1 byte and seeing RO character times of silence on the UART.

RO — Packetization Timeout: RF transmission begins after receiving RB bytes, or after receiving at least 1 byte and
seeing RO character times of silence on the UART. If RO=0, then RB bytes must be received before beginning
transmission.

Range: 0x0 to OxFFFF.

PK — Maximum RF Packet Size: Set/read maximum RF packet size. Must be 256 (0x100) or less for 9600 baud RF rate
(BR=0), and 2048 (0x800) or less for 115200 baud RF rate (BR=1).

Range is Ox1 to 0x800.

CS - Pin 9 Configuration: Select behavior of serial Terminal Block position 9 (CTS). This is a pull-down option.
Selections are:

0 — CTS Flow Control

1 - RS-485 Enable Low

2 — GPO1 Static High

3 — RS-485 Enable High

4 — GPO1 Static Low

RT — Pin 10 Configuration: Select function for serial Terminal Block position 8 (RTS). This is a pull-down option.
Selections are:

0 — Unused
1 — Binary Command Indicator
2 — RTS Flow Control

FL — Software Flow Control: Select flow control options. Enables software flow control (XON/XOFF) between radio
modem and host. This is a pul- down option.

0 — No Software Flow Control
1 — Use Software Flow Control

FT — Flow Control Threshold: Set/read the flow control threshold. De-assert CTS and/or send XOFF when FT bytes are
in the UART receive buffer. The range is 0x0 to OXxFFFF.
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RF Interfacing - Change RF interface options.
=I0x]

Basic Modem Settings  Advanced Modem Settings | RSSI Range Testl

B&B electronics

MANUFACTURING COMPANY

Zlins: LR

|ZPID-115RM-LR / Z2T3RM =]

Function Set Wersioh

|zLiNx 00115k HOPPING. | [123 =l

- Nebworking/S ecurity
- Senal Interfacing
g-
ER - AF Diata Rate [1]
- PL - T Power Lewvel [4]
el T2 - Transmit Only [0]
-l F5 - Forced Sync Time [0]
Diagnostics
Sleep [Low Power]
Command Mode Options

H-E-E
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Change RF interface options

Figure 5-29 RF Interfacing (ZXT9-RM)

BR — RF Data Rate: Select RF data rate (over-the-air transmission rate). This is a pull-down option. Selections are:

0 — 9600 bps
1-115200 bps

Selecting 9600 can extend the radio modem’s range, but limit its throughput. Selecting 9600 can maximize the
throughput, but the range will be limited.

PL — TX Power Level: Select transmit power level. This is a pull-down option. Selections are:

0-1mw
1-10 mw
2-100 mW
3 -500 mwW
4 —1 Watt

TX — Transmit Only: Select TX/RX or TX Only. This is a pull-down option. Selections are:

0 — Transmit and Receive
1 — Transmit Only

FS — Forced Sync Time: Set/read forced re-sync period. Normally only the first packet of a transmission event contains
the sync preamble. This command allows forced periodic sync preambles during long transmission events. Zero disables
this feature. The range is 0x0 to OXFFFF.
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Diagnostics: Access diagnostic parameters.
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ER - Receive Eror Count
GD - Receive Good Count
TR - Delivery Failure Count
- Sleep [Low Power)

- Cammand Mode Options

Ll
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Access diagnostic parameters

Figure 5-30 Diagnostics (ZXT9-RM)

VR — Firmware Version: Read module firmware version number. Read-only function.

HV — Hardware Version: Read module hardware version number. Read-only function.

SH — Serial Number High: Read high 16 bits of 32 bit unique serial number. Read-only function.
SL — Serial Number Low: Read low 16 bits of 32 bit unique serial number. Read-only function.

RP — RSSI PWM Timer: Set/read duration of PWM (pulse width modulated) output. The PWM output encodes fade
margin (RX signal strength relative to RX sensitivity) by varying the duty cycle of a 125Hz square wave. The range is 0x0
to OxFF

TP — Board Temperature: Read current temperature of module in degrees Celsius (8-bit twos-complement, eg. 26C =
0x1A, -10C = 0xF6). Read-only function.

%YV — Board Voltage: Read supply voltage to module (VCC) multiplied by 65536 (eg. 5.02V = 5.02*65536 = 0x5051F,
maximum of 5 digits returned). Read-only function.

DB — Receive Signal Strength: Read signal level of last good packet received (RSSI) in dB (reports absolute value, eg. -
88dBm = 0x58, accurate between -40 dBm to RX sensitivity). Read-only function.

ER — Receive Error Count: Set/read number of RF Packets rejected because of bit errors in packet. Read-only function.
GD — Receive Good Count: Set/read humber of RF Packets successfully received. Read-only function.

TR — Delivery FailureCount: Read number of RF packets sent where retries expire with no ACK received (when RR>0).
Read-only function.
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Sleep — Low Power: Radio modem can be put into Sleep Mode to reduce the amount of power consumed.

I8l 2linx Radio Modem M (] 3]

Basic Modem Settings  Advanced Modem Settings I RS5I Range Tastl

B&B electronics

MANUFACTURING COMPANY

=i
AN

Zinel A

|ZPAD1T5RMALR /ZXT3RM x|

Function Set Werzion

|zunx e00A1SK HOPRING | [123 |

- Metworking/5ecurty
- Serial Interfacing
RF Interfacing

ST - Time before Sleep [54]

HT - Time befors Wake-up |nitilizer [FFFF]
LH -wWake-up Initializer Timer [1]

P - Fin'w'ake-Up [0]

Command kode Options

pdate Exit Fiestore Defaults

Fiadio modem can be put into Sleep Mode to reduce the amaount of power consumed

Figure 5-31 Sleep (Low Power) (ZXT9-RM)

SM — Sleep Mode: Select Sleep Mode option. Lowest power is achieved using the SHDN signal. Cyclic sleep can be
used to trade idle current consumption for transmission latency. This is a pull-down option. Selections are:

0 — No Sleep

1 — Pin Sleep (DTR Pin used for this feature)
2 — Serial Port Sleep

3 — Reserved

4 — Cycle 1 Second

5 — Cycle 2 Seconds

6 — Cycle 4 Seconds

7 — Cycle 8 Seconds

8 — Cycle 16 Seconds

ST — Time Before Sleep: Set/read time period of inactivity (no serial or RF data is sent or received) before activating
Sleep Mode - Only valid with Cyclic and Serial Port Sleep settings. The range is 0x10 to OXFFFF.

HT — Time Before Wakeup Initializer: Set/read time of inactivity (no serial or RF data is sent or received) before a Wake-
up Initializer is sent. HT should be set shorter than ST of all remote radios. The range is 0x0 to OxFFFF.

LH — Wake-up Initializer Timer: Set/read time of the Wake-up Initializer used to wake remote radios that are in cyclic
sleep mode. Time of Wake-up Initializer should be longer than that of the remotes radio's cyclic sleep cycle (SM 4-8). The
range is 0x0 to OxFF.

PW — Pin Wake-up: Select pin wake-up options. When PW=1, pin wake-up from Cyclic Sleep Mode is enabled. This is a
pull-down option. Selections are:

0 — Disable
1 - Enable
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Command Mode Options — Commands that change AT command mode behavior.
=o)X
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CT - Cornrand Made Timeout [C8]

Update Exit Fiestore Defaults

Commands that change AT command mode behavior

Figure 5-32 Command Mode Options (ZXT9-RM)

BT — Guard Time Before: Set/read required DI pin silent time before the Command Sequence Characters of the
Command Mode Sequence (BT+CC_AT). The DI silent time is used to prevent inadvertent entrance into Command Mode.

The range is 0x0 to OXFFFF.

CC — Command Sequence Character: Set/read ASCII character to be used between Guard Times of the AT Command

Mode Sequence (BT+CC+AT). The AT Command Mode Sequence causes the radio modem to enter Command Mode
(from Idle Mode).

The range is 0x20 to Ox7F.

AT — Guard Time After: Set/read required DI pin silent time after the Command Sequence Characters of the AT

Command Mode Sequence (BT+CC+AT). The DI silent time is used to prevent inadvertent entrance into Command
Mode.

The range is 0x2 to Ox7FFC.

CT — Command Mode Timeout: Set/read time period of inactivity (no valid commands received) after which the radio
modem automatically exits from Command Mode and returns to Idle Mode.

The range is 0x2 to OXFFFF.
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Zlinx® XTREME RADIO MODEM

15.3.2.2 RADIO MODEM SETTINGS (ZXT24-RM)

[l 2linx Radio Modem o ] 4

Basic Modem S eltings | Advanced bodem Settings | RSS| Rangs Test |

B&B electronics

MAHNUFACTURING COMPANY

Funetion Set Yersion

[zwezise =] [oe 5]
Channel Number o = w17
Network Identifier [ i
DesinalionAddress  [opon =] 0000-FFFF
Baud Rate fen =]

Parily — o

Stap Bit =

Flo Control Ea

Update: | Exit | Restare Diefaults

Figure 5-33 Basic Radio Modem Settings (ZXT24-RM)

Basic Modem Settings Tab is_used to configure the following parameters:

Model Number: Displays the radio modem model number.
Function Set: Functions supported by firmware.
Version: Firmware version.
Channel Number: Set/read the channel number (uses 802.15.4 channel numbers).
The range is OxC to 0x17
Network Identifier: Setthe PAN (Personal Area Network) ID. Use OXFFFF to send message to all PAN's.

The range is 0x0 to OXFFFF.

Destination Address: Set/read the lower 32 bits of the 64 bit destination address. Set the DH register to zero and DL
less than OxFFFF to transmit using a 16 bit address. 0x000000000000FFFF is the broadcast address for the PAN.

The range is 0x0-OxFFFFFFFF.

Baud Rate: Set/read the serial interface baud rate for communication between modem serial port and host. Request non-
standard baud rates with values above 0x80 using a terminal window. Read BD register to find actual baud rate achieved

Parity: Not Selectable
Stop Bit: Not Selectable

Flow Control: Not Selectable
Click Update to save changed settings. Click Restore Defaults to restore the default settings. Click Exit to exit.
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Advanced Modem Settings Tab:

The Advanced Settings tab is used to configure Networking/Security, RF Interfacing, Sleep Modes (Non Beacon), Serial
Interfacing, Diagnostics, and AT Command Mode features.

Click Update to save changed settings. Click Restore Defaults to restore the default settings. Click Exit to exit.

Zlinx® XTREME RADIO MODEM

i
Basic Modem Settings  Advanced Modem Settings | R5SI Range Test |
electronics
B &B MANUFACTURING COMPANY
Zlirw-SF
ZP24D-Z50RM-SR / ZAT24-RM
Function Set Version
[2Line B02.15.4 =l e =l

AF Interfacing
Sleep Modes (NonBeacon)
Serial Interfacing
Diagnestics

AT Command Options

B-E-E-E-E-E

Update: Exit Festare Defaults

Change networking settings

Figure 5-34 Advanced Radio Modem Settings (ZXT24-RM)

Networking and Security: Used to configure addressing and security options.
il

Basio Modem Sellings. Advanced Modem Settings | RS5I Range Test |

B&B electronics
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Dpdate. Exit Restare Defaults |

Change networking settings

Figure 5-35 Network and Security Settings (ZXT24-RM)

Networking and Security: Set/read the channel number (uses 802.15.4 channel numbers).

The range is OxC to 0x17.

ID — PAN ID: Set the PAN (Personal Area Network) ID. Use OxFFFF to send message to all PAN's.
The range is 0x0 to OxFFFF.
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DH — Destination Address High: Set/read the upper 32 bits of the 64 bit destination address. Set the DH register to zero
and DL less than OxFFFF to transmit using a 16-bit address. 0x000000000000FFFF is the broadcast address for the PAN.

The range is 0x0 to OXFFFFFFFF.

DL — Destination Address Low: Set/read the lower 32 bits of the 64 bit destination address. Set the DH register to zero
and DL less than OxXFFFF to transmit using a 16-bit address. 0x000000000000FFFF is the broadcast address for PAN.

The range is 0x0 to OxFFFFFFFF

MY — 16 Bit Source Address: Set/read the 16-bit source address for the modem. Set MY = OxFFFF to disable reception
of packets with 16-bit addresses. 64-bit source address is the serial number and is always enabled.

The range is 0x0 to OxFFFF.

RM — Random Delay Slots: Set/Read the minimum value of the back-off exponent in the CSMA-CA algorithm that is
used for collision avoidance. If RN=0, collision avoidance is disabled during the first iteration of the algorithm (802.15.4 -
macMinBE).

The range is 0x0 to 0x3.

MM — Mack Code: Set/Read MAC Mode value. MAC Mode enables/disables the use of a the header in the 802.15.4 RF
packet. When Mode 0 is enabled (MM=0), duplicate packet detection is enabled as well as certain AT commands. Modes
1 and 2 are strict 802.15.4 modes. This is a pull-down option. Selections are:

0 — 802.15.4 + MaxStream® Header

1-802.15.4 No ACKS's

2 —802.15.4 With ACK’s

CE - Coordinator Enable: Set/Read the coordinator setting. This is a pull-down option. Selections are:
0 - End Device
1 - Coordinator

SC - Scan Channels: Read/set list of channels to scan for Active and Energy Scans as bitfield. Scans may be initiated by
ATAS, ATED commands and during End Device Association and Coordinator startup: Bit 15 - Ch. Ox1A . . . Bit 0 -Ch.
0xO0B (bits 15, 14 and 0 not available on ZLinx).

The range is 0x0 to OxFFFF.

SD - Scan Duration: Set read the Scan duration exponent. The exponent configures the duration of the active scan
during association. Set End Device SD = BE of beaconing coordinator. Scan Time = N* (2 ~ SD) * 15.36ms. N=#
channels: ZLinx = 16, ZLinx/Pro = 13.

The range is 0x0 to OxOF.

Al - End Device Association: Set/read End Device association options. Options enabled when bits are set: bit3 - Poll
coordinator on pin wake, bit2 - Auto Associate, bitl - Allow Channel reassignment, bit0 - Allow Panld reassignment. This
is a pull-down option. Selections are:

0 — 0000b
1-0001b
2 -0010b
3-0011b
4 —0100b
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5-0101b
6 —0110b
7-0111b
8 — 1000b
9 -1001b
10 -1010b
11 -1011b
12 - 1100b
13 -1101b
14 -1110b
15-1111b

A2 — Coordinator Association: Set/read Coordinator association options. Options enabled when bits are set: bit2 -
Allow Association, bitl - Allow Channel reassignment, bitO - Allow Panld reassignment. This is a pull-down option.
Selections are:

0 - 000b

1-001b

2-010b

3-011b

4 —-100b

5-101b

6 —110b

7-111b

RF Interfacing: Used to change RF interface options.
LI
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Figure 5-36 RF Interfacing (ZXT24-RM)

PL — Power Level: Select/Read transmitter output power. This is a pull-down option. Selections are:
0 — 10dBm (Lowest)

1-12dBm (Low)

2 — 14dBm (Medium)

3 —16dBm (High)

4 — 18dBm (Highest)

CA — CCA Threshold: Set/read the Clear Channel Assessment (CCA) threshold. If the modem detects energy above
the CCA Threshold, if will not transmit. The CCA parameter is measured in units of -dBm. The range is 0x0 to 0x50.
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Sleep Mode (Non Beacon): Configure low power options for non-beaconing systems.
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Figure 5-37 Sleep Mode (Non Beaconing) (ZXT24-RM)

SM — Sleep Mode: Set/read sleep mode: Pin Hibernate is lowest power, Pin Doze provides the fastest wake up, Cyclic
Sleep Remote with or without pin wake up. This is a pull-down option. Selections are:

0 — No Sleep
1 — Pin Hibernate
2 — Pin Doze

3 — Reserved (NOT USED)
4 — Cycle Sleep Remote
5 — Cycle Sleep Remote with Pin

ST — Time Before Sleep: Set/read time period of inactivity (no serial or RF data is sent or received) before activating
Sleep Mode. The ST parameter is used only with Cyclic Sleep settings (SM=4-5). Set ST on Cyclic Sleep Coordinator to
match Cyclic Sleep Remotes. Range is 0x1 to OxFFFF.

SP — Cycle Sleep Period: Set/read Cyclic sleep period for cyclic sleeping remotes. Set SP on Coordinator to match End
Device. Coordinator will discard indirect messages after a period of 2.5*SP, set Coordinator SP = 0 to send direct
messages. Maximum sleep period is 268 seconds (0x68B0).

Range is 0x0 to 0x68B0.

DP — Disassociated Sleep Period: Set/read sleep period for cyclic sleeping remotes that are configured for Association
but that are not associated to a Coordinator. Maximum sleep period is 268 seconds (0x68B0). Range is 0x1 to 0x68B0.

45



BB SMARTWORX
Pawerediby Zlinx® XTREME RADIO MODEM

Serial Interfacing: Change modem interfacing options.
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Figure 5-38 Serial Interfacing (ZXT24-RM)

BD — Interface Data Rate: Set/read the serial interface baud rate for communication between modem serial port and
host. Request non-standard baud rates with values above 0x80 using a terminal window. Read BD register to find actual
baud rate achieved. This is a pull-down option. Selections are:

0-1200
1-2400

2 —-4800

3 —-9600

4 —-19200
5 —-38400
6 — 57600
7 —-115200

RD — Receive Packetization Timeout: Set/read number of character times of inter-character delay required before
transmission begins. Set to zero to transmit characters as they arrive instead of buffering them into one RF packet.

The range is 0x0 to OxFF.

D7 — DIO7 Configuration: Configure options for the DIO7 line of the module. Options include: CTS flow control. This is a
pull-down option. Selections are:

0 — Disable
1 - CTS Flow Control

D6 — DIO6 Configuration: Configure options for the DIO6 line of the module. Options include: RTS flow control. This is a
pull-down option. Selections are:

0 — Disable
1 - RTS Flow Control
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D5 — DIO5 Configuration: Configure options for the DIO5 line of the module. Options include: Associated LED indicator
(blinks when associated). This is a pull-down option. Selections are:

0 — Disable
1 — Associated Indicator

PO — PWMO Configuration: Select/Read function for PWMO. This is a pull-down option. Selections are:

0 — Disable
1-RSSI

AP — API Enable: Enables APl mode. This is a pull-down option. Selections are:

0 — API Disabled
1 - API Enabled
2 — API Enabled with PPI

PR — Pull Up Resistor Enable: Set/read bitfield to configure internal pullup resistors status for I/O lines. 1=internal pullup
enabled, 0=no internal pullup. Bitfield map: Bit 7 - DIN (P3), Bit 6 - IO8/SLEEP_RQ (P9), Bit 5 - DIO6/RTS (P16), Bit 4 -
DIOO (P20), Bit 3 - DIO1 (P19), Bit 2 - DIO2 (P18), Bit 1 - DIO3 (P17), Bit 0 - DIO4 (P11).

The range is 0x0 to OxFF

Diagnostics: Access diagnostic parameters.
(o)
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B&B electronics
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Update, Exwit Festare Defaults

Change modem interfacing options

Figure 5-39 Diagnostics (ZXT24-RM)

RP — RSSI PMW Timer: Set/read PWM timer register. Set duration of PWM (pulse width modulation) signal output. The
signal duty cycle is updated with each received packet and is shut off when the timer expires. The range is 0x0 to OxFF.
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AT Command Options: Change AT command mode behavior.

[& Zlinx Radio Modem = o] x|
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B:H electronics| X
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E- AT Command Options
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i GT - Guard Times [3E8]
e [ CC - Command Sequence Character [28]
Update E =it Frestare Mefaults
[
Access diagnostic parameters

Figure 5-40 AT Command Options (ZXT24-RM)

CT — AT Command Mode Timeout: Set/read command mode timeout parameter. If no valid commands have been
received within this time period, the modem returns to Idle Mode from AT Command Mode.

The range is 0x2 to OxFFFF

GT — Guard Times: Set required period of silence before, after and between the Command Mode Characters of the
Command Mode Sequence (GT + CC + GT). The period of silence is used to prevent inadvertent entrance into AT
Command Mode.

The range is 0x2 to OXFFFF.

CC - Command Sequence Character: Set/read character value to be used to break from data mode to command mode.
The default value <2Bh> is the ASCII code for the plus ('+') character.

The range is 0x0 to OxFF.
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5.3.3 RADIO MODEM CONFIGURATION SCREEN (OFF-LINE)

The Off-Line Configuration is used to view the normal default settings for the radio modem when a modem is not
connected.

This can be used when providing telephone assistance to a field technician, and to look at the settings available while
reviewing the manual.

5.3.4 RADIO MODEM FIRMWARE UPDATE SCREEN
From time to time firmware updates will become available. These updates are installed through the firmware update

screen.
x|
-
B:R electronics
MANUFACTURING COMPANY

% Radio Modem Configuration
% Radio Modem Configuration (Offline

ﬁ Radio Modem Firmwar e Updater
@ Return to Manager Screen

2 e

Figure 5-41 Manager Screen

Clicking the Radio Modem Firmware Updater link will take you to the firmware update screen. Section six contains
instructions to update the firmware.

Zlinx Radio Modem Firmware Updater

B&B electronics| 7]

MANUFAGCTURING COMFPAMY

Maodem Function Set Yersion
ZP24D-280RM-SR / Z4T24BM |7l inw 202154 j Imgq ﬂ

LPDATE | Exit |

Figure 5-42 Firmware Update Screen

|5.3.5 RETURN TO MANAGER
The Return to Manager Link is used to take you out of the radio modem screen back to the main Zlinx® screen

|5.3.6 EXIT
Exit is used to exit the program.
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6 - STARTUP AND CONFIGURATION

6.1 BASIC SETTINGS

Zlinx® XTREME RADIO MODEM

{48 Zlink Radio Modem ) o] x|

Basic Modem Settings | Adwanced Modem Seltmgsl RS5SI Range Testl

B:H electronics

MANUFACTURING COMPANY

Zling-GR

ZFZ4D-250RM-5R / Z<T24-RM =

Function Set

Errracl - &
Channel Number [c = oo
Network Identifier 3332 0000 - FFFF
Destinaion dddess  [gopg = 0000-FFFF
Baud Rate lm
Paiity 'ﬁ

Stop Bit 'ﬁ

Flow Control ¥

Update | Exit | Restore Defaults

Set/iead the channel number [Uses 802.15.4 channel numbers).
RAMGE: 08C-0x17

Figure 6-1 Radio Modem Basic Settings

6.1.1 CHANNEL NUMBER
This identifies the channel within the 900 MHz or 2.4 GHz band that you are using. The channel you select must be the
same on every Zlinx® product you desire to communicate with. If interference is experienced from other devices outside

your control, you can change to another channel to improve communications.

| 6.1.2 NETWORK IDENTIFIER
The network identifier is used to separate Zlinx® products into networks. The network identifier must be the same on each

product you desire to communicate with.

|6.1.3 BAUD RATE, STOP BITS, PARITY, AND FLOW CONTROL
Refer to section 5.3.2.1 and 5.3.2.2.

6.2 ADVANCED SETTINGS
Advanced modem tab is described in section five.

6.3 RF MODEM OPERATION

6.3.1 TRANSPORT OPERATION
By default, modem operates in Transparent Mode. When operating in this mode, the modems act as a serial line
replacement - all received UART data is queued up for RF transmission. When RF data is received, the data is sent out of

the modem.
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6.3.2 SERIAL TO RF PACKETIZATION

Data is buffered in the input buffer until one of the following causes the data to be packetized and transmitted:

¢ No serial characters are received for the amount of time determined by the RO (Packetization Timeout)
parameter. If RO = 0 packetization begins when a character is received.

e The maximum number of characters that will fit in an RF packet (2048 for ZXT9-RM) (202 for ZXT24-RM) is
received.

e The Command Mode Sequence (GT + CC + GT) is received. Any character buffered in the input buffer before the
sequence is transmitted.

If the modem cannot immediately transmit (for instance, if it is already receiving RF data), the serial data is stored in the
input buffer. The data is packetized and sent at any RO timeout or when the maximum packet size is received.

If the input buffer becomes full, hardware or software flow control must be implemented in order to prevent overflow (loss
of data between the host and modem).

16.3.3 APl OPERATION

API (Application Programming Interface) Operation is an alternative to the default Transparent Operation. The frame-
based API extends the level to which a host application can interact with the networking capabilities of the modem.

When in API mode, all data entering and leaving the modem is contained in frames that define operations or events within
the modem.

Transmit Data Frames (received by modem) include:
¢ RF transmit data frame

¢ Command frame (equivalent to AT commands)

Receive Data Frames (sent out by modem) include:
e RF received data frame
e Command response

e Event notifications such as reset, associate, disassociate, etc.

The API provides alternative means of configuring modems and routing data at the host application layer. A host
application can send data frames to the modem that contain address and payload information instead of using command
mode to modify addresses. The modem will send data frames to the application containing status packets; as well as
source, RSSI and payload information from received data packets.

The API operation option facilitates many operations such as the examples cited below:
e Transmitting data to multiple destinations without entering Command Mode
e Receive success/failure status of each transmitted RF packet

¢ Identify the source address of each received packet

Note: to implement API operations, refer to API sections.
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6.3.4 FLOW CONTROL
Input Buffer
When serial data received by modem, the data is stored in the Input Buffer until it can be processed.

Hardware Flow Control (CTS) When the input buffer is 17 bytes away from being full, by default, the modem de-asserts
CTS (high) to signal to the host device to stop sending data [refer to FT (Flow Control Threshold) and CS (GPO1
Configuration) Commands]. CTS is re-asserted after the buffer has 34 bytes of memory available.

Software Flow Control (XON) XON/XOFF software flow control can be enabled using the FL (Software Flow Control)
Command. This option only works with ASCII data.

How to eliminate the need for flow control:

e Send messages that are smaller than the input buffer size. The size of the input buffer varies according to the
packet size (PK parameter) and the parity setting (NB parameter) used.

o Interface at a lower baud rate [BD (Interface Data Rate) parameter] than the RF data rate (BR parameter).

Two cases in which the inputbBuffer may become full and possibly overflow:

e If the serial interface data rate is set higher than the RF data rate of the modem, the modem will receive data from
the host faster than it can transmit the data over-the-air.

e If the modem is receiving a continuous stream of RF data or if the modem is monitoring data on a network, any
serial data that arrives on the modem is placed in the Input Buffer. The data in the input buffer will be transmitted
over-the-air when the modem no longer detects RF data in the network.

Output Buffer

When RF data is received, the data enters the output buffer and is sent out the serial port to a host device. Once the
output buffer reaches capacity, any additional incoming RF data is lost. The output buffer stores at least 2.1 KB.

Hardware Flow Control (RTS) If RTS is enabled for flow control (RT Parameter = 2), data will not be sent out the output
buffer as long as RTS (pin 10) is de-asserted.

Software Flow Control (XOFF) XON/XOFF software flow control can be enabled using the FL (Software Flow Control)
Command. This option only works with ASCII data.

Two cases in which the output buffer may become full and possibly overflow:

o |If the RF data rate is set higher than the interface data rate of the modem, the modem will receive data from the
transmitting modem faster than it can send the data to the host.

e If the host does not allow the modem to transmit data out from the output buffer because of being held off by
hardware or software flow control.
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6.3.5 SLEEP MODE

Sleep Modes enable the module to enter states of low-power consumption when not in use. Three software Sleep Modes
are supported:

e Pin Sleep (Host Controlled)
e Serial Port Sleep (Wake on Serial Port activity)
e Cyclic Sleep (Wake on RF activity)

In order to enter Sleep Mode, one of the following conditions must be met (in addition to the modem having a non-zero
SM parameter value):

e The modem is idle (no data transmission or reception) for the amount of time defined by the ST (Time before
Sleep) parameter. [Note: ST is only active when SM = 4-5.]

e SLEEP (DTR) is asserted (only for the 'Pin Sleep' option).

When in Sleep Mode, the modem will not transmit or receive data until the modem first transitions to Idle Mode. All Sleep
Modes are enabled and disabled using SM Command. Transitions into and out of Sleep Modes are triggered by various
mechanisms as shown in the table below.

The SM (Sleep Mode) command is central to setting all Sleep Mode configurations. By default, Sleep Modes are disabled
(SM = 0) and the modem remains in Idle/Receive Mode. When in this state, the modem is constantly ready to respond to
serial or RF activity.

Refer to 'Hardware Sleep' section of the 'Shutdown Mode' section to enable the modem's lowest power-consuming state.

16.3.5.1 PIN SLEEP MODE

Pin Sleep (SM =1)
e Pin/Host-controlled

This mode is voltage level activated. When DTR/SLP is asserted, the modem will finish any transmitting or receiving
activity, enter idle mode, then enter a state of sleep. When in Pin Sleep Mode, the modem will not respond to serial or RF
activity.

After enabling Pin Sleep, the SLEEP pin controls whether the modem is active or sleeping. When SLEEP is de-asserted,
the modem is fully operational. When SLEEP is asserted, the modem transitions to Sleep Mode and remains in its lowest
power-consuming state until the pin is de-asserted.

Note: The modem will complete a transmission or reception before activating Pin Sleep.

16.3.5.2 SERIAL PORT SLEEP MODE

Serial Port Sleep (SM = 2)
e Wake on serial port activity

Serial Port Sleep is a Sleep Mode in which the modem runs in a low power state until serial data is detected on the
modem.

The period of time the modem sleeps is determined by ST (Time before Sleep) Command. Once a character is received
through the input, the modem returns to Idle Mode and is fully operational.
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6.3.5.3 CYCLE SLEEP MODE

Cyclic Sleep (SM = 4-8) Cyclic Sleep Modes allow modems to periodically wake and check for RF data. The modem
wakes according to the times designated by the Cyclic sleep settings. If the modem detects a wake-up initializer during
the time it is awake, the modem synchronizes with the transmitting modem and receives data after the wake-up initializer
runs its duration. Otherwise, the modem returns to Sleep Mode and continues to cycle in and out of activity until a wake-
up initializer is detected.

While the modem is in Cyclic Sleep Mode, CTS is de-asserted (high) to indicate that data should not be sent to the
modem. When the modem awakens to listen for data, CTS is asserted and any data received on the modem input is
transmitted.

The modem remains in Sleep Mode for a user-defined period of time ranging from 0.5 seconds to 16 seconds (SM
parameters 4 through 8). After this interval of time, the modem returns to Idle Mode and listens for a valid data packet for
100 ms. If the modem does not detect valid data (on any frequency), the modem returns to Sleep Mode. If valid data is
detected, the modem transitions into Receive Mode and receives the incoming RF packets. The modem then returns to
Sleep Mode after a period of inactivity determined by the ST "Time before Sleep" parameter.

The modem can also be configured to wake from Cyclic Sleep when DTR/SLP is de-asserted. To configure a modem to
operate in this manner, PW (Pin Wake-up) Command must be issued. Once the SLEEP pin is de-asserted, the modem is
forced into Idle Mode and can begin transmitting or receiving data. It remains active until data is no longer detected for the
period of time specified by the ST Command, at which point it resumes its low-power cyclic state.

Cyclic Scanning Each RF transmission consists of an RF Initializer and Payload. The RF initializer contains initialization
information and all receiving modems must wake during the wake-up initializer portion of data transmission in order to be
synchronized with the transmitting modem and receive the data.

6.3.6 COMMAND MODE

To modify or read RF modem parameters, the modem must first enter into Command Mode (state in which incoming
characters are interpreted as commands). Two command types are supported: AT Commands and Binary Commands.

For modified parameter values to persist in the modem registry, changes must be saved to non-volatile memory using the
WR (Write) command. Otherwise, parameters are restored to previously saved values when the modem is powered off
and then on again.

16.3.6.1 MODEM CONFIGURATION SWITCH

The Configuration Switch provides an alternate method for entering into Command Mode.

To enter Command Mode at the default RF data rate of the modem, remove power, hold the Configuration Switch (PB1)
down and power up the modem, then release the Configuration Switch.

The Serial port default is 115200, 8, N, 1.
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6.3.7 AT COMMAND MODE

56.3.7.1 ENTERING AT COMMAND MODE
Send the 3-character command sequence "+++" and observe guard times before and after the command characters.

Default AT Command Mode Sequence (for transition to Command Mode):
e No characters sent for one second [refer to the BT (Guard Time Before) Command]

e Input three plus characters (“+++") within one second [refer to the CC (Command Sequence Character)
Command ].

e No characters sent for one second [refer to the AT (Guard Time After) Command]

All of the parameter values in the sequence can be modified to reflect user preferences.

56.3.7.2 SENDING AT COMMANDS
Send AT commands and parameters using the syntax shown below.

Syntax for sending AT Commands

"AT" ASCII + Space Parameter + Carriage
Prefix Command (Optional) (Optional, HEX) Return

i ' |

e | |
Example: ATDL 1F<CR>

To read a parameter value stored in the RF modem’s register, omit the parameter field.

The preceding example would change the RF modem Destination Address (low) to “Ox1F.” To store the new value to non-
volatile (long term) memory, subsequently send the ATWR (Write) command before powering off the modem.

System Response. When a command is sent to the modem, the modem will parse and execute the command. Upon
successful execution of a command, the modem returns an OK message. If the execution of a command results in an
error, the modem returns an “Error” message.

16.3.7.3 EXIT AT COMMAND MODE

If no valid AT Commands are received within the time specified by the CT (Command Mode Timeout) Command, the RF
modem automatically returns to Idle Mode.

To exit the AT command mode, send the ATCN (Exit Command Mode) command (followed by a carriage return).

6.3.8 BINARY COMMAND MODE

Sending and receiving parameter values using binary commands is the fastest way to change operating parameters of the
modem. Binary commands are used most often to sample signal strength [refer to DB (Received Signal Strength)
parameter] and/or error counts; or to change modem addresses and channels for polling systems when a quick response
is necessary. Since the sending and receiving of parameter values takes place through the same serial data path as 'live’
data (received RF payload), interference between the two types of data can be a concern.

Common questions about using binary commands:
What are the implications of asserting CMD while live data is being sent or received?
After sending serial data, is there a minimum time delay before CMD can be asserted?

Is a time delay required after CMD is de-asserted before payload data can be sent?
55



BB SMARTWORX
Pawerediby Zlinx® XTREME RADIO MODEM

How does one discern between live data and data received in response to a command?

The CMD pin (pin 10) must be asserted in order to send binary commands to the modem. The CMD pin can be asserted
to recognize binary commands anytime during the transmission or reception of data. The status of the CMD signal is only
checked at the end of the stop bit as the byte is shifted into the serial port. The application does not allow control over
when data is received, except by waiting for dead time between bursts of communication.

If the command is sent in the middle of a stream of payload data to be transmitted, the command will essentially be
executed in the order it is received. If the modem is continuously receiving data, the radio will wait for a break in the
received data before executing the command. The CTS signal will frame the response coming from the binary command.

A minimum time delay of 100 ps (after the stop bit of the command byte has been sent) must be observed before the
CMD pin can be de-asserted. The command executes after all parameters associated with the command have been sent.
If all parameters are not received within 0.5 seconds, the modem returns to Idle Mode.

Note: When parameters are sent, they are two bytes long with the least significant byte sent first. Binary
commands that return one parameter byte must be written with two parameter bytes.

Commands can be queried for their current value by sending the command logically ORed (bit-wise) with the value
0x80 (hexadecimal) with CMD asserted. When the binary value is sent (with no parameters), the current value of
the command parameter is sent back through the DO pin.

IMPORTANT: In order for the modem to recognize a binary command, the RT (GPI1 Configuration) parameter must be
set to one. If binary programming is not enabled (RT parameter value is not equal to ‘1’), the modem will not recognize
that the CMD pin is asserted and therefore will not recognize the data as binary commands.
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6.4 ZXT9-RM CONFIGURATION

6.4.1 ADVANCED PROGRAMMING

16.4.1.1 PROGRAMMING EXAMPLES USING AT COMMANDS

The programming examples in this section require the installation of a hyper terminal program and a connection to a PC.

‘CR’ stands for carriage return:

Method 1 (One line per command)

Send AT Command System Response_
+++ OK <CR> (Enter into Command Mode)
ATDT <Enter> {current value} <CR> (Read Destination Address)
ATDT1AOD <Enter> OK <CR> (Modify Destination Address)
ATWR <Enter> OK <CR> (Write to non-volatile memory)
ATCN <Enter> OK <CR> (Exit Command Mode)

Method 2 (Multiple commands on one line)

Send AT Command_ System Response_
+H+ OK <CR> (Enter into Command Mode)
ATDT <Enter> {current value} <CR> (Read Destination Address)
ATDT1A0D,WR,CN <Enter> OK <CR> (Execute commands)

16.4.1.2 PROGRAMMING USING BINARY COMMANDS

Example: Use binary commands to change the RF modem's destination address to 0x1AOD and save the new address to
non-volatile memory.

1. RT Command must be setto '1'in AT Command Mode to enable binary programming
2. Assert CMD (Pin 10 is driven high). (Enter Binary Command Mode)
3.  Send Bytes [parameter bytes must be 2 bytes long]:
00 (Send DT (Destination Address) Command)
oD (Least significant byte of parameter bytes)
1A (Most significant byte of parameter bytes)
08 (Send WR (Write) Command)
4.  De-assert CMD (pin 10 is driven low). (Exit Binary Command Mode)

Note: CTS is high when a command is being executed. Hardware flow control must be disabled as
CTS will hold off parameter bytes.
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|6.4.2 COMMAND REFERENCE TABLE

Modems expect numerical values in hexadecimal.

equivalents are designated by a “d” suffix.

Hexadecimal values are designated by a “Ox” prefix. Decimal

AT Binary Command # Bytes
command | Command AT Command Name Parameter Range Category Returned Default
0x2CCCA - OX5BFFA [read-
%V 0x3B (59d) | Board Voltage only] Diagnostics 4
Networking &
AM 0x40 (64d) | Auto-set MY - Security
AP v2.x20* | - API Enable 0-2 Serial Interfacing 1 0
Command Mode
AT 0x05 (5d) Guard Time After 2 - (ATST-3) [x 100 msec] Options 2 0x0A (10d)
0 - 8 (standard rates)
0x39 - 0x1C9C38 (non-
BD 0x15 (21d) | Interface Data Rate standard rates) Serial Interfacing 4 3
BR 0x39 (57d) | RF Data Rate 0-1 RF Interfacing 1 1
Command Mode
BT 0x04 (4d) Guard Time Before 0 - OXFFFF [x 100 msec] Options 2 0x0A (10d)
Command Sequence Command Mode
CcC 0x13 (19d) | Character 0x20 - OX7F Options 1 0x2B ["+"] (43d)
CD 0x28 (40d) | GPO2 Configuration 0-4 Serial Interfacing 1 2
Command Mode
CF - Number Base 0-2 Options 1 1
Command Mode
CN 0x09 (9d) Exit Command Mode - Options
CS Ox1F (31d) | GPO1 Configuration 0-4 Serial Interfacing 1 0
Command Mode
CT 0x06 (6d) Command Mode Timeout | 2 - OXFFFF [x 100 ms] Options 2 0xC8 (200d)
DB 0x36 (54d) | Received Signal Strength | Ox6E - 0x28 [read-only] Diagnostics 2
Networking &
DT 0x00 (0d) Destination Address 0 - OXFFFF Security 2 0
Command Mode
EO 0x0A (10d) | Echo Off Options - -
Command Mode
El 0x0B (11d) | Echo On Options - -
ER OxOF (15d) | Receive Error Count 0 - OXFFFF Diagnostics 2 0
Sleep (Low
FH 0x0D (13d) | Force Wake-up Initializer - Power)
FL 0x07 (7d) Software Flow Control 0-1 Serial Interfacing 1 0
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FS 0x3E (62d) | Forced Sync Time 0 - OXFFFF [x 10 msec] RF Interfacing 0
0 - (DI buffer size - 0x11) DI buffer size
FT 0x24 (36d) | Flow Control Threshold [Bytes] Serial Interfacing minus 0x11
GD 0x10 (16d) | Receive Good Count 0 - OXFFFF Diagnostics 0
Networking &
HP 0x11 (17d) | Hopping Channel 0-9 Security 0
Time before Wake-up Sleep (Low OXFFFF
HT 0x03 (3d) Initializer 0 - OXFFFF [x 100 msec] Power) (65535d)
HV Hardware Version 0 - OXFFFF [read-only] Diagnostics
0x11 - OX7FFF (user-settable)
0x8000 - OXFFFF (factory-set, | Networking & 0x3332
ID 0x27 (39d) | Modem VID read-only) Security (13106d)
Networking &
KY 0x3C (60d) | AES Encryption Key 0 - (64 hex digits all setto 'F") | Security 0 (disabled)
Sleep (Low
LH 0x0C (12d) | Wake-up Initializer Timer 0 - OXFF [x 100 msec] Power) 1
MD Networking &
v2.x20* | 0x31(49d) | RF Mode 0-6 Security 0
Networking & OXFFFF
MK 0x12 (18d) | Address Mask 0 - OXFFFF Security (65535d)
Networking &
MT 0x3D (61d) | Multi-Transmit 0 - OxFF Security 0
Networking & OXFFFF
MY 0x2A (42d) | Source Address 0 - OXFFFF Security (65535d)
NB 0x23 (35d) | Parity 0-4 Serial Interfacing 0
Networking &
PB v2.x20* | 0x45 (69d) | Polling Begin Address 0 - OXFFFF Security 2 0
0 - OXFFFF
(Base: (x 1 ms), Remote: [x Networking &
PD v2.x20* | 0x47 (71d) | Minimum Polling Delay 10 ms)) Security 2 0
Networking &
PE v2.x20* | 0x46 (70d) | Polling End Address 0 - OXFFFF Security 2 0
PK 0x29 (41d) | Maximum RF Packet Size | 1 - 0x800 [Bytes] RF Interfacing 2 varies
PL 0x3A (58d) | TX Power Level 0-4 RF Interfacing 4 (1 Watt)
Sleep (Low
PW 0x1D (29d) | Pin Wake-up 0-1 Power) 0
RB 0x20 (32d) | Packetization Threshold 1 - Current value of PK Serial Interfacing 0x800 (2048d)
Ambient Power - Single
RC Channel 0 - 0x31 [dBm, read-only] Diagnostics
RE OxOE (14d) | Restore Defaults (Special)

59




BB SMARTWORX

et AD\ANTECH

Zlinx® XTREME RADIO MODEM

Ambient Power - Al

RM - Channels No parameter - 0x7D0 Diagnostics 2
Networking &

RN 0x19 (25d) | Delay Slots 0 - OXFF [slots] Security 1 0

0 - OXFFFF [x UART

RO 0x21 (33d) | Packetization Timeout character time] Serial Interfacing 2 3

RP 0x22 (34d) | RSSI PWM Timer 0 - OXFF [x 100 msec] Diagnostics 1 0x20 (32d)
Networking &

RR 0x18 (24d) | Retries 0 - OxFF Security 1 0x0A (10d)

RT 0x16 (22d) | GPI1 Configuration 0-2 Serial Interfacing 1 0

SB 0x37 (55d) | Stop Bits 0-1 Serial Interfacing 1 0

SH 0x25 (37d) | Serial Number High 0 - OXFFFF [read-only] Diagnostics 2 varies

SL 0x26 (38d) | Serial Number Low 0 - OXFFFF [read-only] Diagnostics 2 varies
Sleep (Low

SM 0x01 (1d) Sleep Mode 0 - 8 (3is reserved) Power) 1 0

(ATAT+3) - OX7FFF [x 100 Sleep (Low

ST 0x02 (2d) Time before Sleep msec] Power) 2 0x64 (100d)

TP 0x38 (56d) | Board Temperature 0 - OX7F [read-only] Diagnostics 1

TR 0x1B (27d) | Delivery Failure Count 0 - OXFFFF [read-only] Diagnostics 2 0
Networking &

1T Ox1A (26d) | Streaming Limit 0 - OXFFFF [0 = disabled] Security 2 0

™ 0x3F (63d) | Transmit Only 0-1 RF Interfacing 1 0

Firmware Version -
VL - verbose Returns string Diagnostics
VR 0x14 (20d) | Firmware Version 0 - OXFFFF [read-only] Diagnostics 2

*Firmware version in which the command was first introduced (firmware versions are numbered in hexadecimal notation.)
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16.4.2.1 COMMAND DESCRIPTIONS

Command descriptions in this section are listed alphabetically. Command categories are designated within "< >" symbols
that follow each command title. Zlinx Xtreme Radio Modems expect parameter values in hexadecimal (designated by the
"Ox" prefix).

Command Descriptions

Command descriptions in this section are listed alphabetically. Command categories are designated within "< >"
symbols that follow each command title. Zlinx Xtreme Radio Modems expect parameter values in hexadecimal
(designated by the "0x" prefix).

%V (Board Voltage) Command

<Diagnostics> %V Command is used to read the current voltage of the mdem circuit AT Command: AT%V

board.
Binary Command: 0x3B (59 decimal)
Sample Output: Parameter Range (read-only):
0x2CCCA - 0x5BFFA
5.02 V (when ATCF = 0) (2.80 - 5.75 decimal)
5051F (when ATCF = 1) * Number of bytes returned: 4

5.02 (when ATCF = 2)

* When CF = 1 (default), a hex integer is shown that is equal to (voltage * 65536d).

AM (Auto-set MY) Command AT Command: ATAM

<Networking & Security> AM Command is used to automatically set the MY ) .
(Source Address) parameter from the factory- Binary Command: 0x40 (64 decimal)
set serial number of the modem. The address is formed with bits 29, 28 an
d 13-0 of the serial number (in that order).

The resulting value is displayed as a result of this command.

AT Command: ATAP

AP (API Enable) Command Parameter Range:0 - 2
Parameter Configuration
<Serial Interfacing> The AP command is used to enable the RF modem to operate API Disabled
using a frame-based API instead of using the default Transparent (UART) mode. 0 ({Transparent operation)

APl enabled

1 (wfout escaped
characters)

2 AP| enabled (with

escaped characters)

Default Parameter \alue:0

Number of Bytes Returned:1
" Minimum Firmware Version Required:

v2.%x20
AT (Guard Time After) Command AT Command:; ATAT
<Command Mode Options= AT Command is used to set/read the time-of- Binary Command: 0x05 (5 decimal)

silence that follows the command sequence character (CC Command) of the AT Com
mand Mode Sequence (BT + CC + AT). By default, 1 second must elapse before and
after the command sequence character.

Parameter Range:
2- (ATST-3),
up to Ox7FFC[x 100 milliseconds
1

The times-of- _ Default Parameter Value: 0x0A (10 deci
silence surrounding the command sequence character are used to prevent inadvertent mal)
entrance into AT Command Mode. Mumber of bytes returned: 2

Related Commands: BT (Guard Time Be
fore).
CC (Command Sequence Character)

Refer to the ‘AT Command Mode' section for more information regarding the ATComm
and Mode Sequence.
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BT (Guard Time Before) Command

BD (Interface Data Rate) Command

<Serial Interfacing> The BD command is used to set and read the serial interface data
rate (baud rate) used between the RF modem and host. This parameter determines t
he rate at which serial data is sent to the modem from the host Modified interface dat
a rates do not take effect until the CN (Exit AT Command Mode) command is issued a
nd the system returns the 'OK’ response.

When parameters 0-8

are sent to the module, the respective interface data rates are used (as shown in the t
able on the right).

The RF data rate is not affected by the BD parameter. If the interface data rate is set
higher than the RF data rate, a flow control configuration may need to be implemente
d.

The range between standard and non-standard baud rates (0x09 - 0x38) is invalid.

Non-standard Interface Data Rates:

Any value above 0x38 will be interpreted as an actual baud rate. When a value above
0x38 is sent, the closest interface data rate represented by the number is stored in the

AT Command: ATBD
Binary Command: 0x15 (21 decimal)

Parameter Range: 0 - 8 (standard rates)
0x39-0x1C9C38 (non-standard rates)

Parameter Configuration (bps)

0 1200

1 2400

4800

9600

19200

38400

57600

~N|® ||~ |w N

115200

Default Parameter Value:3

Non-
standard baud rates supported as of
firmware v2.x20

Number of bytes returned: 4

BD register. For example, a rate of 19200 bps can be set by sending the following command line "ATBD4B00".

When the BD command is sent with a nonstandard interface data rate, the UART will adjust to accommodate the requested int
erface rate. In most cases, the clock resolution will cause the stored BD parameter to vary from the parameter that was sent (r
efer to the table below). Reading the BD command (send "ATBD" command without an associated parameter value) will return

the value actually stored in the module’s BD register

BD Parameter Sent (HEX) Interface Data Rate (bps) BD Parameter Stored (HEX)
0 ' 1200 0
4 19,200 4
7 115,200 7
12C 300 12B
1C200 115,200 1B207

* The 115,200 baud rate setting is actually at 111,111 baud (-3.5% target UART speed).

BR (RF Data Rate) Command

AT Command: ATBR

<RF Interfacing> The BR command is used to set and read the RF data rate (rate
that RF data is transmitted over-the-air) of the modem.

Binary Command: 0x39 (57 decimal)

Parameter Range: 0 - 1

Baud (bps)
Parameter Configuration
0 9600
1 115200

Default Parameter Value: 1

Number of bytes returned: 1

AT Command: ATCC

Binary Command: 0x13 (19 decimal)-

<AT Command Mode Options> The CC command is used to set/read the ASCI|

Parameter Range: 0x20 - Ox7F

character used between guard times of the AT Command Mode Sequence (BT +
CC + AT). This sequence enters the module into AT Command Mode so that data

Default Parameter Value: 0x2B (ASCII "+7)

Number of bytes returned: 1

Related Commands: AT (Guard Time After),
BT (Guard Time Before)
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Refer to the 'AT Command Mode' section for more information regarding the AT Command Mode Sequence.

CC (Command Sequence Character) Command

<AT Command Mode Options> The CC command is used to set/read the ASCIl ¢
haracter used between guard times of the AT Command Mode Sequence (BT + C
C + AT). This sequence enters the modem into AT Command Mode so that data
entering the modem (from the host) is recognized as commands instead of payloa
d.

Refer to the ‘AT Command Mode' section for more information regarding the AT C
ommand Mode Sequence

CD (GPO2 Configuration) Command

<Serial Interfacing> CD Command is used to select/read the behavior of the GPO
2 line (pin 3).

CF (Number Base) Command

<Command Mode QOptions> CF command is used to set/read the command forma
tting setting. The following commands are always entered and read in hex, no mat
ter the CF setting:

VR (Firmware Version)
HV (Hardware Version)
KY (AES Encryption Key)

CN (Exit AT Command Mode) Command

<Command Mode Options> The CN command is used to explicitly exit the RF
modem from AT Command Mode.
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AT Command: ATCC

Binary Command: 0x13 (19 decimal)

Parameter Range: 0x20 - Ox7F

Default Parameter Value: 0x2B
(ASCII "+7)

Number of bytes returned: 1

Related Commands: AT (Guard Time After),
BT (Guard Time Before)

AT Command: ATCD

Binary Command: 0x28 (40 decimal)

Parameter Range: 0 — 8 (standard rates)

Parameter Configuration
0 RX LED
1 Default High
2 Default Low
3 (reserved)
4 RX LED

(valid address only)

Default Parameter Value: 2

Number of bytes returned: 1

AT Command: ATCF

Parameter Range: 0 - 2

Parameter Configuration

Commands utilize default
0 number base; decimal
commands may output units

All commands forced to
unsigned, unit-less hex

Commands utilize their
2 default number base; no
units are output

Default Parameter Value: 1

Number of bytes returned: 1

AT Command: ATCN

Binary Command: 0x09 (9 decimal)
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CS (GPO1 Configuration) Command AT Command: ATCS
Binary Command: 0x1F (31 decimal)

<Serial Interfacing> CS Command is used to select the behavior of the GP01 pin Parameter Range: 0 — 4
(pin 9). This output can provide RS-

232 flow control, control the TX enable signal (for RS-485 or RS- Parameter Configuration
422 operations). 0 RS-232 CTS
flow control
By default, GP0O1 provides RS-232 CTS (Clear-to-Send) flow control. 1 RS-485 TX enable |
2 High
3 RS-485 TX enable high
4 Low

Default Parameter Value: 0

Number of bytes returned: 1

Related Commands: RT (GPI1 Configuration),
TO (GF01 Timeout)

AT Command: ATCT

CT (Command Mode Timeout) Command
Binary Command: 0x06 (6 decimal)

<Command Mode Options> The CT command is used to set and read the
amount of inactive time that elapses before the RF modem automatically exits
from AT Command Mode and returns to Idle Mode.

Parameter Range:2 - 0xFFFF [x 100
milliseconds]

Default Parameter Value: 0xC8 (200d)
Use the CN (Exit AT Command Mode) command to exit AT Command Mode
manually. Number of bytes returned: 2

Related Command: CN (Exit AT Command

Mode)

DB (Received Signal Strength) Command
AT Command: ATDB

<Diagnostics> DB Command is used to read the receive signal strength (in decib : ; :
els relative to millivatts) of the last received packet. This parameter is useful in Binary-ommand: 0x36 [ decimial)

determining range characteristics of the RF modules under various conditions. Parameter Range (read-only): Ox6E - 0x28
(-110 to -40 Decimal
In default mode, this command shows the power level in signed decimal format Number of bytes returned: 2

with the units (dBm). If CF = 1, the magnitude of the value is presented in unsign
ed hex. If CF = 2, the value is presented in decimal, but without the units.

Sample Output:

-88 dBm(when ATCF = 0)
58 (when ATCF = 1)
-88 (when ATCF = 2)

NOTE: If the DB register is read before the modem has received an RF packet, the modem will return a value of 0x8000 (whic
h means an RF packet has not yet been received)

DT (Destination Address) Command AT Command: ATDT
Binary Command: 0x00

<Networking & Security> DT Command is used to set/read the networking addre
ss of an RF modem. The modems utilize three filtration layers: Vendor ID Numb
er (ATID), Channel (ATHP), and Destination Address (ATDT). The DT command Default Parameter Value: 0
assigns an address to a radio that enables it to communicate with other radios i
n the network. The simplest use of this command is that when MY=0xFFFF and

Parameter Range: 0 - OXFFFF

Number of bytes returned: 2

Related Commands: HP (Hopping Channel),
ID (Modem VID), MK (Address Mask),
MY (Source Address)
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MK=0xFFFF on all radios in a network, only radios with matching DT's will communicate with each other.

If MY is not OxFFFF, then DT acts as a transmit address and MY acts as a receive address. For example, MY can be set to uni
que values 1, 2, 3, etc. on unigue radios in the network. Then set DT on the transmitting radio to match the MY of the receiving

radio you intend to communicate with.

Setting DT=0xFFFF will broadcast to all radios in the network. Refer to the 'Addressing' section for more information

E0 (Echo Off) Command

<Command Mode Options> EQO Command turns off character echo in AT Comm
and Mode.
By default, echo is off.

E1 (Echo On) Command

<Command Mode Options> E1 Command enables character echo in AT Comm
and Mode. Each typed character will be echoed back to the terminal when ATE1
is active. EO (Echo Off) is the default

ER (Receive Error Count) Command

<Diagnostics> The ER command is used to set/read the number of receive-
errors. The error count records the number of packets partially received then ab
orted on a reception error. This value returns to 0 after a reset and is not non-
volatile (Value does not persist in the modem's memory after a power-

up sequence). Once the Receive Error Count reaches its maximum value (up to
OxFFFF), it remains at its maximum count value until the maximum count value
is explicitly changed or the modem is reset.

The ER parameter is not reset by pin, serial port or cyclic sleep modes

FH (Force Wake-up Initializer) Command

<Sleep (Low Power)> The FH command is used to force a Wake-

AT Command: ATEO

Binary Command: 0x0A (10 decimal)

AT Command: ATE1

Binary Command: 0x0B (11 decimal)

AT Command: ATER

Binary Command: 0xOF (15 decimal)

Parameter Range: 0 - OxFFFF

Default Parameter Value: 0

Number of bytes returned: 2

Related Commands: GD (Receive Good Count)

AT Command: ATFH

Binary Command: 0x0D (13 decimal)

up Initializer to be sent on the next transmission. Use only with cyclic sleep modes active on remote modems.

ATFH will not send a long header if ATHT = OxFFFF. WR (Write) Command does not need to be issued with FH Command.

FL (Software Flow Control) Command

<Serial Interfacing> The FL command is used to configure software flow control.

Hardware flow control is implemented with the modem as the GPO1 pin (CTS pi
n of the RF modem), which regulates when serial data can be transferred to the
module.

FL Command can be used to allow software flow control to also be enabled. The
XON character used is 0x11 (17 decimal). The XOFF character used is 0x13 (1
8 decimal)
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AT Command: ATFL

Binary Command: 0x07 (7 decimal)

Parameter Range: 0 - 1

Parameter  Configuration
0 Disable software flow control
1 Enable software flow control

Default Parameter Value: 0

Number of bytes returned: 1
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FS (Forced Synch Time) Command

<RF Interfacing> The FS command only applies to streaming data. Normally, on
ly the first packet of a continuous stream contains the full RF initializer. The RF
modems then remain synchronized for subsequent packets of the stream. This p
arameter can be used to periodically force an RF initializer during such streamin
g. Any break in UART character reception long enough to drain the Input Buffer
(UART receive buffer) and cause a pause in RF data transmission will also caus
e an RF initializer to be inserted on the next transmission

FT (Flow Control Threshold) Command

<Serial Interfacing> The FT command is used to set/read the flow control thresh
old. When FT bytes have accumulated in the DI buffer (UART Receive), CTS is
de-asserted or the XOFF software flow control character is transmitted.

GD (Receive Good Count) Command

<Diagnostics> The GD command is used to set/read the count of good received
RF packets. Its parameter value is reset to O after every reset and is not non-
volatile (The parameter value does not persist in the RF module's memory after
a power-

p sequence). Once the "Receive Good Count" reaches its maximum value (up t
o OxFFFF), it remains at its maximum count value until the maximum count valu
e is manually changed or the modem is reset.

The GD parameter is not reset by pin, serial port or cyclic sleep modes

HP {(Hopping Channel) Command

<Networking & Security> The HP command is used to set/read the RF modem'
shopping channel number. A channel is one of three layers of filtration available
to the modem.

In order for modems to communicate with each other, the modems must have t
he same channel number since each channel uses a different hopping sequenc
e.Different channels can be used to prevent modems in one network from listeni
ng to transmissions of another.

HT (Time before Wake-up Initializer) Command

<Sleep (Low Power)> The HT command is used to set/read the time of inactivity
(no serial or RF data is sent or received) before a wake-

up initializer is sent by a TX (transmitting) RF modem. The HT parameter should
be set shorter than inactivity timeout [ST Command] time of any RX (receiving)
modems operating in Cyclic Sleep (SM=4-8). The wake-

up initializer sent by the TX modem instructs all RX modems to remain awake to
receive RF data.

From the RX modem perspective: After HT time elapses and the inactivity timeo
ut [ST Command] is met, the RX modem goes into cyclic sleep. In cyclic sleep, t
he RX modem wakes once per sleep interval [SM Command)] to check for a wak
e-up initializer. When a wake-

up initializer is detected, the modem stays awake to receive data. The wake-

AT Command: ATFS

Binary Command: 0x3E (62 decimal)

Parameter Range: 0 - OxFFFF
[x 10 milliseconds]

Default Parameter Value: 0

Number of bytes returned: 2

AT Command: ATFT

Binary Command: 0x24 (36 decimal)

Parameter Range:
0 - (Input buffer size minus 0x11) [Bytes]

Default Parameter Value: Input
Buffer size minus 0x11 (17 decimal)

Number of bytes returned: 2

AT Command: ATGD

Binary Command: 0x10 (16 decimal)

Parameter Range: 0 - OxFFFF

Default Parameter Value: 0

Number of bytes returned: 2

Related Commands: ER (Receive Error Count)

AT Command. ATHP

Binary Command: 0x11 (17 decimal)

Parameter Range: 0 -9

Default Parameter Value: O

Number of bytes returned: 1

Related Commands: ID (Modem VID), DT
(Destination Address), MK (Address Mask)

AT Command: ATHT

Binary Command: 0x03 (3 decimal)

Parameter Range:

0 — OxFFFF [x 100 milliseconds]

Default Parameter Value:
up initializer will not be sent

OxFFFF (wake-

Number of bytes returned: 2

Related Commands: LH (Wake-up Initializer
Timer), SM (Sleep Mode), ST (Time before
Sleep)

up initializer must be longer than the cyclic sleep interval to ensure that sleeping modems detect incoming data.

66



BB SMARTWORX
Bowsradiby Zlinx® XTREME RADIO MODEM

When HT time elapses, the TX modem knows it needs to send a wake-
up Initializer for all RX modems to remain awake and receive the next transmission.

HV {(Hardware Version) Command AT Command: ATHY
Parameter Range: 0 - OxFFFF [Read-only]

<Diagnostics> The HY command is used to read the hardware version of the

RE modem. Minimum Firmware Version Required: v1.x80

ID (Modem VID) Command AT Command: ATID
Binary Command: 0x27 (39 decimal)

<Networking & Security> The ID command is used to set/read the VID (Vendor |
dentification Number) of the RF modem. RF modems must have matching VIDs
in order to communicate 0x11 - Ox7FFF (user-settable)
0- 0x10 & 0x8000 - OxFFFF (factory-set)
Default Parameter Value: 0x3332
(13106 decimal)

Parameter Range:

Number of bytes returned: 2

KY {AES Encryption Key) Command AT Command: ATKY
<Nebtworking & Security> The KY command is used to set the 256- Binary Command: 0x3C (60 decimal)
bit AES (Advanced Encryption Standard) key for encrypting/decrypting data. On paramicierRange; 0~k

ce set, the key cannot be read out of the modem by any means. The entire payl Sihicxdigitinl.cetionf)

oad of the packet is encrypted using the key and the CRC is computed across th ~ Default Parameter Value: 0 (disabled)
e ciphertext. When encryption is enabled, each packet carries an additional 16 b Number of bytes retumed: 2

ytes to convey the random CBC Initialization Vector (V) to the receiver(s). The -
KY value may be “0” or any 256- Number Base: Always Hexadecimal

bit value (= 64 hex digits = 32 bytes). Any other value, including entering ATKY by itself with no parameters, causes an error.

A modem with the wrong key (or no key) will receive encrypted data, but the data driven out the serial port will be meaningless
. Likewise, a modem with a key will receive unencrypted data sent from a modem without a key, but the output will be meaning
less. Because CBC mode is utilized, repetitive data appears differently in different transmissions due to the randomly-
generated V.

NOTE: For international (non-U.S.) variants of 9XTend modems, the encryption key is 128-

bit AES. The command operates the same except the key length is 16 bytes rather than 32 bytes. This pertains to part number
s ending with -NA or -128 (the -NA and -

128 suffix mean the same thing), no matter what firmware version is loaded. This also pertains to the Australia version of firmw
are 22xx, no matter what part number 9XTend it is loaded onto.

LH (Wake-up Initializer Timer) Command AT Command: ATLH
Binary Command: 0x0C (12 decimal)

<Sleep (Low Power)> The LH Command is used to set/read the duration of time

during which the wake- Parameter Range:
up initializer is sent. When receiving modems are in Cyclic Sleep Mode, they po 0 - OxFF [x 100 milliseconds)
wer-

Default Parameter Value: 1

down after a period of inactivity (as specified by the ST parameter) and will perio
dically wake and listen for transmitted data. In order for the receiving modems to ~ Number of bytes retumed: 1

remain awake, they must detect ~35ms of the wake-up initializer. Related Commands: HT (Time before Wake-
up

LH Command must be used whenever a receiving modem is operating in Cyclic ISn||t|aI|zer)‘ SM (Sleep Mode), ST (Time before

Sleep Mode. The Wake- =cp)

up Initializer Time must be longer than the cyclic sleep time that [as determined by SM (Sleep Mode) parameter]. If the wake-
up initializer time were less than the Cyclic Sleep interval, the connection would be at risk of missing the wake-
up initializer transmission.
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AT Command: ATMD
Binary Command: 0x31 (49 decimal)

MD (RF Mode) Command

<Networking & Security> The MD command is used to select/read the settingsth ~ Parameter Range: 0 -6
at enable the Polling and Repeater Modes on the modem.

Parameter Configuration

Transparent Operation

Polling Mode - 0 B ferd
A ‘Polling Base’ is responsible for polling remotes. A 'Polling Remote' requir (Repeater Base)
es a poll in order to transmit. 1 [reserved - not used)

[reserved - not used)

Repeater Mode - A ‘Repeater’ re-
sends RF data unless the transmission is addressed to it or if the transmission h

2

3 Polling Base
as already been detected. A ‘Repeater End Node' handles repeated messages, 4 Polling Remote

5

but will not repeat the message over-the-air.
Repeater

Refer to the Polling and Repeater Mode sections of the ‘RF Communication Mod 8 Repeater End Node
es chapter for more information

Default Parameter Value: 0

Number of bytes returned: 1

Minimum Firmware Version Required: 2.x20

MK (Address Mask) Command AT Command: ATMK

Binary Command: 0x12 (18 decimal)

<Networking & Security>= The MK command is used to set/read the Address Ma
sk of a modem. All RF data packets contain the Destination Address of the TX (t
ransmitting) modem. When a packet is received, the TX modem Destination Ad Parameter Range: 0 - 0xFFFF
dress is logically "ANDed" (bitwise) with the Address Mask of the RX (receiving)
modem. The resulting value must match the Destination Address or Address Ma
sk of the RX modem for the packet to be received and sent out the RX modem's Number of bytes returned: 2

DO (Data Qut) pin. If the "ANDed" value does not match the Destination Addres  —zgzted Commands: DT (Destination Address).
s or Address Mask of the RX modem, the packet is discarded. HP (Hopping Channel), |D (Modem VID), MY

(Source Address)

Default Parameter Value: 0xFFFF (65535d)

Sniffer Mode (when MK = 0). ACK requests are ignored and every RX (receive) frame is sent to the UART, without regar
d for repeated frames.

All “0” values are treated as irrelevant values and ignored.

Refer to the ‘Addressing’ section for more information.

MT (Multi-transmit) Command AT Command: ATMT
Binary Command: 0x3D (61 decimal)

<Networking & Security> The MT command is used to enable multiple transmi
ssions of RF data packets. When Multi-

transmit Mode is enabled (MT > 0), packets do not request an ACK (acknowle
dgement) from the receiving RF modem(s). MT takes precedence over RR, so
if both MT and RR are nhon- Default Parameter Value: 0 ( no forced

zero, then MT+1 packets will be sent (with no ACK requests).

Parameter Range: O - OxFF

Retransmissions)

When a receiving modem receives a packet with remaining forced retransmiss ~ Number of bytes returned: 1

ions, it calculates the length of the packet and inhibits transmission for the am Related Commands: Networking (DT, MK, MY,
ount of time required for all retransmissions. Thereafter, a random number of d RN, TT), Serial Interfacing (BR, PK, RB, RO), RF
elay slots are inserted between 0 and RN before transmission is allowed from Interfacing (FS)

the receiving modem(s).
This prevents all listening modems from transmitting at once upon conclusion of a multiple transmission event (when RN > 0).

NOTE: The actual number of forced transmissions is the parameter value plus one. For example, if MT = 1, two transmissions
of each packet will be sent.
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AT Command: ATMY

Binary Command: 0x2A (42 decimal)

P ter Range: 0 - 0xFFFF
MY (Source Address) Command AEMSIELDENR X

<Networking & Security> The MY command is used to set/read the Source Ad RERUILREGAmEt S Yallic: ‘UREEER(DISIE -

dress of the RF modem. o
DT (Destination Address) parameter serves as

Refer to the DT command and the 'Addressing' section for more information. bothisausesandidestination.addess,)

Number of bytes returned: 2

Related Commands: DT (Destination Address),
HP (Hopping Channel), ID (Modem VID), MK
{ Address Mask)

NB (Parity) Command AT Command: ATNB
Binary Command: 0x23 (35 decimal)

<8Serial Interfacing= The NB command is used to select/read the parity settings

of the RF modem for UART communications Flarameterfange:D =t
Parameter Configuration

0 8-bit (no parity ) or
7-bit {any parity)

1 8-bit even

2 8-bit odd

3 8-bit mark

4 8-bit space

Default Parameter Value:0
Number of bytes returned: 1

PB (Polling Begin Address) Command AT Command: ATPB

<Networking & Security> PB command is used to set/read the modem's Pollin ~ Binary Command: 0x45 (69 decimal)
g Begin Address - the first address polled Polling Mode is enabled.

Parameter Range: 0 - OxFFFF
Polling Operations: The ‘Polling Base' (MD = 3) cycles through a sequential r
ange of addresses, polling each ‘Polling Remote’ (MD = 4). The base then wai Default Parameter Value: O
ts for a response & proceeds to the next 'Polling Remote’. Each 'Polling Remo
te’ responds by sending the data from the Data In buffer following the RB & R Number of bytes returned: 2
O parameters. When there is no eligible data to send, the ‘Polling Remote’ will

; P : : Mini Fi Version Required: 2.x20
not respond. The ‘Polling Base' will move to the next address in the polling se RITITudmC |rmwarde ::;'?;F :Aquc;re) PEX(P i
elate ommands: oae), olliing
quence after a short delay. End Address), PD (Minimum Polling Delay)

PD {(Minimum Polling Delay) Command AT Command: ATPD

<Networking & Security> The PD command is used to set/read Polling Delay Binary Command: 0x47 (71 decimal)
(Base, MD=3) or Polling Timeout (Remote, MD=4).

Parameter Range: 0 - OxFFFF

Polling Delay (Base) is the time between polling cycles. The Polling Base {Base: [x 1ms], Remote: [x 10ms])
will start the polling cycle after sending the first poll. After the polling cycle ha
s completed, the timer is restarted.

Default Parameter Value: 0

Number of bytes returned: 2

Polling Timeout (Remote) is the amount of time the remote unit will hold d — - - -
ata from the serial port before discarding it. Data entered within the PD time Minimum Firmware Version Required: 2.x20

of the poll is transmitted and not discarded. Related Commands: MD (RF Mode), PB (Polling
Begin Address), PE (Polling End Address)
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PE (Polling End Address) Command

<Networking & Security> PE command is used to set/read the modem’s Polli
ng End Address - the last address polled when Polling Mode is enabled.

Polling Operations: The ‘Polling Base’ {(MD = 3) cycles through a sequent
ial range of addresses, polling each 'Polling Remote’ (MD = 4). The base the
n waits for a response & proceeds to the next ‘Polling Remote’. Each ‘Polling
Remote’ responds by sending data from the DI buffer following the RB & RO
parameters. When there is no eligible data to send, the ‘Polling Remote’ will
not respond. The ‘Polling Base' will move to the next address in the polling s
equence after a short delay.

PK (Maximum RF Packet Size) Command

<RF Interfacing= The PK command is used to set/read the maximum size of
RF packets transmitted from an RF modem. The maximum packet size can b
e used along with the RB and RO parameters to implicitly set the channel dw
ell time. If PK is set above 256 and BR is subsequently changed to 0, PK will
automatically be lowered to 256 and a warning will be raised (refer to the BR
(RF Data Rate) and WN (Warning Data) commands for details).

Changes to the PK parameter may have a secondary effect on the RB (Pack
etization Threshold) parameter. RB must always be less than or equal to PK.
If PK is changed to a value that is less than the current value of RB, the RB

value is automatically lowered to be equal to PK.

AT Command: ATPE

Binary Command: 0x46 (70 decimal)

Parameter Range: 0 - OxFFFF

Default Parameter Value: 0

Number of bytes returned: 2

Minimum Firmware Version Required: 2.x20

Related Commands: MD (RF Mode), PB (Polling
Begin Address), PD (Minimum Polling Delay)

AT Command: ATPK

Binary Command: 0x29 (41 decimal)

Parameter Range: 1- 0x800 [Bytes]

Default Parameter Value: 0x100* or 0x800*

(256 or 2048 decimal)

Number of bytes returned: 2

Related Commands: BR {RF Data Rate) RB
(Packetization Threshold), RO (Packetization
Timeout), WN (Warning D)

*When BR = 0 (9600 baud), the maximum PK value is 0x100 (256d). When BR =1 (115,200 baud), the maximum PK value is

0x800 (2048d).

PL (TX Power Level) Command

<RF Interfacing> The PL command is used to set/read the power level at whi
ch the RF modem transmits data

PW (Pin Wake-up) Command

<Sleep (Low Power)> Under normal operation, an RF modem in Cyclic Sl

eep Mode cycles from an active state to a low-

AT Command: ATPL

Binary Command: 0x3A (58 decimal)

Parameter Range: 0 - 4

Parameter Configuration
0 1 mw
1 10 mw
2 100 mwW
3 500 mw/
4 1000 mW (1 Watt)

Default Parameter Value: 4

Number of bytes returned: 1

power state at regular intervals until data is ready to be received. If the PW para
meter is set to 1, the SLEEP pin (pin 8) can be used to awaken the modem from
Cyclic Sleep. When the SLEEP Pin is de-

asserted (low), the modem will be fully operational and will hot go into Cyclic Sle

ep.

Once the SLEEP pin is asserted, the modem will remain active for the period of ti
me specified by the ST (Time before Sleep) parameter and will return to Cyclic Si
eep Mode (if no data is ready to be transmitted). PW Command is only valid if Cy
clic Sleep has been enabled.
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AT Command: ATPW

Binary Command: 0x1D (29 decimal)

Parameter Range: 0 — 1

Parameter Configuration
0 Disabled
1 Enabled

Default Parameter Value: O

Number of bytes returned: 1

Related Commands: SM (Sleep Mode), ST
{Time before Sleep)
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RB (Packetization Threshold) Command

AT Command: ATRB

. . ) Binary Command: 0x20 (32 decimal)
<Serial Interfacing> The RB command is used to set/read the character threshold

value. Parameter Range: 0 - PK parameter value
RF transmission begins after data is received in the Input Buffer and either of the (up to 0x800 Bytes)

following criteria is met: Default Parameter Value: 0x800 Bytes

Number of bytes returned: 2

Related Commands: BR (RF Data Rate), PK (
RF
e RO character times of silence detected on the UART receive lines (after Packet Size), RO (Packetization Timeout)

receiving at least 1 Byte of data)

o RB characters received by the UART

If PK {(Max. RF Packet Size) is lowered below the value of RB, RB is automatically lowered to match the PK value. If (RO = 0),
RB bytes must be received before beginning transmission.

Note: RB and RO criteria only apply to the first packet of a multi-
packet transmission. If data remains in the Input Buffer after the first packet, transmissions will continue in a streaming manner
until there is no data left in the Input Buffer (UART receive buffer).

AT Command: ATRC

Parameter Range: (read-only): 0 -
0x31 [dBm]

Number of bytes returned: 1

Related Commands: RM (Ambient Power -
All

RC (Ambient Power - Single Channel) Command

<Diagnostics> The RC command is used to examine and report the power level o
n a given channel.

Sample output:-78 dBm [when CF = 0] Channels)
4e [when CF = 1]
-78 [when CF = 2]
RE {Restore Defaults) Command AT Command: ATRE

Binary Command: 0x0E (14 decimal)

<Diagnostics> The RE command is used to restore all configurable parameters to
their factory default settings.

The RE Command does not cause default values to be stored to nonvolatile (persistent) memory. For the restored default setti
ngs to persist in the modem’s non-volatile memory and be saved in the event of RF modem reset or power-
down, the WR (Write) command must be issued prior to power-down or reset.

AT Command: ATRM
Parameter Range: no parameter - 0x7D0

RM (Ambient Power - All Channels) Command

<Diagnostics> The RM command is used to examine and report power levels on Number of bytes returned: 2
all channels. If no parameter is given, the channels are scanned one time. If a par Related Commands: RC (Ambient Power -
ameter is given, the channels are repeatedly scanned for that number ofseconds. Single channel)

The maximum power level seen for each channel is reported (i.e. peak hold).

A graphical spectrum analyzer can be implemented by repeatedly sending the RM command (with no arguments) and reading
the resultant 50 power levels (this is easiest to do when CF = 1 or 2).

Sample output [when CF = 0] Ch 0: -100 dBm
Ch 1: -103 dBm

Ch 49: -99 dBm
Sample output [when CF = 1]: 64
67

63

Sample output [when CF = 2J: 100
-103

71



BB SMARTWORX
Bowsradiby Zlinx® XTREME RADIO MODEM

AT Command: ATRN

RN (Delay Slots) Command Binary Command: 0x19 (25 decimal)

<Networking & Security> The RN command is used to set/read the time delay tha PanameterRangs: DxEF [Semsiiot]
t the transmitting RF modem inserts before attempting to resend a packet. If the tr ~ Default Parameter Value: 0
ansmitting modem fails to receive an acknowledgement after sending a packet, it~ —(n@ delay slots inserted)

inserts a random number of delay slots (ranging from 0 to (RN minus 1)) before at ~ Number of bytes returned: 1
tempting to resend the packet. Each delay slot is 5 msec (when BR=1) and 54 ms  Related Commands: RR (Retries), TT
ec (when BR=0). {Streaming Limit)

If two modems attempt to transmit at the same time, the random time delay after packet failure allows only one modem to tran
smit the packet successfully; while the other modem waits until the channel available for RF transmission.

RN Command is only applicable if retries have been enabled [RR (Retries) Command] or if forced delays will be inserted into a
transmission [TT (Streaming Limit) Command]

RO (Packetization Timeout) Command AT Command: ATRO

Binary Command: 0x21 (33 decimal)
<Serial Interfacing> The RO command is used to set/read the Packetization Time Parameter Range: 0- OXFFFF

out setting. RF transmission begins when data is in the Input buffer and either of t [x UART character times |
he following criteria are met:

Default Parameter Value: 3

« RO character times of silence on the UART receive lines (after receiving ~_\uMmber of bytes returned: 2
at least 1 byte) Related Commands: RB (Packetization
Threshold)

e RB characters have been received by the UART

RB and RO criteria only apply to the first packet of a multipacket transmission. If data remains in the Input Buffer (UART receiv
e) after the first packet, fransmissions will continue in a streaming manner until there is no data left in the Input Buffer.

When RO is the transmission-

beginning criteria: The actual time between the reception of the last character from the UART and the beginning of RF tra
nsmission will be at least 800 psec longer than the actual RO time to allow for transmission setup. Additionally, it is subject to
100-200 psec of additional uncertainty, which could be significant for small values of RO at high UART bit rates.

The correct UART character time (10, 11, or 12 bits) is calculated based on the following criteria:

1 start bit

8 data bits

0 or 1 parity bit [as determined by the NB (Parity) Command)
1 or 2 stop bits [as determined by SB (Stop Bits) Command]

AT Command: ATRP
Binary Command: 0x22 (34 decimal)

<Diagnostics> RP Command is used to enable a PWM ("Pulse Width Modulation™ REREmCteriRan get 0[' 01)(('):0F il .

Y output on the Config/RSSI pin (pin 11 of the RF Modem). The pin is calibrated to x 100 milliseconds |
show the difference between received signal strength and the sensitivity level of t _Default Parameter Value: 0x20 (32d)

he RF modem. PWM pulses vary from zero to 95 percent. Zero percent means th Number of bytes returned: 1

e received RF signal is at or below the published sensitivity level of the module.

RP {(RSSI PWM Timer) Command

The following table shows dB levels above sensitivity and PWWM values (T he total time pericd of the PWM output is 8.32 ms. P
WM output consists of 40 steps and therefore the minimum step size is 0.208 ms.):
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PWM percentage (high period

dB above Sensitivity total peried)

10 20%
20 ' 35%
30 50%

A non-

zero value defines the time that PWM output is active with the RSSI value of the last received RF packet. After the set time wh
en no RF packets are received, PWM output is set low (O percent PWWM) until another RF packet is received. PWM output is al
so set low at power-

up. A parameter value of OxFF permanently enables PWM output and always reflects the value of the last received RF packet.

The Config/RSSI pin is shared between PWM output and Config input. When the modem is powered, the Config pin is an input
. During the power-up sequence, if RP parameter is a non-
zero value, the Config pin is configured as an output and set low until the first RF packet is received.

With a non-zero RP parameter, the Config pin is an input for RP ms after power up.

RR (Retries) Command AT Command: ATRR

<Networking & Security> The RR command is used to set/read the maximum nu Binary Command: 0x18 (24 decimal)
mber of retries sent for a given RF packet. When RR Command is enabled (RR>
0), RF packet retries and ACKs (acknowledgements) are enabled.

Parameter Range: 0 - OxFF

Default Parameter Value: 0x0A (10d)

Exceptions: If the MT command is enabled (MT>0) or if a broadcast Destination A Number of bytes returned: 1
ddress is used (DT = OxFFFF); RF packet retries and ACKs are disabled.

After transmitting a packet, the transmitting RF modem waits to receive an acknowledgement from a receiving modem. If the a
cknowledgement is not received in the period of time specified by RN (Delay Slots) Command, the original packet is transmitte
d again. The RF packet is transmitted repeatedly until an acknowledgement is received or until the packet is sent RR times.

AT Command: ATRT
Binary Command: 0x16 (22 decimal)

RT (GPI1 Cenfiguration) Command

<Serial Interfacing> The RT command is used to set/read the behavior of the GP _Parameter Range: 0 -2

[1 pin (pin 10) of the RF Modem. The pin can be configured to enable binary pro Parameter Configuration
gramming or RTS flow control.

0 Disabled

1 Enable Binary
Programming

5 Enable RTS
Flow Control

Default Parameter Value: 0

Number of bytes returned: 1

1dCds(Sld)S

AT Command: ATSB
Binary Command: 0x37 (55 decimal)

SB (Stop Bits) Command

<Serial Interfacing> The SB Command is used to set/read the number of stop bit Parameter Range: 0 — 1
s in the data packet.

Parameter Configuration
0 1 stop bit
1 2 stop bits

Default Parameter Value: 0

Number of bytes returned: 1
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SH (Serial Number High) Command

<Diagnostics> SH Command is used to set/read the serial number high word of th
e RF modem.

SL (Serial Number Low) Command

<Diagnostics> SL Command is used to set/read the serial number low word of th
e RF modem.

SM (Sleep Mode) Command
<Sleep Mode (Low Power)> The SM Command is used to set/read the RF mode
m's Sleep Mode settings that configure the modem to run in states that require m

inimal power consumption.

For more information regarding Sleep Modes, refer to the Sleep Mode sections

ST (Time before Sleep) Command
<Sleep Mode (Low Power)> The ST Command is used to set/read the period of ti
me (in milliseconds) in which the RF modem remains inactive before entering Sle
ep Mode.

For example, if the ST Parameter is set to 0x64 (100 decimal), the module will ent
er into Sleep mode after 10 seconds of inactivity (no transmitting or receiving).

This command can only be used if Cyclic Sleep or Serial Port Sleep Mode setting
s have been selected using SM (Sleep Mode) Command.
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AT Command: ATSH

Binary Command: 0x25 (37 decimal)

Parameter Range (read-only): 0 - OxFFFF

Default Parameter Value: varies

Number of bytes returned: 2

Related Commands: SL (Serial Number Low)

AT Command: ATSL

Binary Command: 0x26 (38 decimal)

Parameter Range (read-only): 0 - OxFFFF

Default Parameter Value: varies

Number of bytes returned: 2

Related Commands: SH {Serial Number High)

AT Command: ATSM

Binary Command: 0x01 (1 decimal)

Parameter Range: 0 — 8 (3 is reserved)

Parameter Configuration
0 Disabled
1 Pin Sleep
2 Serial Port Sleep
3 [reserved]

Cyclic 1.0 second sleep
4 (RF module wakes every
1.0 seconds)

5 Cyclic 2.0 second sleep
B Cyclic 4.0 second sleep
7 Cyclic 8.0 second sleep
8 Cyclic 16.0 second sleep

Default Parameter Value: O

Number of bytes returned: 1

Related Commands:

Pin Sleep - PC (Power-up Mode), PW (Pin
Wake-up)

Serial Port Sleep - ST (Time before Sleep)
Cyeclic Sleep - ST (Time before Sleep), LH
(Wake-

up Initializer Timer), HT (Time Before
Wake-up Initializer), PW (Pin Wake-up)

AT Command: ATST

Binary Command: 0x02 (2 decimal)

Parameter Range: (ATAT+3) - OX7FFF
[x 100 milliseconds]

Default Parameter Value: 0x64 (100 decimal)

Number of bytes returned: 2

Related Commands: SM (Sleep Mode), LH
(Wake-up Initializer Timer), HT (Time before
Wake-up Initializer)
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TP {Board Temperature) Command

<Diagnostics> TP Command is used to read the current
temperature of the board.
Sample Qutput: 26 C [when ATCF = (]

1A [when ATCF =1]

26 [when ATCF = 2].

TR {Transmit Error Count) Command

<Diagnostics> The TR command is used to report the number of retransmit failur
es. This number is incremented each time a packet is hot acknowledged within th
e number of retransmits specified by the RR (Retries) parameter. The number of
packets therefore are counted that were not successfully received and subseque
ntly discarded.

Zlinx® XTREME RADIO MODEM

AT Command: ATTP

Binary Command: 0x38 (56 decimal)

Parameter Range (read-only): 0- Ox7F

Number of bytes returned: 1

Related Command: WN (Warning Data)

AT Command: ATTR

Binary Command: 0x1B (27 decimal)

Parameter Range: 0- OxFFFF

Default Parameter Value: 0

Number of bytes returned: 2

Related Command: RR (Retries)

The TR parameter is not non-volatile and is reset to zero when the RF modem is reset.

TT (Streaming Limit) Command

<Networking & Security> The TT command is used to set/read the limit on the nu
mber of bytes that can be sent out before a random delay is issued.

If an RF modem is sending a continuous stream of RF data, a delay is inserted w
hich stops its transmission and allows other modems time to transmit {once it sen
ds TT bytes of data). Inserted random delay lasts between 1 & 'RN + 1' delay slot
s, where each delay slot lasts 38 ms.

The TT command can be used to simulate full-duplex behavior.

TX (Transmit Only)

<RF Interfacing= The TX command is used to set/read the transmit/receive beha
viors of the RF modem. Setting a module to TX-

only (TX = 1) may reduce |latency because the transmitting modem will never be
confined to receiving data from other modems.

VL (Firmware Version - Verbose)

<Diagnostics> The VL command is used to read the verbose firmware version of
the RF modem.

VR (Firmware Version - Short) Command

<Diagnostics> The VR command is used to read the firmware version of the RF
modem.

Note: Firmware versions contain four significant digits -
“A.B.C.D". If B=2, the modem is programmed for operation in Australia only.

75

AT Command: ATTT

Binary Command: 0x1A (26 decimal)

Parameter Range: 0- OxFFFF

Default Parameter Value: 0 (disabled)

Number of bytes returned. 2

Related Command: RN (Delay Slots)

AT Command: ATTX

Binary Command: 0x3F (63 decimal)

Parameter Range: 0 — 1

Parameter Configuration
0 TX & RX
1 TX-only

Default Parameter Value: 0

Number of bytes returned: 1

AT Command: ATVL

Parameter Range: returns string

Default Parameter Value: 0

Number of bytes returned: 2

AT Command: ATVR

Binary Command: 0x14 (20 decimal)

Parameter Range (read-only): 0 - OxFFFF

Number of bytes returned: 2
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WA (Active Warning Numbers) Command

AT Command: ATWA
<Diagnostics> The WA command reports the warning numbers of all active warni ~ Parameter Range: Returns string - one

ngs - warning number per line.

one warning number per line. No further information is shown and warning counts are not reset.

Sample Output (indicates warnings 1 and 3 are currently active): 1

OK

WN {(Warning Data) Command AT Command: ATWN
: : : ; ; P ter R : Ret tri
<Diagnostics> WN command is used to report the following data for all active and AR Ran g e Tine
sticky warnings:

e Warning number & description

o Number of occurrences since the last WN or WS command

e Whether the warning is currently active
VWarnings, which are not currently active and have not been active since the last issuance of the WN or WS commands, are no
t displayed. The WN command also resets all non-
zero warning counts; except for warnings that are presently active, which are setto 1.
Sample output: Warning 4: Over-temperature

5 occurrences; presently inactive.

Warning

4 Description

Under-voltage. This is caused if the supply voltage falls below the minimum threshold for the lowest power level (2.8 V). [f/iwhen the voltage
rises above the threshold, the warning is deactivated. The modem will ncot transmit below this voltage threshold.

2 Over-voltage. This is caused if the supply voltage exceeds 5.75 V. Transmission is not allowed while this warning is active.
Under-temperature. This is caused if the temperature sensed by the modem is less than -40 C. The modem does not artificially limit operation

1

: while this warning is active, but modem functionality is not guaranteed.

4 Over-temperature. This is caused if the temperature sensed by the modem is greater than 105 C. The modem does not allow transmission nor
reception while this warning is active. The warning is deactivated when the temperature falls to 100 C.

5 Power reduced. This is caused if the transmit power has to be reduced from the level programmed by PL Command due to insufficient supply

voltage. The 1 W power level requires 4.75 V or higher; 500 mW requires 3.0 V or higher; 100 mW, 10 mW and 1 mW require 2.8 \V or higher.
6 Default calibration data in flash. This is caused if the modem-specific power calibration data is either not present or is invalid, or if none of the
parameters have been modified from their default values. Power levels may be incorrect.
Default configuration parameters in flash. This is caused if user-modifiable parameters (i.e. those stored by a 'WR' command) in flash are all the
compiled-in default values. This is caused if the user configuration is found to be not present or invalid at power-up and there is no custom
7 configuration, or if no user-modifiable parameters have been moedified from the compiled-in defaults. Modification of one or more parameters
without the subsequent WR to commit the changes to flash will not deactivate this warning, since it reflects the status of the parameters in flash.
Note that this warning does not reflect usage of the custom configuration defaults, only usage of the compiled-in defaults.
Default factory configuration parameters in flash. This is caused if the factory parameters in flash are all the default values. This is caused if the
factory configuration is found to be not present or invalid at power-up, or if no factory parameters have been modified.

WR (Write) Command
AT Command: ATWR

<(Special)> The WR command is used to write configurable parameters to hon- Binary Command: 0x08 (8 decimal)
volatile memory (Values remain in the module's memory until overwritten by anot

her use of WR Command).

If changes are made without writing them to non-
volatile memory, the module will revert back to previously saved parameters the next time the module is powered-on.

If the non-volatile user configuration is not correct, WR will re-
attempt (up to 3x). If all three attempts fail, the command will return an ERROR alert.
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WS [Sticky Warning Numbers) Command
AT Command. ATWWS
<Diagnostics> The WS command reports warning numbers of all warnings active Parameter Range (read-only): 1— 8
since the last use of the WS or WN command (including any warn-
ings which are currently active). This command also resets all non-
Zero warning counts, except for warnings that are presently active, which are set to 1.

Mumber of bytes returned: 1

API Operation

By default, Zlinx Xireme Radio Modems act as a serial line replacement (Transparent Operation) - all UART data received
through the DI pin is queued up for RF transmission. When the modem receives an RF packet, the data is sent out the DO pin
with no additional information.

Inherent to Transparent Operation are the following behaviors:
+  If modem parameter registers are to be set or queried, a special operation is required for transitioning the modem

into Command Mode.

*  In point-to-multipoint systems, the application must send extra information so that the receiving modem(s) can
distinguish between data coming from different remotes.

As an alternative to the default Transparent Operation, APl {(Application Programming Interface) Operations are available. API
operation requires that communication with the modem be done through a structured interface (data is communicated in
frames in a defined order). The API specifies how commands, command responses and modem status messages are sent
and received from the modem using a UART Data Frame.

API Frame Specifications
Two APl modes are supported and both can be enabled using the AP (APl Enable) command. Use the following AP parameter
values to configure the modem to operate in a particular mode:
+ AP =0 (default): Transparent Operation (UART Serial line replacement) APl modes are disabled.
+ AP =1: APl Operation
« AP =2: APl Operation {with escaped characters)

Any data received prior fo the start delimiter is silently discarded. If the frame is not received correctly or if the checksum fails,
the data is silently discarded.

APl Operation (AP Parameter = 1)

When this mode is enabled (AP=1), the UART data frame and structure is defined as follows:

Start Delimiter Length Frame Data Checksum
{Byte 1) {Bytes 2.3) {Bytes 4n) {Byten+ 1)
| xTE | MSB LsSB | | APi-spacific Structure | | 1 Byte

MSB = Most Significant Byte, LSB = Least Significant Byte

API Operation - with Escape Characters (AP parameter = 2)
When this APl mode is enabled (AP = 2), the UART data frame structure is defined as follows:

Start Delimiter Length Frame Data Checksum
{Byte 1) {Bytes 2.3} {Bytes d-n {Byten + 1)
xTE | MSB LsB | I APi-specific Structure | | 1 Byte I
L ]
Characters El:laped If Neaded
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MSE = Most Significant Byte, LSB = Least Significant Byte

Escape characters. \When sending or receiving a UART data frame, specific data values must be escaped (flagged) so they
do not interfere with the UART or UART data frame operation. To escape an interfering data byte, insert 0x7D and follow it
with the byte to be escaped XOR’'d with 0x20.

Data bytes that need to be escaped:

+  OX7E — Frame Delimiter
+ 07D - Escape

+  0x11-XON

+  0x13 - XOFF

EXAMPLE: Raw UART Dala Frame (before escaping Interfering byfes). x7E 0x00 0x02 0x23 0x11 0xCB
0x11 needs o be escaped which resulfs in the following frame:
0x7E 000 0x02 23 07D 031 OxCB

NOTE: In the above example, the lengih of the raw dala (excluding the checksum) iz 0x0002 and the
checksurn of the non-escaped dala (excluding frame delimiter and length) is calculated as:

OXFF - (0x23 + 0x11) = (OxFF - 0x34) = 0xCE.

Checksum: To test data integrity, a checksum is calculated and verified on non-escaped data.

To calculate: Not including frame delimiters and length, add all bytes keeping only the lowest 8 bits of the result and subtract
from OxFF.

To verify: Add all bytes (include checksum, but not the delimiter and length). If the checksum is correct, the sum will equal

0xFF.
API Types
Frame data of the LUART data frame forms an API-specific structure as follows:
Start Delimiter Length Frame Data Checksum
[Byte 1) [Bytes 2.3) {Bytes d.n) {Byte n+ 1)
0xTE MSB LSB APl-specific Structure 1 Byte
| Identifier Identifisr-specific Data
cmdID | | cmdData

The cmdID frame (APl-identifier) indicates which APl messages will be contained in the cmdData frame (ldentifier-specific
data). Refer to the sections that follow for more information regarding the supported API types. Note that multi-byte values are
sent big endian.

Modem Status
API ldentifier: Ox8A

RF modem status messages are sent from the modem in response to specific conditions.
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Sart Delimiter Length Frame Data Checksum
0x7E MSB | LSB APl-specific Structure 1 Byte
/Aﬁnﬁer Identifier-specific Data
Dx8A ‘ emdData
/ Status (Byte 5)
0 = Hardware reset

1= Watchdog timer reset

TX {Transmit) Request: 16-bit address
API Identifier Value: 0x01

A TX Request message will cause the modem to send RF Data as an RF Packet.

Start Dslimitsr Lengin Frame Data Checksum
0xTE ‘ l MSB[ LSB l APl-specific Structure ‘ 1 Byte ‘
AP Identifer Identifier-specific Dats
0x01 ‘ ‘ cmdData

Frame ID (Byte 5) Destination Address (Bytes 6-T) Options (Byte 8) RF Data (Byte(s) 9-n
Identifies the UART data frame for the host to MSB first, LSB last. 0 = Standard

comelate with a subsequent ACK (acknowledgement). - —Di Up to 2045 Bytes per packet
Setting Frame D to 0 will disable response frame. Broadcast = GdFFFF 1= Disable ACK

Figure 1 TX Packet (16-bit address) Frames

Byte 1 Bytes 2-3 Byte 4 Byte 5 Bytes 6-7 Byte 8 Bytes 3-11 Byte 12
D<TE ‘ 000 | 0xD8 ‘ OxD1 R (0x52) OxFFFF 0x00 1(0x31)| 2 (0x32)| 3 (0x33) Ox18
Start Delimiter Length® APlldentfier Frame|D™ Destination Address Option RF Data Checksum

* Length [Bytes] = API ldentifier + Frame ID + Option + RF Data
" UR" value was arbutranily selectal

TX (Transmit) Status
API ldentifier Value: 0x89

When a TX Request is completed, the module sends a TX Status message. This message will indicate if the packet was
transmitted successfully or if there was a failure.

Start Delimitsr Length Frame Data Checksum
OxTE ‘ ‘ MsSB ‘ LSB ‘ ‘ APl-specific Structure ‘ 1 Byte ‘
AP/ Identifer IgentiNer-apeciac Data
0x89 ‘ cmdData

Frame ID (Byte 5) _ Status (Byte 6)

Identifies UART data frame being reported.

: 0 = Success
Mote: If Frame ID = 0 in the TX Reguest, no _ B
AT Commeand Response will be given. 1=NoACK (Acknowledgement) received

NOTE: "STATUS = 1" occurs when all retries are expired and no ACK is received.
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"STATUS = 3" occurs when a packet is purged due to a 'Polled Remote' not receiving a poll.

RX (Receive) Packet: 16-bit address
API Identifier Value: 0x81

When the module receives an RF packet, it is sent out the UART using this message type.

Start Dellmitsr Lengih Frame Data Chacksum
‘ 0xTE | ‘ MSB ‘ LSB ‘ APlspecific Structure ‘ 1 Byte ‘
~ 0P Isntier Joeniter-apecinic Dat
0x81 cmdData
Source Address (Bytes 5-6) RS551{Byte 7) Options (Byte 8) RF Data (Byte(s) 3-n)
2 o Recefved Signdl Strength Indicator - bit 0 = ACK
MSB (most significart byte) first, Hexadecimal equivalent of (<dBm) value. bt 1= ircicalio | — Up to 2045 Bytes per
LSB (le=st significant) last (For example: If RX signal strength = 40 bits 2.7 [ ed) packet
dBm, “0x28° (40 decimal) is retumed) 2

80



BB SMARTWORX
Bowsradiby Zlinx® XTREME RADIO MODEM

6.5 ZXT24-RM CONFIGURATION

|6.5.1 ADVANCED PROGRAMMING

Setup

The programming examples in this section require the installation of a hyper termminal program and a serial
connection to a PC. (B&B stocks R5-232 and USB boards to facilitate interfacing with a PC.)

Mount the RF module to an interface board, then connect the module assembly to a PC.

Launch the terminal software and select the 'PC Settings' tab. Verify the baud and parity settings of the
Com Port match those of the RF module.

NOTE: Failure to enter AT Command Mode is most commonly due to baud rate mismatch. Ensure the
‘Baud’ setting on the ‘PC Settings’ tab matches the interface data rate of the RF module. By default,
the BD parameter = 3 (which corresponds to 9600 bps).

Sample Config: Modify RF Destination Address

‘CR’ stands for carriage return:

Method 1 (One line per command)

Send AT Command System Response_
4 OK <CR> (Enter into Command Mode)
ATDL <Enter> {current value} <CR> (Read Destination Address Low)
ATDL1AOD <Enter> OK <CR> (Modify Destination Address Low)
ATWR <Enter> OK <CR> (Write to non-volatile memory)
ATCN <Enter> OK <CR> (Exit Command Mode)

Method 2 (Multiple commands on one line)

Send AT Command_ System Response_
+++ OK <CR> (Enter into Command Mode)
ATDL <Enter> {current value} <CR> (Read Destination Address Low)

0K, OK, OK <CR> (Command execution is triggered upon each

ATDL1AOD,WR,CN <Enter> .
instance of the comma)

81



BB SMARTWORX
Bowsradiby Zlinx® XTREME RADIO MODEM

Command Reference Table

Zlinx Radio Modems expect numerical values in hexadecimal. Hexadecimal
values are designated

by a "0x" prefix. Decimal equivalents are designated by a "d” suffix.
Commands are contained

within the following command cateqgories (listed in the order that their
tables appear):

¢ Special

¢ Networking & Security

¢ RF Interfacing

* Sleep (Low Power)

* Serial Interfacing

¢ I/O Settings

* Diagnostics

e AT Command Options

All modules within a PAN should operate using the same firmware version.

Commands-Special

AT_ Command s Parameter
Name and Description Default
Command | _ Category Range

Write. Write parameter values to
non-volatile memory so that
parameter modifications persist
. through subsequent power-up or
WR Special reset. Note: Once WR is issued, no | ~ i
additional characters should be sent
to the module until after the
response "OK\" is received.
RE Special Restore Defaults. Restore module i i
parameters to factory defaults.
Software Reset. Responds
FR {v1.x80%) | Special immediately with an OK then - -
performs a hard reset ~100ms later.
*Firmware version in which the command was first introduced (firmware
versions are numbered in hexadecimal notation.)

Commands-Networking & Security (Sub categories designated within {brackets})

AT_ R Name and Description Farmmeter Default
Command | Category Range

Channel. Set/Read the channel
number used for transmitting and

CH {"i\";‘é"r‘::;rl‘r? ; recehirig data betwisen RF 06‘}?0%'_06‘;1“7 0x0C (12d)
g modules (uses 802.15.4 protocol
channel numbers).
PAN ID. Set/Read the PAN
D Networking {(Personal Area Network) |D._ Use 0- OxEFFE 0x3332_
{Addressing} 0xFFFF to broadcast messages {13106d)

to all PANSs.
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bH

Networking
{Addressing}

Destination Address High.
Set/Read the upper 32 bits of the
64-bit destination address. When
combined with DL, it defines the
destination address used for
transmission. To transmit using a
16-bit address, set DH parameter
to zero and DL less than OxFFFF.
0x000000000000FFFF is the
broadcast address for the PAN.

0 - OXFFFFFFFF

DL

Networking
{Addressing}

Destination Address Low.
Set/Read the lower 32 bits of the
64-bit destination address. When
combined with DH, DL defines the
destination address used for
transmission. To transmit using a
16-bit address, set DH parameter
to zero and DL less than OxFFFF.
0x000000000000FFFF is the
broadcast address for the PAN.

0 - OxFFFFFFFF

MY

Networking
{Addressing}

16-bit Source Address.Set/Read
the RF module 16-bit source
address. Set MY = O0xFFFF to
disable reception of packets with
16-bit addresses. 64-bit source
address (serial number) and
broadcast address
(0x000000000000FFFF) is
always enabled.

0- OXFFFF

SH

Networking
{Addressing}

Serial Number High. Read high
32 bits of the RF module's unique
IEEE 64-bit address. 64-bit
source address is ahvays
enabled.

0 - OxFFFFFFFF
[read-only]

Factory-set

sL

Networking
{Addressing}

Serial Number Low. Read low
32 bits of the RF module's unique
IEEE 64-bit address. 64-bit
source address is ahwvays
enabled.

0 - OxFFFFFFFF
[read-only]

Factory-set

RR (v1.XA0")

Networking
{Addressing}

Retries. Set/Read the maximum
number of retries the module will
execute in addition to the 3 retries
provided by the 802.15.4 MAC.
For each retry, the 802.15.4 MAC
can execute up to 3 retries.

0-6

RN

Networking
{Addressing}

Random Delay Slots. Set/Read
the minimum value of the back-off
exponent in the CSMA-CA
algorithm that is used for collision
avoidance. IFRN = 0, collision
avoidance is disabled during the
first iteration of the algorithm
(802.15.4 - macMinBE).

0 - 3 [exponent]

MM (v1.x80%)

Networking
{Addressing}

MAC Mode.Set/Read MAC Mode
value. MAC Mode
enables/disables the use of a
B&B header in the 802.15.4 RF
packet. When Mode 0 is enabled

0-2
0=1=
B&B Mode
1=802.154
(no ACKs)
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{(MM=0), duplicate packet
detection is enabled as well as
certain AT commands. Modes 1
and 2 are strict 802.15.4 modes.

2 =802.15.4
(with ACKs)

NI (v1.x80%)

Networking
{ldentification}

Node Identifier.Stores a string
identifier. The register only
accepts printable ASCI| data. A
string can not start with a space.
Carriage return ends command.
Command will automatically end
when maximum bytes for the
string have been entered. This
string is returned as part of the
ND (Node Discover) command.
This identifier is also used with
the DN (Destination Node)
command.

20-character
ASCII string

ND ( v1.x80")

Networking
{ldentification}

Node Discover Discovers and
reports all RF modules found. The
following information is reported
for each module discovered (the
example cites use of Transparent
operation (AT command format) -
refer to the long ND command
description regarding differences
between Transparent and APl
operation).

MY<CR>

SH<CR>

SL<CR>

DB<CR>

NI<CR><CR>

The amount of time the module
allows for responses is
determined by the NT parameter.
In Transparent operation,
command completion is
designated by a <CR> (carriage
return). ND also accepts a Node
Identifier as a parameter. In this
case, only a module matching the
supplied identifier will respond.

Optional
20-character NI
value

NT (vl xA0")

Networking
{ldentification}

Node Discover Time.Set/Read
the amount of time a node will
wait for responses from other
nodes when using the ND (Node
Discover) command.

0x01 - 0xFC

0x19

DN ( v1.x80)

Networking
{ldentification}

Destination Node. Resolves an
NI {(Node Identifier) string to a
physical address. The following
events occur upon successful
command execution:

1. DL and DH are set to the
address of the module with the
matching Node Identifier.

2. "0K"is returned.

3. RF module automatically exits
AT Command Mode If there is no

20-character
ASCII string
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response from a module within
200 msec or a parameter is not
specified (left blank), the

command is terminated and an
*‘ERROR" message is returned.

Networking Coordinator Enable. Set/Read
{Association} the coordinator setting.

Scan Channels. Set'Read list of
channels to scan for all Active
and Energy Scans as a bitfield.
This affects scans initiated in
command mode (AS, ED) and
during End Device Association
and Coordinator startup:

bit0- 00B  bit4 - OxOF ?b.tgzi]FFF Ox1FFE
bit8-0x13  bit12 - 0x17

bit 1- 0x0C  bit 5 - 0x10

bit9- 0x14  bit13 - 0x18

bit2- 0x0D  bit 6 - 0x11

bit 10 - 0x13 bit14 - 0x19

bit3- OxOE  bit 7 - 0x12

bit 11- 0x16  hit 15 - 0x1A
Scan Duration. Set/Read the
scan duration exponent. £End
Device Duration of Active Scan
during Association. On beacon
systemn, set SD = BE of
coordinator. 3D must be set at
least to the highest BE parameter
of any Beaconing Coordinator
with which an End Device or
Coordinator wish to discover.
Coordinator If ‘ReassignPANID’
option is set on Coordinator [refer
to A2 parameter], SD determines
the length of time the Coordinator
will scan channels to locate
existing PANSs. If
‘ReassignChannel’ option is set,
SD determines how long the 0-0x0F [exponent] | 4
Coordinator will perform an
Energy Scan to determine which
channel it will operate on. ‘Scan
Time' is measured as (# of
channels to scan]* (2 * SD) *
15.36ms). The number of
channels to scan is set by the SC
command. The modem can scan
up to 16 channels (3C = 0xFFFF).
Example: The values below show
results for a 13 channel scan:
IfSD =0, time = 0.18 sec

SD =8, time =47.19 sec

SD =2, time =0.74 sec

SD =10, time = 3.15 min

SD =4, time = 2.95 sec

SD =12, time = 12.58 min

0-10=End
Device_ 1= 0
Coordinator

CE (v1.x80)

Networking

SGiV1 809 {Association}

Networking

SRV 80 {Association}
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SD =6, time = 11.80 sec

SD =14, time =50.33 min
End Device Association.
Set/Read End Device association
options.
bit 0 - ReassignPanID
0 - Will only associate with
Coordinator operating on PAN D
that matches module 1D
1 - May associate with
Coordinator operating on any
PANID
hit 1 - ReassignChannel
0 - Will only associate with
Coordinator operating on
matching CH Channel setting
1 - May associate with
Coordinator operating on any

Networkin Ghennd
A1l (v1.x80" g hit 2 - AutoA ssociate 0 - 0xO0F [bitfield] 0
{Asspaiation) 0 - Device will not attempt
Association

1 - Device attempts Association

until success

Note: This bit is used only for

Non-Beacon systems. End

Devices in Beacon-enabled

systern must always associate to

a Coordinator

bit 3 - PollCoordOnPinWake

0 - Pin Wake will not poll the

Coordinator for indirect (pending)

data

1- Pin Wake will send Poll

Request to Coordinator to extract

any pending data bits 4 - 7 are

reserved

Coordinator Association.

Set/Read Coordinator association

options.

hit 0 - ReassignPanlD

0 - Coordinator will not parform
Active Scan to locate
available PAN ID. It will
operate on ID (PAN ID).
1 - Coordinator will perform

Active Scan to detemine
an available ID (PANID). If | 0-7 [bitfield] 0
a PAN ID conflict is found,
the ID parameter will
change.

hit 1- ReassignChannel -
0 - Coordinator will not
perform Energy Scan to
determine free channel. It
will operate_ on the
channel determined by the
CH parameter.

MNetworking

AiCul.x803) {Association}

86



BB SMARTWORX
Bowsradiby Zlinx® XTREME RADIO MODEM

1 - Coordinator will perform
Energy Scan to find a free
channel, then operate on
that channel.
bit 2 - AllowAssociation —
0 - Coordinator will not
allow any devices to
associate to it.
1 - Coordinator will allow
devices to associate to it.
hits 3 - 7 are reserved
Association Indication. Read
errors with the last association
request:
0x00 - Successful Completion -
Coordinator successfully started
or End Device association
complete
0x01 - Active Scan Timeout
0x02 - Active Scan found no
PANs
003 - Active Scan found PAN,
but the
CoordinatorAllowAssociation bit is
not set
0x04 - Active Scan found PAN,
but Coordinator and End Device
are not configured to support
beacons
0x05 - Active Scan found PAN,
but the Coordinator ID parameter
does not match the |D parameter
of the End Device
0x06 - Active Scan found PAN, 0- 0x13 [read-
but the Coordinator CH parameter | -
does not match the CH parameter oniy]
of the End Device
0x07 - Energy Scan Timeout
0x08 - Coordinator start request
failed
0x09 - Coordinator could not start
due to invalid parameter
0x0A - Coordinator Realignment
is in progress
0x0B - Association Request not
sent
0x0C - Association Request timed
out - no reply was received
0x0D - Association Request had
an Invalid Parameter
0x0E - Association Request
Channel Access Failure. Request
was not transmitted - CCA failure
0x0F - Remote Coordinator did
not send an ACK after
Association Request was sent
0x10 - Remote Coordinator did
not reply to the Association

Networking

Al {805 {Association}
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Request, but an ACK was
received after sending the request
0x11 - [reserved]

0x12 - Sync-Loss - Lost
synchronization with a Beaconing
Coordinator

0x13 - Disassociated - Mo longer
associated to Coordinator

Force Disassociation. End
Device will immediately
disassociate from a Goordinator - -
(if associated) and reattempt to
associate.

Force Poll. Request indirect
messages heing held by a - -
coordinator.

Active Scan. Send Beacon
Request to Broadcast Address
(0xFFFF) and Broadcast PAN
(0xFFFF) on every channel. The
parameter detemmines the time
the radio will listen for Beacons
on each channel. A
PanDescriptor is created and
returned for every Beacon
received from the scan. Each
PanDescriptor contains the
following information:
CoordAddress (SH, SL)<CR>
CoordPanlD (ID)<CR>
CoordAddrMode <CR>

0x02 = 16-bit Short Address
0x03 = 64-bit Long Address _
Channel (CH parameter) <CR> _
SecurityUse<CR> _
ACLEntry<CR> _

Networking SecurityFailure<CR> _
{Association} SuperFrameSpec<CR> (2 bytes):
bit 15 - Association Pemmitted

(MSB)

bit 14 - PAN Coordinator

bit 13 - Reserved

bit 12 - Battery Life Extension

bits 8-11 - Final CAP Slot

bits 4-7 - Superframe Order

bits 0-3 - Beacon Order
GtsPemit<CR>
RSSI<CR> (RSSl is returned as -
dBm)
TimeStamp<CR> (3 bytes)
<CR>
A carriage return <CR> is sent at
the end of the AS command. The
Active Scan is capable of
returning up to 3 PanDescriptors
in a scan. The actual scan time
on each channel is measured as
Time = [(2*5D PARAM) * 15.36]

Networking

DAGLAE0) {Association}

Networking

FP (v1.x80% {Association}

AS (v1.x80%
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ms. Note the total scan time is
this time multiplied by the number
of channels to be scanned. Also
refer to SD command description.
Energy Scan. Send an Energy
Detect Scan. This parameter
determines the length of scan on
each channel. The maximal
energy on each channel is
returned & each value is followed
by a carriage return. An additional
carriage return is sent at the end
of the command. The values 0-6 -
returned represent the detected
energy level in units of -dBm. The
actual scan time on each channel
is measured as Time =[(2 "ED) *
15.36] ms. Note the total scan
time is this time multiplied by the
number of channels to be
scanned (refer to SD parameter).
AES Encryption Enable.
Disable/Enable 128-bit AES
encryption support. Use in 0-1 Od' bled
conjunction with the KY (disabled)
command.
AES Encryption Key. Set the
128-bit AES (Advanced
Encryption Standard) key for U= tanysloiByte -
encrypting/decrypting data. The value)
KY register cannot be read.
*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

Networking

ED (110807 {Association}

Networking

EE (v1.xA0% {Security}

Networking

KY (vIh0) | o
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Commands-RF Interfacing

AT Command_ ‘ Name and ‘ Parameter ‘ Default
Command | Category Description Range
0-4
Power Level. Select/Read the 0=-10/10 dBm
: power level at which the RF 1=-6/12 dBm
BL REintafacing module transmits conducted 2=-4/14dBm 4
power. 3=-2/16dBm
_ 4=0/18 dBm
CCA Threshold. Setfread the
CCA (Clear Channel
Assessmaent) threshold. Prior to
transmitting a packet, a CCA is 0x2C
CA (v1.x80") RF Interfacing performed to detect energy on 0 - 050 [-dBm] (-44d dBm)
the channel. If the detected
energy is above the CCA
Threshold, the module will not
transmit the packet.

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

Commands-Sleep (Low Power)

AT_ Command_ Name and Descrintion Parameter
Command | Category P Range

0-5
0 =No Sleep
1=Pin
Hibernate
2 = Pin Doze
3 = Reserved
4 = Cyclic
sleep
remote
5 = Cyclic
Sleep Mode. <NonBeacon sleep
fimware> Set/Read Sleep Mode remote 0
configurations. v/ pin
wake-up
6 = [Sleep
Coordinator]
for
backwards
compatibility
wl w18
only; otherwise,
use CE
command.

Default

Sleep_ (Low

SM Power)

| Time before Sleep.<NonBeacon
fimware> Set/Read time period of
inactivity (no serial or RF data is 1 -0xFFFF 0x1388
sent or received) before activating <1 ms] (5000d)
Sleep Mode. ST parameter is only
valid with Cyclic Sleep settings (SM
| =4-3). Coordinator and End

Sleep_ (Low

=1 Power)
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Zlinx® XTREME RADIO MODEM

AT_ Command_
Command | Category
PL RF Interfacing
CA (v1.x80%) RF Interfacing

Name and
Description

Power Level. Select/Read the
power level at which the RF
module transmits conducted
power.

CCA Threshold. Set/read the
CCA (Clear Channel
Assessment) threshold. Prior to
transmitting a packet, a CCA is
performed to detect energy on
the channel. If the detected
energy is above the CCA
Threshold, the module will not
transmit the packet.

Parameter

Range

0-4

0=-10/10 dBm
1=-6/12dBm
2=-4/14 dBm
3=-2/16 dBm
4=0/18 dBm

0 - 0x50 [-dBrm]

Default

0x2C
(-44d dBrm)

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

Commands-Sleep (Low Power)

91

::"T— LG, Name and Description FEIEIetcE Default
ommand | Category Range
| 0-5
0 =No Sleep
1=Pin
Hibernate
2 =PinDoze
3 = Reserved
4 = Cyclic
sleep
remote
5 = Cyclic
Sleen_ (Low Sleep Mode. <NonBeaton sleep
SM Powea fimware> Set/Read Sleep Mode remote 0
configurations. M/ pin
wake-up
6 = [Sleep
Coordinator]
for
backwards
compatibility
wil v1.x6
only; otherwise,
use CE
command.
| Time before Sleep.<NonBeacon
fimware> Set/Read time period of
inactivity (no serial or RF data is
ST ﬁlc::ﬁ (Low sent or received) before activating J ?:T;Z] ?5)(303::)
Sleep Mode. ST parameter is only
valid with Cyclic Sleep settings (SM
| =4-3%). Coordinator and End
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Device ST values must be equal.
Also note, the GT parameter value
must always be less than the ST
value. (If GT > ST, the
configuration will render the
module unable to enter into
command mode.) If the ST
parameter is modified, also modify
the GT parameter accordingly.
Cyclic Sleep Period .<NonBeacon
fimware> Set/Read sleep period
for cyclic sleeping remotes.
Coordinator and End Device SP
values should always be equal. To
send Direct Messages, set SP = 0.
£nd Device- SP determines the

Sleep_ (Low sleep period for cyclic sleeping 0 - 0x68B0 [x
sP 3 2 0
Power) remotes. Maximum sleep period is 10 ms]
268 seconds (0x68B0).

Coordinator If non-zero, SP
determines the time to hold an
indirect message before discarding
it. A Coordinator will discard
indirect messages after a period of
(2.5" SP).

Disassociated Cyclic Sleep
Period.<NonBeacon fimware> _
End Device - Set/Read time period
of sleep for cyclic sleeping remotes
that are configured for Association
but are not associated to a
Coordinator. (i.e. If a device is
configured to associate, configured
as a Cyclic Sleep remote, but does
not find a Coordinator, it will sleep
for DP time before reattempting
association.) Maximum sleep
period is 268 seconds (0x68B0).
DP should be > 0 for NonBeacon
systems.

Sleep_ (Low
Power)

1- 0x68B0 [x 0x3E8_

DP (1.x80%) 10 ms] (1000d)

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)
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e ST Name and Description Sl s Default
Command | Category Range
Interface Data Rate. Set/Read the | 0- 7 (standard
serial interface data rate for baud rates)
communications between the RF 0=1200 bps
module serial port and host. 1= 2400
Request non-standard baud rates 2=4800
Serial with values above 0x80 using a 3=9600
BD Interfaciﬁg terminal window. Read the BD 4 =19200 3
register to find actual baud rate 5=138400
achieved. 6 = 57600
7=115200
0x80 - 0x1C200
(non-standard
baud rates)
Packetization Timeout. Set/Read
number of character times of inter-
. 0- OxFF
Sial charac?er_delay required before [x character
RO 7 transmission. Set to zero to ! 3
Interfacing ‘ ; times]
transmit characters as they arrive
instead of buffering them into one
RF packet. _
| APIEnable. Disable/Enable APl | 0-2
Mode. 0 = Disabled
1= AP
= Serial _ enabled
AR (xS0 Interfacing 2 = API enabled o
(w/escaped
control
characters)
Pull-up Resistor Enable.
Set/Read hitfield to configure
internal pull-up resistor status for
110 lines
Bitfield Map:
bit 0 - AD4/DIO4 (pin11)
bit 1- AD3/DIO3 {pin17)
" Serial _ bit 2 - AD2/DIO2 (pin18)
PROVIXBDY) | | orfacing bit 3 - AD1/DIO (pin19) 0-0xEF OFE
bit 4 - AD0/ DIOO {pin20)
bit 5- RTS / AD6 / DIOB (pin186)
bit 6 - DTR / SLEEP_RQ / DI8
(pin9)
bit 7 - DIN/JCONFIG (pin3)
Bit set to “1” specifies pull-up
| enabled; “0” specifies no pull-up

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

Commands-l/O Settings (sub category designated within {brackets})
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21-— At Name and Description parameter Default
ommand | Category Range
DI8 Configuration. SelectRead | ° 0 l Disabled
D8 11O Settings options for the DIB line (pin 8) of 3-p| 0
the RF module. (1.2.4 & 5 n/a)
0-1
DIO7 Configuration. Select/Read ‘1) ; E'ngbF'led
. ; . = ow
settings for the DIO7 line (pin 12) Gortrol
D7 (v1.x80") I/0 Settings of the RF module. Options include 2= (wa) 1
CTS flow control and IO line 3=D|
seftings. 4= D0 low
5=D0 high
0-1
DIOG Configuration. SelectiRead | 3 D°a 0
settings for the DIOG line (pin 16) coritrol
D6 (v1.x80%) 110 Settings of the RF module. Options include 2= (n/a) 0
RTS_ flow control and I/O line 3-D|
settings. 4=D0 low
5=D0 high
0-1
DIO5 Configuration. Configure 0 =Disabled
settings for the DIO3 line (pin 13) 1 = Associated
= ] of the RF module. Options include indicator
Dijule0s | sliSiSetings Associated LED indicator (bliks | 2= ADC !
when associated) and /0 line 3=Dl
settings. 4 = DO low
5=D0 high
(DI04 -DI04) Configuration. 0-1
Select/Read settings for the 0 = Disabled
following lines: ADO/DIOO (pin 1 =(n/a)
D0 - D4 _ 20), AD1!DIQ1 (pin 19), 2=ADC
(150N /O Settings AD2/DIOZ2 (pin 18), AD3/DIO3 3=DI 0
’ (pin 17), AD4/DIO4 (pin 11). 4 = DO low
Options include: Analog-to-digital 5=D0 high
converter, Digital Input and Digital
Output.
/0 Output
Enable.DisablesfEnables 1O data 0-1
IUWxA®Y) | O Settings ;ehc:';’:t‘lti‘; ';::tel:‘sti;:ta:‘”‘m- (1) - Eisabled 1
= Enabled
frame regardless of the current
AP parameter value. _
Samples before TX.Set/Read the
number of samples to collect
IT(1XA0Y | 1/O Settings :ﬂef".r ofaneaitingdats. || 4 e 1
aximum number of samples is
dependent upon the number of
enabled inputs.
Force Sample.Force aread of all | 8-bit bitmap (sach
enabled inputs (DI or ADC). Data bit represents the
IS (v1.xA0") 110 Settings is returned through the UART. If level of an IfO line -
no inputs are defined (DI or ADC), | setup as an
this cormmand will return error. output)
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10 (w1 xA0%) ItO Settings
IC (v1.xADY) ItO Settings
IR (v1.xA0%) ItO Settings
AV (v1.A0% IO Settings
" IO Settings {I/O
IA (v1.3AD") Line Passing}
TO-T7 IO Settings {l/O
{v1.xA0" Line Passing}
PO IfO Settings {Il/O
Line Passing}
= 11O Settings {l/O
Biliel Al Line Passing}
" 11O Settings {l/O
LUl Line Passing}
" IO Settings {I/O
WifEigl A0 Line Passing}
. IO Settings {I/O
R lx ) Line Passing}

Zlinx® XTREME RADIO MODEM

Digital Output Level.Set digital
output level to allow DIO lines that
are setup as outputs to be
changed through Command
Mode.

DIO Change
Detect.Enables/Disables the
monitoring of the change detect
feature on DIO lines 0-7. If a
change is detected, data is
transmitted with DIO data only.
Any samples queued and waiting
for transmission will be sent first.
Sample Rate. Set/Read sample
rate. When set, this parameter
causes the module to sample all
enabled inputs at a specified
interval.

ADC Voltage Reference.
SetfRead ADC reference voltage
switch.

!0 Input Address. Set/Read
addresses of module to which
outputs are bound. Setting all
bytes to 0xFF will not allow any
received /O packet to change
outputs. Setting address to
0xFFFF will allow any received
I/0 packet to change outputs.
(DO - D7) Output Timeout.
Set/Read QOutput timeout values
for lines that correspond with the
D0 - D7 parameters. When output
is set (due to IO line passing) to
a non-default level, a timer is
started which when expired will
set the output to it default level.
The timer is reset when a valid
I/0 packet is received.

PWMO Configuration.
Select/Read function for PWMO0

pin.

PWM1 Configuration.
Select/Read function for PYWM1

pin.

PWMO Output Level. Set/Read
the PWMO output level.

PWM?1 Output Level. SetRead
the PWMO output level.

PWM Output Timeout. Set’Read
output timeout value for both
PWM outputs. When PWM is set
to a non-zero value: Due to /O
line passing, a time is started

95

0 - 0xFF [bitfield]

0 -0xFFFF [x1
msec]

0-1
0 = VREF pin
1 = Internal

0-
OxFFFFFFFFFFFF
FFFF

0- OxFF
[x 100 ms]

0-2
0 = Disabled
1=RS3SI
2 = PWM Output
0-2
0 =Disabled
1=RSSI
2 = PYWM Output

0- 0x03FF

0 - 0x03FF

0- OxFF
[ 100 ms]

0
(disabled)

OxFFFFFF
F
FFFFFFFF
F

0xFF

0xFF
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11O Settings {l/O

i Line Passing}

Zlinx® XTREME RADIO MODEM

which when expired will set the
PWM output to zero. The timer is
reset when a valid [/Q packet is
received.]

RSSI PWM Timer Set/Read
PWM timer register. Set the
duration of PWM (pulse width
modulation) signal output on the
R3Sl pin. The signal duty cycle is
updated with each received
packet and is shut off when the
timer expires.]

0- OxFF
[x 100 ms]

0x28 (40d)

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

Commands-Diagnostics

AT

. Command
Command

Category

Name and Description

Parameter
Range

Default

VR Diagnostics

VL {v1.x80%) Diagnostics

HV (v1.x80") Diagnostics

DB Diagnostics

EC (v1.x80% Diagnostics

EA (v1.x80% Diagnostics

Firmware Version. Read fimware
version of the RF module.
Firmware Version - Verbose.
Read detailed version information
{including application build date,
MAC, PHY and bootloader
Versions).

| Hardware Version. Read

hardware version of the RF
module.

Received Signal Strength. Read
signal level [in dB] of last good
packet received (RSSI). Absolute
value is reported. (For example:
0x58 = -88 dBm) Reported value is
accurate between -40 dBm and RX
sensitivity.

CCA Failures.Reset/Read count of
CCA (Clear Channel Assessment)
failures. This parameter value
increments when the module does
not transmit a packet because it
detected energy above the CCA
threshold level set with CA
command. This count saturates at
its maximum value. Set count to “0”
to reset count.

ACK Failures. Reset/Read count
of acknowledgment failures. This
parameter value increments when
the module expires its transmission
retries without receiving an ACK on
a packet transmission. This count
saturates at its maximum value.
Set the parameter to “07 to reset
count.

96

0- OxFFFF
[read-only]

0 - OxFFFF
[read-only]

0 - 0x64
[read-only]

0- OXFFFF

0- OXFFFF

Factory-set

F actory-set
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ED {v1.x80% Diagnostics

Zlinx® XTREME RADIO MODEM

Energy Scan. Send ‘Energy
Detect Scan’. ED parameter
detemines the length of scan on
each channel. The maximal energy
on each channel is returned and
each value is followed by a
carriage retun. Values returned
represent detected energy levels in
units of -dBm. Actual scan time on
each channel is measured as Time
=[(2* 3D)* 15.36] ms. Total scan
time is this time multiplied by the
number of channels to be scannad.

0-6

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)

Commands-AT Command Options

Command _
Category

AT
Command

Name and Description

Parameter
Range

Default

AT Command

2l Mode Options

AT Command
o Mode Options
AT Command

A Mode Options

AT Command

Gil Mode Options

AT Command

& Mode Options

Command Mode
Timeout.Set/Read the period of
inactivity (no valid commands
received) after which the RF
module automnatically exits AT
Command Mode and returns to
Idle Mode.

Exit Command Mode. Explicitly
exit the module from AT Command
Mode. _

Apply Changes. Explicitly apply
changes to queued parameter
value(s) and re-initialize module.
Guard Times. Set required period
of silence before and after the
Command Sequence Characters of
the AT Command Mode Sequence
(GT+ CC + GT). The period of
silence is used to prevent
inadvertent entrance into AT
Command Mode.

Command Sequence Character.
Set/Read the ASCII character
value to be used between Guard
Times of the AT Command Mode
Sequence (GT+CCHGT). The AT
Command Mode Sequence enters
the RF module into AT Command
Mode.

2 - OxFFFF
[x 100 ms]

2 - 0x0CE4
(<1 ms]

0- 0xFF

0x64 (100d)

0x3E8

(1000d)

0:x2B
(+ ASCII

*Firmware version in which the command was first introduced (firmware versions are
numbered in hexadecimal notation.)
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Command Descriptions

Command descriptions in this section are listed alphabetically. Command categories
are designated within "< >" symbols that follow each command title. Zlinx Radio
Modems expect parameter values in hexadecimal (designated by the "0x" prefix).

All modules operating within the same network should contain the same firmware
version.

A1 (End Device Association) Command AT Command: ATA1

<Networking {Association}> The A1 Parameter Range: 0 - 0xXOF [bitfield]
command is used to set and read
association options for an End Device. Default Parameter Value: 0

Related Commands: ID (PAN ID), NI
Use the table below to determine End (Node Identifier), CH (Channel), CE
Device (Coordinator Enable), A2 (Coordinator
behavior in relation to the A1 parameter. Association)

Minimum Firmware Version Required:

_v1.x80

Bit number End Device Association Option

0 - Will only associate with Coordinator operating on PAN ID that matches Node

0 - ReassignPanlD |dentifier
1 - May associate with Coordinator operating on any PAN ID
0 - Will only associate with Coordinator operating on Channel that matches CH setting

1 - ReassignChannel - . - -
1 - May associate with Coordinator operating on any Channel

0 - Device will not attempt Association

2 . AutoAssociate 1 - Device attempts Association until success_ Note: This bit is used only for Non-
Beacon systems. End Devices in a Beaconing system must always associate to a
Coordinator

3. 0 - Pin Wake will not poll the Coordinator for pending {indirect) Data
PollCoordOnPinWake | 1 - Pin Wake will send Poll Request to Coordinator to extract any pending data
4-7 [reserved]
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A2 (Coordinator Association Command)

<Networking {Association}> The A2 _AT Command: ATA2
command is used to set and read association Parameter Range: 0 - 7 [bitfield]

options of the Coordinator.
Default Parameter Value: 0

Use the table below to determine ) Related Commands: ID (PAN ID),
Coordinator NI (Node Identifier), CH (Channel),
behavior in relation to the A2 parameter. CE (Coordinator Enable), A1l (End

Device Association), AS Active
_Scan), ED (Energy Scan)

Minimum Firmware Version
_Required: v1.x80

Bit number | End Device Association Option

0 - Coordinator will not perform Active Scan to locate available PAN ID. It will operate on
0- | 1D (PAN ID).

ReassignPanlD 1 - Coordinator will perform Active Scan to determine an available ID (PAN ID). If a PAN
ID conflict is found, the ID parameter will change.

0 - Coordinator will not perform Energy Scan to detemmine free channel. It will operate on

1- the channel detemined by the CH paramaeter.
ReassignChannel | 1. Coordinator will perform Energy Scan to find a free channel, then operate on that
channel.

) 0 - Coordinator will not allow any devices to associate to it.
2 -AllowAssociate - - ; : ;
1 - Coordinator will allow devices to associate to it.

3-7 [reserved]

AC (Apply Changes) Command

<AT Command Mode Options> The AC . AT Command: ATAC

command is used to explicitly apply Minimum Firmware Version
changes to module parameter values.  _ Required: v1.xAQ

‘Applying changes’ means that the module is

re-initialized based on changes made to its parameter values. Once changes are
applied, the module immediately operates according to the new parameter values.

This behavior is in contrast to issuing the WR (Write) command. The WR command
saves parameter values to non-volatile memory, but the module still operates
according to previously saved values until the module is re-booted or the CN (Exit AT
Command Mode) command is issued.

Refer to the "AT Command - Queue Parameter Value™ API type for more information.
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Al (Association Indication) Command AT Command: ATAI

<Networking {Association}> The Al " Parameter Range: 0 - 0x13

command is used to indicate occurrences [read-only]

of errors during the last association “Related Commands: AS (Active Scan),
request. ID (PAN

] ) ID), CH (Channel), ED (Energy Scan),
Use the table below to determine meaning A1 (End

of the returned values. Device Association), A2 (Coordinator
_Association), CE (Coordinator Enable)

Minimum Firmware Version Required:
v1.x80

Returned | Association Indication

Value

(Hex)

0x00 Successful Completion - Coordinator successfully started or End Device association
complete

001 Active Scan Timeout

0x02 Active Scan found no PANs

0x03 Active Scan found PAN, but the Coordinator Allow Association bit is not set

0x04 Active Scan found PAN, but Coordinator and End Device are not configured to support
beacons

0x05 Acti\_fe Scan found PAN, but Coordinator ID (PAN ID) value does not match the ID of the End
Device

0x06 Active Sr_;an found PAN, but Coordinator CH {Channel) value does not match the CH of the
End Device

0x07 Energy Scan Timeout

0x08 Coordinator start request failed

0x09 Coordinator could not start due to Invalid Parameter

0x0A Coordinator Realignment is in progress

0x0B Association Request not sent

0x0C Association Request timed out - no reply was received

0x0D Association Request had an Invalid Parameter

0x0E Association Request Channel Access Failure - Request was not transmitted - CCA failure

0x0F Remote Coordinator did not send an ACK after Association Request was sent

0510 Remote Cpordinator did not reply to the Association Request, but an ACK was received _
after sending the request

0xM [reserved]

0x12 Sync-Loss - Lost synchronization with a Beaconing Coordinator

0x13 Disassociated - No longer associated to Coordinator
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AP (APl Enable) Command .

<Serial Interfacing> The AP command is A, Sommand Lok

usedto Parameter Range:0- 2

enable the RF module to operate using a PErarAetaT Configuration
framebased

APl instead of using the default 0 Disabled (Transparent
Transparent operation)

(UART) mode.
1 | APl enabled

APl enabled (with
escaped characters)

2

Default Parameter Value:0

Minimum Firmware Version Required:
v1.x80

Refer to the API Operation section when API operation is enabled
(AP =1 or 2).

AS (Active Scan) Command

<AT Command Mode Options> The AS AT Command: ATAS

command is used to send a Beacon Parameter Range: 0 - 6
Request to a Broadcast :
Address (0xFFFF) and Broadcast PAN RElSteReOmMmANG: T IBACEET

Duration), DL (Destination Low
(OxFFFF) on every channel. The Address). DH (Destination High

parameter deterrr_‘uin_es the amount of time Address). 1D (PAN ID). CH (Channel)
the RF module will listen for Beacons on — - - —
Minimum Firmware Version Required:

each channel. A ‘PanDescriptor’ is created v1 %80
and returned for every Beacon received :
from the scan. Each PanDescriptor contains the following
information:

CoordAddress (SH + SL parameters)<CR>
CoordPanl|D (ID parameter)<CR>
CoordAddrMode <CR>

0x02 = 16-bit Short Address

0x03 = 64-bit Long Address

Channel (CH parameter) <CR>
SecurityUse<CR>

ACLENtry<CR>

SecurityFailure<=CR>=>
SuperFrameSpec<CR> (2 bytes):

bit 15 - Association Permitted (MSB)

bit 14 - PAN Coordinator

bit 13 - Reserved

bit 12 - Battery Life Extension

bits 8-11 - Final CAP Slot

bits 4-7 - Superframe Order

bits 0-3 - Beacon Order

GtsPermit<CR>

RSSI<CR=> (- RSS! is returned as -dBm)
TimeStamp=<CR> (3 bytes)

<CR> (A carriage return <CR> is sent at the end of the AS command.
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The Active Scan is capable of returning up to 5 PanDescriptors in a scan. The actual
scan time on each channel is measured as Time = [(2 * (8D Parameter)) * 15.36] ms.
Total scan time is this time multiplied by the number of channels to be scanned.

Zlinx® XTREME RADIO MODEM

NOTE: Refer the scan table in the SD description to determine scan times. If using API

Mode, no <CR>'s are returned in the response. Refer to the API Mode Operation

section.

AV (ADC Voltage Reference) Command
<Serial Interfacing> The AV command is
used to set/read the ADC reference voltage
switch.

BD (Interface Data Rate) Command
<Serial Interfacing> The BD command is
used to set and read the serial interface
data rate usedbetween the RF module and
host. This parameterdetermines the rate at
which serial data is sent to the module

AT Command: ATAV
Parameter Range:0 - 1

Parameter [ Configuration
0 ’ VREF Pin
| Internal {on-
1 board reference
| -VCC)
Rrlegkammeptaétue0

PairgnmusndrirRavare derstorfstandard
Regsred¥3 0% 1C200 (non-

stndard rates)

: : Parameter | Configuration (bps)

from the host. Mcodified interface data i
rates do not take effect until the CN (Exit 0 1200
AT Command Mode) command is issued 1 2400
and the system returns the 'OK' response.

2 4800
When parameters 0-7 are sent tothe
module, the respective interface data rates 3 9600
are used (as shown in the table on the 4 19200
right).

5 38400
The RF data rate is not affected by the BD 6 57600
parameter. Iftheinterface datarate isset .
higher than the RF data rate, a flow control 7 115200
configuration may need to be Default Parameter Value:3
implemented.

Non-standard Interface Data Rates:

Any value above 0x07 will be interpreted as an actual baud rate. When a value above
0x07 is sent, the closest interface data rate represented by the number is stored in
the BD register. For example, a rate of 19200 bps can be set by sending the following
command line "ATBD4B00".

When the BD command is sent with a non-standard interface data rate, the UART will
adjust to accommodate the requested interface rate. In most cases, the clock
resolution will cause the stored BD parameter to vary from the parameter that was
sent (refer tothe table below). Reading the BD command (send "ATBD" command
without an associated parameter value) will return the value actually stored in the
module’s BD register.

Parameters Sent Versus Parameters Stored

BD Parameter Stored
{HEX)

0 1200 0

BD Parameter Sent

(HEX) Interface Data Rate (bps)
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4 19,200

7 115,200
12C | 300

1C200 115,200

Zlinx® XTREME RADIO MODEM

12B
1B207

CA (CCA Threshold) Command

<RF Interfacing= CA command is used to
set and read CCA (Clear Channel
Assessment) thresholds.

Prior to transmitting a packet, a CCAis
performed to detect energy on the transmit
channel. If the detected energy is above
the CCA Threshold, the RF module will not
transmit the packet.

CC (Command Sequence Character)
Command

<AT Command Mode Options> The
CC command 1s used to set and read

the ASCII character used between
guard times of the AT Command Mode

AT Command: ATCA

Parameter Range: 0 - Ox50 [-
dBm]

Default Parameter Value: 0x2C
L1{-44 decimal dBm)

Minimum Firmware Version
Required: v1.x80

AT Command: ATCC

Parameter Range: 0 - OXFF

Default Parameter Value: 0x2B (ASCII
n+“)

Related Command: GT (Guard Times)

Sequence (GT + CC + GT). This sequence enters the RF module into AT Command
Mode so that data entering the module from the host is recognized as commands

instead of payload.

The AT Command Sequence is explained further in the AT Command Mode section.

CE (Coordinator Enable) Command
<Serial Interfacing> The CE command is
used to set and read the behavior (End
Device vs. Coordinator) of the RF module.

AT Command: ATCE

Parameter Range:0 - 1

Parameter Configuration
0 End Device
1 Coordinator

Default Parameter Value:0

Minimum Firmware Version Required:
v1.x80
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CH (Channel) Command

<Networking {Addressing}> The CH AT Command: ATCH
command is used to set/read the
operating channel on which RF
connections are made between RF Default Parameter Value: 0x0C
modules. The channel is one of three (12 decimal)

addressing options available to the Related Commands: ID (PAN

module. The other options are the R~
L ID), DL (Destination Address
PAN ID (ID command) and destination Low, DH (Destination Address

addresses (DL & DH commands). High)

Parameter Range: Ox0B - Ox1A

In order for modules to communicate with each other, the modules must
share the same channel number. Different channels can be used to
prevent modules in one network from listening to transmissions of
another. Adjacent channel rejection is 23 dB.

The module uses channel numbers of the 802.15.4 standard.
Center Frequency = 2.405 + (CH-11d) * 5 MHz (d = decimal)

CN (Exit Command Mode) Command

<AT Command Mode Options> The CN AT Command: ATCN
command is used to explicitly exit the RF
module from AT Command Mode.

CT (Command Mode Timeout) Command AT Command: ATCT
<AT Command Mode Options> The CT _
command is used to set and read the Parameter Range:2 - OxFFFF [x 100

amount of inactive time that elapses before milliseconds]

the RF module automatically exits from AT Default Parameter Value: 0x64 (100

Command Mode and returns to Idle Mode. decimal (which equals 10 decimal
seconds))

Use the CN (Exit Command Mode)

dt it AT C 4 Mod Number of bytes returned: 2
command to exi omman ode
manually. Related Command: CN (Exit

Command Mode)
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D0 - D4 (DIOn Configuration) Commands ]
<l/O Settings> The DO, D1, D2. D3 and D4 ] Commands: _ ATDO, ATD1,

commands are used to select/iread the ATD2, ATD3, ATD4
behavior of their respective AD/DIO lines Parameter Range:0 - 5
(pins 20, 19, 18, 17 and 11 respectively). :
Options include: Parameter | Configuration
« Analog-to-digital converter 0 Disabled
= Digital input
« Digital output 1 n/a
2 ADC
3 DI
4 DO low
5 DO high

Default Parameter Value:0

Minimum Firmware Version
Required: 1.x.A0

D5 (DIO5 Configuration) Command AT Command: ATDS
<|/Q Settings> The D5 command is used to ;
select/read the behavior of the DIO5 line Barame er<Range:0 =3
(pin 15). Parameter | Configuration
Options include: .
- Associated Indicator (LED blinks 0 Disabled
when the module is associated) Associated
« Analog-to-digital converter 1 Indicator
« Digital input
. Digital output 2 ADC
3 DI
4 DO low
5 DO high

Default Parameter Value:1

Parameters 2-5 supported as of
firmware version 1.xAQ
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D6 (DIO6 Configuration)
Command
<|/O Settings> The D6 command
is used to select/read the behavior
of the DIOG line (pin 16).
Options include:

* RTS flow control

» Analog-to-digital

converter
+ Digital input
+ Digital output

D7 (DIO7 Configuration)
Command
<|/C Settings> The D7 command
is used to select/read the behavior
of the DIO7? line {(pin 12).
Options include:

» CTS flow control

» Analog-to-digital

converter
+ Digital input
+ Digital output

D8 (DI8 Configuration)
Command

<|/C Settings> The D8 command
is used to select/read the behavior
of the DI8 line (pin 9).

This command enables configuring
the pin to function as a digital
input. This line is also used

with Pin Sleep.

Zlinx® XTREME RADIO MODEM

AT Command: ATD6&

Parameter Range:0-5

Parameter Configuration
0 Disabled
1 RTS Flow Control
2 n/a
3 DI
4 DO low
5 DO high

Default Parameter Value:0

Parameters 3-5 supported as of firmware
version 1.xXA0

AT Command: ATDY

Parameter Range:0- 5

Parameter Configuration
0 Disabled
1 CTS Flow Control
2 n/a
3 DI
4 DO low
5 DO high

Default Parameter Value:1

Parameters 3-5 supported as of firmware version
1.x.A0

AT Command: ATD8

Parameter Range:0-5 _(1, 2,4 & 5n/a)

Parameter Configuration
0 Disabled
3 Dl

Default Parameter Value:0

Minimum Firmware Version Required: 1.xAQ
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DA iFarce Disassociation)
Command AT Command: ATDA

<{Specialy> The DA command is Minimum Firmware Version Required: v1.x80
used taimmediately disassociale

an End Device from a Coordinator and reattempt to associate,

DB (Received Signal Strength)

Command AT Command: ATOE

=Diagnostics= DB parameter is Parameter Range: 0 - 0x64 [read-only]
used to read the received signal
strength {in dBm) of the last RF packet received. Reported values are accurate
between -40 dBm and the RF module’s receiver sensitivity

Absolute values are reported. For example: 0x38 = -88 dBm (decimal). If ne packets
have been received (since last reset, power cyele or sleep event), *07 will be reported.

DH (Destination Address High) AT Command: ATOH

Command

<Networking {Addressing}= The Parameter Range: 0- OxFFFFFFFF

[DH command is used to sef and

read the upper 32 hits of the RE Default Parameter Valus: 0

module’s §4-bit destination Related Commands; DL {Destination Address
address. When combined Low), CH (Channel), ID (PAN VID), MY (Source

with the DL (Destination Address Address)
Low) parameter, it defines the

destination address used for fransmission

An module will only communicate with other modules having the same channel (CH
parameter), PAN ID {ID parameter) and destination address (DH + DL parameaters).

Totransmit using & 16-bit address, set the OH parameter to zere and the DL
parameter less than 0xFFFF. 0x000000000000F FFF (DL concatenated to DH) is the
broadeast address for the PARN.

DL {Destination Address Low) .
Command AT Command: ATDL

<Mebworking {Addressing)= The Farameter Range: 0 - 0xFFFFFFFF

OL command is used to set and
read the lower 32 bits of the RF

Default Parameter Value: 0

module's 64-bit desbination Related Commands: DH (Destination Address
address. When combined withthe  Hjgh) ¢H (Channel). ID (PAN VID), MY (Source
DH (Destination Address High) Address)

parameter, it defines the
destinafion address used for fransmission

A module will anby communicate with cther modules having the same channel (CH
parameter), PAN ID (D parameter) and destination address (DH + DL paramelers).

Totransmit using a 18-bit address, set the DH parameter to 2ero and the DL

parameter less than 0xFFFF. Q0000000000 00F FFF (DL concatenated o DH) is the
broadeast address for the PARN.
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DN (Destination Node) Command)

<Networking {Identification}> The AT Command: ATDN

DN command is used toresolve a Parameter Range: 20-character ASCI| String
NI (Node Identifier) stringto a — - - -
physical address. The following Minimum Firmware Version Required: v1.x80

events occur upon successful
command execution:

1. DL and DH are set to the address of the module with the matching NI (Node
Identifier).

2.'OK'is retumed.

3. RF module automatically exits AT Command Mode.

If there is no response from a modem within 200 msec or a parameter is not specified
(left blank), the command is terminated and an 'ERROR’ message is returned.

DP (Disassociation Cyclic Sleep AT Command: ATDP

Period) Command
<Sleep Mode (Low Power)> Parameter Range: 1- Ox68B0 _[x 10

milliseconds]

NonBeacon Firmware
End Device - The DP command is Default Parameter Value:0x3E8_ (1000 decimal)
used to set and read the time

period of sleep for cyclic sleeping Related Commands: SM (Sleep Mode), SP

remotes that are configured for (Cyclic Sleep Period), ST (Time before Sleep)
Association but are not associated
to a Coordinator. (i.e. Ifa Minimum Firmware Version Required: v1.x80

device is configured to associate,

configured as a Cyclic Sleep remote, but does nct find a Coordinator; it will sleep for
DP time before reattempting association.) Maximum sleep period is 268 seconds
(0x68B0). DP should be > 0 for NonBeacon systems.

EA (ACK Failures) Command

<Diagnostics> The EA command AT Command: ATEA
is used to reset and read the count
of ACK (acknowledgement)
failures. This parameter value Minimum Firmware Version Required: v1.x80
increments when the module
expires its transmission retries with out receiving an ACK on a packet transmission.
This count saturates at its maximum value.

Parameter Range:0 - OXFFFF

Set the parameter to “0" to reset count.

EC (CCA Failures) Command

<Diagnostics> The EC command AT Command: ATEC
L?flggf\t(%lr::flgﬁ:n?;a thexcount Parameter Range:0 - OxFFFF
Assessment) failures. This Related Command: CA (CCA Threshold)
parameter value increments when
the RF module does not transmit a Minimum Firmware Version Required: v1.x80
packet due to the detection of

energy that is above the CCA threshold level (set with CA command).

This count saturates at its maximum value.

Set the EC parameter to "0" to reset count.

ED (Energy Scan) Command
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<Networking {Association}> The AT Command: ATED

ED command is used to send an Parameter Range:0- 6

‘Energy Detect Scan’. This Related Command: SD (Scan Duration), SC
parameter determines the length (Scan Channel)

of scan on each channel. The

maximal energy on each channel Minimum Firmware Version Required: v1.x80

is returned and each value is
followed by a carriage return. An additional carriage return is sent at the end of the
command.

The values returned represent the detected energy level in units of -dBm. The actual
scan time on each channel is measured as Time =[(2 * ED PARAM) * 15.36] ms.

Note: Total scan time is this time multiplied by the number of channels to be scanned.
Also refer to the SD (Scan Duration) table. Use the SC (Scan Channel) command to
choose which channels to scan.

EE (AES Encryption Enable) AT Command: ATEE

Command

<Networking {Security}> The EE Parameter Range:0 - 1

command is used to set/read the :
parameter that disables/enables Patamstel Cenfigiiration
128-bit AES encryption. 0 Disabled
The Zlinx firmware uses the 1 Enabled

802.15.4 Default Security protocol Default Parameter Value:0
and uses AES encryption with a
128-bit key. AES encryption Related Commands: KY (Encryption Key), AP
dictates that all modules in the (APl Enable), MM (MAC Mode)

network use the same key and the
maximum RF packet size is 95
Bytes.

Minimum Firmware Version Required: v1.xA0

When encryption is enabled, the module will always use its 64-bit long address as the
source address for RF packets. This does not affect how the MY (Source Address),
DH (Destination Address High) and DL (Destination Address Low) parameters work

If MM (MAC Mode) > 0 and AP (API| Enable) parameter = 0:
With encryption enabled and a 16-bit short address set, receiving modules will only be
able to issue RX (Receive) 64-bit indicators. This is not an issue when MM = 0.

If a module with a non-matching key detects RF data, but has an incorrect key: When
encryption is enabled, non-encrypted RF packets received will be rejected and will not
be sent out the UART.

Transparent Operation —-> All RF packets are sent encrypted if the key is set.

AP| Operation --> Receive frames use an option hit to indicate that the packet was
encrypted.
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FP (Force Poll) Command
<Networking (Association)> The
FP command is used to request
indirect messages being held by a
Coordinator.

FR (Software Reset) Command
<8pecial> The FR command is
used to force a software reset on

Zlinx® XTREME RADIO MODEM

AT Command: ATFP

Minimum Firmware Version Required: v1.x80

AT Command: ATFR

Minimum Firmware Version Required: v1.x80

the RF module. The reset simulates powering off and then on again the module.

GT (Guard Times) Command
<AT Command Mode Options:>
GT Command is used to set the DI
(data in from host) time-of-silence
that surrounds the AT command
sequence character (CC
Command) of the AT Command
Mode sequence (GT + CC + GT).

The DI time-of-silence is used to
prevent inadvertent entrance into
AT Command Mode.

AT Command: ATGT

Parameter Range:2 - 0xOCE4 [x 1 millisecond]

Default Parameter Value:0x3E8 _ (1000 decimal)

Related Command: CC (Command Sequence
Character)

Refer to the Command Mode section for more information regarding the AT

Command Mode Sequence.

HV (Hardware Version)
Command

<Diagnostics> The HY command
is used to read the hardware
version of the RF module.

1A (I/O Input Address) Command
<|/O Settings {I/O Line Passing}>
The |A command is used to bind a
module output to a specific
address. QOutputs will only change
if received from this address. The
IA command can be used to
setfread both 16 and 64-bit
addresses.

AT Command: ATHVY

Parameter Range:0 - OxFFFF [Read-only]

Minimum Firmware Version Required: v1.x80

AT Command: ATIA

Parameter Range:0 - OxFFFFFFFFFFFFFFFF

Default Parameter
Value:OxFFFFFFFFFFFFFFFF_ (will not allow any
received I/O packet to change outputs)

Minimum Firmware Version Required: v1.xAQ

Setting all bytes to OxFF will not allow the reception of any I/O packet to change
outputs. Setting the |A address to OxFFFF will cause the module to accept all I/O

packets.
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IC (DIO Change Detect) Command

<|fO Settings> The IC command is
used to enable the monitoring of
the change detect feature on DIO
lines 0-7. If a change is detected,
data is transmitted with DIO data
only. Any samples queued and

waiting for transmission are sent first.

Zlinx® XTREME RADIO MODEM

AT Command: ATIC

Parameter Range:0 - OxFF [bitfield]

Default Parameter Value:0 (disabled)

Minimum Firmware Version Required: 1.xXA0

Refer tothe "ADC and Digital I/O Line Support” sections of the "RF Module
Operations” chapter for more information.

ID {Pan ID) Command
<Networking {Addressing}> The ID
command is used to set and read
the PAN (Personal Area Network)
ID of the RF module. Only
modules with matching PAN |Ds
can communicate with each

AT Command: ATID

Parameter Range: 0 - OxFFFF

Default Parameter Value:0x3332 (13106 decimal)

other. Unique PAN IDs enable control of which RF packets are received by a module.

Setting the ID parameter to OXFFFF indicates a global transmission for all PANs. It

does not indicate a global receive.

10 (Digital Output Level)
Command

<|fO Settings> The 1O command is
used to set digital output levels.
This allows DIO lines setup as
outputs to be changed through
Command Mode.

IR {Sample Rate) Command

<|/O Settings> The IR command is
used to set/read the sample rate.
When set, the module will sample
all enabled DIO/ADC lines at a
specified interval. This command
allows periodic reads of the ADC
and DIO lines in a non-Sleep Mode
setup.

AT Command: ATIO

Parameter Range: 8-bit bitmap _

(where each bit represents the level of an /O
line that is setup as an output.)

Minimum Firmware Version Required: v1.xA0

AT Command: ATIR

Parameter Range: 0 - OXFFFF [x 1 msec]_(cannot
guarantee 1 ms timing when 1T=1)

Default Parameter Value:0

Related Command: IT (Samples before TX)

Minimum Firmware Version Required: v1.xA0

Example: When IR = 0x0A, the sample rate is 10 ms (or 100 Hz).

IS (Force Sample) Command
<|fO Settings> The IS command is
used to force a read of all enabled
DIO/ADC lines. The data is
returned through the UART.

When operating in Transparent
Mode (AP=0), the data is retuned
in the following format:

AT Command: ATIS

Parameter Range: 1 - OxFF

Default Parameter VValue:1

Minimum Firmware Version Required: v1.xA0
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All bytes are converted to ASCII:

number of samples<CR:>

channel mask<CR>

DIO data<CR> (If DIO lines are enabled<CR=>

ADC channel Data<cr= <-This will repeat for every enabled ADC channel<CR=>
<CR> (end of data noted by extra <CR>)

When operating in APl mode (AP > 0), the command will immediately return an 'OK’
response. The data will follow in the normal API format for DIO data.

IT (Samples before TX) AT Command: ATIT

Command

<|/Q Settings> The IT command is Parameter Range: 1 - OxFF
used to set/fread the number of

DIC and ADC samples to collect Default Parameter Value:1

before transmitting data. Minimum Firmware Version Required: v1 xAQ

One ADC sample is considered complete when all enabled ADC channels have been
read. The module can buffer up to 93 Bytes of sample data. Since the module uses a
10-bit A/D converter, each sample uses two Bytes. This leads to a maximum buffer
size of 46 samples or IT=0x2E.

When Sleep Modes are enabled and IR (Sample Rate) is set, the module will remain
awake until IT samples have been collected.

1U {I/O Output Enable) Command

<l/O Settings> The IU command is _ AT ©ommand: ATIU

used to disable/enable /O UART Parameter Range:0 - 1

output. When enabled (IU = 1), - -

received l/O line data packets are Parameter Configuration

sent out the UART. The data is

sent using an APl frame Disabled -Received 1/O

regardless of the current AP 0 line data packets will

parameter value. NOT sent out UART.

Enabled -Received /O
1 line data will be sent out
UART

Default Parameter Value:1

Minimum Firmware Version Required: 1.xA0

KY (AES Encryption Key) AT Command: ATKY

Command

<Networking {Security}> The KY Parameter Range:0 - (any 16-Byte value)
command is used to set the 128- _

bit AES (Advanced Encryption Default Parameter Value:0

Standard) key for Related Command: EE (Encryption Enable)
encrypting/decrypting data.

Once set, the key cannct be read Minimum Firmware Version Required: v1.xA0

out of the module by any means.

The entire payload of the packet is encrypted using the key and the CRC is computed
across the ciphertext. When encryption is enabled, each packet carries an additional
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16 Bytes to convey the random CBC Initialization Vector (1) to the receiver(s). The
KY value may be “0" or any 128-bit value. Any other value, including entering ATKY
by itself with no parameters, will cause an error. A module with the wrong key (or no
key) will receive encrypted data, but the data driven out the serial port will be
meaningless. Likewise, a module with a key will receive unencrypted data sent from a
module without a key, but the output will be meaningless. Because CBC mode is
utilized, repetitive data appears differently in different transmissions due to the
randomly-generated V.

When queried, the system will return an ‘OK' message and the value of the key will
not be returned.

MO (PWMOD Qutput Level) AT Command: ATMO

Command

<I/O Settings> The MO command Parameter Range:0 - Ox03FF [steps]
is used to set/read the output level Default Parameter Value:0

of the PWMO line (pin 6).

Related Commands: PO (PWMO Enable), AC
Before setting the line as an (Apply Changes), CN (Exit Command Mode)

output:
1. Enable PWMO output (PO = 2)
2. Apply settings (use CN or AC)

Minimum Firmware Version Required: v1.xA0

The PWM period is 64 usec and there are 0x03FF (1023 decimal) steps within this
period. When MO = 0 (0% PWM), 0x01FF (50% PWM), 0x03FF (100% PWM), etc.

M1 (PWM1 QOutput Level)
Command AT Command: ATM1
<|/O Settings> The M1 command Parameter Range:0 - 0x03FF

is used to setfread the output level
of the PWM1 line (pin 7). Default Parameter Value:0

Bef tting the li Related Commands: P1 (PWM1 Enable), AC
Oft;’l:f, =etingthe Incias:an (Apply Changes), CN (Exit Command Mode)

1. Enable PWM1 output (P1 = 2) Minimum Firmware Version Required: v1.xAQ
2. Apply settings (use CN or AC)
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MM (MAC Mode) Command
=Metworking {Addressing)= The
MK command s used to st and
read the MAC Mode value. The
MM cormmand disables/enables
the use of a Max-Stream header
contained in the 802.15.4 RF
packet. By default (MM = (). BAB
fdode is enabled and the module
adds an extra header to the data
porion of the 802.15.4 packet.
This enables the following
faatures:

« D and DN command suppaort

« Duplicate packet detaction

when using ACKs

The MM command allows users to
turn off the use of the extra

Zlinx® XTREME RADIO MODEM

AT Command; ATRMM

FParameter RangeQ - 2

Parameter Conflguration
E&B Mode
0 (802154 « B&B
header)
1 802154 (no ACKs)
2 B02.15.4 (with ACKs)
Crafault Parametar YWalua:(

Related Commands: ND (Mode Discover), DM
(Destination Node)

Minimurm Frmware Version Reguired: vi x50

header. Modes 1 and 2 are sirict 802.15.4 modes. If the B&B header is disabled, ND
and DN parameters are also disasbled,

Mote: When MM = 0, application and CCA failure retries are not supported.

MY (16-bit Source Address)
Command

<Metworking {Addressing}= The
MY command is used to set and
read the 16-bit source address of
the RF module,

AT Command: ATRIY
Farameter Range: 0 - 0xFFFF
Default Parameater Walue: O

Related Commands: DH {(Destination Address
High), DL (Destination Address Low), CH

By setfing MY to 0xFFFF, the (Channel), 1D (PAN 1D)
reception of RF packets having a
16-bit address is disabled. The 64-bit address is the module’s serial number and is

always enabled.

ND {Node Discover) Command
=Metworking {ldentification}> The
ND command is used to discover
and report all modules on its
current operating channel (CH
parametery and PAN 1D (1D
parameier). ND also accepis an MI
{Mode Identifier) value as a
parameter. In this case, only a
madule matching the supplisd
identifier will respond

AT Command: ATND
Range: eptional 20-character Ml value

Related Commands: CH (Channel), 1D (Fan |0),
MY { Source Address), SH (Serial Mumber High,
5L (Serial Number Low), NI (Mode |dentifier),
MNT (Mode Discover Time)

Minimum Firmware Version Reguired: w1 x80

MND uses a 64-bit long address when sending and responding to an MD request. The
MD command causes a module to transmit a globally addressed ND command
packet. The amount of time allowed for responses is determined by the NT (MNode
Discover Time) parameter.

In AT Command maode, command coampletion Is designated by a carfage retum
(0x00). Since two carriage refurns end a command response, the application will
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receive three carriage returns at the end of the command. If no responses are
received, the application should only receive one carriage return. When in APl mode,
the application should receive a frame (with no data) and status (set to 'OK') at the
end of the command. When the ND command packet is received, the remote sets up
a random time delay {(up to 2.2 sec) before replying as follows:

Node Discover Response (AT command mode format - Transparent operation):
MY (Source Address) value<CR>

SH (Serial Number High) value<CR>

SL (Serial Number Low) value<CR>

DB (Received Signal Strength) value<CR>

NI (Node |dentifier) value<CR>

<CR:> (This is part of the response and not the end of command indicator.)

Node Discover Response (AP format - data is binary (except for NI)):

2 bytes for MY (Source Address) value

4 bytes for SH (Serial Number High) value

4 bytes for SL (Serial Number Low) value

1 byte for DB (Received Signal Strength) value

NULL-terminated string for NI (Node Identifier) value (max 20 bytes w/out NULL
terminator)

NI (Node Identifier) Command AT Command: ATNI
<Networking {Identification}> The

NI command is used to set and " Parameter Range: 20-character ASCII string

read a string for identifying a Related Commands: ND (Node Discover), DN
particular node. (Destination Node)
Rules: Minimum Firmware Version Required: v1.x80
 Register only accepts printable
ASCII data.

« A string can not start with a space.

A carriage return ends command

« Command will automatically end when maximum bytes for the string have been
entered.

This string is returned as part of the ND (Node Discover) command. This identifier is
also used with the DN (Destination Node) command.

NT (Node Discover Time) _ AT Command: ATNT

Command o Parameter Range: 0x01 - 0xFC
<Networking {ldentification}> The [x 100 msec]

NT command is used to set the

amount of time a base node will Default: 0x19 (2.5 decimal seconds)

wait for responses from other
nodes when using the ND (Node
Discover) command. The NT value  Minimum Firmware Version Required: 1.xAO
is transmitted with the ND

command.

Related Commands: ND (Node Discover)

Remcte nodes will set up a random hold-off time based on this time. The remotes will
adjust this time down by 250 ms to give each node the ability to respond before the
base ends the command. Once the ND command has ended, any response received
on the base would be discarded.
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PO (PWMO Configuration) Command

: : : AT Command: ATPO_ The second character in
< = —
TII;E) F?;témrﬂgdu;eusgcsﬁgg} the ccim‘r‘nand is the number zero (*0%), not the
select/read the function for letter “O".
PWMO (Pulse Width Modulation Parameter Range: 0 - 2
output 0). This command enables .
the option of translating Parameter Configuration
incoming data to a PWM so that :
the output can be translated back . Disablea
into analog form. 1 RSSI
With the 1A (/O Input Address) 2 PWMO Output

parameter correctly set, ADO

: Default Parameter Value: 1
values can automatically be

passed to PWMO.

P1 (PWM1 Configuration) AT Command: ATP1

Command

<I/O Setting {I/O Line Passing}> Parameter Range: 0 - 2

The P1 command is used to Parameter Configuration
select/read the function for

PWM1 (Pulse Width Modulation 0 Disabled
output 1). This command enables ] RSS

the option of translating incoming

data to a PWM so that the output 2 PWM1 Output
can be translated back into analog

form. Default Parameter Value: 0

] Minimum Firmware Version Required: v1.xA0
With the IA (I/O Input Address)

parameter correctly set, AD1 values can automatically be passed to PWM1.

PL (Power Level) Command AT Command: ATPL

<RF Interfacing> The PL Parameter Range: 0-4

command is used to select and

read the power level at which the Parameter

RF

module transmits conducted 0 -10 dBm 10dBm
power. 1 -6 dBm 12 dBm
WHEN OPERATING IN EUROPE: 2 -4 dBm 14 dBm
modem must be configuredto 3 -2 dBm 16 dBm
operate at a maximum transmit

power output 4 0 dBm 18 dBm

level of 10 dBm. The PL parameter
must equal “"0" (10 dBm).
Additionally, European regulations stipulate an EIRP power maximum of 12.86 dBm
(19 mW) for the modem and 12.11 dBm for the modem when integrating high-gain
antennas.

Default Parameter Value: 4
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PR {Pull-up Resistor Enable) AT Command: ATFR

Command

<Serlal Interfacing= The PR Parameter Range: 0 - 0xFF

command is used to st and read

the bit fizld that is used to Default Parameter Value: O2FF _ (all pull-up
configure internal the pull-up resistors are enabled)

resistor status for 4O lines.
“1" specifies the pull-up resistor is
anabled. 07 specifies no pull up.

Minimum Firmware Version Required: v1 %80

bit 0 - AD4/DIC4 (pin 11)
bit 1 - AD3/DIO3 (pin 17)
bit 2 - AD2/DIC2 (pin 18)
bit 3 - AD1/DICY (pin 19)
bit 4 - ADO/DICO (pin 20)
bit 5 - ADE/DICS (pin 16)
bit & - DIS (pin 9)

bit 7 - DIMN/CONFIG {pin 3)

For example; Sending the command "ATPR 6F will turm bits 0, 1, 2. 3, Sand 6 ON;
and bits 4 & 7 will be turned OFF. (Tha binary equivalent of "0x6F" 1s 011011117
Mote that "bit 0 is the last digit in the bitfield

PT {PWIM Output Timeout) AT Cormmand: ATET

Command

<IfO Settings {IfO Line Passing}> Farameter Range: 0 - 0ZFF [x 100 msec)
The PT command is used to Default Parameter Value: 0xFF

sebfread the output timeout

value for both PWM outputs. Minimum Firmware Version Required: 1.xA0

When PWM is set to a non-zero value: Due to D line passing. a time is started which

when expired will set the PYWM cutput to 2ers. The timer is reset when a valid YO
packet is received.

RE (Restore Defaults) Command AT Ccommand: ATRE
<(Special)>= The RE command is
used to restore all configurable parameters to their factory default setfings, The RE
command does not write restored values to non-volatile (persistent) memaory. Issue
the WR (Write) command subsequent toissuing the RE command to save restored
parameter values to non-volatile memory.

RN (Random Delay Slots) AT Command: ATRM

Command P ter R - 0-3 {
<Networking & Security> The RN arameter Range: 0 - 3 [exponent]
command is used to set and read Default Pararmeter Value: 0

the minimum value of the back-off
exponent in the CEMA-CA algerithm, The CEMA-CA slgerithm was enginsered for
collision avoidance (random delays are inserted to prevent data loss caused by data

collisions),

i RN =0, collisicn avoidance is disabled dunng the first iteration of the algorithm
(B02.15.4 - machMinBE).
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CSMA-CA stands for "Carrier Sense Multiple Access - Collision Avoidance". Unlike
CSMA-CD (reacts to network transmissions after collisions have been detected),
CSMA-CA acts to prevent data collisions before they occur. As soon as a module
receives a packet that is to be transmitted, it checks if the channel is clear (no other
module is transmitting). If the channel is clear, the packet is sent over-the-air. If the
channel is not clear, the module waits for a randomly selected period of time, then
checks again to see if the channel is clear. After a time, the process ends and the
data is lost.

RO (Packetization Timeout) AT Command: ATRO
Command -

=<Serial Interfacing= RO command
is used to set and read the number
of character times of intercharacter
delay required before
transmission.

Parameter Range:0 - OxFF [x character times]

. Default Parameter Value: 3

RF transmission commences when data is detected in the DI (data in from host)
buffer and RO character times of silence are detected on the UART receive lines
(after receiving at least 1 byte).

RF transmission will also commence after 100 Bytes (maximum packet size) are
received in the DI buffer.

Set the RO parameter to '0' to transmit characters as they arrive instead of buffering
them into one RF packet.

RP {(RSSI PWM Timer) AT Command: ATRP
Command -

<|/QO Settings {I/O Line Passing}> FParameter Range: 0- OxFF
The RP command is used to [x 100 msec]

enable PWM (Pulse Width
Modulation) output on the RF
module. The output is calibrated to show the level a received RF signal is above the
sensitivity level of the module. The PWM pulses vary from 24 to 100%. Zero percent
means PWM output is inactive. One to 24% percent means the received RF signal is
at or below the published sensitivity level of the module. The following table shows
levels above sensitivity and PWM values.

Default Parameter Value: 0x28 (40 decimal)

The total period of the PWM output is 64 |us. Because there are 445 steps in the PWM
output, the minimum step size is 144 ns.

PWM Percentag es

PWM percentage (high period

dB above Sensitivity / total period)

10 41%
20 58%
30 75%

A non-zero value defines the time that the PWM output will be active with the RSSI
value of the last received RF packet. After the set time when no RF packets are
received, the PWM output will be set low (0 percent PWM) until ancther RF packet is
received. The PWM output will also be set low at power-up until the first RF packet is
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received. A parameter value of OxFF permanently enables the PWM output and it will
always reflect the value of the last received RF packet.

RR Command

<Networking {Addressing}> The
RR command is used set/read the
maximum number of retries the
module will execute in addition to
the 3 retries provided by the
802.15.4 MAC.

AT Command: ATRR

Parameter Range: 0 - 6

Default: 0

Minimum Firmware Version Required: 1.xAQ

This values does not need to be set on all modules for retries to work. If retries are
enabled, the transmitting module will set a bit in the B&B RF Packet header which
requests the receiving module to send an ACK (acknowledgement). If the transmitting
module does not receive an ACK within 200 msec, it will re-send the packet within a
random pericd up to 48 msec. Each retry can pctentially result in the MAC sending
the packet 4 times (1 try plus 3 retries). Note that retries are not attempted for packets
that are purged when transmitting with a Cyclic Sleep Coordinator.

SC (Scan Channels) Command
<Networking {Association}> The
SC command is used to set and
read the list of channels to scan
for all Active and Energy Scans as
a bit field.

This affects scans initiated in
command mode [AS (Active Scan)
and ED (Energy Scan) commands]
and during End Device Association
and Coordinator startup.

bit 0 - 0x0B bit 4 - 0xOF bit
bit 1 - 0x0C bit 5- 0x10
bit 2 - 0x0D bit 6 - 0x11

bit 3 - 0x0E bit 7 - 0x12

SD (Scan Duration) Command
<Networking {Association}> The
SD command is used to set and
read the exponent value that
determines the duration (in time) of
a scan.

End Device (Duration of Active
Scan during Association) - In a
Beacon system, set SD = BE of

AT Command: ATSC

Parameter Range: 0 - OxFFFF

Default Parameter Value: OX1FFE

Related Commands: ED (Energy Scan), SD (Scan
Duration)

Minimum Firmware Version Required: v1.x80

8 - 0x13 bit 12 - 017

bit 9- 0x14 bit 13 - 0x18
bit 10 - 0x15 bit 14 - 0x19
bit 11 - 0x16 bit 15- 1A

AT Command: ATSD

Parameter Range: 0 - OxOF

Default Parameter Value: 4

Related Commands: ED (Energy Scan), SC
(Scan Channel)

Minimum Firmware Version Required: v1.x80

the Coordinator. SD must be set at least to the highest BE parameter of any
Beaconing Coordinator with which an End Device or Coordinator wish to discover.

Coordinator - If the 'ReassignPANID’ option is set on the Coordinator [refer to A2
parameter], the SD parameter determines the length of time the Coordinator will scan
channels to locate existing PANs. Ifthe ‘ReassignChannel’ option is set, SD
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determines how long the Coordinator will perform an Energy Scan to determine which
channel it will operate on.

Scan Time is measured as ((# of Channels to Scan) * (2 # SD) * 15.36ms). The
number of channels to scan is set by the SC command. The modem can scan up to
16 channels (SC = OxFFFF).

Examples: Values below show results for a 12 channel scan

If SD = 0, time = 0.18 sec | SD=28,time=47.19 sec
| SD=2time=074sec | SD=10,time =3.15min
'SD=4.time=295sec | SD =12 time = 12.58 min
| SD=6.time =11.80sec | SD = 14, time = 50.33 min

SH (Serial Number High)

Command AT Command: ATSH

<Diagnostics> The SH commandis  parameter Range: 0 - 0xFFFFFFFF [read-only]
used to read the high 32 bits of the
RF module's unique IEEE 64-bit Related Commands: SL {(Serial Number Low),
address. MY (Source Address)

The module serial number is set at the factory and is read-only.

SL (Serial Number Low) )
Command AT Command: ATSL
<Diagnostics> The SL command is Parameter Range: 0 - OxFFFFFFFF [read-only]

used to read the low 32 hits of the . . :
RF module's unique IEEE 64-bit Related Commands: SH (Serial Number High),

address. MY (Source Address)

The module serial number is set at the factory and is read-only.
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SM (Sleep Mode) Command
<Sleep Mode (Low Power)> The
SM command is used to set and
read Sleep Mode settings. By
default, Sleep Modes are disabled
(SM = 0) and the RF module
remains in Idle/Receive Mode.
When in this state, the module is
constantly

ready to respond to either serial or
RF activity.

SM command options vary
according to the networking system
type. By default, the module is
configured to operate in a
NonBeacon system.

* The Sleep Coordinator option
(SM=6) only exists for backwards
compatibility with firmware version
1.x06 only. In all other cases, use
the CE command to enable a
Coordinator.

SP (Cyclic Sleep Period) Command

<Sleep Mode (Low Power)= The SP
command is used to set and read
the duration of time in which a
remote RF module sleeps. After the
cyclic sleep period is over, the
module wakes and checks for

data. If data is not present, the
module goes back to sleep. The
maximum sleep period is 268
seconds (SP = 0x68B0).

The SP parameter is only valid ifthe

Zlinx® XTREME RADIO MODEM

AT Command: ATSM

Parameter Range: 0- 6

Parameter Configuration
0 Disabled
1 Pin Hibernate
2 Pin Doze
3 (reserved)
4 Cyclic Sleep
Remote
Cyclic Sleep
5 Remote (with Pin
Wake-up)
6 Sleep
Coordinator®

Default Parameter Value: 0

Related Commands: SP (Cyclic Sleep Period),
ST (Time before Sleep)

AT Command: ATSP

Parameter NonBeacon Firmware:

Range: 1 - 0x68B0 [x 10 milliseconds]
Default

Parameter NonBeacon Firmware: 0
Value:

Related Commands: SM (Sleep Mode), ST
(Time before Sleep), DP (Disassociation Cyclic
Sleep Period, BE (Beacon Order)

module is configured to operate in Cyclic Sleep (SM = 4-6). Coordinator and End
Device SP values should always be equal.

To send Direct Messages, set SP = 0.

NonBeacon Firmware

End Device - SP determines the sleep period for cyclic sleeping remotes. Maximum

sleep period is 268 seconds (0x68B0).

Coordinator - If non-zero, SP determines the time to hold an indirect message before
discarding it. A Coordinator will discard indirect messages after a period of (2.5 * SP).
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ST (Time before Sleep)
Command

<Sleep Mode (Low Power)> The ST
command is used to set and read
the period of inactivity (no serial or
RF data is sent or received) before
activating Sleep Mode.

NonBeacon Firmware
Set/Read time period of inactivity
(no serial or RF data is sent or
received) before activating Sleep

Zlinx® XTREME RADIO MODEM

AT Command: ATST

Parameter | NonBeacon Firmware:

Range: 1 - 0xFFFF [x 1 millisecond]
Default _ _
Parameter NonBeacon Firmware: 0x1388
Value: (5000 decimal)

Related Commands: SM (Sleep Mode), ST

(Time before Sleep)

Mode. ST parameter is only valid with Cyclic Sleep settings (SM =4 - 5).

Coordinator and End Device ST values must be equal.

TO - T7 {{(D0-D7) Qutput Timeout)
Command

<|/Q Settings {I/O Line Passing}>
The TO, T1, T2, T3, T4, TS, T6 and
T7 commands are used to set/fread
output timeout values for the lines
that correspond with the DO - DY

AT Commands: ATTO- ATT7?

Parameter Range:0 - OxFF [x 100 msec]
Default Parameter Value:0xFF

Minimum Firmware Version Required: v1.xA0

parameters. When output is set (due to I/O line passing) to a nondefault level, a timer
is started which when expired, will set the output to its default level. The timer is reset
when a valid /O packet is received. The Tn parameter defines the permissible
amount of time to stay in a non-default (active) state. If Th = 0, Qutput Timeout is
disabled (output levels are held indefinitely).

VL (Firmware Version - Verbose)
<Diagnostics> The VL command is
used to read detailed version

AT Command: ATYL

Parameter Range: O - OXFF
[x 100 milliseconds]

information about the RF module.
The information includes:
application build date; MAC, PHY
and bootloader versions; and build
dates.

Default Parameter Value: 0x28 (40 decimal)

Minimum Firmware Version Required: v1.x80

VR (Firmware Version) Command

<Diagnostics> The VR command is
used to read which firmware version
is stored in the module.

AT Command: ATVR
Parameter Range: 0 - OxFFFF [read only]

Version numbers will have four significant digits. The reported number will show three
or four numbers and is stated in hexadecimal notation. A version can be reported as
"ABC" or "ABCD". Digits ABC are the main release number and
D is the revision number from the main release. "D" is not required and if it is not
present, a zero is assumed for D. "B" is a variant designator. The following variants
exist:

+ "0" = Non-Beacon Enabled 802.15.4 Code

+ "1" = Beacon Enabled 802.15.4 Code
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WR {(Write) Command

<(Special)> The WR command is -

used to write configurable AT Command: ATWR

parameters to the RF module's ]

nonvolatile memory. Parameter values remain in the module's memory until
overwritten by subsequent use of the WR Command.

If changes are made without writing them to non-volatile memory, the module revers
back to previously saved parameters the next time the module is powered-on.

NOTE: Once the WR command is sent to the module, no additional characters should
be sent until after the "OK/ ™ response is received.

API Operation

By default, Zlinx Radio Modems act as a serial line replacement
{Transparent Operation) - all UART data received through the DI pin is
queued up for RF transmission. When the module receives an RF packet,
the data is sent out the DO pin with no additional information.

Inherent to Transparent Operation are the following behaviors:

¢ If module parameter registers are to be set or queried, a special
operation is required for transitioning the module into Command
Mode.

s In point-to-multipoint systems, the application must send extra
information so that the receiving module(s) can distinguish between
data coming from different remotes.

As an alternative to the default Transparent Operation, API (Application
Programming Interface) Operations are available. API operation requires
that communication with the module be done through a structured
interface (data is communicated in frames in a defined order). The API
specifies how commands, command responses and module status
messages are sent and received from the module using a UART Data
Frame.

API| Frame Specifications

Two API modes are supported and both can be enabled using the AP (API
Enable) command. Use the following AP parameter values to configure the
module to operate in a particular mode:

¢ AP = 0 (default): Transparent Operation (UART Serial line
replacement) API modes are disabled.

¢ AP = 1: API Operation

¢ AP = 2: API Operation (with escaped characters)
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Any data received prior to the start delimiter is silently discarded. If the
frame is not received correctly or if the checksum fails, the data is silently
discarded.

APl Operation {AP parameter= 1)
When this API mode is enabled (AP = 13, the UART data frame structure is
defined as follows:

UART Data Frame Structure:

Start Delimiter Length Frame Data Checksum
(Byte 1) {Bytes 2-3) (Bytes 4-n) (Byten + 1)
TE MSB LsSB AP-specific Structure 1 Byte

MSE = Most Significant Byte, LSE = Least Significant Byte

API| Operation - with Escape Characters (AP parameter = 2)
When this 4PI mode is enabled (AP = 23, the UART data frame structure is
defined as follows:

UART Data Frame Structure with escape control characters:

Start Delimiter Length Frame Data Checksum
Byte 1) {Bytes 2-3) {Bytes 4-n) {Byten + 1)
TE MSB LSB APl-spacific Structure 1 Byte
L |
Characters Elclnp.d If Nesdead

MSE = Most Significant Byte, LSE = Least Significant Byte

Escape characters. When sending or receiving a UART data frame, specific
data values must be escaped (flagged) so they do not interfere with the
UART or UART data frame operation. To escape an interfering data byte,
insert 0x70 and follow it with the byte to be escaped XOR'd with 0x20.

Data bytes that need to be escaped:
+ 0x7E — Frame Delimiter
+ 17D — Escape
o 011 — KO
» 013 — XOFF

Example - Raw UART Data Frame (before escaping interfering bytes):
Ox7E O0x00 Ox02 0x23 Ox11 0xCB
Dx11 needs to be escaped which results in the following frame:
| Ox7E Ox0D0 Ox02 Ox23 0x7D Ox31 OxCB

Mote: In the above example, the length of the raw data (excluding the checksum) is
0x0002 and the checksum of the non-escaped data (excluding frame delimiter and
lzngth) is calculated as:

OxFF - (0x23 + 0 11) = (OxFF - 0x34) = 0xCE.

Checksum
To test data integrity, a checksum is calculated and werified on non-escaped data.

124



BB SMARTWORX
Pawerediby Zlinx® XTREME RADIO MODEM

To calculate: Mot including frame delimiters and length, add all bytes keeping only
the lowest 5 bits of the result and subtract from OxFE.

To verify, Add all bytes (include checksum, but not the delimiter and length). If the
checksum is correct, the sum will equal OxFF.
3.4.2. APl Types

Frame data of the UART data frame forms an AFl-specific structure as follows:

UART Data Frame & APl specific Structure:

Start Delimiter Length Frame Data Checksum
[Byte 1) [Bytes 2.3) {Bytes 4-n) {Byte n+ 1)
0x7TE MsE LSE APl-specific Structure 1 Byte
I Identifier Identifierspacific :::'."‘--
crndlD cmdData

The cmdID frame (API-identifier) indicates which API messages will be

contamed in the cmdData frame (ldentifier-specific data). Refer to the sections that

follow for more information regarding the supported AP types. Mote that multi-byte
values are sent big endian.

Modem Status
AP |dentifier, Ox8A

FF module status messages are sent from the module in response to specific
conditions.

Modem Status Frames

Bt IOl il e Laregit i« Disds iZ Fecbamian
| WTE || Ms8 | LSB | APhspodiit Slucire 1 Byl I
Ieberaiilar I as i = Comim
oA emcDala
Satus Byie &)

0 = Hardwars rassl

1 = Watchdog timer resst

2 = Associaied

3 = Cieaszaciaked

4 = Synchronization Lost
{Beacon-enabled only

5= Coordnator realignment

£ = Coardinator stariad
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AT Command

AP Identifier Value: Ox0&

The"AT Command® API type allows for module parameters to be queried or set.
YWWhen using this command 1D, new parameter values are applied immediately . This
includes any register set with the "AT Command - Quele Farameter Value" (0x09)
APl type.

AT Command Frames

Dl o b

[oor | [n | 130 | [arpe smeun | vope |

Frams ID Eiyte § AT Command (Bytss &-7) Paramstsr valus (Byls{+) 8-n)
Iontifies he LART data frams for the hou Command Mams - Tws Fprassnt, ndicates the requestsd panmeier
comelat with & subssquent ACK (acknowledgement), ASCH chiaraders that walus o set the given register,

Hestio 0, no responss is senl entifythe AT Command. Ko charscion pressnt register is quaned.

Example: AP| frames when reading the DL parameter value of the module.
Byte 1 Bytes 2.3 Byte 4 Byte 5 Bytes 6.7 Byte 8

O7E 000 | 4 | | OB 52 (R) | | 044 (D) | 4G (L) | | Ox18

Start Delimiter Langth® AP| Idenkifier  Frame [0 AT Command Checkzum

* Lenplh [ Bytis] = API Mestdler = Frame D = AT Corrmmasad
"R el was ardlrandly wloctind,

Example: AP| frames when modifying the DL parameter value of the module.
Byte 1 Bytes 2.3 Byte 4 Byte § Bytes 6-7 Bytes 811 Byte 12
‘ OTE :|o;m|maa|| 0c08 HMD(M;]| |qulmcmi ImomooFFFl 0C I

Start Delimiter Lergth® API Hartifier  Frame 1D AT Cammand Parametsr Valus  Chacksum

* Lossgthy [ Bylis] = API M salifier + Fawe ID = AT Comenand + Paramster Valu
= UM v e gl rarily s At

AT Command - Queue Parameter Value

AR Identifier Value: 0x09

This AFI type allows module parameters to be queried or set. In contrast to the "AT
Command” AFl type, new parameter values are queusd and not applied until either
the "AT Command” (0x08) APl type orthe AC (Apply Changes) commandisissued.
Register gueries (reading parameter values) are returmned immediately

AT Command Frames
{Note that frames are identical to the “AT Command” API type except for the

APlidentifier.)
Bt e brvuier Largh Froere D [ W .
l e | | WEB | LEB | APLapeo Mo Sinaiune || 1 Byls |
Meanbar H--ihl-lrﬂoﬁ-b\
[ [T || omdDnia !

--—_-Tn:-_w"—— AT Command (Byles 8-7) _————._.______

Povrarm eler Valis | Byejs) &-n)
Identifies the LIART dsts framme for the host 1o Command Nare - Two 11 pressrt, incdicles the pacussted parameter
comelats with & subsequent SCK (acknowbstgerent). A5CH chamctem thal whis 1o sl the giosn register.
1wt 1o 0, o response is pegusshed. ety the AT Comomand. 1 o chaymctem present, regisber is queried
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AT Command Response
AFI Identifier Value: 0x88
Kesponse to previous command.

Inresponse to an AT Command messade, the module will send an AT Command
Response message. Some commands will send back multiple frames (for example,
the ND (Mode Discover) and AS (Active Scan) commands). These commands will end
by sending a frame with a status of ATCWMD_OK and no cmdData.

AT Command Response Frames.
[ J[mn] ] [ ovas ) v )
(g ” 'urrl:;:h-

Frams D Byl 5 |

. ATComFEinylesi] = SEhmBywl Ve Epepgen

Phoy 0=0K The HEX (navASCI) valus
1=ERROR

Mabs: If Frame 1D = 0 in AT Command Mode, ofthe red register

o AT Cormmand Rssporse will be grosn.

ASCH characters thet
ideraily the AT Commard.

TX {Transmit) Request: 64-bit address
APl Identifier Walue: 0x00
A TH Reguest message will cause the module to send RF Data as an RF Facket.

TX Packet {64 bit address) Frames

[ wn | m:ﬁ.u || mnp:::-m ||2-::7?-|

cmdlata

Frams |0 (Eyta 5 Betlnation kadnea s Bytes k1 1) Oiptice | Byte 1 4y AF Dt | By o
Iidniifies the LIAFT clas s for e hest 10 MER s, LSE st (| = Dieenblis ACH
comelsis with & subsoceant ACK, iackresledgeanan L Brosdoast = (bl = Sard packad with BErmadcast Pan 1D Up b 100 B yles por packal
Satting Frownss 10 be ' sl disble maperess frne, OO OFFFF AN otbsr bile s b ol b2 0,

TX {Transmit) Request: 16-bit address
APl ldentifier Walue: Ox01
A TH Request message will cause the module to send RF Data as an RF FPacket.

TX Packet {16 bit address) Frames

i Sl Loty P D

hksim
mTE | MEE | LEB lmnpiﬁ!_ﬂul li 1 Byiw I
st b e DT
i D
Fravns 10 gts 8 Coatinsalion Addrass | Byhas L7 Chplicna | By 1s 1 HF Dt [Bgfed |

|t e W AR dsits Frawmss for the host 1o MSE fisi. LS8 lael (il = Disble ACK

—— BCK | i bl = Searnd pechl with Broadcast Pan 1D ta 100 Byt b
Sﬁg;m'ﬂm'gwilm'm¥m. . e~ SWETYE | A0 b bits must ba sl 1o 0 . i
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TX (Transmit) Status

APl [dentifier Value: Ox589

YWhen a TX Request is completed, the module sends a TX Status message. This
message will indicate if the packet was transmitted successfully orif there was a
failure.

TX Status Frames
i | Dol bl I.ﬂ#‘l P Disds Cheechoiam
ITE NSE | LSB | | APLapes Mo Stucture 1 Byta

e T Idm:-lpl-uleb-
g0 omdData

Frame IO (Byle &) Status [Byte

. . 0 = Success

Idertifiss LIART data frame beirng reported. = :
Mobs: If Frams 1D = 0 in the TX Request, no e o e
AT Commend Rssporse wil be given. 3 i P

NOTES:

+"STATUS = 1" occurs when all retries are expired and no ACK is received.

+ |f transmitter broadcasts (destination address = Ox000000000000FFFF), only
"STATUS = 0 or 2" willl be returned.

+"STATUS = 3" occurs when Coordinator times out of an indirect transmission.

Timeout is defined as (2.5 x 5P (Cyclic Sleep Period) parameter value).
RX {Receive) Packet: 64-bit Address

APl Identifier Value: Ox30
YWhen the module receives an RF packet, it is sent out the UART using this message

type.
RX Packet {64 bit address) Frames
At 4 D iy Liupuih Frwrn D e
| TE I I Mzg I L8 l AFkgpe Mo Sineolure I 1 Eyls |
b e _ﬂ-\-qudlol_
Ler 1] ![ cmdlaty
o hodress [Byles §.12) RSi Byl 13} Cypiors | Byte 14) FF Data (gt 8 1 6-n)
Frecsivnd Sl Strsroh Irbestor - it 0 [ressrvinc]
MEE fmost signficant byte] frst, | | Heedocimal cquivalent of (Bmivalus | | bit 1= Address brosdcast Lip o 100 Bytes por packst
LEB (et sigraficant) las F : IF R i wirargth = -4 kit 2 = P brosdomat
roa oo :iawm' mm‘ﬂ'}dimm bits 37 [reserved]

RX {Receive) Packet: 16-bit Address
API ldentifier Value: 0x81
When the module receives an RF packet, it is sent out the UART using this message

type.
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RX Packet {16 bit address) Frames

i | e Bl Lawngh Frairm i [Ty
| f7E | | -u.] LSB | | APLigschic Stnetus “ 18y |
T it R
[ “ mdDats
Sowce Addross (Bytes &-6) RSSI (Byte 7 Dptiens (Byte 8) RF Datn Byte(s) o)

[ W e e — bit 0

MESE (most sigificant bytei fest, | | Hexadecimal squivalent of (Bmivalus. | | it 1 = Addees broadcast

LB {east significant) lnet For I X signel strernggh = 40 | | it 2 = PAM broadcast Up to 100 Gyten par paciet
B (40 dsscamal be rstmed ) bt 37 [iresesrosd]
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6.6 FIRMWARE UPDATE

6.6.1 CAUTION

Note: A firmware update should never be interrupted before it is finished.

6.6.2 FIRMWARE UPDATE PROCEDURE
1. Download the new firmware file and store it in the firmware directory:
C:\Program Files\B+B SmartWorx\Zlinx\Zlinx Manager\update

2. Connect your PC to the radio modem using a USB cable.

3.  From the manager launch screen, click on the radio modem firmware update link.
Lilx
L]
B:R electronics

MANUFACTURING COMPANY

% Radio Modem Configuration

% Radic Modem Configuration {CHfline}

ﬁ Radio Modem Firmware Updater
@ Return to Manager Screen

2] b

Figure 6-2 Manager Launch Screen

4. The radio modem communications parameters screen will appear. Verify the parameters and click the connect
button.

x
-
B: electranics

MANUFACTURING COMPANY

Model: | ZP24D-250RM-SR / Z<T24-RM =l
Carn. Part
Baud:  [3600 |
Data Bits: | g j
Party:  [None =]
Stap Bit: I1 j
#

Advanced

Return
Command

Connect Auto Search

Figure 6-3 Radio modem communications parameters screen
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5. Once connected, the software will determine which firmware versions are available on the PC and what version is
loaded in the modem. The firmware updater screen will appear. This screen is used to choose which firmware

version to load:
Zlinx Radio Modem Firmware Updater
-
3:3 electronics| (5

MANUFACTURING COMPAMY

Zlinx® XTREME RADIO MODEM

todem Function Set Wiersion

ZP240-250RM-5R ¢/ Z<T24-BM |7 e 802 15.4 j |1gg4 j

LFDATE | Exit |

Firmware Updater Screen

6.  Select the firmware and version from the pull-down menu.
7.  Click the UPDATE button.

8.  The progress bar will indicate that the firmware is being updated. Do not interrupt this process. When complete,
you will be returned to firmware updater screen.
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** With any RF system it is best to set up and bench test before field installation. **

Zlinx® XTREME RADIO MODEM

7.1 POINT-TO-POINT SERIAL

|7.1.1 USE CASE PARAMETERS

Serial RS-232 wire replacement. RS-232, 115.2 kbps, hardware flow control (CTS/RTS). 900 MHz Radio Modem with
encryption.

17.1.1.1 SETUP INSTRUCTIONS

Wire your RS-232 devices and power as described in section three.

Connect to the modem using the USB port.

Configure both radio modems the same with the exception of the destination address.
Remember to save your new settings by clicking on the update button.

On the Basic Modem Settings Tab, ensure ZXT9-RM is displayed in the model number box

S

[l Zlinx Radio Modem i =l x|

Basic Modem Settings | Advanced Modem Settings | RSSI Range Test I

B&B electronics

MANUFACTURING COMPANY

I ZlireLR

ZFAD-115RMLR / ZAT3RM ¥

Function 5 et Wersion

[zUn=set0ntsk HOPRING =] [123 =l
Channel Murber [m = o
Metwork [dentifier m 0000 - 7FFF
DestinstionAddress — [gopopn =] 0000-FFFF
Baud Rate m
Paiity m
Stap Bit lm
Flow Cantrol W

Update | Exit | Restare Disfaults

T

Get/tead spiead spechium channel on which madem commuricates. Separate channsls
minimize interference between multiple sets of modems operating in the zame vicinity,
FANGE: 0x0-0x3

6.  Select a unique channel number. This is the same for both radio modems.
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Zlinx® XTREME RADIO MODEM

i Zlinx Radio Modem N = =] 3

Basic Madem Seltings | Advanced Wodem Settings | RSS! Range Test|

B:H electronics

MANUFACTURING COMPANY

ZlinxLR
Function Set Wersion
[zUN< sgo0s 15 HOPPING =] 123 =

I Channel Number 'm I 0o-03
Network Identifier [ooon =] 0000-7RFF
Destinaion Addvess  [ogog =] O000-FFFF
Baud Rate T
Pty Cr—

SiopBit [fomm =
Flow Cotol [P soltore flm cortil =]

Update | Exit | Hestore Defaults

5 et/iead spread spectium channel on which modem communicates. Separate channels
minimize interference betveen muliple sets of modems cperating in the same vicinity.
RANGE: 040-0x3

7.  Select a unique Network Identifier. This is the same for both radio modems

H 2linx Radio Madem n =10l x|

Basic Modem Setings | Advanced Modem Settings | ASSI Range Test|

B:H electronics

MANLFACTURING COMPANY

Zlin-LFR
ZF3D-115RM-LR / ZXT9-RM b
Function Set Wersion

[ztreessooriiskHoPPG. ] [123 7
Channel Mumber o = om
I Network Idertifer =] I 0000 - 7FFF
Destinstion Addisss  [gpgg = 0000-FFFF
Baud Rate ET——|
Bl [
Stop Bt [owtn =]
Flow Control [Msctwars flow coml =]

Update: | Exit | Restore Defaults

Set/read radio modem Yendor [dentification Mumber (VID). Only radio moderns with
matching VIDs can communicate with each other.

RANGE: 0:0-0x7FFF

8.  Select a destination address. This should be different for each radio modem. For example, radio modem number 1
could be 0001 and radio modem number two could be 0002. Another option is to leave the destination address at

its default value of 0000 and proceed to the next step.
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[ ztinx Radio Modem i =lolx|

;__Ea_gm_Mug_em____Ee!_{gnq5_‘| Advanced Madem Settings | RSSI Rangs Test |

B:H electronics

MANUFACTURING COMPANY

Zling-LR

ZPSDI1SAMAR JZRTSRM =

Furction et Version

[zun oo isk HoRPRING =] [123 =
Channel Number [m = ©0
Network Identifer [P =] 0000-7FFF

IDesI\natmnAddress [ooo = I 0000 - FFFF

Baud Fiate |
Parly |
Stop Bit [TsopBt 7]
Flow Contiol [Wo sofware flom coniel =]

Updatz | Exit | Flestare Defaults

Setfread module's destination address.

RANGE: 0x0-0=FFFF

9.  Onthe Advanced Modem Settings Tab, under the Networking and Security Tab, select the Source Address (MY —
Source Address). This sets the address of the modem and should be comparable with the destination addresses
set above. For example, if you set the destination address on modem number two to 0002, the source address on
modem number one should be 0002. Another option is to leave the source address at its default value of FFFF.
When the source address is FFFF, the source and destination address are the same (FFFF). Because this could
cause cross talk between networks, it is recommended that you select a unique source and destination address as
previously described.

[ zlin Radio Modem i =10 |

Basic Modem Setlings  Advanced Modem Selings | RSS1 Range Test|

B:H electronics

MANUFACTURING COMPANY

&
AN

Zlingl B

ZPSD-116RM-LR / Z<TS-RM *

Function Set Wersion
ZLINX SE00/115K HOPFING b 123 s

B~ Netwarking/Secuity P
1 W 10 - Modem VD [3332)
HP - Hopping Channel [0]
DT - Destination Address [0]
B M - Source Address [0002] [
MK - Address Mask [FFFF]
o | RA - Retries [2]
LB MT - Mukiple Transmit [0]
o W RN - Delay Shots [0]
b ] TT - Streaming Limit [0]
L[| Ky - 4ES Encivotion Kew [0]
Serial Interfacing
FF Inteifacing
Diagnostics
|

& Steen 11 au Pruer

Update Eit Piéstore Defauls |

Setdread module's source address. IF set to D:FFFF, then the DT address is used for
hoth source and destination addresses.
RANGE: 00-0<FFFF

10. On the Basic Modem Settings Tab, select 115.2 kbps from the pull-down menu. This should be the same for both
radio modems.
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[l 2linx Radio Modem i = ol x|
Basic Modem Seltings | Advanced Moden Settings | RSSI Range Test |
lectronics

B E MANUFACTURING COMPANY

ZirwlR

ZP3D-1SAMLR /ZXT3AM

Function St Version

ZLINX 9600/115K HOFFING | [123 -

Channel Number | L

NetwokIderthier  [oppp =]  0000-7FFF

DestinaionAddress ooy =]  D000-FFFF

Baud Fiate

Pariy

Stop Bit

Flow Cantral =

Updste Esit | Flestare Defaulls

£
5 olect setielinleiface rale (speed for data hansler belueen radio modem and host,
S sl data rale does not have to match the RF dala rate which is adjustable using the
BF command. If the serial data ate is set higher than the RF data rale, CT5 may need
1o be observed to prevent DI buffer avertun

11. On the Basic Modem Settings Tab, select parity and stop bit as desired.

< Radio Modem i =|=]x]

Basic Modem Settings | Advanced Modem Settings | R5SI Range Test |

B:H slectronics

MANUFACTURING COMPANY

ZlinwL R

ZPID-11GRMALR / ZXTSRM 7]

Function Sel Yersion

[zunx seontsc HopPNG =] [1zz =l
Channel Number [0 = -0
Metwiork Identifier 7FEF 3: 0000 - 7FFF
Destination Addhess  [gogy =] 0000-FFFF
BaudRate -

Pty [Mane -
Stop Bit 1 Stop Bit =
Flow Conttrol Mo software flow contral =

Update | Exit | Festare Defaults

Select serial interface rate [speed for data transfer between radio modem and host).
Serial data rate does not have to match the RF data rate which is adjustable uging the
BR command. IF the serial data rate is set higher than the RF data rate, CTS may need
to be obzerved to prevent DI buffer overrun.

12. Save settings by clicking the update button.

13. On the Advanced Modem Settings Tab, set encryption. Under the Networking/Security tree, double click the KY —
AES Encryption Key. A button will appear that says “set”. Click on this button.

135



BB SMARTWORX

Bl AD\ANTECH

Zlinx® XTREME RADIO MODEM

Basic Modem Settings  Advanced Modem Settings | PS5 Range Test |

=1cix

B:H electronics

MANUFACTURING COMPANY

ZlinsL A

ZP9D-115AMALR / ZATSAM =

Eunction Set Version
[zUmecse00misk HoPPING. =] [123 4|

HE -
DT-

MK

174
o G
Serial

MY -

RR -
MT -
RN -

B Netwarking/Security -
b 1D - Modem VID [3332]

Hopping Channel [0]
Destination Address [0]
Source Address [0002]

- Address Mask [FFFF]
Fletries [A]
Muliple-Transmit [0]
Deay Slots 0]
Strsaring Limit [0]

ing

0-E-E-5

0

RF Interfacing
Diagrostics
Slean 1 un Prnsrl

&

Wpdate

Exit

Fiestore Defaults |

S ethiead AES enciyption sellings. 5 et 256-bit key (64 her digits] on multiple adics for
encippled RiF communication. Set to '0'ta disable enciyption. Reading parameter refums
= 0 [encryption disabled] or '1'[snabled). The key cannot b read for sacurty reasans.

14. The key entry box will appear. Enter up to 64 HEX digits and click OK. Click the Update Button to save the key.
Record this key and save in a safe location.

18 Zlinx Radio Modem

Basic Modem Settings - Advanced Modem Settings | R551 Range Test |

B:H electronics

MANUFACTURING COMPANY

ZlinzLR

ZPID-115AM-LR /ZXT9AM =

Eunction Set Version

ZLINX 9600/115K HOPPING =] [123 ~

B+ Networking/Security -
| bl 10 - Modem D (3332) —|

x
I

Clear

oK Cancel

8w ags Encyptionkey Set
Serial Interfacing
FF Interfacing
Diagnostics
= Slaan il ria Primer j

Update | Exit | FRestore Defaulis |

Set/read AES enciyption ssitings. Set 256-bit key (B4 hex digits] on multiple 1adios for
enciypied AF communication. Set to 0" o disable encyption. Reading parameter retums
a0 [encryption disabled] or 1 [enabled). The key cannat be read for sacuity rsasans

15. Set the same key on the other radio modem.

16. Your radio modems are now configured. It is recommended to bench test this configuration before installing in the
field.
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7.2 POINT-TO-POINT SERIAL TO XTREME 1/0

7.2.1 USE CASE PARAMETERS

In this parameter, a radio modem is being used to connect PLC or similar device to a remote Xtreme /O module.

1.  Wire the radio modem input and power as described in section three.

2. Configure the radio modem as described in section 7.1.1.1.

3.  Configure the 1/0 module radio settings to match the radio modem.
I it

)

fomaton,  Cerfninten | igut £ Dok |
witets

Comrratins Fabhon Tovgand
Treoua (13- ZBmod [T

T |

4.  Channel Number must match the channel selected in section 7.3 step 6.
Network identifier must match the network identifier selected in section 7.1.1.1 step 7.

6. Setthe Modem RF data rate to match the I/O module. On the Advanced Modem Settings tab, under the RF
interfacing tab, click on BR- RF Data Rate and set the desired data rate from the pull-down menu.

o

[l 2linx Radio Modem i 1o x|

Basic Modem Setlings  Advanced Modam Setlings | RSS1 Fangs Test |

B:H =lectronics

MANUFACTURING COMPANY

I
AN

Zling-L B

ZP9D-115RM-LR / Z<T9-RM =

Function Set Wersion

ZLINX 96004115 HOPPING ¥ 123 »

Networking/Seouiily
Bl Serial Interfacing
FIF Interfacing

K g EF - RF Diats Fiate [1] 7 115200 bps -
| [

PL - T Power Level 145 3500 bps
T - Transmit Orly 0] [ EREEEINI

FS - Forced Sync Time (0]
Diagnostics
Sleep (Low Power]
Command Mode Options

BEE

Dpdate: Exit Restare Defaulis

Select AF data iate [over the-ai transmission rale).

7. If encryption is being used, the same key must be used in the I/O module. The radio modem uses a hexadecimal
string. When entering your key in the I/O module, you must enter it in HEX.

8. It is recommended that you bench test your configuration before installing it in the field.
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8 - TESTING AND TROUBLE SHOOTING
8.1 RSSI RANGE TEST

The RSSI Range Test is used to check communication between two radio modems.

1. Connect the first modem to a computer running the Zlinx® Manager software. Set up the modem for RS-232
operation as described in Section Six.
2. Configure the second modem to RS-232 operation as described in Section Six. The second modem will also require
a loop-back setup.
a. RS-232 Configuration
1) Set Dip Switch 1 and 2 in the ON Position
3.

In the Zlinx® Manager Software, click the RSSI Range Test Tab.

I8 ?linx Radio Modem

=101 %]

B asic Madem Settings I Advanced Madern Setting:

For ZPxx-sx-xx connect TD to RD on remote modem
For ZXTxx-zx set DIP switches 142 to ON on remote modem

Test Results
Start Total Packets 0 Bad Packets O
Good Packets 0 %

¥ Show Advanced Optians i Test Signal Strength
Transmit Test Data

(1000ms packet delay]
|EI1 2345E7B3ABCDEFGHIKLMNOPORS TV WRYE
[ lest Mode

@ Confinuous Test
Packet Delay I'I ooo MEec

 Send |50 Packets
Receive Timeout IZDDD MEec

" Stop On Emor

ragraan

St th
Clear Messages and Statistics reng

Figure 8-1 RSSI Range Test Screen

4.  Press the ‘Start’ button in the Zlinx® Manager RSSI Range Test screen. The screen will change to show the results
of the test.
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[l Zlinx Radio Modem il i =] B3

Basic Modem Settings I Advanced Modem Settings  BSS| Range Test |

Warning: Connect TD to RD on remote modem

Good Packet: 100 %

Test Results
Stop ’7 Total Packets 2 Bad Packet: D

™| Showsdvanced [ ptions i Test Signal Shength
Trarsrit Test Data (1000w packet delay]

|D1 23456739AB COEFGHIKLMHNOPIR ST U W E

8%

Signal
Clear Messages and Statistice Strength

10:50:27 AM: B551 Test Started

10:50:30 AM: 0123456789ABCDEFGHIKLMNOPQRSTUVWXYZ
10:50:31 AM: D123456783ABCDEFGHIKLMNOPARSTUYWXYZ
10:50:35 AM: 0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ
10:50:35 AM: D123456789ABCDEFGHIKLMNOPARSTUVWXYZ

Figure 8-2 RSSI Range Test Results Screen

5. RSSI Range Test Features

e Test Results section of the screen shows the total packets sent. The section also shows the percentage of good packets
received back from the modem.

e Test Signal Strength checkbox will turn on/off the Signal Strength value displaying graphically on the progress bar.
e The Start button will start the range test as configured. Once the test is running the button will be shown as Stop.

e The list box at the bottom will display all the received packet data both good and bad. It will display “Timeout waiting for data”
for missed packets.

e Clear Messages and Statistics button will clear the list box and packet count/percentages for a clean start to a new test.

e The Show Advanced Options check box will toggle the advance test options on to the screen.
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Zlinx® XTREME RADIO MODEM

RF Properties

Physical Standard

IEEE 802.15.4

Frequency

ZXT9-RM — 900MHz ISM Band (902- 928 MHz)

ZXT24-RM — 2.4 GHz ISM Band (2.4-2.5 GHz)

Transmit Power (ZXT9-RM)

1mw
10 mwW
100 mwW
500 mW
1w

Transmit Power (ZXT24-RM)

10 mwW
16 mw
25 mw
30 mwW
63 mW

Receiver Sensitivity (ZXT9-RM)

-100 dBm

Receiver Sensitivity (ZXT24-RM)

-100 dBm

Over-the-Air Data Rate

ZXT9-RM — 9.6 kbps or 115.2 kbps (software selectable)
ZXT24-RM — 250 kbps (fixed)

Range Outdoor (ZXT9-RM)

Supplied Antenna — 14 Miles (23 Kilometers)
High Gain Antenna — 40 Miles (64 Kilometers)

Range Outdoor (ZXT24-RM)

Supplied Antenna — 1.5 Miles (2.4 Kilometers)
High Gain Antenna — 10 Miles (16 Kilometers)

Range estimates based on optimal RF conditions and an
unobstructed line of sight.

Transmission Method Sensitivity

Frequency Hopping Spread Spectrum (FHSS)

(ZXT9-RM)
Transmission Method Sensitivity Direct Sequence Spread Spectrum (DSSS)
(ZXT24-RM)
Modulation FSK (Frequency Shift Keying)

Channel Capacity (ZXT9-RM)

10 hop sequences share 50 frequencies

Channel Capacity (ZXT24-RM)

12 Direct Sequence Channels

Network Topologies

Peer-to-Peer, Point-to-Point, Point-to-Multipoint

Encryption (ZXT9-RM)

256-bit AES

Software

Zlinx Manager

Support

Windows (32 and 64 hit): XP, 7, Vista, 8, 8.1, 10

Antenna Options

RPSMA Connector

Radio Address

Software Selectable

Serial Settings

Baud (ZXT9-RM)

1.2 kbps to 230.4 kbps

Baud (ZXT24-RM)

1.2 kbps to 115.2 kbps

Data Bit

8
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Parity None
Stop Bit 1
RS-232
Connector Terminal block
Lines TD, RD, RTS, CTS, GND
RS-422
Connector Terminal Block
Lines TDA (-), TDB(+), RDA (-), RDB (+), GND
Termination 120 Ohm selectable (in or out)
RS-485 (2/4 Wire)
Connector Terminal Block
Lines TDA (-), TDB(+), RDA (-), RDB (+), GND
Data A (-), Data B (+), GND
SD Control Automatic Bit Wise
Termination 120 Ohm Dipswitch selectable

Link Fault Output

No wireless signal or RSSI LED'’s off

Connector Terminal Block
Output type Open drain 50mA (PNP — Sourcing)
Power Supply
Connector Terminal Block
Input Voltage 10-30 vDC

Power Consumption
(ZXT9-RM)

1.7 Watts, typical
5.8 Watts, maximum

Power Consumption
(ZXT24-RM)

1.2 Watts, typical
3.5 Watts, maximum

Dimensions

5.12 x 5.12 x 2.37 in (130.1 x 130.1 x 60.2 mm)

Environmental

Intended for indoor and outdoor use

Operating Temperature

-40 t0 +74 °C (-40 to +165 °F)

Storage Temperature

-40 to +85 °C (-40 to +185 °F)

Operating Humidity

0 to 95% non-condensing

Enclosure Rating

Rating 1P67
Mounting Wall mount
Agency Approvals
CE EN55022: 2006 Class A Emissions
EN61000-6-2 Generic Standards for Industrial Environments
FCC Class A

FCC ID — ZXT9-RM — OUR-9XTEND

FCC ID — ZXT24-RM — OUR-XBEEPRO
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LED Status
Front Panel LED Status
RSSI (Signal Strength) 8 Green LED’s indicate signal
from weak to strong

Power Green LED

Receive Data Green LED - blinks when Serial
data is received

Transmit Data Green LED - blinks when Serial
data is transmitted.

Note: In order for the RSSI LED to continuously indicate the signal strength,
set the RP command (RSSI PWM Timer) to FF.
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APPENDIX B — DEFAULT CONFIGURATIONS

B.1 RESTORE DEFAULT CONFIGURATIONS
Push Button 1 — Located behind the cover in the upper right corner.
Used to restore default configuration

Refer to section 2.5.6 and figure 2-4.

B.2 ZXT9-RM DEFAULT CONFIGURATION

Basic Modem Settings

Channel Number — 00

Network Identifier — 3332

Destination Address — 0000

Baud Rate — 9600

Parity None

Stop Bit — 1 Stop Bit

Flow Control — No Software Flow Control

Advanced Modem Settings

Networking & Security

ID — Modem VID — 3332

HP — Hopping Channel — 0
DT — Destination Address — 0
MY — Source Address — FFFF
MK — Address Mask — FFFF
RR — Retries — A

MT — Multiple Transmit — 0
RN — Delay Slots — 0

TT — Streaming Limit — 0

KY — AES Encryption Key — 0

Serial Interfacing

BD — Baud Rate — 3

NB — Parity — 3

SB — Stop Bits — 0

RB — Packetization Threshold — 2048
PK — Maximum RF Packet Size — 3
CS — Pin 9 Configuration — 0

RT — Pin 9 Configuration — 0

CD - Pin 3 Configuration — 3

FL — Software Flow Control — 0

FT — Flow Control Threshold — BEF

RF Interfacing

BR — RF Data Rate — 1

PL — TX Power Level — 4
TX — Transmit Only — 0

FS — Forced Sync Time — 0
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Diagnostics
RP — RSSI Timer — 20

Sleep (Low Power)

SM - Sleep Mode — 0

ST — Time Before Sleep — 64

HT — Time Before Wake-up Initializer — FFFF
LH — Wake-up Initializer Timer — 1

PW — Pin Wake-up — 0

Command Mode Options

BT — Guard Time Before — A

CC — Command Sequence Character — 2B
AT — Guard Time After — A

CT — Command Mode Timeout — C8

B.3 ZXT24-RM DEFAULT CONFIGURATION

Basic Modem Settings
Channel Number — 0C
Network Identifier — 3332
Destination Address — 0000
Baud Rate — 9600

Advanced Modem Settings

Network & Security

CH - Channel - C

ID - Pan ID — 3332

DH — Destination Address High — 0
DL — Destination Address Low — 0
MY — 16 Bit Source Address — 0
RN — Random Delay Slots — 0
MM — MAC Mode - 0

CE - Coordinator Enable — 0

SC — Scan Channels — 1FFE

SD - Scan Duration — 4

Al — End Device Association — 0
A2 — Coordinator Association — 0

RF Interfacing
PL — Power Level — 4
CA — CCA Threshold — 2C

Sleep Mode (Non-beacon)
SM — Sleep Mode — 0
ST — Time Before Sleep — 1388
SP — Cyclic Sleep Period — 0
DP — Disassociated Cyclic Sleep Period — 3E8
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Serial Interfacing

BD - Interface Data Rate — 3

RO — Packetization Timeout — 3
D7 — DIO7 Configuration — 1

D6 — DIO6 Configuration — 0

D5 — DIO5 Configuration — 1

PO — PWMO Configuration — 1

AP — API Enable — 0

PR — Pull-up Resistor Enable — FF

Diagnostics
RP — RSSI PWM Timer — 28

AT Command Options

CT — AT Command Mode Timeout — 64
GT — Guard Times — 3E8

CC — Command Sequence Character — 2B
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APPENDIX C — DIMENSIONAL DIAGRAM / MOUNTING INSTRUCTIONS
C.1 DIMENSIONAL DIAGRAM
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C.2 MOUNTING

The radio modem can be mounted directly to a panel or bulkhead or by attaching the supplied mounting ears. In either case, the cover
must be removed to allow access to the screw pass-through holes. The mounting ears are packaged with screws. If you want to mount

the device without using the ears, you will need to procure longer number 6 screws.

lr=r—

14.2 mm
0.56 in

-

O

34.97 mm
138 in

|

\ /‘ 15.88 mm
— | 0.63 in

Extends 20 mm, 0.79 in beyond
edge of enclosure when installed.
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C.3 SUPPLIED ANTENNA

The supplied antenna has a male RPSMA connector. The antenna is attached to the female RPSMA jack on the
enclosure. In order to operate, the antenna must be vertical.

900 MHz Antenna Mechanical Drawing:\

iy | F

| 6.654 118
169,0 = 3,00

1.165 +.012
29,60 = 0,30
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2.4 GHz Antenna Mechanical Drawing:

|2.5E1.0

wid.0
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+*2H.8E0.3
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APPENDIX D — RADIO FREQUENCY BASICS
D.1 WHAT IS DBM?

Radio Frequency (RF) power is measured in milli-Watts (mW) or, more usefully, in a logarithmic scale of decibels (dB), or
decibels referenced to 1 mW of power (dBm). Since RF power attenuates as a logarithmic function, the dBm scale is most
useful. Here are some examples of how these scales relate:

1mwW = 0dBm A 2-fold increase in power yields 3dBm of signal.
2mW = 3dBm A 10-fold increase in power yields 10dBm of signal.
4mW = 6dBm A 100-fold increase in power yields 20dBm of signal.

10mW = 10dBm

100mW = 20dBm

1W =30dBm

D.2 LOWER FREQUENCIES = BETTER PROPAGATION

Industrial applications typically operate in “license free” frequency bands, also referred to as ISM (Industrial, Scientific and
Medical). The frequencies and power of these bands varies from country to country. The most common frequencies
encountered are:

2.4 GHz — nearly worldwide
915 MHz band — North America, South America, some other countries

As frequency rises, available bandwidth typically rises, but distance and ability to overcome obstacles is reduced. For any
given distance, a 2.4 GHz installation will have roughly 8.5 dB of additional path loss when compared to 900 MHz.
However, lower frequencies require larger antennas to achieve the same gain.

D.3 RANGE IS NOT JUST A FUNCTION OF TRANSMITTER POWER

The more sensitive the radio, the lower the power signal it can successfully receive, stretching right down to the noise
floor. There is so much variety in “specsmanship” for radio sensitivity, that it is difficult to make a meaningful comparison
between products. The most meaningful specification is expressed at a particular bit error rate and will be given for an
ideal environment shielded from external noise. Unless you're in a high RF noise environment (typically resulting from
numerous similar-frequency radio transmitters located nearby), the odds are good that the noise floor will be well below
the receive sensitivity, so the manufacturer’s rated receive sensitivity will be a key factor in your wireless system and
range estimates.

You can often improve your receive sensitivity, and therefore your range, by reducing data rates over the air. Receive
sensitivity is a function of the transmission baud rate so, as baud rate goes down, the receive sensitivity goes up. Many
radios give the user the ability to reduce the baud rate to maximize range.

The receive sensitivity of a radio also improves at lower frequencies, providing another significant range advantage of
900 MHz (vs. 2.4 GHz) - as much as six to twelve dB!
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D.4 YOU MUST CONSIDER RF NOISE

RF background noise comes from many sources, ranging from solar activity to high frequency digital products to all forms of other radio
communications. That background noise establishes a noise floor which is the point where the desired signals are lost in the
background ruckus. The noise floor will vary by frequency.

Typically the noise floor will be lower than the receive sensitivity of your radio, so it will not be a factor in your system design. If,
however, you're in an environment where high degrees of RF noise may exist in your frequency band, then use the noise floor figures
instead of radio receive sensitivity in your calculations. If you suspect this is the case, a simple site survey to determine the noise floor
value can be a high payoff investment.

When in doubt, look about. Antennas are everywhere nowadays - on the sides of buildings, water towers, billboards, chimneys, even
disguised as trees. Many sources of interference may not be obvious.

D.5 FADE MARGIN IS CRITICAL FOR RELIABLE OPERATION IN ADVERSE WEATHER AND
INTERFERENCE

Fade margin is a term critical to wireless success. Fade margin describes how many dB a received signal may be reduced by without
causing system performance to fall below an acceptable value. Walking away from a newly commissioned wireless installation without
understanding how much fade margin exists is the number one cause of wireless woes.

Establishing a fade margin of no less than 10dB in good weather conditions will provide a high degree of assurance that the system will
continue to operate effectively in a variety of weather, solar, and RF interference conditions.

There are a number of creative ways to estimate fade margin of a system without investing in specialty gear. Pick one or more of the
following and use it to ensure you've got a robust installation:

Some radios have programmable output power. Reduce the power until performance degrades, then dial the power back up a minimum
of 10dB. Remember again, doubling output power yields 3 dB, and an increase of 10dB requires a ten-fold increase in transmit power.

Invest in a small 10dB attenuator (pick the correct one for your radio frequency!). If you lose communications when you install the
attenuator installed in-line with one of your antennas, you don’t have enough fade margin.

Antenna cable is lossy, more so at higher frequencies. Specifications vary by type and manufacturer so check them yourself but, at
900MHZz, a coil of RG58 in the range of 50 to 100 feet (15 to 30 m) will be 10dB. At 2.4GHz, a cable length of 20-40 feet (6 to 12 m) will
yield 10dB. If your system still operates reliably with the test length of cable installed, you've got at least 10dB of fade margin.

D.6 REMEMBER YOUR MATH
Contrary to popular opinion, no black art is required to make a reasonable prediction of the range of a given radio signal.
Several simple concepts must be understood first, and then we can apply some simple rules of thumb.

The equation for successful radio reception is:

TX power + TX antenna gain — Path loss — Cabling loss + RX antenna gain — 10dB fade margin > RX Radio
sensitivity or (less commonly)

RF noise floor

Note that most of the equation’s parameters are easily gleaned from the manufacturer’s data. That leaves only path loss
and, in cases of heavy RF interference, RF noise floor as the two parameters that you must established for your particular
installation.

In a perfect world, you will measure your path loss and your RF noise conditions. For the majority of us that don't, there
are rules of thumb to follow to help ensure a reliable radio connection.
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D.7 RF ATTENUATION AND LINE OF SIGHT
In a clear path through the air, radio signals attenuate with the square of distance. Doubling range requires a four-fold
increase in power, therefore:

Halving the distance decreases path loss by 6dB.

Doubling the distance increases path loss by 6dB.

When indoors, paths tend to be more complex, so use a more aggressive rule of thumb, as follows:
Halving the distance decreases path loss by 9dB.

Doubling the distance increases path loss by 9dB.

Radio manufacturers advertise “line of sight” range figures. Line of sight means that, from antenna A, you can see
antenna B. Being able to see the building that antenna B is in does not count as line of sight. For every obstacle in the
path, de-rate the “line of sight” figure specified for each obstacle in the path. The type of obstacle, the location of the
obstacle, and the number of obstacles will all play a role in path loss.

Visualize the connection between antennas, picturing lines radiating in an elliptical path between the antennas in the
shape of a football. Directly in the center of the two antennas the RF path is wide with many pathways. A single obstacle
here will have minimal impact on path loss. As you approach each antenna, the meaningful RF field is concentrated on
the antenna itself. Obstructions located close to the antennas cause dramatic path loss.

Be sure you know the distance between antennas. This is often underestimated. If it is a short-range application, pace it
off. If it is a long-range application, establish the actual distance with a GPS or Google Maps.

The most effective way to reduce path loss is to elevate the antennas. At approximately 6 feet high (2 m), line of sight due
to the Earth’s curvature is about 3 miles (5 km), so anything taller than a well-manicured lawn becomes an obstacle.

Weather conditions also play a large role. Increased moisture in the air increases path loss. The higher the frequency is,
the higher the path loss.

Beware leafy greens. While a few saplings mid-path are tolerable, it's very difficult for RF to penetrate significant
woodlands. If you're crossing a wooded area you must elevate your antennas over the treetops.

Industrial installations often include many reflective obstacles leading to numerous paths between the antennas. The
received signal is the vector sum of each of these paths. Depending on the phase of each signal, they can be added or
subtracted. In multiple path environments, simply moving the antenna slightly can significantly change the signal strength.

Some obstacles are mobile. More than one wireless application has been stymied by temporary obstacles such as a stack

of containers, a parked truck or material handling equipment. Remember, metal is not your friend. An antenna will not
transmit out from inside a metal box or through a storage tank.
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D.8 PATH LOSS RULE OF THUMB

To ensure basic fade margin in a perfect line of sight application, never exceed 50% of the manufacturer’s rated
line of sight distance. This in itself yields a theoretical 6dB fade margin — still short of the required 10dB.

De-rate more aggressively if you have obstacles between the two antennas, but not near the antennas. De-rate to 10% of
the manufacture’s line of sight ratings if you have multiple obstacles, obstacles located near the antennas, or the
antennas are located indoors.

D.9 ANTENNAS

Antennas increase the effective power by focusing the radiated energy in the desired direction. Using the correct antenna
not only focuses power into the desired area but it also reduces the amount of power broadcast into areas where it is not
needed.

Wireless applications have exploded in popularity with everyone seeking out the highest convenient point to mount their
antenna. It's not uncommon to arrive at a job site to find other antennas sprouting from your installation point. Assuming
these systems are spread spectrum and potentially in other ISM or licensed frequency bands, you still want to maximize
the distance from the antennas as much as possible. Most antennas broadcast in a horizontal pattern, so vertical
separation is more meaningful than horizontal separation. Try to separate antennas with like-polarization by a minimum of
two wavelengths, which is about 26 inches (0.66 m) at 900 MHz, or 10 inches (0.25 m) at 2.4 GHz.

D.10 CABLE LOSS

Those high frequencies you are piping to your antennas don’t propagate particularly well through cable and connectors.
Use high quality RF cable between the antenna connector and your antenna and ensure that all connectors are high
quality and carefully installed. Factor in a 0.2 dB loss per coaxial connector in addition to the cable attenuation itself.
Typical attenuation figures for two popular cable types are listed below.

Cable Types
Frequency RG-58U* LMR-400*
900 MHz 1.6 dB 0.4 dB
2.4 GHz 2.8dB 0.7dB

*Loss per 10 feet (3 meters) of cable length

While long cable runs to an antenna create signal loss, the benefit of elevating the antenna another 25 feet (7.6 m) can more than
compensate for those lost dB.

D.11 LATENCY AND PACKETIZATION

Before you lift a finger towards the perfect wireless installation, think about the impact of wireless communications on your
application. Acceptable bit error rates are many orders of magnitude higher than wired communications. Most radios
quietly handle error detection and retries for you - at the expense of throughput and variable latencies.

Software must be well designed and communication protocols must be tolerant of variable latencies. Not every protocol
can tolerate simply replacing wires with radios. Protocols sensitive to inter-byte delays may require special attention or

specific protocol support from the radio. Do your homework up front to confirm that your software won't choke, that the

intended radio is friendly towards your protocol, and that your application software can handle it as well.
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