SPECTRE Router

CONFIGURATION MANUAL

AUX

)
oW BEEIEBLECTRONIBS SpecTRE LTE

ouT IN USR SIM2 - SIM1 WAN DAT PWR (5)

5B SMARTWORX.



BB SMART'\/;VI\O\R”x@

International Headquarters

B&B Electronics Mfg. Co. Inc.
707 Dayton Road
Ottawa, IL 61350 USA

Phone (815) 433-5100 -- General Fax (815) 433-5105

Website: www.bb- smartworx.com

support@bb-smartworx.com

European Headquarters

B&B Electronics
Westlink Commercial Park

Oranmore, Co. Galway, Ireland

Phone +353 91-792444 -- Fax +353 91-792445
Website: http://www.bb-elec.com

techsupport@bb- smartworx.com

© 2015 B&B Electronics
Document: SPECTRE_Configuration_Manual_R5_4314m


http://www.bb-elec.com/

CONTENTS

Table List
Figure List
Document Information
1. ROUTER CONFIGURATION USING A WEB BROWSER
SECURED ACCESS TO WEB CONFIGURATION
GENERAL
Mobile Connection
Primary LAN
WIFI
Peripheral Ports
System Information
MOBILE WAN STATUS
NETWORK STATUS
DHCP STATUS
IPSEC STATUS
DYNDNS STATUS
SYSTEM LOG
LAN CONFIGURATION
VRRP CONFIGURATION
MOBILE WAN configuration
Cellular Carrier Selection
Connection to mobile network connection
Sprint CDMA network connection
DNS address configuration
Check connection to mobile network configuration
Data limit configuration
Switching between SIM cards or networks
PPPoE bridge mode configuration
BACKUP ROUTES
PPPOE CONFIGURATION
LTE FIREWALL CONFIGURATION
3G and RT FIREWALL CONFIGURATION
NAT CONFIGURATION
OPENVPN TUNNEL CONFIGURATION
IPSEC TUNNEL CONFIGURATION
GRE TUNNELS CONFIGURATION
L2TP TUNNEL CONFIGURATION
PPTP TUNNEL CONFIGURATION
DYNDNS CLIENT CONFIGURATION
NTP CLIENT CONFIGURATION
SNMP CONFIGURATION
SMTP CONFIGURATION
SMS CONFIGURATION
Send SMS
EXPANSION PORT CONFIGURATION
USB PORT CONFIGURATION
STARTUP SCRIPT
UP/DOWN SCRIPT
AUTOMATIC UPDATE CONFIGURATION
USER MODULES

o o un

10

11
11
12
12
12
12
12
14
16
17
17
18
19
24
26
27
27
29
30
30
30
30
32
33
34
35
37
39
42
46
50
52
54
56
56
57
61
62
64
70
73
76
77
78
80



CHANGE PROFILE
CHANGE PASSWORD
SET REAL TIME CLOCK
SET SMS SERVICE CENTER ADDRESS
UNLOCK SIM CARD
SEND SMS
BACKUP CONFIGURATION
RESTORE CONFIGURATION
UPDATE FIRMWARE

REBOOT

2. ROUTER CONFIGURATION OVER TELNET
3. WI-FI CONFIGURATION

WI-FI ACCESS POINT

WLAN DHCP

WIRELESS NETWORK SCANNING
WI-FI START LOG

SYSTEM LOG

WI-FI ACCESS POINT CONFIGURATION
WLAN CONFIGURATION

WI-FI PORT LEDS

4. 1oT NETWORK GATEWAY CONFIGURATION

loT NETWORK GATEWAY
GATEWAY CONFIGURATION
SMARTMESH IP CONFIGURATION
MQTT BROKER CONFIGURATION
MQTT BRIDGE CONFIGURATION
SMARTMESH IP PORT LEDS

80
81
81
81
81
82
82
82
83
84
84
85
85
86
87
88
88
89
92
92
92
92
93
94
95
95
95



L] o I Y o] o | TN o] oV o T=Toru o o W T TSSO P PP 11
LI o (S =T T o] o =T =L oo o S 12
Table 3: SystemM INTOIrMATION c......eiiiiiiee e e e et e e e e e e et r e e e e e e e eeaabaeseaeeseasassaaseeaeseaannsbaneaaaaaanes 12
Table 4: Cellular NetWork iNfOrMAatioN ......ooo i et sbee e e st e e s sbae e s saabaeesabeeeeas 13
B o1 [T DIt ol g o) d o g o] o Y=] o To e [P UPPRN 13
Table 6: MODile NETWOIK STAtISTICS ...veiiiiiiieieiiie ettt e e st e e s be e e s sabaeeesbbeeesnabaeessaneeeesnnseeasns 13
L I A N L (o) - 141 ok T PSP SO ST PP 14
Table 8: INterface CONNECTION STATUS....c.uiiiiiiiieee e sar ettt sab e e sbt e e st e e sbbe e sabeesateesabeenneas 14
Table 9: Description of information in NETWOIK STATUS ....cccvviiiiiiiee et e e et e e ene e e e s ereeeeas 15
LI o (S O R 0] o [ =T U T [ T o [ [ 16
I o1 T oY N R =T o Yo o AU UPUTN 18
Table 12: Configuration of NEtWOIK iINtEITACE ..........uviiiiii e e e e e e e e e s e e nrba e e e e e eeeaas 19
Table 13: Configuration of @ dyNAamiC DHCP SEIVET .....cceiii ittt ettt e e e e e et e e e e e e s e e anbaaeeeeeseesnnsbaseeaaeennes 20
Table 14: Configuration Of StatiC DHCP SEIVET ........cciiiuiieeceiiie ettt e cee e e s e e e e aee e st e e e e taeeesasaeeessteeeesssaeesennseeesnsseeeans 20
Table 15: VRRP configuration

Table 16: CheCK CONNMECTION ...eiiiiiiiiiecteere ettt ettt e s ettt e st e e s b te e sab e e sbbeesabeesabeesateessbeesabeensteesaseeseas
Table 17: GPRS connection CONFIGUIAtioN .........iiiuiiii ettt e e e et e e e eeae e e stt e e e esntaeessnnnaeesnreeeaas 27
Table 18: Check connection to mobile network configuration ..........cccuiiiiiii i e 30
Table 19: Data Mt CONTIGUIAtION. .....cci i e e e et e e e e e e e et b e e e e e e seeansaaaeeaeseesnnsbaseaaaeannas 30
Table 20: Default and backup SIM CONTIGUIAtioN ........uoiiii i e e e e e e e e e e nbbe e e e e e eeeaas 31
Table 21: Switch between SIM card CONfiIGUIAtIONS ......ciiii i e e e et e e e e e e e nrraeeeaeeeeaes 31
Table 22: Switch between SIM card CONfiGUIAtiONS........coiciiii it re e e et e e et e e e enreeesnreeeeas 31
TabIE 23: BACKUP FOULES....uiiiiiiiie it e ettt et ettt e e ettt e e ettt e e e tae e e s tbee e e staeeeansaeeesssseeeasseeesanseeeesnsseeeannsaeesansseeesnssenaans 33
LI o (S B o e Sl oY Y T ={ U = o o S 34
Table 25: LTE Firewall CONTIGUIAtION ...ccc.eeeiiiieee ettt e et e e e e e e et b e e e e e e s eeansaaseeaeseennrbaseeaaeennes 35
Table 26: LTE Firewall CONTIGUIAtION ...ccc.eeiiiiiee ettt e e et e e e e e e e et b e e e e e e s e e anbaaeeeaesesnnssaseaaaeennan 36
Table 27: 3G and RT Firewall CONFIGUIAtioN ......ccoo it e et e e e e e e b e e e e e e s e e anrbaeeeaaeeenas 38
Table 28: NAT CONTIGUIATION ...t e ettt e e e e e e ettt e e e e e e e eea et teeeeeeseaaasbeseaeeseasnssaaseaeeseasnnssaneaaasaaan 39
Table 29: Configuration of send all INCOMING PACKELS ...ceeeuviiiiiiiee e e e e s nreeeeas 39
Table 30: Remote access CONTIGUIAtION ....ccccuiii it eee e et e e e e e e eeae e e s et e e e esntaeeeenneaeesnreeaans 40
Table 32: OPeNVPN CONFIGUIATION.....ciiiiiiie ettt e e e e e e et e e e e et e e e e staeeeansaeeessteeeenssaeesannseeesnnseaaaan 43
Table 33: Example of OpenVPN CONfIgUIAtioN ........cciiiuiiii it e e e e see e e st e e e ta e e e enaeeesnreeeaas 46
Table 34: OVErVIEW IPSEC TUNNELS ....oiiiiiiie ettt et e sttt e e sttt e e s bt e e s sabteeesbbeeessabaeessaneaeessseeannn 47
Table 35: IPseC tuUNNEl CONTIGUIAtION. ... ..t e et e e e e e e et b e e e e e e s eeanbaeeeeeeseennnssareeaaeennen 47
Table 36: Example 8 - IPSEC CONTIGUIATION ....eiiii it e e e e e et b e e e e e e e e e aab b e s e e e e seeanrbareeaaeennen 50
Table 37: OVErVIEW GRE TUNNEIS ...couiiiiieeiee ettt ettt e st e e sttt e st e e sb bt e sabeesateesateesabeesabeessteesaseeneas 50
Table 38: GRE tUNNEl CONTIGUIAtION ..eiiieiiie et e e st e e et r e e e easaeeesntee e e ssaeesennseeesnseeaans 51
Table 39: Example 9 - GRE tunnel CONfiIgUIration.........c..ceiiiiii i s e e et e e e nee e e s nreeeeas 52
Table 40: L2TP tunnel CONTIGUIAtIoN .......uiii ettt e e et e e e ta e e e sasae e e sabe e e e nsaeesennneeesnreeanas 52
Table 41: Example 10 - L2TP tunnel CONFIUIatioN........ooi ittt e e e e aee e e e e e e e nrbaeeeaeeeeaas 53
Table 42: PPTP tuNNel CONTIGUIAtION ... ettt e et e e e e e e e et b e e e e e e seeaabaeaeeeeseenntbaeeaaeaennes 54
Table 43: Example 11 - PPTP tunnel CONfigUration ..........oooiiiiiiii ettt rree e e e e e sara e e e e e e e 55
Table 44: DYNDNS CONTIGUIAION ...uuiiiiiiiiiiiiiiee ettt e e et e e e e e e et b e e e e e e e eaaabbeseaeeseasnsssaaeaaeseaannsbaseaaaaannen
Table 45: NTP CONFIGUIAtION......eiiiiie et ee et e et e e et e e e ta e e e e aaeeessteee e staeaeansaeeesnsseeeanssaeesanseessnssenanns
Table 46: SNMP agent configuration

Table 47: SNMPv3 configuration...................

Table 48: SNMP configuration (IMBUS @XEENSION).....cccuuiiiiiiiiieeiiieeeeiee e ettt e eectaeeeeetteeeeeteeeeeaaeeeeetbeeeeeabaeseensseeesesreeaans 58
Table 49: SNIMP configuration (R-SEENEL) .......oeiiuiieeeiiie ettt ettt e e ettt e e ettt eeeeteeeeetaeeeeetteeeeeabaeeeeasaeeeasreaaans 58
Table 50: Object identifier for binary input @and QUEPUL..........ouiiiiiii e e e e e 58
Table 51: Object identifier fOr CNT POIt.......uiiii e e et e e e e e ee et b e e e e e e seeaarreseaeeseasnssaaseeaesessnnssaneaaseannen 58




Table 52: Object identifier fOr M-BUS POIt ........cccuiii e cciie et e e e tee e et e e e s tre e e ssaeeessteeeesssaeesenseeesnseeenas 59
Table 53: SMTP client CONTIGUIAtION ..eocuiiiicciie ettt e e e e e e ae e e et e e e ataeeeeasaeeessteeeenssaeesennseeesnnsenannn 61
Table 54: Send SIMS CONTIGUIAtION ....ciiiiiiie et e e e et e e et e e e ateeeeeasaeeessteeeannsaeesannseeesnseeaann 62
Table 55: Control via SMS CONFIUIATION ........uiii ittt e e e e te e e st e e e te e e e sasaeeessteeeenstaeessnnseeesnseeeans 63
Table 56: SMS CONTIrOl COMMEANAS.....iiiiiiiiiiiite ettt e st e e st e e s s btee e sbbeeessabaeessasaeeesbbeeesnsbaeessnseaeesnsseeenns 63
Table 57: Send SMS on serial PORT1 CONfIGUIAtioN .....ceeiiiiiiiiiiiei ettt e e e et ree e e e e e e e nrra e e e e e eeeaas 63
Table 58: Send SMS on serial PORT2 CONfIGUIAtioN .....eeiiii ittt e e ree e e e e e e e nrra e e e e e eeeaas 63
Table 59: Send SMS on Ethernet Port CONfIGUIratioN ........cccuiiiiiiiee it e e e st e e et e e e ene e e e snreeeeas 64
Table 60: AT commands to send and receive SIMS MESSAZES ......uuveevrieereiireeeriteeeeitreeesireeeseseeeeessseeeesssaesesssseeesssesenas 64
Table 62: TCP Keep-Alive CONTIGUIAtION ....cicciiii et eeees ettt e e e ee e e st e e s tr e e e easaeeessteeeenssaeesennseeesnseeanas 71
LI o (S R D I = =Y e [T Yol o o o S 71
Table 64: DTR SigNal ESCIIPLION ...uviiiiiiiiiiiee et e e et e e e e e e et b e e e e e e seeaabreseaeeeeesnssaaaeaaeseaannssaseaaaeanan 71
Table 65: USB POrt CONTIGUIATION L ..oiii ettt e ettt e e e e e et b e e e e e e seeaabbeseaeeseennsaaaeeaeseasnnsbaseaaaaannen 74
Table 66: USB POrt CONTIGUIATION 2 ..iiiii ettt e et e e e e e et b e e e e e e s eeaabbeseaeeseannsaaseaaeseasnnsbaseaaaeannan 74
Table 67: CD SigNal dESCIIPLION . ..uiiiiiei e e et e e e e et e e e e e e e ee b b e e e e e e seaaasaeseaeeseasassaaseaeeseasanssaseaaasaaen 74
Table 68: DTR SIgNal AESCHIPLION 1...ueiieeiiiiee et e e st e e et te e e e et e e e e eteeeeantaeeeansaeeessseeeanssaeesannseeesnnseeaann 75
Table 69: Automatic Update CONFIGUIAtIoN .......ccceeiiie e e e st e e e sta e e e e neeeesnreeaeas 79
TADIE 71 WI-FI AP SEAtE .eeueeeiiieiieesiiee sttt sttt sttt et stt e st e e s at e e sat e e bt e e sab e e ateesabeesbteesabeenbteesabeesteesabeensteenaseenseas 85
TabIE 72: WI-FI CHENE STAE 1oiueiiii ettt ettt e e sttt e e st e e s st e e e sbb e e e s abeeessabeeeesabbeeeennbaeesaaneaeesnsaeenns 85
Lo SR R =T T2 To [o [ ST PP RRPPPPTUPN 86
Table 74: Neighboring WI-FI NETWOTKS........uuiiiiiiiiiciiieee ettt e e e e ettt e e e e e e eetr e e e e e e eeaaabaeseaeesesasssaaseaeesesannssaseeassanas 87
TabIE 75: WI-FI AP PAraMELEIS ....uveeiieiieiiiiiiieeeeeeeiettteeeeeeeeeitatreeeeeeseatasaeseaeeseasssseseaaesaaasssaeseaaeseaasssaassaeesesasssaneeesaanas 89
LI Lo S AT AV N o - T =T g =1 Y oSS 92
Table 77: WI-FI LED State iNAICAtioN ......coiiiiiiieiieesieerte ettt ettt ettt et e e sttt sat e e sbte e sate e bt e e sabeesaaeesaseeneas 92
Table 78: SMArtMeESh [P ParamEters........uiecciie i ceie ettt et e e st e e e e r e e e e ateeeseteeeesntaeeesasaeeessseeeesssaeesasseeesnnsenanns 94
Table 79: MQTT BroKEI ParameEters....ocueirieerieesitesteesie sttt e st stte e ste e sttt e sbe e sttt e sabeessteesabeessteesaseessbeesateensseesaseensees 95
Table 80: MQTT Bridge ParamMELEIS ..cccceiiiiiiieee e e ettt e e e e eeeittt e e e e e e s eetbtbeeeaeeeeerastreseaaeseaasssaeseaeeseaasssaassaeesessssbaneeessanas 95
Table 81: SMArtMESH [P POt 2 LEDS ......uviiiiiiie ittt sttt ettt e e sttt e e st e e s sete e e sbteeessabaeessasaeeesabbeeesnabaeessaneaessnnseeenan 95

FIGURE LIST

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14
Figure 15:
Figure 16:
Figure 17.
Figure 18:
Figure 19:
Figure 20:
Figure 21:

LTIV oI Ole T g T F=d T 4 o o TS 10
MODITE WAN SEATUS .euetieiiie ittt ettt sttt e st e st e st e e sabeesabeesabeesabeesabeesabeesabeesabaesaseesabaenaseens 14
NEEWOIK STATUS ...eiutieiieeeitee ettt sa e st e st e s be e sate e sabeesabeesabeesabeesabeesaseesabeesabeesabaesaseesabaenaseens 16
DHCP STAtUS. ettt ettt e e e ettt e e e e e e b bttt e e e e e s a bbbt e e e e e e s e abebeeeeeae s e asnnbeeeeeesaansnraeeeaeesaannreee 17
TP S STATUS teeeiiieit ettt ettt e e e ettt e e e e e e bttt e e e e e e e a bbbt e e e e e e e e b e beeeeeee e e hneaeeeeeesaaanreeeeeeeeeaanreee 17
DYNDINS STatUS i 17
System log
Example syslogd startup script With the Parameter M ........cocueee e e 19
Example 1 - Network Topology for Dynamic DHCP SEIVET ........ceeiiiieeeeiiiieeecieeesrieeeestveeeeeee e esereeeeseneeeennes 20
Example 1 - LAN CoNfigUration PAge......cccuiiieiiieeiiieeeeiee e etee et e e e tve e e ete e e st e e s s ntreeeennsaeesnseaeesnsaeeennnes 21
Example 2 - Network Topology with both Static and Dynamic DHCP Servers .........ccoocceeeeeeeccivveeeeeeeeecnnns 22
Example 2 - LAN CONfigUIatioN PAG.....ccoiii ittt ettt e e e e ettee e e e e e e e st aa e e e e e e e e e naneaeeeaasseennnnees 22
EXample 3 - NETWOIrK TOPOIOZY .....uuueiiiiiiie ettt e ettt e e e e e et a e e e e e eesababaeeaaeeeeansasaeesaaesennnrnes 23
Example 3 - LAN CONfigUIatioN PAGe.....ccciii ittt ettt e e e ettt e e e e e e sabaaa e e e e e e eensneaeeeaaesennnnnees 23
Example 4 - Network Topology for VRRP cONfiguration.........c.eeccuieieeciiiiiciie e eeee e e 25
Example 4 - VRRP configuration of Main rOULEN ........coeciiii it e e e e 25
Example 4 - VRRP configuration of backup roUter.........cccviiieiiie et 25
Cellular WAN CONTIGUIATION .....euiiiiiiiie ettt ettt e e e et e e e e e s e et b e e e e e e eeesaabbeaeaaeseesnntaaaeaaesaanns 26
Advanced CDMA adminiSTration .......ieeiiiiee ittt sire e e sttt e e s ba e e ssabaeeesbbeeessabaeesaasaeas 29
Example of Mobile WAN configuration L...........oooiiiiiiiiiiiiecc ettt e e e e e ctrrre e e e e e e e eaaare e e e e e e eeannees 32
Example of Mobile WAN coNfiguration 2...........oooiiiiiiiiiieee ettt e e e et e e e e e e eeara e e e e e e e eeannaes 32


http://sharepoint/engineering/Shared%20Documents/Projects/Cellular/Spectre%20Documentation%20ALL/Documentation_User/Configuration%20Manual/SPECTRE_Configuration_Manual_R4_1414m.docx#_Toc413333315

Figure 22:
Figure 23:
Figure 24
Figure 25:
Figure 26:
Figure 27:
Figure 28:
Figure 29:
Figure 30:
Figure 31:
Figure 32:
Figure 33:
Figure 34
Figure 35:
Figure 36:
Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41:
Figure 42:
Figure 43:
Figure 44.
Figure 45:
Figure 46:
Figure 47:
Figure 48:
Figure 49.
Figure 50.
Figure 51.
Figure 52.
Figure 53.
Figure 54.
Figure 55.
Figure 56.
Figure 57.
Figure 58.
Figure 59.
Figure 60.
Figure 61.
Figure 62.
Figure 63.
Figure 64.
Figure 65.
Figure 66.
Figure 67.
Figure 68.
Figure 69.
Figure 70.
Figure 71.
Figure 72.
Figure 73.
Figure 74.

Example of Mobile WAN configuration 3........cc.oeiiiiiiiiiiiie ettt st e e s ree e s s tre e e e naa e e s ensaeeesnsaeeeennes 33

BACKUD ROUTES .....utiieiiiiie e ettt e ee et ee ettt e e et e e et e e e e s ata e e e easaeeesssaeaeeassaeeeanseaeessssaaeaasssaeeanssaeesnsseseasnsanenanes 34
(o] o oo S oToY Y {7 ={U [ = o o ISPt 35
LTE FireWall CONFIUIATION ....eiiieiiiee ettt e e et e e e st e e e e aae e e s st e e e esntaeeeenstaeesnseeeessseeeennnns 36
Example 5 - Network Topology for Firewall Application..........ccccuiiiiiiiiiiiiieieee e 37
Example 5 — LTE Firewall CoONfigUration...........uuiiiiii ittt e e ettt e e e e e e e e ae e e e e e e eeannees 37
Example 5 - Network Topology for Firewall Application..........cccuiiiiiiiiiiiiiieiee e 38
Example 5 — 3G and RT Firewall configuration...........coocuiiiicciie et e e 39
Example 6 - Network Topology fOr basic NAT ...t eeree e re e e e e e e e s e e e e saeaeeeeanes 40
Example 6 - Basic NAT CONFIUIAtION ...cccciiiiieiie ettt e et e e st e e et e e e e saa e e snseeeesnsaeeeennns 41
Example 7 - Network topology for advanced NAT ......c.eiii it erre e e e e e e et e e e seaeeeeanes 41
Example 7 - Advanced NAT CONfigUIatioN .........uuiiiiiiieeieee ettt e e e et e e e e e e e eaarae e e e e e s eeannees 42
OpenVPN tUNNEl CONTIGUIATION ....eiiii e e et e e e e e e et e e e e e e e e e sanraaeeeeeeenaas 42
OpenVPN tUNNEl CONTIGUIATION ....eiiii e e et e e e e e e et b e e e e e e e e e antbaaeeaeeenans 45
Topology of example OpenVPN cONfiGUIatioN ........ccuviiiiiii i e e e e e rar e e 46
IPSEC tUNNEIS CONFIUIATION ..eiiiieiiiee ettt e e e e e e e e e tae e e st e e e e s ntaeeeensaeeesnreeeesnsaeeeannns 47
IPSEC tUNNEI CONTIGUIAtION ..eiiiiiiiiee et e e e e e e et e e e e aae e e et teeeesstseeeenstaeesnseeessnsaeeeannes 49
Example 8 - Network topology for IPSEC tUNNEING..........eviieiiee e 50
GRE tUNNEIS CONTIGUIATION oeeeiiiiiiieee e e e et e e e e s e et b e e e e e e e e e atbeeeeaeseesantaaaeaaesaanns 51
GRE tUNNEI CONFIGUIAtION coecceeeeeee et e e e e e et re e e e e e e e e raatbeeeaeeseesnntaaneaaesennns 51
Network topology fOr GRE tUNNEIING ....coii it e e e e e st re e e e e e e e abeaeeeeaeseeannees 52
L2TP tUNNEI CONTIGUIATION ...uiiiieeiieeeeeee et e ettt e e e e e e bt e e e e e e e eesataaaeeaeeeeensasaeeaaessansnrens 53
Example 10 - Network topology for L2TP tUNNEINEG ...cc..vveieeeiiee ettt e e e e 53
PPTP tUNNEl CONFIGUIATION.....iiiiiiee ettt e e e e e et e e e etae e e e nteeeesntseeeenstaeesnseeeesnsaeeennnes 54
Example 11 - Network topology for PPTP tunneling configuration ..........cccceviiiieeieciie e 55
Example of DYNDNS CONFIGUIAtioN .......coiciiiiieiie ettt e e et e e e s tr e e e e e e e snsaeeesnsaeeeannes 56
Example of NTP CONTIGUIAtiON.........eiiiiiiee ettt e e e et e e e e e e st be e e e e e e e e eensbeaeeeeeeseennnrees 57
Example of SNIMP CONFIGUIAtION ...ccooneeiiiiiiee et e et e e e e e e et r e e e e e e s e e sanraaeeeaeeeenas 60
EXQMPIE OF the IMIIB DIOWSE .....eiieii ittt ettt e e e e et e e e e e e et bta e e e e e e e e aatbeeeaaeseeannsaaseaaesannns 60
YL oo Yo 7= =1 d o RS 61
Example of SMS cONfigUration 1 .......ccuiiiiiiiie ettt e e e et e e s eaea e e e stre e e esntaeeesnnaneesnneeaans 67
Example of SMS CONTIGUIAtION 2 .....ooieiiiieiee ettt e e e e et e e e s e e e e stte e e esntaeesensaneesnseeaans 68
Example of SMS cONfigUration 3 ...t e e et e e e st e e e s st e e e esntaeeesnnaeeesnseeaans 69
Example of SIMS CONFIGUIAtION 4 .........eeeieieeee e e e e e et e e e e e e e e atb e e e e e e eeesanraaaeaaeeeanas 70
EXPansion POrt CONTIGUIAtION ......ciii it e e e e e e et be e e e e e e e e e aatbeeeaeeseesasraaseaaeeannns 72
example of Ethernet to serial cCoOMMUNICATION.........ooiiiiiiiiiiiiee e e e e e e e e 73
Example of serial POrt @XEENSION ... . i e e e e e e e e e e e et b e e e e e e eeesanraaaeaaeeeaans 73
LU R ol o1 F{ U] =1 o o VOSSR 75
Example of Ethernet to serial USING USB POIt ......cciiiiiiiiiciiiiecieee ettt e e s e e e stae e e enae e e snaeeeens 76
Example of serial extension USING USB POIT......c.uuieiiiiieiiitiieeccieeeesteeeeiteeeestreeesseeeessreeeesnsaeeeenaneesnseeeans 76
R = [ {0 o 5T o o 1 N 77
EXQMPIE OF STAITUP SCIIPT coneeiiiiiiee ettt e e e e et e e e e e e e s bbe e e e e s e e e e aatbeeeaeeseaannsaaneaaeseanns 77
UD/DOWN SCIIPT wveeiurieirieireeeteeereeeiteeere e ettt eetveeeseeeareeeseessseesaseessseeesseesssesssseessseessseessseessseessseessseenareessseensres 78
EXQMPIE OF UP/DOWN SCIIPT cuveeiureeereeeireeeteeereeereeetreeeae e ettt e ereeeareeeaseestseessseesaseessseessseessseessseessseesasesssseensres 78
Example of aUtomMatic UPATE L....uoii ittt e e e et e e et e e e e aee e e e satreeeesnsaeeeennaeeesnreeeans 79
Example of aUtOMAtiC UPATE 2 ...ueeiiiiiiieeiee et e et e e et e e e e aea e e e ssae e e esntaeeeeanaeeesnreeaans 80
L8 E7=T g Voo U] =T PSPPSR 80
(0 =T o T= I o1 o 1 =SS 80
(0 o YoV ={=l o= 1Yo 1 o [PPSR 81
SEE QAL LIME ClOCK .. ettt s st e s bt e e e s be e e s sabaeeesbbeeessabaeesnasaeas 81
Set SMS SEIVICE CENTEI AUUIMESS. ..iiiiiiieiiiiie ettt ettt e e e st e e st e e s sbbe e e s abaeessasaeeesbbeeesnnbaeesansaeas 81
18T 0] ToTol QY 1Y I oF- [ o EE ST TSP TPTPP 82
SN SIMIS....c ettt sttt e s e sh e s it e e sh et e sa b e e s a b e e sa b e e ate e sabeena b e e sa b e e eabeesa b e e eabeesabeenabee s beenabeesabeenaree s 82


http://sharepoint/engineering/Shared%20Documents/Projects/Cellular/Spectre%20Documentation%20ALL/Documentation_User/Configuration%20Manual/SPECTRE_Configuration_Manual_R4_1414m.docx#_Toc413333343
http://sharepoint/engineering/Shared%20Documents/Projects/Cellular/Spectre%20Documentation%20ALL/Documentation_User/Configuration%20Manual/SPECTRE_Configuration_Manual_R4_1414m.docx#_Toc413333350
http://sharepoint/engineering/Shared%20Documents/Projects/Cellular/Spectre%20Documentation%20ALL/Documentation_User/Configuration%20Manual/SPECTRE_Configuration_Manual_R4_1414m.docx#_Toc413333351
http://sharepoint/engineering/Shared%20Documents/Projects/Cellular/Spectre%20Documentation%20ALL/Documentation_User/Configuration%20Manual/SPECTRE_Configuration_Manual_R4_1414m.docx#_Toc413333352
http://sharepoint/engineering/Shared%20Documents/Projects/Cellular/Spectre%20Documentation%20ALL/Documentation_User/Configuration%20Manual/SPECTRE_Configuration_Manual_R4_1414m.docx#_Toc413333353

Figure 75.
Figure 76.
Figure 77:
Figure 78:
Figure 79.
Figure 80.
Figure 81.
Figure 82.
Figure 83.
Figure 84.
Figure 85.
Figure 86.

T o] N ole g N i F=d UL -1 4 o WSS 83
(81T =1 £ 2 112 SR 83
20 T Lo 1 OO PO PPORUPUPRRUP 84
WIEFLT AP STATUS ettt ettt e e e e s e e e e e s e r e e e e e e e e mnr e e e e eeesesannrnnneeeesennns 86
WI-FI DHCP STATUS ettt ettt ettt e bttt e e e e e ettt e e e e e s aabb et e e e e e esaanbeeeeeeeeesanbabbeeeeeesannnnneaeens 86
WWI-FT SCAN ..ttt ettt et e e e ab bttt e e e e e s aa b bttt e e e e e s aa bbbt e e e e e e s anbebaeeeeseeaanbabaeeeeeesansnnaeeeens 87
T o Y - [ o o Lo - S UPRP 88
L3 Y21 =T 04 1 o SRS 88
VB I YooY oY T ={ U =Y T o I o - =TSR 91
LT N oo T o = {0 L= 1 Lo o TR 92
LT N ol T o = {0 L= 1 Lo o TSRS 93
LT N\ To T o F={U] =Y d (o] o WU 94



DOCUMENT INFORMATION

No part of this publication may be reproduced or transmitted in any form or by any means, electronic or
mechanical, including photography, recording, or any information storage and retrieval system without written
consent. Information in this manual is subject to change without notice, and does not represent a commitment on
the part of B&B Electronics Mfg. Co. Inc.

B&B Electronics Mfg. Co. Inc. shall not be liable for incidental or consequential damages resulting from the
furnishing, performance, or use of this manual.

All brand names used in this manual are the registered trademarks of their respective owners. The use of
trademarks or other designations in this publication is for reference purposes only and does not constitute an

endorsement by the trademark holder.

Used symbols

A Danger — Information regarding user safety or potential damage to the router.
0 Attention — Problems that can arise in specific situations.
-
! Useful tips or information of special interest.
GPL license

Source codes under GPL license are available free of charge by sending an email to support@bb-elec.com.

Router version

The properties and settings associated with the cellular network connection are not available in non-cellular
SPECTRE RT routers.

PPPoE configuration is only available on SPECTRE RT routers. It is used to set the PPPoE connection over Ethernet.

Pz ‘V'ir'-tu-i"."o\
g“ T‘%’ " Declared quality system
"o 1509001 C €

B&B Electronics



1. ROUTER CONFIGURATION USING A WEB BROWSER

Attention! The SPECTRE cellular router will not operate unless the cellular carrier has been correctly configured and
the account activated and provisioned for data communications. For UMTS and LTE carriers, a SIM card must be
inserted into the router. Do not insert the SIM card when the router is powered up.

You can monitor the status, configuration and administration of the router via the Web interface. To access the
router over the web interface, enter http://xxx.xxx.xxx.xxx into the URL for the browser where xxx.xxx.xxx.xxx is the
router IP address. The modem’s default IP address is 192.168.1.1. The default username is "root" and the default
password is "root".

The left side of the web interface displays the menu. You will find links for the Status, Configuration and
Administration of the router.

Name and Location displays the router’s name, location and SNMP configuration (See SNMP configuration). These
fields are user-defined for each router.

For enhanced security, you should change the default password. If the router's default password is set, the menu
item "Change password" is highlighted in red.

General Mobile Connection
Mobile WAN
Netwark ST cara : Primary
DHCE Interface : usb0
Fro Flags : Multicass
DynDNS IP Rddress : Unzssigned
System Loa State : Offline
Configuration = Less [nformation =
L Primary LAN
VRRE Interface : etho
Mobile wAN Flags : Up, Running, Multicast
Backup Routes IF Address : 192.168.1.2 $5.255.0
Firewall MAC Address 5 14:81
NAT MTU
OpenVPN Bx Data 2
1Psec Rx Packats - 118
GRE Rx Errors 3 (]
L2te R Dropped 3 0]
PPTP A Overruns s o
DynDNS Tx Data B
NTE Tx Packets 152
SNMP Tx Errors : o
SMTP Tz Dropped c o
SMS Tr Overruns ]
Expansion Port 1
Expansion Port 2 » Less Information «
USB Port
Startup Script SR
Up/Down Script Interface : ethl
Automatic Update Flags  Multicass

—_ IP Address : Unassigned
Cust i
ustomization MAC Addrass : D0:0A:14:81:62:28
User Hodules » Less Information «
Administration Peripheral Ports
Change Profile Expansion Dort 1 : Ethernet
E=me Cre=re) EZxpansion Port Z : Nene
Set Real Time Clock Forrr He e
Set SMS Service Center e e e
Unlock SIM Card
Send SMS System Information
Eadm @
o @i T Firmiare Version : $.0.3 (2014-02-14)

Serial Wumber  : 5300031

Update Firmware
Reboot Profile

: Standard

Supply Veltage 23V

Temperature 3 c

Time : 2014-04-08 15:37:32
Uptime : 0 days, 0 hours, 1 minute

Figure 1: Web Configuration
If the green LED is blinking, you may restore the router to its factory default settings by pressing RST on front panel.

The configuration will be restored to the factory defaults and the router will reboot. (The green LED will be on during
the reboot.)
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SECURED ACCESS TO WEB CONFIGURATION

The Web interface can be accessed through a standard web browser via a secure HTTPS connection.

Access the web interface by entering https://192.168.1.1 in the web browser. You may receive a message that
there is a problem with the website’s security certificate. If you do, click on “Continue to this website”. If you wish
to prevent this message, you must install a security certificate into the router.

Since the domain name in the certificate is given the MAC address of the router (such addresses use dashes instead
of colons as separators), it is necessary to access the router under this domain name. For access to the router via a
domain name, a DNS record must be added to the DNS table in the operating system.

There are three methods to add a domain name to the operating system:

e  Editing /etc/hosts (Linux/Unix)
e  Editing C:\WINDOWS\system32\drivers\etc\hosts (Windows XP)
e  Configuring your own DNS server

You must then add a security certificate to the web server on the router. When using a self-signed certificate, you
must upload your files to the certs directory /etc/certs in the router.

GENERAL

A summary of basic information about the router and its activities can be invoked by selecting the General menu
item. This page is also displayed when you login to the web interface. Information is divided into several of
separate blocks according to the type of router activity or the properties area — Mobile Connection, Primary LAN,
Peripherals Ports and System Information. If your router is equipped with a WI-FI expansion port, there is also a
WI-Fl section.

| MOBILE CONNECTION

Table 1: Mobile Connection

tem | Descripton________________

SIM Card Identification of the SIM card (Primary or Secondary)
Interface Defines the interface

Flags Defines the flags (Example: Up, Running, Multicast)

IP address IP address of the interface

MTU Maximum packet size that the equipment is able to transmit
Rx Data Total number of received bytes

Rx Packets Received packets

Rx Errors Erroneous received packets

Rx Dropped Dropped received packets

Rx Overruns Lost received packets because of overload

Tx Data Total number of sent bytes

Tx Packets Sent packet

Tx Errors Erroneous sent packets

Tx Dropped Dropped sent packets

Tx Overruns Lost sent packets because of overload

Uptime Time indicating how long the connection to mobile network is established
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PRIMARY LAN
Items displayed in this part have the same meaning as items in the previous part. Moreover, there is information
about the MAC address of the router (MAC Address item).

WIFI
Items displayed in this part have the same meaning as items in the previous part. (This is displayed if your model

has a WI-FI.)

| PERIPHERAL PORTS

Table 2: Peripheral ports

(ftem | Descripton

Expansion Port 1 Expansion port fitted to the position 1 (None indicates that this position is equipped
with no port)

Expansion Port 2 Expansion port fitted to the position 2 (None indicates that this position is equipped
with no port)

Binary Input State of binary input

Binary Output State of binary output

|SYSTEM INFORMATION

Table 3: System information

lwem | Descripton ___________________

Firmware Version Information about the firmware Version

Serial Number Serial number of the router (in case of N/A is not available)

Profile Current profile — standard or alternative profiles (profiles are used for example to
switch between different modes of operation)

Supply Voltage Supply voltage of the router

Temperature Temperature in the router

Time Current date and time

Uptime Time indicating how long the router is used

MOBILE WAN STATUS

The SPECTRE RT industrial router does not display the Mobile WAN status option.

The Mobile WAN menu item contains current information about connections to the mobile

network. The first part of this page (Mobile Network Information) displays basic information about the mobile

network in which the router is operated. There is also information about the module, which is mounted in the
router.
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Table 4: Cellular network information

tem | Descripton ___________________

Registration
Operator
Technology
PLMN

Cell

LAC

Channel

Signal Strength
Signal Quality

Neighbors
Manufacturer
Model
Revision

IMEI

ESN

MEID

State of the network registration

Specifies the operator in whose network the router is operated
Transmission technology

Code of operator

Cell to which the router is connected

Located Area Code — unique number assigned to each location area
Channel on which the router communicates

Signal strength of the selected cell

Signal quality of the selected cell:

¢ EC/10 for UMTS and CDMA technologies (It is the ratio of the signal
received from the pilot channel — EC — to the overall level of the spectral
density, i.e. the sum of the signals of other cells — 10.)

e RSRQ for LTE technology (Defined as the ratio (N x RSRP) / RSSI)
Signal quality of neighboring hearing cells

Module Manufacturer

Type of module

Revision of module

IMEI (International Mobile Equipment Identity) number of module
ESN (Electronic Serial Number) number of module (for CDMA routers)
MEID (Mobile Equipment Identifier) number of module

If a neighboring cell is highlighted in red, there is a risk that the router may repeatedly switch between the
neighboring cell and the primary cell. This can affect the performance of the router. To prevent this, re-orient the
antenna or use a directional antenna.

The next section of this window displays historical information about the quality of the cellular WAN connection

during each logging period. The router has standard intervals, such as the previous 24 hours and last week, and also

includes information one user-defined interval.

Table 5: Description of period

Today
Yesterday
This week
Last week
This period
Last period

Today from 0:00 to 23:59

Yesterday from 0:00 to 23:59

This week from Monday 0:00 to Sunday 23:59

Last week from Monday 0:00 to Sunday 23:59

This accounting period

Last accounting period

Table 6: Mobile network statistics

tem | Descripton _________________

Signal Min
Signal Avg
Signal Max
Cells

Availability

Minimal signal strength

Average signal strength

Maximal signal strength
Number of switch between cells

Availability of the router via the mobile network (expressed as a percent-age)

Tips for Mobile Network Statistics table:
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* Availability of connection to mobile network information is expressed as a percentage that is calculated by the
ratio of the time when connection to a mobile network is established to the time when the router is turned on.
¢ When you place your cursor on the maximum or minimum signal strength, you will be shown the last time the
router reached this signal strength. The middle part of this page displays information about transferred data and
number of connections for both SIM card (for each period).

Table 7: Traffic statistics

tem | Descripton __________________

RX data Total volume of received data
TX data Total volume of sent data
Connections Number of connection to mobile network establish

The last part (Mobile Network Connection Log) displays information about the mobile network connection and any
problems that occurred while establishing them.
Mobile WAN Status

Mabile Network Information

Registration : Home Network
Ope

Technology

ELMN

Cell

Signal Strength
Neighbours

-93 dBm (59)
» More Information «

Mobile Network Statistics

Yesterday This Week Last Week This Period Last Period
Min -121 dBm -121 dBm -121 dBm -121 dEm -121 dBm
vy -71 dBm -71 dBm -69 dBm -70 4dBm -85 dBm
Max -65 dBm -65 dBm -63 dBm -63 dBm -58 dBm
261 525 208 730 962
Availability 99.7% 99.7% 99.7% 99.7% 97.5%

Yesterday
21 KB
19 KB
Traffic Statistics for Secondary SIM card
Yesterday This Week Last Week This Period Last Period
0 KB 0 KB 0 KB 0 KB 0 KB
0 KB 0 KB 0 KB 0 KB 0 KB
0 0 a ] 0

Mobile Network Connection Log

succesafully established.
by signal.
ion successfully established.
by signal.
ion successfully established.
by signal.
ion successfully established.

Figure 2: Mobile WAN Status

NETWORK STATUS

Select the Network menu item to view the current system information for the router. The upper part of the window
displays detailed information about the active interfaces.

Table 8: Interface connection status

ethO, ethl Network interfaces

14



usb0 Mobile Network interface (active connection to GPRS/EDGE/CDMA/LTE)
tun0 OpenVPN tunnel interface

ipsecO IPSec tunnel interface

grel GRE tunnel interface

pppO0 PPPoE interface (Industrial RT Router only)
lo Local loopback interface

The following detailed information will be shown for each active connection.

Table 9: Description of information in network status

I I e

HWaddr Hardware MAC (unique) address of primary network interface
inet IP address of primary network interface

P-t-P IP address second ends connection

Bcast Broadcast address

Mask Network Subnet Mask

MTU Maximum transmittable packet size

Metric Number of routers that the packet must pass through

RX e packets — number of received packets

e errors —number of errors
e dropped — number of dropped packets
e overruns —incoming packets lost because of overload
e frame — number of frame errors
TX e packets — number of transmitted packets
e errors — number of packet errors
e dropped — number of dropped packets
e overruns —number of outgoing packets lost because of overload
e carrier - outgoing packet errors resulting from the physical layer

collisions Number of collisions on physical layer
txqueuelen Number of packets in the transmit queue
RX bytes Total number of received bytes

TX bytes Total number of transmitted bytes
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Interfaces

ethl Link encap:Ethernet HWaddr 00:04: :63:0D
inet addr:192.168.1.1 Bcast:192.1 1.255 Mask:255.255.255.0
TP BRO T RUNNING MULTICAST MIU:1500 Metric:l
BX packets:1718 e :0 dropped:0 runs:0 frame:0
TX packets:108 0 dropped:0 o
collisio n:32
RX bytes:177 72.9 KEB) TX bytes:82186 (80.2 EB)
Interrupt:23

1o Link encap:Local Loopback

UP LOOFBACE

RUNNING MTIU:16436
BX packets :0 dropped:0
TX packets :0 dropped:0
collisions:0 txgueuelen:0

RX bytes:0 (0.0 B) TIX bytes:0 (0.0 B)

usk0 Link encap HWaddr 00:% :00:00
inet addr:100 Bcast:100 255.255 Mask:255.255.255.255
TP BRO T RUNNING MULTICAST MIU:1500 Metric:l
r3:0 dropped:0 =
TX packets:0 errors:0 dropped:0 over
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TIX bytes:0 (0.0 B)

Route Table
Destination Gateway Flags Metric Ref TUse Iface
54.254 0.0.0.0 55.255 UH a a 0 usbo
Sl 55.0 L a a 0 etho
0.0.0.0 G a a 0 usbo

Figure 3: Network Status

DHCP STATUS

Information about the DHCP server can be accessed by selecting the DHCP status. The DHCP server provides
automatic configuration of the client devices connected to the router. The DHCP server assigns each device an IP
address, subnet mask, default gateway (IP address of router) and DNS server (IP address of router).

For each client in the list, the DHCP status window displays the following information.

Table 10: DHCP status description

I I

lease Assigned IP address

starts Time that the IP address was assigned
ends Time that the IP address lease expires
hardware ethernet Hardware MAC (unique) address

uid Unique ID

client-hostname Computer name
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DHCP Status |

Active DHCP Leases

lease 192.168.1.2 {
startas 1 2011701717 05:08:37;
ends 1 2011/01/17 08:15:37;
hardware ethernet 00:1d:92:25:72:133;
uid 01:00:1d:92:25:72:33;
client-hosthname "felgra™:

Figure 4: DHCP Status

The DHCP status may occasionally display two records for one IP address. This may be caused by resetting the client
network interface.

IPSEC STATUS

Selecting the IPsec option in the status menu of the web page will bring up the information for any IPsec Tunnels
that have been established. Up to 4 IPsec tunnels can be created. If no IPsec tunnels are configured, the status will
show that “IPsec is disabled” .

If an IPsec tunnel is established, the router will show “IPsec SA established” (highlighted in red) in the IPsec status
information.

IPsec Status

IPsec Tunnels Information

interface ethl/eth0 15Z.16%.2.Z50
interface pppld /pppd 10.0.0.13Z
(dmyid = (none)

debuyg none

"ipzecl": 19FZ_165.Z.0/24===10.0.0.13Z.._10.0.1_228===192.168.1_07Z4; erouted; sroute owner: £z

"ipsecl': wyip=unset; hisip=unset; wyup=/etc/scripts/updown; hisup=Setc/scripts/updowmn;
"ipsecl": ike_life: 3600s; dipsec_life: 3600s; rekey _margin: 540s; rekey_fuzz: 100%; keyingtries: O
"ipsecl": policy: PSE+ENCRYPT+TUMMNEL+UP; prio: 24,Z4; interface: pppl;

"ipsecl": newest ISAFMP SA: $1l; newest IPsec SA: $Z;

"ipsecl": IEE algorithm newest: AEE CBC_1Z8-SHAL-MODPZ042

#zZ: "ipsecl":500 STATE QUICKE IZ (sent QIZ,I IPsec 5S4 est,ablishedi "I EVENT_SZA BEPLACE in 2708s; newest IPSEC; erout

#Z: "ipsecl" esp.d07e32020@10. 0.1 228 esp.?2832beVeecf@ll. 0 0. 122 tun 0L0.0.1. 228 tun 0E10.0.0.13% ref=0 refhim=4294
#l: "ipsecl":500 STATE MATN T4 (ISAKMP SA established); EVENT_ SA REPLACE in 2733s; newest ISAFNP; lastdpd=-ls(s¢g

Figure 5: IPsec Status

DYNDNS STATUS

The router supports DynamicDNS using a DNS server on www.dyndns.org. If Dynamic DNS is configured, the status
can be displayed by selecting menu option DynDNS. Refer to www.dyndns.org for more information on how to
configure a Dynamic DNS client.

DynDNS Status

Last DynDNS Update Status

DymDNS record successfully updated.

Figure 6: DynDNS status
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http://www.dyndns.org/
http://www.dyndns.org/

Table 11: DynDNS report
DynDNS client is disabled.
Invalid username or password.
Specified hostname doesn’t exist.
Invalid hostname format.
Hostname exists, but not under specified username.
No update performed yet.
DynDNS record is already up to date.
DynDNS record successfully updated.
DNS error encountered.

DynDNS server failure.

For Dynamic DNS to function properly, the router’s SIM card must have a public IP address assigned.

SYSTEM LOG

Use the System Log menu item to view the router system log. The system log contains helpful information about the
operation of the router. Only the most recent information is shown on the screen, but older log entries can be viewed
by saving the system log to a file and opening it with a text editor. The Save button allows you to save the system log
to a file. The system log is cleared when the unit re-boots.

System Log I

System Messages

18970-01-01 pppd[491]: rcwvd [LCP DiscReq id=0x1 magic=0xdB8cezZfed]

1970-01-01 pppd[421]: rowd [CHAF Challenge id=0x1 00000000000000000000000000000000, name = "UMTS_CHAP_SBVE™]
1970-01-01 pppd[4%1]: sent [CHAP Response id=0x1 0a97eSba59c6efs788141219541b7b05, name = 7]

1970-01-01 pppd[491]: rewd [LCP EchoRep id=0x0 magic=0xd86ez2fed 60 8d Sc 57]

1870-01-01 pppd[491]: rcwd [CHAP Success id=0xl1 "]

1970-01-01 pppd[491]: CHAP authentication succeedesd

1970-01-01 last message repeated 1 time

1970-01-01 pppd[491]: sent [IPCP ConfReq id=0x1 addr 0.0.0.0 ms-dnsl 0.0.0.0 ms-dns3 0.0.0.0]

1970-01-01 pppd[491]: rowd [IPCP ConfReqg id=0x0]

1970-01-01 pppd[491]: sent [IPCP ConfMak id=0x0 addr 192.168.254.254]

1970-01-01 pppd[421]: rowd [IPCP ConfNak id=0x1 addr 10.169.109.133 ms-dnsl 93.153.117.1 ms-dns3 62.141.0.2]
1970-01-01 pppd[491]: sent [IPCP ConfRerqg id=0xZ addr 10.16%9.109.133 ms-dnsl 95.155.117.1 ms-dns3 62.141.0.2]

1970-01-01 00:00:24 pppd[421]: rowd [IPCP ConfRedq id=0x1]

1970-01-01 00:00:24 pppd[491]: sent [IPCP Confiack id=0x1]

1970-01-01 00:00:24 pppd[4%1]: rcwd [IPCP Confick id=0xz2 addr 10.16%9.109.133 wms-dnsl 23.153.117.1 ms-dnsd 62.141.0.2]
1970-01-01 00:00: 24 dnsmasg[399]: reading Afetci/resolw.conf

1970-01-01 00:00:24 dnsmasg[399]: using nameserver 62.141.0.2§53

1970-01-01 00:00:24 dnsmasg[399]: using nameserver 93.153.117.1#53

1970-01-01 00:00:24 pppd[491]: local IF address 10.1659.109.133

1970-01-01 00:00:24 pppd[421]: remote IP address 192.168.Z254.254

1970-01-01 00:00:24 pppd[491]: primary DNS address 93.153.117.1

1970-01-01 00:00:24 pppd[421]: secondary DN3 address 62.141.0.2

1970-01-01 00:00:24 pppd[491]: Script fetc/scripts/sip-up started (pid 495)

1970-01-01 00:00:25 pppd[491]: Script fetc/scripts/ip-up finished (pid 495), status = 0x0
1970-01-01 00:16:14 login[525]: root login on “ttypld!'

Figure 7: System log

The Syslog default size is 1000 lines. When the system log reaches the maximum size, it is deleted and a new log file
is started.

The program syslogd can be run on the router to configure the system log. The syslogd option “-s" followed by a
decimal number will set the maximum number of lines in the log file. The "-r" option followed by the hostname or IP
address will enable logging to a syslog daemon on a remote computer. On remote Linux machines, the syslog
daemon is enabled by running syslogd with the parameter “-r”. On remote Windows machines, a syslog server such
as Syslog Watcher must be installed.

To enable remote logging when the router powers up, modify the script "/etc/init.d/syslog" or insert the commands
"killall syslogd" and "syslogd <options>" into the startup script.
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The following example shows how to send syslog information to a remote server at 192.168.2.115 on startup.

Startup Script

Startup Script

#!/bin/sh

#

# Thi= script will be executed *after?® all the other init scripts.
# You can put your own initialization stuff in here.

killall sy=slogd
syslogd -R 192.165.2.115

Figure 8: Example syslogd startup script with the parameter -r

LAN CONFIGURATION

Select the LAN menu item to enter the network configuration for the Ethernet ports. The main Ethernet port, ETH, is
setup in the Primary LAN section. If the router has additional Ethernet ports (PORT1 or PORT2), they are configured
under the Secondary LAN section. For routers with 2 additional Ethernet ports, PORT1 and PORT2 are automatically
bridged together.

Table 12: Configuration of network interface

lwem | . Descripon
DHCP Client e disabled — The router will not obtain an IP address automatically from a DHCP
server on the network.
e enabled — The router will attempt to obtain an IP address automatically from a
DHCP server on the network.

IP address Fixed IP address of the network interface.
Subnet Mask IP address Subnet Mask for the interface.
Media type e Auto-negotiation — The router automatically selects the communication speed

of the network interface.
e 100 Mbps Full Duplex — The router communicates at 100Mbps, in full-duplex

mode.
e 100 Mbps Half Duplex - The router communicates at 100Mbps, in half-duplex
mode.
e 10 Mbps Full Duplex - The router communicates at 10Mbps, in full-duplex
mode.
e 10 Mbps Half Duplex - The router communicates at 10Mbps, in half-duplex
mode.
Default Gateway IP address of Default gateway for the router. When entering IP address of default

gateway, all packets for which the record was not found in the routing table are sent to
this address.

DNS server IP address of the primary DNS server for the router.

The DHCP server assigns the IP address, default gateway IP address, and IP address of the DNS server to the
connected DHCP clients.

The DHCP server supports both static and dynamic assignment of IP addresses. In Dynamic IP address assignment,
the DHCP server will assign a client the next available IP address from the allowed IP address pool. Once the lease
time on an IP address has expired, the DHCP server is free to re-assign that IP to another client.
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Table 13: Configuration of a dynamic DHCP server

wem | Descripton ____________________

Enabl i . . .
LD G Il Select this option to enable a dynamic DHCP server.

DHCP leases

IP Pool Start Starting IP address of the range allocated to the DHCP clients.

IP Pool End Ending IP address of the range allocated to the DHCP clients.

Lease time Time in seconds that the IP address is reserved before it can be re-used.

The DHCP server can also assign a Static IP address to a client. The MAC address of the client must be configured in
the MAC address table along with the desired IP address. Up to 6 static IP addresses are supported. Do not overlap
the static IP addresses with the addresses allocated by the dynamic DHCP address pool. Otherwise, the network
may function incorrectly.

Table 14: Configuration of static DHCP server

ftem ________ Description

Enable static DHCP

Select this option to enable a static DHCP server.

leases
MAC Address MAC address of a DHCP client.
IP Address Assigned IP address.

Example of the network interface configuration for a dynamic DHCP server:

e The range of dynamically allocated addresses is from 192.168.1.2 to 192.168.1.4.
e The addresses are allocated for 600 seconds (10 minutes).

192.168.1.2 \ %

GSM / GPRS

192.168.1.1

192.168.1.3

192.168.1.4
Figure 9: Example 1 - Network Topology for Dynamic DHCP Server
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LAN Configuration

Primary LAN Secondary LAN
DHCP Client disabled ¥ || disabled T
IF Address 192.168.1.1
Subnet Mask 255.265.255.0
Bridged no | no v
Media Type auto-negotiation ¥ || auto-negotiation v

Default Gateway
DNS Server

¥/ Enable dynamic DHCP leases

IP Pool Start 192.168.1.2

1P Pool End 192.168.1.4

Lease Time G00 sec

Enable static DHCF |leases
MAC Address IP Address

Apply

Figure 10: Example 1 - LAN Configuration Page
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Example of the network interface configuration with both dynamic and static DHCP servers:

e The allocated address range is from 192.168.1.2 to 192.168.1.4.

e The address is allocated for 10 minutes.

e The client with MAC address 01:23:45:67:89:ab has IP address 192.168.1.10.
e The client with MAC address 01:54:68:18:ba:7e has IP address 192.168.1.11.

]

f zzs3s § 192.168.1.2

192.168.1.3

N
B

192.168.1.4
S

192.168.1.10

A -

% GSM / GPRS

152.168.1.1

192.168.1.11
01-23-45-67-89-ab 01-54-68-18-ba-7e

Figure 11: Example 2 - Network Topology with both Static and Dynamic DHCP Servers

LAN Configuration

Primary LAN Secondary LAN
DHCP Client disabled ¥ || disabled
IP Address 18216811
Subnet Mask 2552552550
Bridged no T no
Media Type auto-negotiation ¥ | auto-negotiation

Default Gateway
DNS Server

¥/ Enable dynamic DHCF leases

IP Pool Start 192.168.1.2

IP Pool End 192.168.1.4

Lease Time G500 seC

#| Enable static DHCP leases

MAC Address IP Address
01:23:45.67:89:ab 192.168.1.10
01:54:658:18ba7e 192.168.1.11
[ Apply

Figure 12: Example 2 - LAN Configuration Page
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Example of the network interface configuration with default gateway and DNS server:

e Default gateway IP address is 192.168.1.20
e DNSserver IP address is 192.168.1.20

Q 192.168.1.2

i

192.168.1.3

GSM / GPRS

!
«—
e

192.168.1.4

192.168.1.20
Figure 13: Example 3 - Network Topology
LAN Configuration |
Primary L&MN Secondary LAN
DHCP dlient | disabled v || disablad v|
IP Address [192.188.1.1 i |
Subnet Mask  [255.255.256.0 | |
Media Type | autc-negotiation - || auto-hegotistion v|

Default Gateway |192.168.1.20 |
DMS Server [192.168.1.20] |

Enable dynarmic DHCP leases

IP Pool Start  [192.168.1.2 |
1P Pool End [132.168.1 4 |
Lease Time |BDD |sec

[ Enahle static DHCF leases
MAC Address IP Address

Figure 14: Example 3 - LAN Configuration Page
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VRRP CONFIGURATION

Select the VRRP menu item to enter the VRRP configuration. VRRP protocol (Virtual Router Redundancy Protocol)
allows you to transfer packet routing from the main router to a backup router in case the main router fails. This can
be used to provide a wireless cellular backup to a primary wired router in critical applications. If the Enable VRRP is
checked, you may set the following parameters.

Table 15: VRRP configuration

eem | Descripton _______________

Virtual Server IP This parameter sets the virtual server IP address. This address must be the same for

Address both the primary and backup routers. Devices on the LAN will use this address as their
default gateway IP address.

Virtual Server ID This parameter distinguishes one virtual router on the network from another. The main
and backup routers must use the same value for this parameter.

Host Priority The active router with highest priority set by the parameter Host Priority, is the main

router. According to RFC 2338, the main router should have the highest possible priority
- 255. The backup router(s) have a priority in the range 1 — 254 (default value is 100). A
priority value of 0 is not allowed.

You may set the Check connection flag in the second part of the window to enable automatic test messages for the
cellular network. In some cases, the mobile WAN connection could still be active but the router will not be able to
send data over the cellular network. This feature is used to verify that data can be sent over the PPP connection and
supplements the normal VRRP message handling. The currently active router (main/backup) will send test messages
to the defined Ping IP Address at periodic time intervals (Ping Interval) and wait for a reply (Ping Timeout). If the
router does not receive a response to the Ping command, it will retry up to the number of times specified by the
Ping Probes parameter. After that time, it will switch itself to a backup router until the PPP connection is restored.

Table 16: Check connection

tem | Description ___________________

Ping IP Address Destination IP address for the Ping commands.
Ping Interval Interval in seconds between the outgoing Pings.
Ping Timeout Time in seconds to wait for a response to the Ping.
Ping Probes Maximum number of failed ping requests

You may use the DNS server of the mobile carrier as the destination IP address for the test messages (Pings).

The Enable Traffic Monitoring option can be used to reduce the number of messages that are sent to test the PPP
connection. When this parameter is set, the router will monitor the interface for any packets different from a ping.
If a response to the packet is received within the timeout specified by the Ping Timeout parameter, then the router
knows that the connection is still active. If the router does not receive a response within the timeout period, it will
attempt to test the mobile WAN connection using standard Ping commands.

24



Example of the VRRP protocol:

Main router
Virtual server ID 5

Host priority 255
| e
- ETH N'

152.168.1.2

Backup router
Virtual server ID 5
192.168.1.3 Host priority 100

Figure 15: Example 4 - Network Topology for VRRP configuration

YRRP Configuration

Enable WRRP
Virtual Server IP Address |192.168.1.1 ]
Wirtual Server ID [s

Host Priority 255 J

Check PPP connection
Ping IP Address

Ping Interval ] ser
Ping Timout isec
Ping Probes 1D |

[J Enable traffic monitoring

Figure 16: Example 4 - VRRP configuration of main router

¥RRP Configuration

¥! Enable WRRP
Wirtual Server IP Address 1 9216811

Yirtual Server ID |5

Host Priority 1 uli}

Check PPP connection

Ping 1P Address [10.013 7
Ping Interval 1E| sec
Ping Timout 5 ' sec
Ping Probes 1D ,

[ Enable traffic manitoring
Figure 17. Example 4 - VRRP configuration of backup router
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MOBILE WAN CONFIGURATION

The SPECTRE RT industrial router does not display the Mobile WAN Configuration option.

Select the Mobile WAN menu item to enter the cellular network configuration page.

Mobile WAN Configuration

#| Create connection to mobile network

Primary SIM card Secondary SIM card
Carrier Generic UMTS ¥ || Generic UMTS ¥
APN *
Username *
Password *
Authentication PAP ar CHAP ¥ || PAP or CHAP v
IP Address *

FPhone Mumber *

Operator *

Network Type automatic selection ¥ || automatic selection r

PIN *

MRU 1500 1500 bytes
MTU 1500 1500 bytes
DNS Settings get from operator ¥ || get from operator r

ONS Server

(The featurs o

Check Connection disabled ¥ || disabled r
Ping IP Address

Ping Interval sEC

check connection to mobile network (s necessary for uninterrupted operation)

Enable traffic monitoring

Data Limit MB
Warning Threshaold %G
Accounting Start 1

Default SIM card primary r
Backup SIM card secondary r

Switch to other SIM card when connection fails

Switch to backup SIM card when roaming is detected and switch to default SIM card when home network is detected
Switch to backup SIM card when data limit is exceeded and switch to default SIM card when data limit isn't exceeded
Switch to backup SIM card when binary input is active and switch to default SIM card when binary input isn't active
Switch to default SIM card after timeout

Initial Timeout G0 min
Subsequent Timeout * min
Additive Constant * min

Enable PFFPoE bridge mode
* can be blank

Figure 18: Cellular WAN configuration
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CELLULAR CARRIER SELECTION

The SPECTRE 3G Cellular Router can be configured to communicate on up to 2 UMTS or CDMA cellular networks.
This allows the router to switch to a second carrier network if there is a problem with the primary network. The
router can only communicate on one cellular network at a time and if redundancy is not required, then only one
account needs to be activated. For GSM/UMTS networks, the account information will be on the SIM card provided
by the carrier. For CDMA networks, the account is provisioned over-the-air by the network provider and a SIM card
is not required. The Mobile Equipment Identifier (MEID) of the router must be provided to the CDMA network
cellular carrier when the account is set up.

The primary and secondary cellular carriers are selected using the drop-down lists on the Cellular WAN
configuration page under the Primary and Secondary SIM card headings. The 3G router supports AT&T, Verizon,
Sprint, T-Mobile, and Rogers Cellular networks. Verizon and Sprint have CDMA networks and the others are GSM
networks. The default carrier is set to a generic UMTS provider. Refer to Sprint CDMA network connection section
below for activating the router on the Sprint CDMA network.

The carrier selection drop-down list is not available on LTE devices. For LTE devices, the carrier must be specified
when ordering the router and the account settings will be on the SIM card provided by the network operator.

CONNECTION TO MOBILE NETWORK CONNECTION

If the Create connection to mobile network option is selected, the router will automatically try to establish a
connection after power up. If the attempt is unsuccessful, the router will re-boot and try again. For GSM/UMTS and
LTE networks, the following network information can be configured. In most cases, the necessary information will
be included on the SIM card provided by the carrier and these fields can be left empty or at their default values.
Please contact your cellular network provider for more information.

Table 17: GPRS connection configuration

tem | Desription ________________

Carrier Generic, AT&T, T-Mobile, Sprint, Verizon (These are commonly used options on the drop-
down list only available on the 3G Models)

APN Network identifier (Access Point Name)

Username User name to log into the GSM network

Password Password to log into the GSM network

Authentication Authentication protocol in GSM network

e PAP or CHAP — Router is chose either authentication method.
e PAP — Router will use PAP authentication.
e CHAP — Router will use CHAP authentication.

IP Address IP address of SIM card. (Required if a static IP address was assigned by the cellular carrier.)

Phone Number Telephone number to dial a GPRS or CSD connection. Router uses *99***1 # as the
default telephone number.

Operator PLNM code for the network operator

Network type e  Automatic selection — The router will automatically select the network type

e Depending upon the type of router, it is also possible to select a specific method
of data transmission (GPRS, EDGE, UMTS ...).
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PIN PIN code for the SIM card. (Only required if the SIM card has been locked with a PIN to
prevent unauthorized access)

MRU (Maximum Receiving Unit) — The maximum packet size that can be received in a given
environment. Default value is 1500 bytes. Other settings may cause incorrect transmission
of data.

MTU (Maximum Transmission Unit) — The maximum packet size that can be transmitted in a

given environment. Default value is 1500 bytes. Other settings may cause incorrect
transmission of data.

If the IP address field is not filled in, the network operator will automatically assign an IP address when the
connection is established. If a static IP address is supplied by the operator, the time required to connect to the
network will be reduced.

If the APN field is not filled in, the router will automatically select the APN based on the IMSI code of the SIM card.
If the PLMN of the cellular carrier is not in the APN list, then default APN is “internet”. Contact your mobile operator
to determine if the APN information must be entered.

Access to the SIM card may be blocked if the PIN code for a locked SIM is entered incorrectly. Contact technical
support if your SIM card becomes blocked.

If only one SIM card is installed in the router, the router switches between the APNs on the SIM card. A router
with two SIM cards switches between SIM cards.

The items marked with an ‘*’ should only be entered if they are required by the cellular network operator. If the
router is unable to establish a Mobile Network connection, verify that the network settings have been entered
correctly. You may also try a different authentication method or network type.
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SPRINT CDMA NETWORK CONNECTION

The SPECTRE 3G router must be manually activated on the Sprint network using the web interface after the account
has been set up by Sprint.

To activate the router on the Sprint network:

1.

Ensure that a data account has been set up by Sprint. You will need to provide the MEID of the router
to the Sprint account rep. This number can be found on the label on the bottom of the router and on
the outside of the router package. It can also be found on the Mobile WAN status web page when
Sprint is selected as the primary carrier.

Connect the antennas and Ethernet cable to the router and power up the device.

Select Sprint as the primary carrier on the Mobile WAN configuration web page. This will enable the
CDMA Administration menu item.

Bring up the Advanced CDMA Administration web page by clicking on the CDMA menu item under
Administration.

Click on the Activate Device button to perform the over-the-air device activation. When it is complete,
you can view the Mobile Device Number (MDN) on the Mobile WAN status page.

If the activation fails, verify that the antenna connections are tight and that the correct MEID has been
set up on the Sprint network.

SPECTRE 3G UMTS/CDMA Router

ot | [Ty —

Network One-Touch OTA Pravisianing
Mobile WAN
s Client-Initiated Device Canfiguration (CIDC)
DynDNS
System Lag
Clene-tniated Prefarad Roaming Lis (CTPRL]
LAN
VRRE
Tl Gy Reset Cellular Module te Factory Defaults
Firzwall Reset Modu
NAT
OpenVPN
IPssc
GRE
L27p
PETP
DynDNS
NTR
SNMP
SMTB
SMS
Expansien Port 1
Expansion Port 2
USB Part
Startup Scripr
Up/Down Script
Automatic Update
User Modules

Change Brofile
Change Password
coma

Set Real Time Clock
Set SMS Service Center
Unlock SIM Card

Send 5M5

Backup Configuration
Restore Configuration
Update Firmware
Reboot

Figure 19: Advanced CDMA administration
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DNS ADDRESS CONFIGURATION

If Get DNS address from operator option is selected, the router will automatically attempt to get the IP addresses
for the primary and secondary DNS servers from the cellular network operator.

CHECK CONNECTION TO MOBILE NETWORK CONFIGURATION

You may set the Check connection flag to enable automatic test messages for the cellular network. In some cases,
the PPP connection may still be active but the router will not be able to send data over the cellular network.
The router will send a Ping command to the Ping IP Address at periodic time intervals (Ping Interval) If the router
does not receive a response to the Ping command, it will retry up to the number of times specified by the Ping
Probes parameter. After that time, it will switch itself to a backup router until the mobile network connection is
restored.

Table 18: Check connection to mobile network configuration

eem | Descripton __________________

Ping IP Address Destination IP address or domain name for the ping queries.
Ping Interval Time intervals between the outgoing pings.

If the Enable Traffic Monitoring option is selected, the router stops sending ping questions to the Ping IP Address
and it will watch traffic in mobile network connection. If mobile network connection is without traffic longer than
the Ping Interval, then the router sends ping questions to the Ping IP Address.

Note: It is recommended that you enable Check Connection to ensure reliable data communication.

| DATA LIMIT CONFIGURATION

The router can be configured to automatically send an SMS message or switch to a backup SIM card if the amount
of data sent or received exceeds a given threshold for the monthly billing period.

Table 19: Data limit configuration
lwem |  Descripion

Data limit With this parameter, you can set the maximum expected amount of data transmitted
(sent and received) over the cellular network in one billing period (month).

Warning Threshold Percentage of Data Limit (50% to 99%). The router will send an SMS message with
Router has exceeded (value of Warning Threshold) of data limit in the message text
when this threshold is exceeded.

Accounting Start Sets the day of the month in which the billing cycle starts for the SIM card being used.
The start of the billing period is determined by the network operator.

If neither one of the options Switch to backup SIM card when data limit is exceeded (see next) or Send SMS when
data limit is exceeded (see SMS configuration) is selected, the data limit will be ignored.

SWITCHING BETWEEN SIM CARDS OR NETWORKS

You may define rules in the router for switching between two APNs on one SIM card or between two SIM cards or
network providers. The router can automatically switch between the network setups when the active PPP
connection is lost, the data limit is exceeded, or the binary input on the front panel goes active.
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Table 20: Default and backup SIM configuration
lwem |  Deseripon
Default SIM card This parameter sets the default APN or SIM card for the PPP connection. If this
parameter is set to none, the router boots up in off-line mode and it will be
necessary to initiate the PPP connection by sending an SMS message to the router.
Backup SIM card Defines the backup APN or SIM card.

If parameter Backup SIM card is set to none, then the parameters Switch to other SIM card when connection fails,
Switch to backup SIM card when roaming is detected and Switch to backup SIM card when data limit is exceeded
will switch the router to off-line mode

Table 21: Switch between SIM card configurations
lem | Descripon |
Switch to other SIM card  If the PPP connection fails, the router will switch to the secondary SIM card or
when connection fails secondary APN of the SIM card. The router will switch to the backup SIM card if the
router is unable to establish a PPP connection after 3 attempts or the Check the
PPP connection option is selected and the router detects that the PPP connection

has failed.
Switch to backup SIM If roaming is detected, this option forces the router to switch to the secondary SIM
card when roaming is card or secondary APN of the SIM card.
detected
Switch to backup SIM This option enables the router to switch to the secondary SIM card or secondary

card when data limit is APN of the SIM card when the data limit of default APN is exceeded.
exceeded

Switch to backup SIM This parameter forces the router to switch to the secondary SIM card or secondary
card when binary input APN of the SIM card when binary input ‘bin0’ is active.

is active

Switch to primary SIM This parameter defines the method the router will use to try to switch back to the
card after timeout default SIM card or default APN.

The following parameters define the amount of time that must elapse before the router will attempt to go back
to the default SIM card or APN.

Table 22: Switch between SIM card configurations
lwem |  Descripon
Initial timeout The first attempt to switch back to the primary SIM card or APN shall be made after
the time defined in the parameter Initial Timeout. The range of this parameter is
from 1 to 10000 minutes.
Subsequent Timeout After an unsuccessful attempt to switch to the default SIM card, the router will
make a second attempt after the amount of time defined in the parameter
Subsequent Timeout. The range is from 1 to 10000 minutes.
Additive constant Any further attempts to switch back to the primary SIM card or APN shall be made
after a timeout computed as the sum of the previous timeout period and the time
defined in the parameter Additive constants. The range is from 1 to 10000
minutes.

Example: Option Switch to primary SIM card after timeout is checked and the parameters are set as follows: Initial
Timeout = 60 min. Subsequent Timeout = 30 min. Additive Constant = 20 min.

The first attempt to switch back to the primary SIM card or APN shall be carried out after 60 minutes. The second
attempt will be made 30 minutes later. The third attempt will be made after 50 minutes (30+20). The fourth
attempt will be made after 70 minutes (30+20+20).
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| PPPOE BRIDGE MODE CONFIGURATION

If the Enable PPPoE bridge mode option is selected, the router will activate the PPPoE bridge protocol. PPPoE
(point-to-point over ethernet) is a network protocol for encapsulating Point-to-Point Protocol (PPP) frames inside
Ethernet frames. This feature allows a device connected to the ETH port of the router to create a PPP connection
with the cellular network.

The figure below describes the situation, when the connection to mobile network is controlled on the address
198.51.100.1 in the time interval of 60 s for primary SIM card and on the address example.com in the time interval
80 s for secondary SIM card. In the case of traffic on the router the control pings are not sent, but the traffic is
monitored.

(The feature of checlk connection to mobile network is necessary for uninterrupted operation)
Check Connection enabled T || enabled v

Fing IF Address 198.51.100 1 example.com

Ping Interval 60 a0 zeC

¥ Enable traffic monitoring

Figure 20: Example of Mobile WAN configuration 1

Figure 21 shows an example of how to configure the router to automatically switch to the backup SIM card when it
exceeds the data limit of 800 MB in the billing period. It will send out a warning SMS message when 400 MB of data
have been transmitted. In the example shown, the billing period begins on the 18th day of the month.

Data Limit 200 MEBE
Warning Threshold a0 %G
Accounting Start 18

Default SIM card primary r
Backup SIM card secaondary r

Switch to other SIM card when connection fails

Switch to backup SIM card when roaming is detected and switch to default SIM card when home network is detected
| Switch to backup SIM card when data limit iz exceeded and switch to default SIM card when data limit isn't exceeded

Switch to backup SIM card when binary input is active and switch to default SIM card when binary input isn't active

Switch to default SIM card after timeout

Initial Timeout &0 min
Subsequent Timeout * min
Additive Constant * min

Figure 21: Example of Mobile WAN configuration 2
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Example: Configuring the router to switch to offline mode when it detects that it is roaming. The first attempt to
switch back to the default SIM card is made after 60 minutes, the second after 40 minutes, the third after 50
minutes (40 +10)...

Default SIM card primary r

Backup SIM card none T

Switch to other SIM card when connection fails
¥ Switch to backup SIM card when roaming is detected and switch to default SIM card when home network is detected
Switch to backup SIM card when data limit is exceeded and switch to default SIM card when data limit isn't exceeded
Switch to backup SIM card when binary input is active and switch to default SIM card when binary input isn't active
#| Switch to default SIM card after timeout

Initial Timeout &0 min
Subzequent Timeout * |40 min
Additive Constant * 10 min

Figure 22: Example of Mobile WAN configuration 3

BACKUP ROUTES

By using the configuration form on the Backup Routes page, you can back up the primary connection with
alternative connections to the Internet/mobile network. Each back up connection can be assigned a priority.
Switching between connections is done based on set priorities and the state of the connections (for Primary LAN
and Secondary LAN).

If the Enable backup routes switching option is checked, the default route is selected according to the settings
below.

You can set the parameters for enabling each of backup route

If the Enable backup routes switching option is not checked, the Backup routes system operates in the so-called
backward compatibility mode. The default route is selected based on implicit priorities according to the status of
each enabled network interface. The names of backup routes and corresponding network interfaces, in order of
implicit priorities, are:

e Mobile WAN (pppX, usbX)
* PPPoE (ppp0)

¢ Secondary LAN (eth1)

® Primary LAN (ethQ)

Example:

Secondary LAN is selected as the default route only if Create connection to mobile network

option is not checked on the Mobile WAN page, alternatively if Create PPPoE connection

option is not checked on the PPPoE page. To select the Primary LAN it is also necessary

not to be entered IP address for Secondary LAN and must not be enabled DHCP Client for Secondary LAN.

Table 23: Backup routes

I Iy

Priority Priority for the type of connection

Ping IP Address Destination IP address of ping queries to check the connection (address cannot be
specified as a domain name)

Ping Interval Time intervals between sent ping queries

33



Backup Routes Configuration

[[] Enable backup routes switching for Mobile WAN

Priority | 1st V|

[1 Enable backup routes switching for Primary LAN

Priority | 1st V|

Ping IP Address | |

Ping Interval | |sec

[[] Enable backup routes switching for Secondary LAN

Priority | 1st V|

Ping IP Address | |

Ping Interval | ‘sec

Figure 23: Backup Routes

PPPOE CONFIGURATION

The SPECTRE cellular router does not support the PPPoE configuration option. PPPoE configuration is only available
on SPECTRE RT routers. It is used to set the PPPoE connection over Ethernet.

PPPoE (Point-to-Point over Ethernet) is a network protocol where PPP frames are encapsulated in Ethernet frames.
The PPPoE feature in the SPECTRE RT industrial router operates in client mode. The router will connect to a PPPoE
server or a PPPoE bridge device such as an ADSL modem.

To enter the PPPoE configuration, select the PPPoE menu item. If the Create PPPoE connection option is selected,

the router will attempt to establish a PPPoE connection on power up. The PPPoE client will connect to devices that
support either a PPPoE bridge or a PPPoE server. After a PPPoE connection is established, the router obtains the IP
address of the PPPoE Server device and all communications from the device are forwarded to the industrial router.

Table 24: PPoE configuration

(tem | Descripton

Username Username for secure access to PPPoE
Password Password for secure access to PPPoE
Authentication Authentication protocol in GSM network

e PAP or CHAP — Router is chosen one of the authentication methods.
e PAP-—Itis used PAP authentication method.
e CHAP — It is used CHAP authentication method.

MRU (Maximum Receiving Unit) — The maximum packet size that can be received in the
given environment. Default value is set to 1492 bytes. Other settings may cause
incorrect data transmission.

MTU (Maximum Transmission Unit) — The maximum packet size that can be transmitted in
the given environment. Default value is set to 1492 bytes. Other settings may cause
incorrect data transmission
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PPPoE Configuration

[] create PPPoE connection

Username *

Password *

Suthentication | PAP or CHAP i

MRU 1482 bytes
MTU 1482 bytes

Get DNS addresses from server

Figure 24: PPPoE configuration

LTE FIREWALL CONFIGURATION

The first security element which incoming packets must pass is check of enabled source IP address and destination
ports. The IP address can be specified from which you can remotely access the router and the internal network
connected behind a router. If the Enable filtering of incoming packets items is checked (located at the beginning of
the configuration form Firewall), this element is enabled and accessibility is checked against the table with IP
addresses. This means that access is permitted only to the address specified in the table. It is possible to define up
to eight remote accesses. There are the following parameters:

Table 25: LTE Firewall configuration
lwem | Descripon
Source IP address from which access to the router is allowed
Protocol Specifies protocol for remote access
e all—access is allowed by all
e TCP —access is allowed by TCP
e UDP — access is allowed by UDP
e ICMP — access is allowed by ICMP
Target Port The port number on which access to the router is allowed
Action Type of action:
e allow —access is allowed
e deny—access is denied

Caution! The firewalls on the 3G and LTE models do not filter traffic received over the Ethernet ports.

The following part of the configuration form defines the forwarding policy. If enabled filtering of forwarded packets
item is not checked, packets are automatically accepted. If this item is checked and incoming packet is addressed to
another network interface, it will go to the FORWARD chain. In case that the FORWARD chain accepted this packet
(there is a rule for its forwarding), it will be sent out. If the forwarding rule does not exist, packet will be dropped.

Then there is a table for defining the rules. It is possible to allow all traffic within the selected protocol (rule

specifies only protocol) or create stricter rules by specifiying items for source IP address, destination IP address and
port.
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Table 266: LTE Firewall configuration

tem | Descripton ___________________

Source IP address of source device
Destination IP address of destination device
Protocol Specifies protocol for remote access

e all—access is allowed by all

e TCP —access is allowed by TCP

e UDP — access is allowed by UDP

e ICMP — access is allowed by ICMP
Target Port The port number on which access to the router is allowed
Action Type of action:

e allow —access is allowed

e deny - access is denied

There is also the possibility to drop a packet whenever request for service which is not in the router comes (check
box named Enable filtering of locally destinated packets). The packet is dropped automatically without any
information.

As a protection against DoS attacks (this means attacks during which the target system is flooded with plenty of
meaningless requirements) is used option named Enable protected against DoS attacks which limits the number of
connections per second for five.

Firewall Configuration

Enable filtering of incoming packets

Source * Protocal Target Port * Action
all r allow ¥
all r allow ¥
ICMFP ¥ allow ¥
all v allow ¥
all v allow ¥
all v allow ¥
all v allow ¥
all v allow ¥

Enabled filtering of forwarded packets

Source * Destination * Protocol  Target Port * Action
all r allow ¥
all r allow ¥
all r allow ¥
all r allow ¥
all r allow ¥
all r allow ¥
all r allow ¥
all r allow ¥

Enable filtering of locally destinated packets

Enable protection against DoS attacks
* can be blank

Apply

Figure 25: LTE Firewall configuration
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Example firewall configuration:
The router has allowed the following access:

e from host address 171.92.5.45 using any protocol
e from host address 10.0.2.123 using TCP protocol on any ports
e from host address 142.2.26.54 using ICMP protocol

TCP/1000 I}‘ %
<\/) e.""91/

ALL ICMP

10.0.2.123

142.2.26.54
171.92.5.45

Figure 266: Example 5 - Network Topology for Firewall Application

Firewall Configuration

#| Enable filtering of incoming packets
Source * Protocol Target Port * Action

#171.92.5.45 all v allow ¥

#10.0.2.123 TCP ¥ 1000 allow ¥

#142.2.26.54 ICMP ¥ allow ¥
all v allow ¥
all v allow ¥
all v allow ¥
all v allow ¥
all v allow ¥

Figure 277: Example 5 — LTE Firewall configuration

3G and RT FIREWALL CONFIGURATION

The 3G and RT router firewall can be configured to only allow certain hosts to access the router and internal LAN
network or it can only allow traffic on a certain IP port to pass through to the internal network. Up to 8 filters can
be defined when the Allow remote access only from specified hosts option is selected. The following parameters
can be defined for each filter: Source, Source IP Address, Protocol and Target Port.
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Table 277: 3G and RT Firewall configuration

tem | Descripton ____________________

Source IP address of source device
Destination IP address of destination device
Protocol Specifies protocol for remote access

e all—access is allowed by all
e TCP —access is allowed by TCP
e UDP — access is allowed by UDP
ICMP — access is allowed by ICMP
Target Port The port number on which access to the router is allowed
Action Type of action:
e allow —access is allowed
e deny - access is denied

Caution! The firewalls on the 3G and LTE models do not filter traffic received over the Ethernet ports.

Example firewall configuration:
The router has allowed the following access:

e from host address 171.92.5.45 using any protocol
e from host address 10.0.2.123 using TCP protocol on any ports
e from host address 142.2.26.54 using ICMP protocol

TCP/1000 '}. %
0 Sy »

ICMP

10.0.2.123

ALL

142.2.26.54
171.92.5.45

Figure 288: Example 5 - Network Topology for Firewall Application
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Firewall Configuration

#| Allow remote access only from specified hosts
Source Source IP Address = Protocol Target Port =
single address ¥ | [171.92.5.45 all v
single address ¥ | (10.0.2.123 TCP v 1000
single address ¥ | |142.2.26.54 ICMP v
single address ¥ all v
single address ¥ all v
single address ¥ all v
single address ¥ all v
single address ¥ all v
* can be blank
Apply

Figure 299: Example 5 — 3G and RT Firewall configuration

NAT CONFIGURATION

NAT (Network address Translation / Port address Translation - PAT) is a method of sharing a single external IP address
among many internal hosts. It also helps prevent unauthorized access to the internal network. To enter the Network
Address Translation configuration, select the NAT menu item. Up to sixteen NAT rules may be defined.

Table 288: NAT configuration

tem | Descripton __________________

Public Port Public port

Private Port Private port

Type Protocol selection

Server IP address IP address which will be forwarded incoming data.

If you need to set up more than 16 NAT rules, insert the following statement into the startup script
iptables -t nat -A napt -p tcp --dport [PORT_PUBLIC] -j DNAT --to-destination [IPADDR]:[PORT1_PRIVATE]

The IP address parameter [IPADDR] and port parameters [PORT_PUBLIC]
and [PORT1_PRIVATE] must be filled in with the desired information.

The following option can be used to route all incoming traffic from the PPP to a single internal host address.

Table 299: Configuration of send all incoming packets

(ttem | Descripton

Send all incoming packets to Select this item to route all traffic received over the PPP connection to a
default server single IP address on the internal network.
Default Server Send all incoming packets to this IP address.

You can also use common protocols to specify which ports to use for access to the router. In most cases, the
default port for each protocol should not be changed.
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Table 30: Remote access configuration

I O o M

Enable remote HTTP Select this option to allow access to the router using HTTP.
access on port
Enable remote HTTPS Select this option to allow access to the router using HTTPS.

access on port

Enable remote FTP access  Select this option to allow access to the router using FTP.
on port

Enable remote SSH access  Select this option to allow access to the router using SSH.
on port

Enable remote Telnet Select this option to allow access to the router using Telnet.
access on port

Enable remote SNMP Select this option to allow access to the router using SNMP.
access on port

Masquerade outgoing Select this option to turn on NAT.

packets

Example NAT configuration with one host connected to the router:

162.208.13.222

ppp0 10.0.0.1

eth0 192.168.1.1 1P 192.168.1.2

Default gateway 192.168.1.1

Figure 300: Example 6 - Network Topology for basic NAT
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MNAT Configuration

Public Port  Private Port Type Server [P address
I |[Tce &
I |[Tce |
| |[TcP i
I |[rce =
I |[rce |
I |[TcP |
I |[rce S|
I |[Tce S|

|
|
|
|
|
|
|
|
| | |[Tce S|
|
|
|
|
|
|
|

I |
I |[Tce |
I |[TcP ]|
| |[Tcr =
i |[TcP ]|
I |[Tce =
I |[Tce =

Enable remote HTTP access on port
Enzble remote FTP access on port |21

Enable remote Telnet access on port |23

T

Enahle remote SMMP access on port (161

send all remaining incoming packets to default server

Default Server IP Address | 192.168.1.2]

Masquerade outgoing packets

[Apay |
Figure 311: Example 6 - Basic NAT configuration

In this configuration, it is important to select Send all remaining incoming packets to default server.

Example NAT configuration with additional connected equipment:

Y

Switch

ppp0 10.0.0.1

*

162.209.13.222

192.168.1.2:80

10.0.0.1:83 10.0.0.1:81

10.0.0.1:82

192.168.1.3:80

192.168.1.4:80
Figure 322: Example 7 - Network topology for advanced NAT
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MNAT Configuration

Public Port Private Port Type Server IP Address
a1 a0 TCP ¥ |[192.168.1.2

82 20 TcP v |[192168.1.3
83 80 TCP v |[192168 14

TCP ¥

TCP ¥

TCP ¥

TCP ¥

TCP ¥

TCP ¥

TCP ¥

TCP ¥

TCP ¥

TCP ¥

TCP ¥

TCP ¥

TCP ¥

# Enable remote HTTF access on port 80
Enable remote HTTPS access on port /443
¥/ Enable remote FTP access on port 21
Enable remote S5H access on port 22
#/ Enable remote Telnet access on port 23
¥/ Enable remote SNMP access on port 161

Send all remaining incoming packets to default server
Default Server IP Address

# Masquerade outgoing packets

Apply

Figure 333: Example 7 - Advanced NAT configuration

OPENVPN TUNNEL CONFIGURATION

Select the OpenVPN item to configure an OpenVPN tunnel. OpenVPN is a protocol which is used to create a secure
connection between two LANs. Up to 2 OpenVPN tunnels may be created.

Table 31: Overview of OpenVPN tunnels

wem | Desripton ___________________

Create Enables the individual tunnels.
Description Displays the name of the tunnel specified in the configuration of the tunnel.
Edit Select to configure an OpenVPN tunnel.

Open¥PN Tunnels Configuration

Create Description

2nd | no v

Figure 344: OpenVPN tunnel configuration
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Table 312: OpenVPN configuration

D

Description

Protocol

UDP/TCP port
Remote IP Address
Remote Subnet
Remote Subnet Mask

Redirect Gateway

Local Interface IP
Address

Remote Interface IP
Address

Ping Interval

Ping Timeout

Renegotiate Interval

Max Fragment Size

Compression

NAT Rules

Description of tunnel.

Protocol by which the tunnel will communicate.
e UDP - OpenVPN will communicate using UDP.
e TCP server — OpenVPN will communicate using TCP in server mode.
e TCP client — OpenVPN will communicate using TCP in client mode.

Port by which the tunnel will communicate.

IP address of the opposite side of the tunnel. Can be used domain name.
Network IP address of the opposite side of the tunnel.

Subnet mask of the opposite side of the tunnel.

It is possible to redirect all traffic on Ethernet.

IP address of the local side of tunnel.

IP address of interface local side of tunnel.

Parameter (in seconds) defines how often the router will send a message to the
remote end to verify that the tunnel is still connected.

Parameter which defines how long the router will wait for a response to the ping (in
seconds). Ping Timeout must be larger than Ping Interval.

Parameter sets the renegotiation period (reauthorization) for the OpenVPN tunnel.
After this time period, the router will re-establish the tunnel to ensure the continued
security of the tunnel.

Defines maximum packet size.

e none — No compression is used.
e LZO — Lossless LZO compression. Compression has to be selected on both
tunnel ends.

e not applied — NAT rules are not applied to OpenVPN tunnel.
o applied — NAT rules are not applied to OpenVPN tunnel.

43



Authenticate Mode

Pre-shared Secret

CA Certificate

DH Parameters

Local Certificate

Local Private Key
Username

Password

Extra Options

e none —is used any authentication mode

e Pre-shared secret — enables authentication using pre-shared secret keys.
Both sides of the tunnel must use the same key

e Username/password — enables authentication using CA Certificate,
Username and Password

e X.509 Certificate (multiclient) — enables authentication by CA Certificate,
Local Certificate and Local Private Key

e X.509 Certificate (client) — enables authentication by CA Certificate, Local
Certificate and Local Private Key

e X.509 Certificate (server) - enables authentication by CA Certificate, Local
Certificate and Local Private Key

Authentication using Pre-shared secret keys can be used in all authentication modes.

This authentication certificate can be used in authentication mode
Username/password and X.509 certificate.

DH parameters can be used in authentication mode X.509 server.

This authentication certificate can be used in authentication mode X.509 certificate.

Local private key can be used in authentication mode X.509 certificate.

Authentication using a login name and password authentication can be used in the
Authenticate Mode Username/Password.

Use parameter Extra Options to define additional parameters of the OpenVPN
tunnel, for example DHCP options etc.

Press the Apply button to apply the changes.
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Open¥PN Tunnel Configuration I

[ create 1st OpenvPM tunnel

Description *

Protocol | UDP A
UDP port 1194

Remote IP Address *

Remote Subnet *

Remote Subnet Mask *

Redirect Gateway |no v
Local Interface IP Address

Remote Interface IP Address |

Fing Interval * SBC
Ping Tirmeout * SEG
Renegotiate Interval * SEC
Max Fragment Size * bytes
Compression LZO v

MAT Rules not applied v
Authenticate Mode none >

Pre-shared Secret

Ch Certificate

DH Parameters

Local Certificate

Local Private Key

Username
Passward

Extra Options *
* can be blank

Figure 355: OpenVPN tunnel configuration
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Example of the OpenVPN tunnel configuration:

-
)
[l
-
@D
o
N
=)

=
©
]
N
@D
o
i
w

<

192.168.1.4

Router A
ppp0 10.0.0.1
192.168.1.0

tun019.16.1.0

Switch

Default Gateway 192.168.1.1

\+

7

Router B
ppp0 10.0.0.2
192.168.2.0
tun019.16.2.0

—
w
I
N
[(=p]
I
It
]

Switch

=
L=}
o
=
=2}
oo
)
w

)

>

Default Gateway 192.168.2.1 192.168.2.4

Figure 366: Topology of example OpenVPN configuration

OpenVPN tunnel configuration:

Table 323: Example of OpenVPN configuration

Configuration A ] B8

Protocol UDP UDP

UDP Port 1194 1194

Remote IP Address 10.0.0.2 10.0.0.1
Remote Subnet 192.168.2.0 192.168.1.0
Remote Subnet Mask 255.255.255.0 255.255.255.0
Local Interface IP Address 19.16.1.0 19.16.2.0
Remote Interface IP Address 19.16.2.0 19.18.1.0
Compression LzO LZO
Authenticate mode none none

Examples of different options for configuration and authentication of OpenVPN can be found in OpenVPN’s tunnel
configuration manuals.

IPSEC TUNNEL CONFIGURATION

Select the IPsec item in the menu to configure an IPsec tunnel. IPsec is a protocol which is used to create a secure
connection between two LANs. Up to 4 IPsec tunnels may be created.
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Table 334: Overview IPsec tunnels

lwem | Desripton ___________________

Create This item enables the individual tunnels.
Description This item displays the name of the tunnel specified in the configuration of the tunnel.
Edit Select to configure an IPsec tunnel.

IPsec Tunnels Configuration

Create Description

2 mo 1
are [mo =D
o B =D

Figure 377: IPsec tunnels configuration

Table 345: IPsec tunnel configuration

tem | Descripion _________________

Description Description of tunnel.

Remote IP Address IP address or domain name of the remote host.

Remote ID Identification of remote host. The ID contains two parts: a hostname and a domain-
name.

Remote Subnet Remote Subnet address

Remote Subnet Mask Remote Subnet mask

Local ID Identification of local host. The ID contains two parts: a hostname and a domain-
name.

Local Subnet Local subnet address

Local subnet mask Local subnet mask

Encapsulation IPsec mode — you can choose tunnel or transport

NAT Traversal If address translation between two end points of the IPsec tunnel is used, it needs to
allow NAT Traversal

IKE Mode Defines mode for establishing connection (main or aggressive).

If the aggressive mode is selected, establishing of IPsec tunnel will be faster, but
encryption will set permanently on 3DES-MD5.
IKE Algorithm Way of algorithm selection:
e Auto — encryption and hash alg. Are selected automatically
e Manual — encryption and hash alg. Are defined by the user

IKE Encryption Encryption algorithm — 3DES, AES128, AES192, AES256
IKE Hash Hash algorithm — MD5 or SHA1
IKE DH Group Diffie-Hellman groups determine the strength of the key used in

the key exchange process. Higher group numbers are more secure,
but require additional time to compute the key. Group with
higher number provides more security, but requires more processing
time.
ESP Algorithm Way of algorithm selection:
e auto - encryption and hash alg. are selected automatically
e manual — encryption and hash alg. are defined by the user
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ESP Encryption
ESP Hash
PFS

PFS DH Group
Key Lifetime

IKE Lifetime

Rekey Margin

Rekey Fuzz

DPD Delay
DPD Timeout
Authenticate Mode

Pre-shared Key

CA Certificate
Remote Certificate
Local Certificate
Local Private Key

Local Passphrase

Extra Options

Encryption algorithm — DES, 3DES, AES128, AES192, AES256
Hash algorithm — MD5 or SHA1
Ensures that derived session keys are not compromised if one of
the private keys is compromised in the future
Diffie-Hellman group number (see IKE DH Group)
Lifetime key data part of tunnel. The minimum value of this parameter
is 60s. The maximum value is 86400s.
Lifetime key service part of tunnel. The minimum value of this
parameter is 60s. The maximum value is 86400s.
Specifies how long before connection expiry should attempt to negotiate a
replacement begin. The maximum value must be less than half the parameters IKE
and Key Lifetime.
Specifies the maximum percentage by which should be randomly
increased to randomize re-keying intervals
Defines time after which is made IPsec tunnel verification
By parameter DPD Timeout is set timeout of the answer
By this parameter can be set authentication:
e Pre-shared key — shared key for both off-side tunnel.
e X.509 Certificate — allows X.509 certification in multiclient mode
Sharable key for both parties tunnel.
This certificate is necessary to insert Authentication mode x.509.
This certificate is necessary to insert Authentication mode x.509.
This certificate is necessary to insert Authentication mode x.509.
This private key is necessary to insert Authentication mode
x.509.
This Local Passphrase is necessary to insert Authentication
mode x.509.
Use this parameter to define additional parameters of the IPsec
tunnel, for example secure parameters etc.

The certificates and private keys have to be in PEM format.

The random time, after which it will exchange new keys, is defined as follows:

Lifetime - (Rekey margin + random value in range (from 0 to Rekey margin * Rekey Fuzz/100))

By default, the time for the exchange of keys is between:

e  Minimum time:
e Maximum time:

1h-(9m +9m) =42m
1h-(9m +0m)=51Im

In most cases, the settings should be left at their default values.

48



IPsec Tunnel Configuration

Create 1st IPsec tunnel
Diescription *
Remote IP Address *
Remote 1D ¥
Remots Subnet ¥
Remote Subnet Mask *
Local ID*
Local Subnet *
Local Subnet Mask *

Encapsulation Mede tunnel v
MAT Traversal disakled v
IKE Mode main v
IKE &lgerithm auto A
IKE Encryption IDES T
IKE Hash MDE T

2 v

IKE DH Group

ESP Algorithm auto A

ESP Encryption DES A\

ESP Hash T

PF5 dissbled v

PFS DH Group 2 v

Key Lifstime 3800 seC
IKE Lifstime 3800 s=c
Rekey Margin 540 SEC
Rekey Fuzz 100 G
DPD Delay * sec
CED Timeout * sec
Authenticate Mode pre-shared key A

Pre-shared Key

CA Certificate

e
Remote Certificate

s
Local Certificate

A
Local Private Key

s

+

Local Passphrase

Extra Options *

* can be biank

Apply
Figure 388: IPsec tunnel configuration
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Example of IPSec Tunnel configuration:

' A

Router A
ppp0 10.0.0.1
192.168.1.0

192.168.1.2

N

")

o

192.168.1.3
|_ﬁ /
X

192.168.1.4

Default Gateway 192.168.1.1

Router B
ppp0 10.0.0.2
192.168.2.0

Default Gateway 192.168.2.1 192.168.2.4

Figure 399: Example 8 - Network topology for IPsec tunneling

IPsec tunnel configuration:

Table 356: Example 8 - IPsec configuration

Configuration A ] B8

Remote IP Address
Remote Subnet
Remote Subnet Mask
Local Subnet

Local Subnet Mask:
Authenticate mode
Pre-shared key

Examples of the different options for configuration and authentication of IPsec can be found in the IPsec tunnel

configuration manual.

10.0.0.2
192.168.2.0

255.255.255.0

192.168.1.0

255.255.255.0
pre-shared key

test

GRE TUNNELS CONFIGURATION

Select the GRE item in the menu to configure a GRE tunnel. GRE is a protocol which is used to create an

10.0.0.1
192.168.1.0
255.255.255.0
192.168.2.0
255.255.255.0
pre-shared key
test

unencrypted connection between two LANs. Up to 4 GRE tunnels may be created.

Table 367: Overview GRE tunnels

tem | Descripion _____________________

Create
Description
Edit

50

This item enables the individual tunnels.
This item displays the name of the tunnel specified in the configuration of the tunnel.
Configure the GRE tunnel.



GRE Tunnels Configuration

Create Description

1st (o ¥ Edit
znd |no ¥ Edit

3rd [no ¥ Edit

4th | po ¥ Edit

Figure 400: GRE tunnels configuration

Table 378: GRE tunnel configuration

tem | Descripon __________________

Description Description of tunnel.

Remote IP Address IP address of the remote side of the tunnel

Local Interface IP IP address of the local side of the tunnel

Address

Remote Interface IP IP address of the remote side of the tunnel

Address

Remote Subnet IP address of the network behind the remote side of the tunnel

Remote Subnet Mask Subnet Mask of the network behind the remote side of the tunnel

Pre-shared Key An optional value that defines a 32 bit shared key for data encryption. This key must

be the same on both routers.

GRE Tunnel Configuration

i | Create 1st GRE tunnel
Description *

Rernote IP Address

Remote Subnet *

Remote Subnet Mask *

Local Interface IP Address *
Remote Interface IP Address *

Pre-shared Key *

* can be biank

Figure 411: GRE tunnel configuration
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Example of the GRE Tunnel configuration:

L [
= ®©
192.168.1.2 Router A 192.168.2.2
ppp0 10.0.0.1
eth0 192.168.1.1 Router B
I ppp0 10.0.0.2 I
'ﬁ eth0 192.168.2.1 'ﬁ
o a0 Sy o
Switch =S i
192.168.1.3 192.168.2.3
!_N J !EI
& s
) )
192.168.1.4 Default Gateway 192.168.1.1 Default Gateway 192.168.2.1 192.168.2.4

Figure 422: Network topology for GRE tunneling

GRE tunnel Configuration:

Table 389: Example 9 - GRE tunnel configuration

Configuration A ] B8

Remote IP Address 10.0.0.2 10.0.0.1
Remote Subnet 192.168.2.0 192.168.1.0
Remote Subnet Mask 255.255.255.0 255.255.255.0

L2TP TUNNEL CONFIGURATION

Select the L2TP item in the menu to configure an L2TP tunnel. L2TP is a protocol which is used to create an
unencrypted connection between two LANs. Only one L2TP tunnel may be created.

Table 4039: L2TP tunnel configuration
lwem | Desripon
Mode L2TP tunnel mode on the router side
e L2TP server - For a server, you must define the start and end IP address
range offered by the server
e L2TP client — For a client, you must enter the IP address of the server
Server IP Address IP address of server
Client Start IP Address  Start IP address in range, which is offered by server to clients
Client End IP Address End IP address in range, which is offered by server to clients

Local IP Address IP address of the local side of the tunnel

Remote IP Address IP address of the remote side of the tunnel

Remote Subnet Address of the network behind the remote side of the tunnel
Remote Subnet Mask The mask of the network behind the remote side of the tunnel
Username Username for login to L2TP tunnel

Password Password for login to L2TP tunnel
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Press the Apply button to apply changes.

L2TP Tunnel Configuration |

[ create L2TP tunnel
Mode | L2TF client v

Server IP Address |

Client Start IP Address |

Client End IP Address |

Local IP Address * |

Remote IP Address *

Remote Subnet *

Username

i
!
Remote Subnet Mask * |
i

Password

* can be blank

Figure 433: L2TP tunnel configuration

Example of the L2TP Tunnel configuration:

Router A
ppp010.0.0.1
192.168.1.1

=
o
o
=
[=2]
co
=
]

\

Switch

Router B
ppp0 10.0.0.2
192.168.2.1

Switch

=
i=]
]
=
[=2]
o
=
w

>

0

-

192.168.1.4

Default Gateway 192.168.1.1 Default Gateway 192.168.2.1

=
o
)
=
=2}
o
N
xS}

—
Y]
ro
N
[=2]
o
o
Y

192.168.2.4

Figure 444: Example 10 - Network topology for L2TP tunneling

Configuration of the L2TP tunnel:

Table 4140: Example 10 - L2TP tunnel configuration
| Configuration | A | B |
Mode L2TP Server L2TP Client
Server IP Address 10.0.0.1
Client Start IP Address 192.168.1.2
Client End IP Address 192.168.1.254 -
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Local IP Address 192.168.1.1 -
Remote IP Address - -
Remote Subnet 192.168.2.0 192.168.1.0
Remote Subnet Mask 255.255.255.0 255.255.255.0
Username username username
Password password password

PPTP TUNNEL CONFIGURATION

Select the PPTP item in the menu to configure a PPTP tunnel. PPTP is a protocol which is used to create a secure
connection between two LANs. Only one PPTP tunnel may be created.

PPTP Tunnel Configuration

Create PPTP tunnel
Mode PPTP client [=]

Server IP Address

Remote Subnet =
Remote Subnet Mask =
Username

Password

* can be blank
Apply

Figure 455: PPTP tunnel configuration

Table 412: PPTP tunnel configuration
ltem |  Desripon |
Mode PPTP tunnel mode on the router side
e PPTP server — For a server, you must define the start and end IP address
range offered by the server
e PPTP client — For a client, you must enter the IP address of the server

Server IP Address
Local IP Address
Remote IP Address
Remote Subnet
Remote Subnet Mask
Username

Password

IP address of server

IP address of the local side of the tunnel

IP address of the remote side of the tunnel

Address of the network behind the remote side of the tunnel
The mask of the network behind the remote side of the tunnel
Username for login to PPTP tunnel

Password for login to PPTP tunnel

Press the Apply button to apply changes.
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Example of the PPTP Tunnel configuration:

Router A
ppp0 10.0.0.1
192.168.1.1

-
[Y+]
>
"
[=2]
&
Mo
N

Router B
ppp0 10.0.0.2
192.168.2.1

I

|

\\b
Switch % Switch
192.168.1.3 192.168.2.3
™~
192.168.14 Default Gateway 192.168.1.1 Default Gateway 192.168.2.1 192.168.24

Figure 466: Example 11 - Network topology for PPTP tunneling configuration

Configuration of the PPTP tunnel:

Table 423: Example 11 - PPTP tunnel configuration

Configuration A ] B8

Mode PPTP Server PPTP Client
Server IP Address --- 10.0.0.1

Local IP Address 192.168.1.1 -
Remote IP Address --- -
Remote Subnet 192.168.2.0 192.168.1.0
Remote Subnet Mask 255.255.255.0 255.255.255.0
Username username username
Password password password
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DYNDNS CLIENT CONFIGURATION

For Dynamic DNS to function properly, the router’s SIM card must have a public IP address assigned.

The router supports DynamicDNS using a DNS server on www.dyndns.org. DynDNS client Configuration can be
called up by selecting option DynDNS item in the menu.

Table 434: DynDNS configuration

tem | Description _____________________

Hostname Third order domain registered on server www.dyndns.org

Username Username for login to DynDNS server
Password Password for login to DynDNS server
Server If you want to use a different DynDNS service than www.dyndns.org, enter the update server

service in this parameter. If this item is left blank, the router uses the default server
members.dyndns.org.

Example of the DynDNS client configuration with domain conel.dyndns.org:

DynDMN5 Configuration

Enable DynDNS client
Hostnarme cone.dyndns.org
Username  |canel

Passward conel

Server ¥

* can be blank

Figure 477: Example of DynDNS configuration

NTP CLIENT CONFIGURATION

NTP (Network Time Protocol) allows the router to set its internal clock using a network time server. The NTP client
Configuration can be called up by selecting option NTP item in the menu.

If option Enable local NTP service is selected, the router will function as an NTP server for other devices on the
LAN.

Table 445: NTP configuration

(ftem | Descripion

Primary NTP Server IP or domain address primary NTP server.

Address

Secondary NTP IP or domain address secondary NTP server.
Server Address

Timezone Sets the time zone of the router

Daylight Saving Define time shift:

Time e No - time shift is disabled

e Yes - time shift is allowed
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Example of the NTP configuration with primary (ntp.cesnet.cz) and secondary (tik.cesnet.cz) NTP servers and with
daylight saving time:

NTP Configuration

[1 Enable local TP service

Synchronize clock with NTP server
Prirmary NTP Server ntp.cesnet.cz

Secondary NTP Server tik_cesnet.cz|

Timezone GhdAT+01:00 M
Daylight Saving Time | ves

Figure 488: Example of NTP configuration

SNMP CONFIGURATION

SNMP (Simple Network Management Protocol) provides status information about network elements such as
routers or end computers. The router supports SNMP agent v1/v2 or v3 which sends information about the router
and its expansion ports. To enter the SNMP Configuration, select the SNMP item from the configuration menu.

Table 456: SNMP agent configuration

(tem | Descripion

Name Designation of the router.
Location Location of the router.
Contact Person who manages the router together with information how to contact this person.

Enable SNMPv1/v2 with the Enable SNMPv1/v2 access item. You will need to define a password for access to the
SNMP agent (Community). “Public” is commonly used.

The Enable SNMPv3 access item allows you to enable SNMPv3. Then you must define the following parameters:

Table 467: SNMPv3 configuration

tem | Desripton _____________________

Username User Name

Authentication Encryption algorithm on the Authentication Protocol that is
used to ensure the identity of users.

Authentication Password used to generate the key used for authentication.

Password

Privacy Encryption algorithm on the Privacy Protocol that is used to

ensure confidentiality of data.
Privacy Password  Password for encryption on the Privacy Protocol.

In addition, you can continue with this configuration:

* By choosing Enable I/O extension option to monitor the binary input (1/0) on the router.
e By choosing Enable XC-CNT extension to monitor the status of the expansion port CNT inputs and outputs.
e By choosing Enable M-BUS extension and enter the Baud Rate, Parity and Stop Bits it is possible to monitor

the meter status connected to the expansion port MBUS status.
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Table 478: SNMP configuration (MBUS extension)

wem | Desripton ___________________

Baud rate Communication speed.

Parity Control parity bit:
e none — Data will be sent without parity.
e even — Data will be sent with even parity.
e odd - Data will be sent with odd parity.

Stop Bits Number of stop bits.

Parameters Enable XC-CNT extension and Enable M-BUS extension cannot be checked together.

By choosing Enable reporting to supervisor system and entering the IP Address and Period it is possible to send
statistical information to the monitoring system, R-SeeNet.

Table 489: SNMP configuration (R-SeeNet)

tem | Descripion __________________

IP Address IP address
Period Period of sending statistical information (in minutes)

Every monitor value is uniquely identified by a number identifier OID (Object Identifier). For the binary input and
output the following range of OIDs is used:

Table 490: Object identifier for binary input and output

loo_____________________|Descripton __________________________

.1.3.6.1.4.1.30140.2.3.1.0 Binary input BINO (values 0,1)
.1.3.6.1.4.1.30140.2.3.2.0 Binary output OUTO (values 0,1)

For the expansion port CNT, the following range of OID is used:

Table 501: Object identifier for CNT port

loo_____________________|Description _________________________

.1.3.6.1.4.1.30140.2.1.1.0 Analogy input AN1 (range 0-4095)
.1.3.6.1.4.1.30140.2.1.2.0 Analogy input AN2 (range 0-4095)
.1.3.6.1.4.1.30140.2.1.3.0 Counter input CNT1 (range 0-4294967295)
.1.3.6.1.4.1.30140.2.1.4.0 Counter input CNT2 (range 0-4294967295)
.1.3.6.1.4.1.30140.2.1.5.0 Binary input BIN1 (values 0,1)
.1.3.6.1.4.1.30140.2.1.6.0 Binary input BIN2 (values 0,1)
.1.3.6.1.4.1.30140.2.1.7.0 Binary input BIN3 (values 0,1)
.1.3.6.1.4.1.30140.2.1.8.0 Binary input BIN4 (values 0,1)
.1.3.6.1.4.1.30140.2.1.9.0 Binary output OUT1 (values 0,1)
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The following range of OID is used for the expansion port M-BUS

Table 512: Object identifier for M-BUS port

loo____________________[Descripton _______________________

.1.3.6.1.4.1.30140.2.2.<address>.1.0 IdNumber — meter number
.1.3.6.1.4.1.30140.2.2.<address>.2.0 Manufacturer
.1.3.6.1.4.1.30140.2.2.<address>.3.0 Version — specified meter version
.1.3.6.1.4.1.30140.2.2.<address>.4.0 Medium — type of metered medium
.1.3.6.1.4.1.30140.2.2.<address>.5.0 Status — errors report
.1.3.6.1.4.1.30140.2.2.<address>.6.0 0. VIF — value information field
.1.3.6.1.4.1.30140.2.2.<address>.7.0 0. measured value
.1.3.6.1.4.1.30140.2.2.<address>.8.0 1. VIF — value information field
.1.3.6.1.4.1.30140.2.2.<address>.9.0 1. measured value
.1.3.6.1.4.1.30140.2.2.<address>.10.0 2. VIF — value information field
.1.3.6.1.4.1.30140.2.2.<address>.11.0 2. measured value
.1.3.6.1.4.1.30140.2.2.<address>.12.0 3. VIF — value information field
.1.3.6.1.4.1.30140.2.2.<address>.13.0 3. measured value
.1.3.6.1.4.1.30140.2.2.<address>.100.0 47. VIF — value information field
.1.3.6.1.4.1.30140.2.2.<address>.101.0 47. measured value

The meter address can be from range 0..254 when 254 is broadcast.

Since firmware 3.0.4 all v2 routers with board RB-v2-6 and newer provide information
about the internal temperature of the device (OID 1.3.6.1.4.1.30140.3.3) and power voltage (OID

1.3.6.1.4.1.30140.3.4).
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Example of SNMP settings and readout:

SHMP Configuration

* Enable SNMP zgent

MName * B&B Electronics
Location ¥ Ottawa
Contact * Joe 8154235100

# Enable SMMPw1/vZ access
Community public

Enzble SNMPwI access
Username
Authentication MDE A
Authentication Password
Privacy DES T

Privacy Password

* Enable IO extensicn

Enable ¥C-CNT extensicn

# Enable M-BUS extznsion

Baudrate 200
Parity ven
Stop Bits 1

Enable reporting to supervisory system
IP ~ddrass
Pericd min

* can be biank

Apply

Figure 499. Example of SNMP configuration

& MG-SOFT MIB Browser Professional Edition

File Edit View 3SMNMP  Action Tools ‘Window Help
H T Ty o 5 - f = e i \
HNOX BRI EBHunEdatByd 9 @
Query |MIB | Ping
L Split
I v| @ [¥] ertical
HIB tree Huery results
[ [, MIB Tree A
+ (fj coitt —= Remote address: 192.168.2.250 pork: 161 transport: IPFUDF
= F‘j i Local address: 192.162.2.115 port: 4915 transport: IFFUDP
Gor e pus Protacol version: SHNMPw1
=2 ﬁj)mg Operation: Get
=2 {:] dod Request binding:
=1 .""_-I irkernet 1: sysLocation.O (DisplayString) null
directory Response binding:
12 mgrnt 1: sysLucation.0 (DisplayString) Usti nad Orlici [55.73.74.69.20.6E 61.64.20 4F 72 6C.62.62.63 (hexd]
=7 mib-2 4
=7 system
B sysDescr
@ spsObjectiD
& spsUpTime
@ spsMame
@ sysLocation v
oID 1.3.6.1.2.1.1.4 & ShMPyl o0 I

Figure 500. Example of the MIB browser

It is important to set the IP address of the SNMP agent (router) in the field Remote SNMP agent. After entering the
IP address, it is possible show object identifiers.
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The path to the objects is:

iso->org->dod->internet->private->enterprises->conel->protocols.

The path to information about the router is:

iso->org->dod->internet->mgmt->mib-2->system

SMTP CONFIGURATION

The SMTP (Simple Mail Transfer Protocol) client is used to send emails.

Table 523: SMTP client configuration

tem | Descripton _________________

SMTP Server Address IP or domain address of the mail server.
Username Name to email account.

Password Password to email account.

Own Email Address Address of the sender.

The mobile operator may block other SMTP servers. If this occurs, then you must use the SMTP server of the
operator.

Example settings for the SMTP client:

SMTP Configuration |

SMTP Server Address smtp.dumain.cum
Username name@domain.com
Password pass

Own Ermail Address name@darmain.com
Apply

Figure 511. SMTP configuration

An E-mail can be sent from the Startup script. The following command is used to send emails with
following parameters.

o -t receiver Email address

e -5 subject

e -m message

e - appendix

o v number of attempts to send email (default set 2 attempts)

Commands and parameters can be entered only in lowercase.
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Example to send email:

email -t name@domain.com —s “subject” —m “message” —a c:\directory\abc.doc —r 5

This command sends an e-mail message to address jack@google.com with the subject “subject”, body message
“message” and annex “abc.doc” right from the directory c:\directory\ and will attempt 5 times to send the
message.

SMS CONFIGURATION

Note: The SPECTRE RT industrial router does not support SMS messaging configuration.

The SPECTRE cellular router can automatically send SMS messages to a cell phone or SMS message server when
certain events occur. The SMS Configuration page allows the user to select which events will generate an SMS
message.

Table 534: Send SMS configuration

I I ™

Send SMS on power up Send an SMS message when the router powers up
Send SMS on mobile
network connect

Send SMS on mobile
network disconnect

Send SMS when datalimit

Send an SMS message when the mobile network connection is active.

Send an SMS message on mobile network disconnection.

exceeded

Send SMS when binary input
on I/O port (BINO) is active
Send SMS when binary input
on expansion port (BIN1-
BIN4) is active

Add timestamp to SMS

Phone Number 1
Phone Number 2
Phone Number 3
Unit ID
BINO - SMS

BIN1 - SMS

BIN2 - SMS

BIN3 - SMS
BIN4 - SMS

Send an SMS message when the data limit is exceeded.

Send an SMS message when the binary input on the I/O port (BINO) goes active.
The text of the message is set using parameter BINO.

Send an SMS message when a binary input on the I/O expansion port (BIN1-
BIN4) is active. The text of the message is set using parameters BIN1 - BIN4.

Adds a time stamp to the sent SMS messages. The timestamp has the format
YYYY-MM-DD hh:mm:ss.

The telephone numbers that the SMS messages will be sent to.

The name of the router that is included in the SMS messages.
User-defined Text field 0 for the SMS messages.
User-defined Text field 1 for the SMS messages.
User-defined Text field 2 for the SMS messages.
User-defined Text field 3 for the SMS messages.
User-defined Text field 4 for the SMS messages.

You can also control the function of the router by sending SMS messages to the device. The router can be
commanded to go online or offline via an SMS message or to switch to the alternate SIM card or provider. The
binary outputs can also be set or reset using SMS. The Enable remote control via SMS option must be selected to
enable this feature. Up to three numbers can be configured for incoming SMS messages. If the Enable remote
control via SMS option is set, all incoming SMS messages are processed by the router and deleted.
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Table 545: Control via SMS configuration

I ™
Phone Number 1
Phone Number 2 Allowed phone numbers for incoming SMS messages.

Phone Number 3

Note: If no phone number is filled in, the router will accept incoming messages from all phone numbers. If any
phone numbers are entered into the list, the router will only accept SMS messages which originate from those
numbers.

Control SMS messages cannot change the router configuration. Any changes made to the router by an SMS
message will only remain in effect until the router is restarted. After a reboot, the router configuration will return
to the settings in non-volatile memory. For example, if the router is switched offline by an SMS message, the router
will remain offline until the next time it is power cycled or re-booted.

To control the router using SMS, the message text must contain the control command. Table 48 lists the SMS
control messages that are supported.

Table 556: SMS control commands

SMS Control Message

go online sim 1 Switch to SIM1 card

go online sim 2 Switch to SIM2 card

go online Switch router in online mode

go offline Mobile network connection termination

set out0=0 Set binary I/0 output to 0

set out0=1 Set binary I/O output to 1

set outl=0 Set binary output on port 1toa 0

set outl=1 Set binary output on port 1toa 1l

set profile std Set standard profile

set profile altl Set alternative profile 1

set profile alt2 Set alternative profile 2

set profile alt3 Set alternative profile 3

reboot Router reboot

get ip Router will send an SMS message back with the IP address from the SIM
card.

You may send and receive SMS messages using either the serial expansion ports or a TCP connection over the
Ethernet network. For serial communication, the baud rate must be set to match the attached host. Select option
Enable AT-SMS protocol on expansion port 1 to allow messages to be sent and received using serial port 1.

Table 567: Send SMS on serial PORT1 configuration

 tem | Description

Baud rate Communication speed expansion port 1

Select option Enable AT-SMS protocol on expansion port 2 to allow messages to be sent and received using serial
port 2.

Table 578: Send SMS on serial PORT2 configuration

 tem | Description

Baud rate Communication speed expansion port 2
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It is also possible to send and receive SMS messages over a TCP/IP connection by choosing Enable AT-SMS protocol
on TCP port. The TCP port used for sending and receiving SMS messages must be entered into the configuration

field.

Table 589: Send SMS on Ethernet Port configuration

| ttem ________| Description ________ _________________________________

TCP Port

TCP port on which will be allowed to send/receive SMS messages.

SEND SMS

Standard AT commands are used to send and receive SMS messages over the serial ports or a TCP connection. They
can be sent to the router using a terminal program such as Hyper Terminal. After establishing a connection with the
router via the serial interface or Ethernet, AT commands are used to read and delete incoming messages and send
outgoing messages. Table 52 lists the AT commands that are used for sending and receiving SMS messages.

Table 6059: AT commands to send and receive SMS messages

AT+CGMI Returns the manufacturer specific identity

AT+CGMM Returns the manufacturer specific model identity

AT+CGMR Returns the manufacturer specific model revision identity

AT+CGPADDR Displays the IP address of the pppO interface

AT+CGSN Returns the product serial number

AT+CIMI Returns the International Mobile Subscriber Identity number
(IMSl)

AT+CMGD Deletes a message from the location

AT+CMGF Sets the presentation format of short messages

AT+CMGL Lists messages of a certain status from a message storage
area

AT+CMGR Reads a message from a message storage area

AT+CMGS Sends a short message from the device to entered tel.
Number

AT+CMGW Writes a short message to SIM storage

AT+CMSS Sends a message from SIM storage location value

AT+COPS? Identifies the available mobile networks

AT+CPIN Is used to query and enter a PIN code

AT+CPMS Selects SMS memory storage types, to be used for short
message operations

AT+CREG Displays network registration status

AT+CSCA Sets the short message service center (SMSC) number

AT+CSCS Selects the character set

AT+CSQ Returns the signal strength of the registered network

AT+GMI Returns the manufacturer specific identity

AT+GMM Returns the manufacturer specific model identity

AT+GMR Returns the manufacturer specific model revision identity

AT+GSN Returns the product serial number

ATE Determines whether or not the device echoes characters
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ATI Transmits the manufacturer specific information about the
device

In order to send an SMS message, text mode must first be selected by sending the command AT+CMGF=1 to the
router.

Command: AT+CMGF=1

Response: OK
The SMS message is created and sent using the command AT+CMGS="tel. number” where tel. number is the
telephone number to send the message to. After pressing the Enter button, the router will respond with a >’
prompt and the text of the SMS message can be entered. After entering the text, press CTRL+Z to send the

message. It may take a few minutes for the SMS message to be sent depending on the network. You may cancel
SMS text input by pressing Esc.

Example: To send “Hello World” to telephone number 712-123-4567

Command: AT+CMGS="7121234567" Press Enter
Response: >
Enter SMS Text: Hello World! Press CTRL+Z (keys combination)

Response: OK

To see a list of all incoming messages, type:

Command: AT+CMGL="ALL” Press Enter

Response: +CMGL: <index>, <status>,<sender number>, ,<date>,<time>
SMS text.

where <index> is ordinal number of the message,

<status> is SMS status:

REC UNREAD — SMS unread

REC READ — SMS read

STO UNSENT - stored unsent SMS
STO SENT — stored sent SMS

ALL — all SMS messages

<sender number> tel. number from which the SMS was received.
<date> date SMS message received,

<time> time SMS message received.

Example:

+CMGL: 1,“REC UNREAD*,“+420721123456“, ,“08/02/02, 10:33:26+04“
Hello World!

To read a single SMS message, use AT+CMGR=<index> where index is the number of the SMS message.
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Example:

Command: AT+CMGR=1 Press Enter

Response: +CMGL: 1,“REC READ*”,“+420721123456“, ,“08/01/12, 9:48:04+04"
Hello World!

To delete a received SMS message, use AT+CMGD=<index> where index is the number of the message to delete.

To delete message 1:

Command: AT+CMGD=1 Press Enter
Response: OK
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The format of the Router Power-On SMS message is as follows:

Router (Unit ID) has been powered up. Signal strength —xx dBm.
The format of the Router mobile network connection SMS message is as follows:

Router (Unit ID) has established connection to mobile network. IP address XxX.XXX.XXX.XXX
After a mobile network disconnect, the router will send an SMS message in the form:

Router (Unit ID) has lost mobile network connection. IP address xxx.XXX.XXX.XXX

SMS Configuration Example:

SMS Configuration

Send SMS on power up

Send SMS on PPP connect

Send SMS on PPP disconnect

Send SMS when datalimit is exceeded

Send SMS when binary input on I/O port (BINO) is active

Send SMS when binary input on expansion port 1 (BIN1-BIN4) is active
Add timestamp to SMS

Phone Number 1 | 723123456

Phone Number 2 | 756858635

Phone Number 3 |603854758

Unit ID = Router
BIND - 5M5 = BIMO
BIM1 - SMS = BIMNA1
BINZ - 5M5 = BiMZ2
BIN3 - 5M5 = BIM3
BIN4 - 5M5 = BiM4

Enable remote control via SMS
Phone Number 1
Phone Number 2

Phone Number 3

[T Enable AT-SMS protocol on expansion port 1
Baudrate 9600 |Z|

[] Enable AT-5MS protocol on expansion port 2
Baudrate 9600 [=]

[] Enable AT-5MS protocol over TCP
TCP Port

* can be blank

Figure 522. Example of SMS configuration 1
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Router configuration for sending SMS messages via the serial interface on PORT1:

SMS Configuration

[[] send SMS on power up

[[] send SMS on PPP connect

[Tl send SMS on PPP disconnect

[C] send sMs when datalimit is exceeded

[[] send SMS when binary input on [/O port (BINO) is active

|| send 5MS when binary input on expansion port 1 (BIN1-BIN4) is active
[ Add timestamp to SMS

Phone Number 1
Phone Number 2
Phone Number 3
Unit ID =

BIND - 5M5 =
BIM1 - SMS =
BINZ - SM5 =
BIN3 - 5M5 =
BIMN4 - SM5 =

[C] Enable remate contral via SMS
Phone Number 1
Phone Number 2

Phone Number 3

Enable AT-SMS protocel on expansion port 1
Baudrate 9600 [~

[C] Enable AT-SMS protocol on expansion port 2
Baudrate 9600 |Z|

[l Enable AT-SMS protocol over TCP
TCP Port

= can be blank

Figure 533. Example of SMS configuration 2
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Example of the router configuration for accepting SMS messages from every phone number:

SMS Configuration

[[] send SMS on power up

[C] send SMS on PPP connect

[C] send SMS on PPP disconnect

[T send SMS when datalimit is exceeded

[[] send 5MS when binary input on /0 port (BIND) is active

[[] send 5MS when binary input on expansion port 1 (BIN1-BIN4) is active
[ add timestamp to SMS

Phone Number 1
Phone Number 2
Phone Number 3
Unit 1D =

BINO - SMS =
BIN1 - SMS =
BINZ - 5MS =
BINZ - SMS =
BINg - SMS =

Enable remote control via SMS
Phone Number 1 *
Phone Number 2

Phone Number 3

[[] Enable AT-5MS protocol on expansion port 1
Baudrate 9600 |Z|

[[] Enable AT-5MS protocol on expansion port 2
Baudrate 9600 |Z|

[[] Enable AT-5Ms protocol over TCP
TCP Port
* can be blank

ply

Figure 544. Example of SMS configuration 3
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Example of the router configuration for accepting SMS messages from two phone numbers:

SMS Configuration

Send SMS on power up

Send SMS on PPP connect

Send SMS on PPP disconnect

Send SMS when datalimit is exceeded

Send SMS when binary input on I/0 port (BINO) is active

Send SMS when binary input on expansion port 1 (BIN1-BIN4) is active
Add timestamp to SMS

Phone Number 1
Phone Number 2
Phone Number 3
Unit ID =

BINO - SM5 =
BIN1 - SMS =
BIN2 - SMS =
BIN3 - SMS5 =
BIN4 - SM5 =

¥| Enable remote control via SMS
Phone Number 1 |728123456
Phone Number 2 |766254864

Phone Number 3

Enable AT-SMS protocol on expansion port 1
Baudrate 9600 |Z|

Enable AT-SMS protocol on expansion port 2
Baudrate 9600 |Z|

Enable AT-SMS protocol over TCP
TCP Port

= can be blank
Apply

Figure 555. Example of SMS configuration 4

EXPANSION PORT CONFIGURATION

You may send and receive data from a serial port on Auxiliary Port 1 or 2 using UDP or TCP protocol on the Ethernet
network. This feature allows a computer on the network to send data to a serial device as if it was physically
connected to the computer. You can also configure 2 routers to act as a serial port extender where they transmit
data transparently across the Ethernet network between 2 serial devices as if the serial devices were cabled
together.

You must be using a router which has the RS-232 or RS-485 option on Port 1 or 2.

Table 61: Expansion PORT configuration

| ttem | Description |

Baud rate Communication speed.
Data Bits Number of data bits.
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Parity Control parity bit
e none
e even
e odd
Stop Bits Number of stop bits.
Split Timeout Inter-character Timeout. If no characters are received within this amount of time, any
buffered characters will be sent over the Ethernet port.
Protocol Protocol:
e TCP
e UDP
Mode Mode of connection:
e TCP server - The router will listen for incoming TCP connection requests.
e TCP client - The router will connect to a TCP server on the specified IP address
and TCP port.
Server Address When set to TCP client above, it is necessary to enter the Server address and TCP port.

TCP Port The TCP port for connections.

If the Check TCP connection is selected, the router will automatically send TCP keep-alive messages to verify that
the connection is still valid.

Table 602: TCP Keep-Alive configuration

tem | Descripon ________________

Keepalive Time Time between sending keep-alive packets
Keepalive Interval Keep-alive Response Tiimeout
Keepalive Probes Number of attempts before connection is down

It the option Use CD as indicator of the TCP connection is selected, the router will activate the DTR output when a
TCP connection is active.

Table 613: CD signal description

Active TCP connection is on
Nonactive TCP connection is off

Select Use DTR as control of TCP connection to use DTR to control when TCP connections are allowed. (CD on the
router).

Table 624: DTR signal description

DTR Description client

Active The router will accept a TCP connection. Router creates a TCP connection.
Nonactive The router does not accept incoming TCP Router ends the TCP connection.
connections.

Press the Apply button to apply changes.
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Expansion Port 1 Configuration

Enable expansion port 1 access over TCR/UDP

Port Type Mone

Baudrate 8600 v

Data Bits 8 b

Parity nane v

Stop Bits 1 v

Split Timeout 20 msec
Protocol TCP ¥

Mode Server A
Server Address

TCP Port

Check TCP connection
Keepalive Time 3600 seC
Keepalive Interval 10 sec
keepalive Probes 5

Use CD as indicator of TCP connection
Use DTR as control of TCP connection

Apply

=]

Figure 56. Expansion port configuration
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Example of external port configuration:

PC ppp0 10.0.0.1

192.168.1.1

ETH

*

192.168.1.100

Settings in application on PC

TCP connection on 10.0.0.2:2000
Default Gateway 192.168.1.1

Figure 577. example of Ethernet to serial communication

PC

ppp0 10.0.0.1

RS232

*

Settings in the router

Mode: TCP Client
Server Addres: 10.0.0.2
TCP Port: 2000

Figure 588. Example of serial port extension

USB PORT CONFIGURATION

RS232

ppp0 10.0.0.2

Settings in the router

Mode: TCP Server
Server Addres: —
TCP Port: 2000

PLC

RS232

ppp0 10.0.0.2

Settings in the router

Mode: TCP Server
Server Addres: -
TCP Port: 2000

Select the USB Port item in the configuration menu to bring up the USB configuration page. A USB to RS-232
converter can be used to send data out of the serial port from the Ethernet network in the same manner as the RS-

232 expansion port options.
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Table 635: USB port configuration 1

| ttem ______| Description |

Baud rate Applied communication speed.
Data Bits Number of data bits.
Parity Control parity bit
e none
e even
e odd
Stop Bits Number of stop bit.
Split Timeout Inter-character Timeout (ms). If no characters are received within this amount of time,

any buffered characters will be sent out of the USB port.
Protocol Communication protocol:
e TCP - communication using a linked protocol TCP
e  UDP - communication using a unlinked protocol UDP
Mode Mode of connection:

e  TCP server - The router will listen to incoming requests regarding the TCP
connection.

e TCP client - The router will connect to a TCP server on the specified IP address
and TCP port.

Server Address In mode TCP client it is necessary to enter the Server address and final TCP port.

TCP Port In both modes of connection it is necessary to specify the TCP port on which the router
will communicate TCP connections.

If the Check TCP connection is selected, the router will automatically send TCP keep-alive messages to verify that
the connection is still valid.

Table 646: USB port configuration 2

(tem | Descripion

Keepalive Time Time between sending keep-alive packets
Keepalive Interval Keep-alive Response Tiimeout
Keepalive Probes Number of attempts before connection is down

It the option Use CD as indicator of the TCP connection is selected, the router will activate the DTR output when a
TCP connection is active.

Table 657: CD signal description

Active TCP connection is on
Nonactive TCP connection is off
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Select Use DTR as control of TCP connection to use DTR to control when TCP connections are allowed. (CD on the
router).

Table 668: DTR signal description

DTR Description client

Active The router will accept a TCP connection. Router creates a TCP connection.
Nonactive The router does not accept incoming TCP Router ends the TCP connection.
connections.

Supported USB/RS-232 converters:

e FTDI
e  Prolific PL2303
e Silicon Laboratories CP210x

USB Port Configuration

Enable USB serial converter access over TCP/UDP

Baudrate 9600 r

Data Bits ] v

Parity nane A

Stop Bits 1 A

Split Timeout 20 msec
Protocol TCP r

Mode server v
Server Address

TCFP Port

Check TCP connection
Keepalive Time 3600 sec
keepalive Interval 10 sec

Keepalive Probes 5

Use CD as indicator of TCP connection
Use DTR as control of TCP connection

Apply

Figure 599. USB configuration
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Example of USB port configuration:

Equipment

PC

ppp0 10.0.0.1
192.168.1.1

nr

ppp0 10.0.0.2

ETH

*

192.168.1.100

Settings in application on PC Settings in the router

TCP connection on 10.0.0.2:2000 Mode: TCP Server
Default Gateway 192.168.1.1 Server Addres: ---
TCP Port: 2000

Figure 600. Example of Ethernet to serial using USB port

Equipment

PC

ppp0 10.0.0.1

ST

ppp0 10.0.0.2

Settings in the router Settings in the router

Mode: TCP Client Mode: TCP Server
Server Addres: 10.0.0.2 Server Addres: ---
TCP Port: 2000 TCP Port: 2000

Figure 611. Example of serial extension using USB port

STARTUP SCRIPT

Use the Startup Script window to create your own scripts which will be executed after all of the initialization scripts

are run.
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Startup Script |
#1/bin/sh
#

# Thiz script will be executed *after® all the other init seripts.
# You can put your own initialization stuff in here.

Figure 622. Startup script

Any changes to the startup scripts will take effect the next time the router is power cycled or rebooted.

Example of Startup script: When the router starts up, stop syslogd program and start syslogd with remote logging
on address 192.168.2.115 and limited to 100 entries.

Startup Script |
Startup Script
k/bin/sh
|#

# This script will be executed *after® all the other init scripts.
# Tou can put your own initialization stuff in here.

killall =sy=logd
syslogd -R 192.165.2.115 -5 100

Figure 633. Example of startup script

UP/DOWN SCRIPT
Use the Up/Down Script window to create scripts which will run when the PPP connection is started or goes down.

Any scripts entered into the Up script window will run after a PPP/WAN connection is established. Script
commands entered into the Down Script window will run when the PPP/WAN connection is lost.
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Up/Down Script

Up Script

#!/bin/sh
#
# This script will be executed when PPP/UAN comnnection is established.

Down Script

#!/binssh
#
# Thiz script will be executed when PPP/UAN commnection is lost.

Figure 644. Up/Down script

Example of UP/Down script: After establishing or losing a PPP connection, the router sends an email with
information about the PPP connection.

Up/Down Script |

Up Script
B1/bin/sh
#

# Thi=z script will be executed when PPP/WAN connection iz established.

emzil -t namefdowain.com -5 "Conel router™ -m "PPP connection is established.™

Down Script

#'/bin/sh
#

# This script will be executed when PPP/WAN connection is lost.

email -t namefdowain.com -s "Conel router™ -m "PPP connection is lostc. ™

Figure 655. Example of Up/Down script

AUTOMATIC UPDATE CONFIGURATION

The SPECTRE router can be configured to automatically check for firmware updates from an FTP site or a web
server and update its firmware or configuration information. Use the Automatic update menu to configure the
automatic update settings. It is also possible to update the configuration and firmware through the USB host
connector of the router.
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If the Enable automatic update of configuration option is selected, the router will check if there is a configuration
file on the remote server, and if the configuration in the file is different than its current configuration, it will update
its configuration to the new settings and reboot. If the Enable automatic update of firmware option is checked,
the router will look for a new firmware file and update its firmware if necessary.

Table 679: Automatic update configuration
lwem [ Descripion
Source Select the location of the update files:
e  HTTP/FTP server — Remote file server.
e USB flash drive - Router will check for firmware or configuration files in the root
directory of the connected USB device.
e  Both — Router will check for new firmware or configuration files in
e both places.

Base URL Base URL or IP address from which the configuration file will be downloaded.

Unit ID Name of configuration. If the Unit ID of the router is not filled in, then the MAC address of
the router will be used as the default file name. (The delimiter in a MAC address is a colon
instead of a dot.)

Update Hour Automatic configuration update starts 5 minutes after turning on the router
and then every 24 hours at the Update Hour.

The configuration file name is from parameter Base URL, hardware MAC address of ETHO interface and cfg
extension. Hardware MAC address and cfg extension are added to the file name automatically and it isn’t necessary
to enter them. When using parameter Unit ID, the hardware MAC address in the name will not be used.

The firmware file name is named parameter Base URL, type of router and bin extension.

It is necessary to load both files (.bin and .ver) to the HTTP/FTP server. If only the .bin file is uploaded and the HTTP
server sends the incorrect answer of 200 OK (instead of expected 404 Not Found) when the device tries to
download the nonexistent .ver file, then there is a risk that the router will download the .bin file over and over
again.

The following examples check for new firmware or configurations each day at 1:00 a.m. An example is given for the
SPECTRE 3G router.

e Firmware: http://example.com/spectre3g.bin
e Configuration file: http://example.com/temelin.cfg

Automatic Update

Enable automatic update of configuration

Enable autornatic update of firmware

Source HTTP ! FTP server b
Base URL example.com
Unit ID * temelin

Update Haur * |1

* can be biank

Figure 666. Example of automatic update 1

The following examples check for new firmware or configurations each day at 1:00 a.m. An example is given for the
SPECTRE 3G router with MAC address 00:11:22:33:44:55.
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e Firmware: http://example.com/spectre3g.bin
e Configuration file: http://example.com/00.11.22.33.44.55.cfg

Automatic Update

Enable sutomatic update of configuration

Enable autornatic update of firmware

Source HTTP ! FTF server b
Base URL example.com
Unit ID *

Update Haur * |1

* can be blank

Figure 677. Example of automatic update 2

USER MODULES

You may run custom software programs in the router to enhance the features of the router. Use the User Modules
menu item to add new software modules to the router, to remove them, or to change their configuration.
Programming, compiling, and uploading user software modules are described in the application programming
guide.

User Modules

MODBUS-TCP2RTU 1.0.5 (2013-05-22)

Mew Module Browse. Add or Update

Figure 688. User modules

CHANGE PROFILE

Up to three alternate router configurations or profiles can be stored in router non-volatile memory. You can save
the current configuration to a router profile through the Change Profile menu item. Select the alternate profile to
store the settings to and ensure that the Copy settings from current profile to selected profile box is checked. The
current settings will be stored in the alternate profile after the Apply button is pressed. Any changes will take effect
after restarting router through the Reboot menu in the web administrator or using an SMS message.

Example of usage profiles: Profiles can be used to switch between different modes of operation of the router such
as PPP connection, VPN tunnels, etc. It is then possible to switch between these settings using the front panel
binary input, an SMS message, or Web interface of the router.

Change Profile |

Profile

[[] copy settings from current profile to selected profile

Figure 699. Change profile
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CHANGE PASSWORD

You may change the router password using the Change Password menu item. The new password will be saved after
pressing the Apply button.

The default password is “root”. It is recommended that you change the password during initial setup for higher
security.

Change Password |

New Password

Confirm Password

Figure 700. Change password

SET REAL TIME CLOCK

The internal clock of the router can be altered by selecting the Set Real Time Clock menu item. Date and time can
be manually set by changing the Date and Time items. The clock can also be adjusted by using a NTP server. This
would require you to enter the IP address or domain name of the NTP Server and click Apply to set the clock.

Set Real Time Clock

NTP Server Address

Figure 711. Set real time clock

SET SMS SERVICE CENTER ADDRESS

Note: The SPECTRE RT industrial router does not support the Set SMS service center address option.

The SMS service center phone number is normally programmed into the SIM card by the carrier and does not need
to be manually entered. However, in some cases, it may be necessary to set the phone number of the SMS service
center in order to send SMS messages. This parameter cannot be set if the SIM card already contains the SMSC
information. The phone number can be entered with or without an international prefix. For example: +420 xxx xxx
xxx. If you are unable to send or receive SMS messages, contact your carrier to find out if this parameter is
required. This parameter is provisioned automatically by the carrier on CDMA networks and does not need to be
manually entered.

Set SMS Service Center Address

Service Center Address

Figure 722. Set SMS service center address

UNLOCK SIM CARD

Note: The SPECTRE RT industrial router does not support the Unlock SIM card option.

You may lock the SIM card with a 4-8 digit PIN (Personal Identification Number) code to prevent unauthorized use
of the SIM card. The PIN code must be entered each time that the SIM card is powered up. The SPECTRE cellular
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router supports the use of a SIM card with a PIN number. Enter the PIN number into the SIM PIN field on the
configuration page and select Apply.

Access to the SIM card is blocked if the PIN code is incorrectly entered 3 times. Contact your SIM card provider if it
has been blocked.

Unlock SIM Card |

SIM PIN |

Figure 733. Unlock SIM card

SEND SMS

Note: The SPECTRE RT industrial router does not support the Send SMS option.

You can send an SMS message from the router to test the cellular network. To send an SMS message, select Send
SMS from the configuration menu. Enter the phone number and text of the message into the text boxes and click
the Send button. It may take a few seconds to send the message.

Send SMS

Phone number

Message

Figure 744. Send SMS

It is also possible to send an SMS message using an HTTP request in the form:

GET /send_exec.cgi?phone=%2B420712345678&message=Test HTTP/1.1
Authorization: Basic cm9vdDpyb290

The HTTP request will be sent to TCP connection on router port 80. Router sends an SMS message with text “Test”.
SMS is sent to phone number “”420712345678”. Authorization is in the format "user:password" coded by BASE64.
In the example is used for root:root.

BACKUP CONFIGURATION

You may save the current router configuration to a file using the Backup Configuration menu item. It is
recommended that you save the current configuration before a firmware update.

RESTORE CONFIGURATION

You may restore the router configuration from a file using the Restore Configuration menu item.
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Restore Configuration I

Configuration File

Figure 755. Restore configuration

UPDATE FIRMWARE

Select the Update Firmware menu item to view the current router firmware version and load new firmware into the
router. To load new firmware, browse to the new firmware file and press the Update button to begin the update. Do
not turn off the router during the firmware update.

Update Firmware

Firmware Yersion : 2.0.7 (2010-12-16A)

Mew: Firmw are

Figure 766. Update firmware

During the firmware update, the router will show the following messages:

Uploading firmware to RAM... ok
Programming FLASH .. irressnsrsnsssnssnnssnsssnsssnsssassnasssnssenssnns ok

Reboot in progress
Continue here after reboot.

After the firmware update, the router will automatically reboot.

Q Note: Do not turn off the router during the firmware update.
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|REBOOT
The router can be rebooted remotely through the web interface. To reboot the router, select the Reboot menu
item and then press the Reboot button.

I

The reboot process will take about 15 seconds to complete,

Figure 777: Reboot

2. ROUTER CONFIGURATION OVER TELNET

Monitoring of status, configuration and administration of the router can be performed over the Telnet interface. The
default IP address of the modem is 192.168.1.1. Configuration may be performed only by the user "root" with initial
password "root".

The following commands may be used to configure the router over Telnet:

Table 70: Telnet commands

cat display file

cp copy a file

date show/change system time

df Display information about file system
dmesg kernel diagnostic messages

echo string write

email Email send

free Display information about available memory
gsmat Send an AT commend

gsminfo Display information about signal quality
gsmsms SMS send

hwclock display/change time in RTC

ifconfig display/change interface configuration
io reading/writing input/output pins

ip display/change route table

iptables display/change NetFilter rules

kill Kill a process

killall Kill all processes

In link create

Is dump directory contents

mkdir create directory

mv Move file

ntpdate synchronize system time with NTP server
passwd password change

ping ICMP ping

ps display process information
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pwd display directory contents

reboot Reboot

rm file delete

rmdir directory delete

route display/change route table
service start/stop a service

sleep pause number of seconds
slog display system log

tail display file end

tcpdump monitoring of network
touch file create/change time stamp
vi text editor

3. WI-FI CONFIGURATION

WI-FI ACCESS POINT

The SPECTRE 3G-W and LTE-W routers can provide wireless access to the network using a built-in 802.11bgn WI-FI
module. Support for the WI-FI module is provided by a User Software module which is pre-loaded into the
SPECTRE WI-FI router at the factory. Only access point functionality is provided by the router.

Select the WI-FI user module to view the WI-FI AP status and configuration. This link is located on the User
Modules customization web page. The link to "WI-FI AP" information is in the "Status" section.

Table 7168: WI-FI AP state

S L

hostapd state dump Time stamp of actual WI-FI status.

num_sta Number of associated stations.

num_sta_non_erp Number of associated Non-ERP stations (i.e., stations using 802.11b in
802.11g BSS)

num_sta_no_short_slot_time Number of associated stations, that do not support Short Slot Time

num_sta_no_short_preamble Number of associated stations that do not support Short Preamble.

Data about connected clients is displayed as well.

Table 692: WI-FI client state

I [

STA MAC address of associated station.
AID STA's unique AID (1 .. 2007) or 0 if not yet assigned.
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WiFi AP Status |

WIFI AP Status

hostapd state dump - Thu apr 12 11:23:55 2012
num sta=l num sta non erp=0 num sta no_short slot time=0
nunm_sta no_ short preamble=1

3Ta=00:h0:8c:01:0d4: 51
ATD=1 flags=0xaZ3 [AUTH][ASZS0C][AUTHORIZED ][TMM]
capability=0x4d0l listen interval=3
supported rates=582 §4 §b 96 0Oc 12 18 24 30 48 60 oc
timeout_next=NUJLLFUNC POLL

Figure 788: WI-FI AP status
Fig. 75: WI-FI AP Status

WLAN DHCP

The DHCP server provides automatic configuration of devices connected to the network managed by the router.
The DHCP server assigns IP address, netmask, default gateway (IP address of router) and DNS server (IP address of
router) to each device.

The following table lists the information that is displayed in the DHCP status window for each attached client.

Table 703: Lease address

(tem | Descripton |

lease Assigned IP address

starts Time of assignation of IP address

ends Time of termination IP address validity
hardware ethernet Hardware MAC (unique) address

uid Unique ID

client-hostname Computer name

DHCP Status |

Active DHCP Leases

lease 192.168.3.2 {
starts 4 Z01Z2/04/12 11:26:21;
ends 4 Z012/047/12 11:36:Z21;
hardware ethernet 00:b0:8c:01:0d:81;
uid 01:00:b0:8c:01:0d:81;
client-hostname "felgrzZ™;

Figure 799. WI-FI DHCP status
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WIRELESS NETWORK SCANNING

Press Scan to scan neighboring WI-FI networks. Scanning can only be performed if the access point (WI-FI AP) is
OFF.

Table 714: Neighboring WI-FI networks

S [

BSS MAC address of access point (AP).

TSF A Timing Synchronization Function (TSF) keeps the timers for all stations in
the same Basic Service Set (BSS) synchronized. All stations shall maintain a
local TSF timer.

freq Frequency band of access point (AP).

beacon interval Period of time synchronization [kus] (1,024 ms).

capability List of access point (AP) characteristic.

signal Signal level of access point (AP).

last seen Last response time of access point (AP).

SSID Identifier for access point (AP).

Supported rates Supported rates of access point (AP).

DS Parameter set The channel on which broadcast access point (AP).
List of BSSs

ESS 00:3a:98:eb: 5a:30 [on wlanO)
TIF: Z5076863769996 usec (2904, 06:Z21:03)
Leedq: 2467
beacon interwval: LOD
capability: E35 Privacy ShortPreamble Shorc3lotTime [0x0431)
signal: =61.00 dBm
last zeen: 230 m= ago
Information elements from Probe Besponse frame:
S3ID: conel
Supporced races: L.0® Z.0% 5.5% 6.0 9.0 11.0% 12.0 18.0
D3 Faramecer set: channel 12
ERP:
R3H: * Wersion: 1
* Group cipher: TEIP
* Pairwise ciphers: CCHMP TEIP
T juthentication suites: PSK
® Capabilicies: 4-FTESA-RFC 4-GTESA-EC (0x0028)
Extended supporced rates: 24.0 36.0 45.0 54.0
[°] 11 * Parametér wersion 1
* y-APSD
# BE: CW 15=1023, ATFSN 3
* BE: CW 15-1023, ATIFSNH 7
" WI: CW 7=15, ATFSN 2, THO0P 6016 usec
T ¥W0: CW 3-7, AIFSN 2, TXOP 3264 usec

Figure 800. WI-FI Scan
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WI-FI START LOG

If there is some problem starting WI-FI connections, check the “Start Log” in the “Status “ section. It will display
error reports that correspond to one or more components of the WI-FI AP. The basic component WI-FI AP
(hostapd) is the exception. This component writes its log entries to the System Log.

WiFi AP Start Log

WiFi AP Start Log

Start WiFi:
In: swvar/yifi/sdhcpd-wifi: File exists

Figure 811. WI-FI AP start log

SYSTEM LOG

If there are problems with WI-FI connections you can view the system log by pressing the “System Log” menu item.
You will see detailed reports from individual applications running in the router. WI-FI AP activity is indicated in rows
starting “hostapd” or “dhcpd-wifi”. Press the “Save” button to save the system log to the computer.

System Log |

System Messages

2012-04-12 11:40:11 Systen log daemon started.

2012-04-12 11:40:15 pppsd[418]: pppsd started

2012-04-12 11:40:15 pppsd[4158]: turning on module

2012-04-12 11:40:15 pppsd[418]: selected SIM: primary

2012-04-12 11:40:15 dnsmasqg[447]: started, wersion 2.59 cachesize 150

2012-04-12 11:40:15 dnsmasqg[447]: cleared cache

2012-04-12 11:40:16 sshd[4583]: Serwer listening on 0.0.0.0 port 22.

2012-04-12 11:40:20 hostapd: Configquraticon file: /fvar/wifi/hostapd. conf

2012-04-12 11:40:21 hostapd: Usihg interface wlan0d with hwaddr 00:22:88:02:03:60e and s3id '¥yroba - XC WIFT!'
2012-04-12 11:40:22 hostapd: wlanO: 5TA 00:b0:8c:01:0d4:81 IEEE S02.11: authenticated

2012-04-12 11:40: 22 hostapd: wlanO: 3T4 00:b0:3c:01:0d4:581 IEEE §02.11: associated (aid 1)
2012-04-12 11:40:22 hostapd: AP-3TA-CONNECTED 0OC0:b0O:S8c:0l:0d4:81

2012-04-12 11:40:27 dhcpd-wifi[751]: DHCPREQUESAT for 192.165.3.2 frowm O00:b0:8c:01:0d:81 wia wlan0
2012-04-12 11:40:27 dhcpd-wifi[751]: DHCPACK on 192.168.3.2 to 00:b0:8c:0l:0d:51 wia wland
2012-04-12 11:40:27 dhcpd-wifi[751]: DHCPREQUEST for 192.165.3.2 from O0:bO:Sc:01:0d4:81 wia wland
2012-04-12 11:40:27 dhcpd-wifi[751]: DHCPACK on 192.168.3.2 to 00:bO:8c:0l:0d4:51 wia wland
2012-04-12 11:40: 258 pppsd[4153]: 3IM card not present or conmunhication error

Save

Figure 822. System log
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WI-FI ACCESS POINT CONFIGURATION
The configuration page for the WI-Fl access point is displayed by selecting WI-FI AP item in Configuration section.

Table 725: WI-FI AP parameters

N

Enable WI-FI AP
SSID
Broadcast SSID

Country Code

HW Mode

Channel
BW 40 MHz

WMM

Authentication

Encryption

WEP Key Type

WEP Default Key

If this item is checked, WI-FI AP is enabled.
Identifier of WI-FI network.
Method of broadcasting the SSID in beacon frames and response to a request for
sending the beacon frame.
e Enabled —SSID is broadcast in beacon frames.

e Zero length — Beacon frame does not include SSID. Requests for sending
beacon frame are ignored.

e (Clear — All SSID characters in beacon frames are replaced by 0. Original
length is kept. Requests for sending beacon frames are ignored.

Code of the country where the router is installed. This code must be entered in ISO
3166-1 alpha-2 format. If a country code isn’t specified and the router has not
implemented a system to determine this code, it will use “US” as the default country
code .

If no country code is specified or if the wrong country code is entered, then the router
may violate country-specific regulations for the use of the WI-FI frequency bands.
HW mode of WI-FI standard that will be supported by WI-FI access point.

e |EE 802.11b

e |EE 802.11b+g

e |EE 802.11b+g+n
The channel, where the WI-FI AP is transmitting.
The option for HW mode 802.11n which allows transmission on two standard 20MHz
channels simultaneously.
Basic QoS for WI-FI networks is enabled by checking this item. This version doesn’t
guarantee network throughput. It is suitable for simple applications that require QoS.
Access control and authorization of users in the WI-FI network.

1. Open - Authentication is not required. Free access point.

2. Shared — Base authentication using WEP key.

3. WPA-PSK - Authentication using better authentication methods PSK-PSK.

4. WPA2-PSK - WPA-PSK using new encryption AES.
Type of data encryption in the WI-FI network

e None — No data encryption.

e WEP — Encryption using static WEP keys. This encryption can be used for
Shared authentication.

e TKIP — Dynamic encryption key management that can be used for WPA-PSK
and WPA2-PSK authentication.

e AES - Improved encryption used for WPA2-PSK authentication.

Type of WEP key for WEP encryption.
e  ASCIl — WEP key in ASCII format
e HEX—WEP key in hexadecimal format

This item specifies default WEP key.
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WEP Key X

WPA PSK Type

WPA PSK

Access List

Accept/Deny List

Syslog Level

Items for different 4 WEP keys.

e WEP key in ASCIl format must be entered in quotes. This key can be specified
in the following lengths.

e 5 ASCIl characters (40b WEP key)
e 13 ASCII characters ( 104b WEP key)
e 16 ASCII characters (128b WEP key)

e WEP key must be entered in hexadecimal digits. This key can be specified in
the following lengths.

e 10 hexadecimal digits (40b WEP key)
e 26 hexadecimal digits ( 104b WEP key)
e 32 hexadecimal digits (128b WEP key)
Type of key for WPA-PSK authentication.
e  256-bit secret
e  ASCIl passphrase
e PSKFile
Key for WPA-PSK authentication. This key must be entered according to the selected
WPA PSK type as follows.
e 256-bit secret - 64 hexadecimal digits
e  ASCIl passphrase — 8 to 63 characters
e PSK File — absolute path to the file containing the list of pairs (PSK key, MAC
address)
Mode of Access/Deny list.
e Disabled — Accept/Deny list is not used.
e Accept — Clients in Accept/Deny list can access the network.
e Deny — Clients in Access/Deny list cannot access the network.
Accept or Deny list of client MAC addresses that set network access. Each MAC
address is separated by new line.
Logging level, when system writes to the system log.
e Verbose debugging — The highest level of logging.
e Debugging
e Informational — Default level of logging
e Notification
e Warning — The lowest level of communicativeness.
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WiFi Configuration |

] Enahle WiFi &P

SSID

Broadcast SSID | Enabled v
Country Code *

Hw Mode IEEE 80211b v
Channel 1

By 40 MHz

YT

Authentication | Open
Encryption MNone
WER Key Type

WEP Default Key

WWEPR Key 1

WEP Key 2

WEP Key 3

WEP Key 4

WRA PSE Type

WRA PSE

Access List Disabled hd

Accept/Deny List

Syslog Level Informational v

Extra options *

Figure 833. WI-FI AP configuration page
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WLAN CONFIGURATION
The WI-FI LAN and DHCP server page is displayed by selecting “WLAN” in the configuration section.

Table 73: WLAN parameter

Crem——oneipion

Enable WLAN If this item is checked, WI-FI LAN is enabled.

interface

IP Address Fixed IP address of WI-FI network interface.

Subnet mask Subnet Mask of WI-FI network interface.

Bridged e No - Bridged mode is not allowed. WLAN network is not connected with LAN
router.

e Yes - Bridged mode is allowed. WLAN network is connected with one or
more LAN network in router. In this case, the setting of most items in this table
is ignored. Instead, it takes setting of selected network interface (LAN).

Enable dynamic If this option is checked, dynamic DHCP server is enabled.
DHCP leases

IP Pool Start Start IP addresses space.

IP Pool End End IP addresses space

Lease Time Time in seconds that the IP Address is available to the client

WLAN Configuration |

[J Enahle WLAN interface
IP Address
Subnet mask

Bridged Mo A

[ Enable dynamic DHCP leases
IP Pool Start
IP Ponol End

Lease Time sec

Figure 844. WLAN configuration

WI-FI PORT LEDS

Table 747: WI-FI LED state indication

LED port indicator

Green LED WI-FI port is powered on.
Yellow LED Permanently off.

4. 1oT NETWORK GATEWAY CONFIGURATION

loT NETWORK GATEWAY

The SPECTRE Network Gateway routers can provide access to the Wzzard sensor network using a built-in
SmartMesh IP module. Support for the Wzzard sensor network is provided by a User Software module which is
pre-loaded into the SPECTRE Network Gateway router at the factory. The Wzzard sensor network uses MQTT-SN
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protocol to communicate between the sensor edge nodes and the gateway. The gateway and the sensor edge
nodes must be configured with the same Network ID and Join Key in order for them to communicate with each
other. The gateway functions as an MQTT bridge and forwards MQTT-SN data from the sensor nodes to a remote
MQTT broker. The Network Gateway also has an internal MQTT v3.1 Broker that allows external MQTT clients to
access the sensor node data.

GATEWAY CONFIGURATION

Select the User Modules item under the Customization section of the main menu to view the loT Gateway user
module.

Status General Status

General Mobile Connection
PG eR SIM Card : Primary
Network IP Lddress : Unassigned
DHCP State : Offline
IPsec » More Information «
DynDNS
System Log Primary LAN
IP Rddress : 10 5.255.0.0
MAC Address ule} 1]
BRx Data . 23
LAN Tz Data HL
VRRP :
Mobile WAN » More Information «
Backup Routes Peripheral Ports
Firewall
Expansion Port 1 : Ncoe
NAT Expansion Port 2 : Unknown
OpenVPN Binary Input : OFEE
IPsec Binary Cutput : Off
2= System Information
L2TP
PETP Firmware Version : 3.0.8 (2013-08-30)
Serial Number : 55012438
DynDNS Profile : Standard
NTP Supply Voltage s 24.6 W
SNMP Temperature D 36050
Time : 2014-10-24 15:32:13
SMTP Uptime : 0 days, 1 hour, 27 minutes
SMS

Expansion Port 1
Expansion Port 2
USB Port

Startup Script
Up/Down Script
Automatic Update

stomization

User Modules -

Fd ministration

Change Profile

Figure 85. WLAN configuration

This web page shows the user modules that have been loaded into the router and the version number of each
module. Click on the loT Gateway user module to bring up the configuration screen.
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IoT Gateway)1.0 (20150217T165241Z) | Delete

Mew Module | Choose File | Mo file chosen Add or Update

Figure 86. WLAN configuration

The loT Gateway configuration screen contains sections for configuring the sensor network, the internal MQTT
broker, and the MQTT Bridge to an external cloud partner. Once the parameters have been configured, click on the
Save button to store the settings in the gateway. The Restore button can be used to reset the text boxes to the
stored values.

IoT Gateway Settings

SmartMesh IP

Network ID
1981 The SmartMesh IP network identifier ( 1 - 65534 ).
Join Key
Enter a value only if the SmartMesh IP common join key { 32 hexadecimal digits ) is to be changed; otherwise,
leave this blank to keep the current common join key.

MQTT Broker
MQTT Broker Enable
Off * |Enable the local MQTT broker.
MQTT Broker Port
1883 The local MQTT broker TCP port number ( 1 - 65535 ).

MQTT Bridge

MQTT Bridge Enable
Off v |Enable bridging to a remote MQTT broker.
MQTT Bridge Port
1883 The remote MQTT broker address.
MQTT Bridge Address

The remote MQTT broker address.
MQTT Bridge User
| The user name for the remote MQTT broker.
MQTT Bridge Password

The password for the remote MQTT broker.
MQTT Bridge Client Identifier

The client identifier for the remote MQTT broker.
Save || Restore || Retumn

SMARTMESH IP CONFIGURATION

Each SmartMesh Sensor Network gateway must have a unique network ID to prevent interference from other
SmartMesh networks. Each sensor node must be programmed with the network ID of the gateway that it should
communicate with. In addition, each sensor node on the network must also have the same join key defined. This is
a 128-bit value that is used to encrypt the data between the nodes and the gateway. If the join key on the sensor
edge node does not match the key programmed into the gateway, the sensor edge node will not be able to
communicate with the gateway.

Table 75: SmartMesh IP parameters

N

Network ID Identifies the gateway to other devices on the network
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Join Key 128-bit value that is used to encrypt the communication between the node and the
gateway.

MQTT BROKER CONFIGURATION

Each SmartMesh Sensor Network gateway has an internal MQTT Broker for connecting with external MQTT clients.
The default IP port for the broker is 1883.

Table 76: MQTT Broker parameters

e oneoion

On/Off Enables the internal MQTT Broker

MQTT Broker Port IP Port used to access the internal broker
MQTT BRIDGE CONFIGURATION

Each SmartMesh Sensor Network gateway has an internal MQTT Bridge for connecting with an external MQTT
broker or pubic platform provider. For a public platform provider, the specific configuration settings will be
provided by the individual provider.

Table 77: MQTT Bridge parameters

N T S

On/Off Enables the internal MQTT Bridge function

MQTT Bridge Port IP Port of the external MQTT broker

MQTT Bridge Address IP Address of the external MQTT broker

MQTT Bridge User User name for the external MQTT broker

MQTT Bridge Password Password for the external MQTT broker

MQTT Bridge Client The unique client ID for the external MQTT broker
Identifier

SMARTMESH IP PORT LEDS

Table 78: SmartMesh IP Port 2 LEDs

LED port indicator

Green LED SmartMesh IP module is powered on.
Yellow LED Permanently off.
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