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◼ Problem Description: 

In WISE-6610v2, an OpenVPN option allows customers to establish VPN tunnels. In this 

document, you can learn how to establish an OpenVPN tunnel between a WISE-6610v2 

(acting as a VPN client) and an Advantech B+B router (acting as a VPN server). 

 

◼ Topology: 

The topology is shown in the figure below. This document is configured based on this topology 

to establish a VPN tunnel between VPN Client and Server. In this example, we use WISE-

6610v2 as the VPN Client and B+B Router Smart Flex as the VPN Server. Before 

establishing a VPN tunnel, you must configure the LAN and WAN ports on the VPN Server 

(Smart Flex), VPN Client (WISE-6610v2), and 3rd Party Router. 

 

This topic is divided into three sections: 

Section 1: Configure VPN Server (Smart Flex) 

Section 2: Configure VPN Client (WISE-6610v2) 

Section 3: Verify the VPN Connection 

 

 

Figure 1. Topology of creating OpenVPN tunnel 
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◼ Prerequisite: 

- Smart Flex firmware version: 6.3.10 or later 

- WISE-6610v2 firmware version: 1.0.16 or later 
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◼ Solution: 

Section 1: Configure VPN Server 

Step 1:  

Create 1st OpenVPN tunnel on Smart Flex. 

(VPN Server) 

 

Figure 2. Smart Flex OpenVPN configuration page 

In Smart Flex Configuration page, you need to select OpenVPN>1st Tunnel to establish the 

1st Tunnel, and then enter the corresponding information in order: 

1. Select OpenVPN 

2. Click 1st Tunnel 

3. Check “Create 1st OpenVPN Tunnel” 

4. Enter the information: 

i. Description: Enter a Description for this VPN connection 

ii. Interface Type: choose TUN type 

iii. Protocol: choose TCP Server 

iv. TCP Port: use default setting port “1194” 

5. In this case, VPN Client WISE-6610v2 is the remote device, VPN Server Smart Flex 

is the local device. 

i. The Remote Subnet is “192.168.2.0” (WISE-6610v2 LAN Subnet) 

ii. The Remote Subnet Mask is “255.255.255.0” (WISE-6610v2 LAN Subnet 

Mask) 

iii. The IP address of the Local Interface is “10.254.0.11” 

iv. The IP address of the Remote Interface is “10.254.0.12” 
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Step 2:  

Create Certificate files and Configure the Authenticate Mode. 

There are multiple authentication methods when establishing a VPN tunnel, you can choose 

the method you want. In this case, we use TLS Server/Client Authentication Mode. Please 

create your own certificate files and upload them to the OpenVPN Server and Client. 

 

In this case, we generate Root CA Certificate、Server Certificate/Key、Client 

Certificate/Key and Diffie Hellman (DH) Parameters, these files will be used for VPN 

Server and VPN Client as shown in the following table: 

VPN Certificate Files 

CA.crt 
 

Root CA Certificate 

Server.crt 
 

Server Certificate 

Server.key 
 

Server Key 

DH2048.pem  
 

Diffie Hellman Parameters 

Figure 3. VPN Certificate Files table 

Smart Flex Config: 

Upload the certificate files to the Smart Flex (VPN Server). 

The VPN Server use X.509 cert. (server) with TLS authenication, we need to upload:  

1. Select X.509 cert. (server) with tls-auth 

2. CA Certificate (CA.crt) 

3. DH Parameters (DH2048.pem)  

4. Local Certificate (Server.crt) 

5. Local Private Key (Server.key)  

 

Figure 4. Smart Flex OpenVPN Authenticate Configuration Page  

Root CA Certificate 

Diffie Hellman parameters 

Server Certificate 

Server Key 
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Section 2: Configure VPN Client 

This section will focus on setting up WISE-6610v2 as a VPN client based on the following 

topology: 

 

 

Step 1:  

Create 1st OpenVPN tunnel on WISE-6610v2. 

(VPN Client) 

 

Figure 5. WISE-6610v2 OpenVPN configuration page 

 

In WISE-6610v2 Web GUI, you need to select OpenVPN > Tunnel 1 to establish the 1st 

Tunnel, and then enter the corresponding information in order: 

1. Select OpenVPN 

2. Click Tunnel 1 

3. Check Tunnel 1 Enabled 

4. Protocol: choose TCP Client 

5. Ports: 1194, set the same port as the VPN Server 

6. Remote IP Address: set the VPN Server’s Public IP address, in this case is 

“118.16.119.138” 
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7. Remote Subnet: enter the VPN Server’s Subnet address, in this case is “192.168.1.0” 

8. Remote Subnet Mask: “255.255.255.0”  

9. Local Interface: “10.254.0.12”, the VPN Client Virtual IP address 

10. Remote Interface: “10.254.0.11”, the VPN Server Virtual IP address 

 

Step 2:  

Configure the Authenticate Mode. 

As we mention in Section 1 Step 2, we generated the Certificate files for Server and Client. 

VPN Certificate Files 

CA.crt 
 

Root CA Certificate 

Client01.crt 
 

Client Certificate 

Client01.key 
 

Client Key 

Figure 6. VPN Certificate Files table 

WISE-6610v2 Config: 

Upload the certificate files to the WISE-6610v2 (VPN Client). 

The VPN Client select TLS Client Authenticate Mode, we need to upload:  

1. CA Certificate (CA.crt) 

2. Local Certificate (Client01.crt) 

3. Local Private Key (Client01.key)  

The DH Parameters are for server use only and are not required here. 

 

 

Figure 7. WISE-6610v2 OpenVPN Authenticate Configuration Page 

Note:  

Due to OpenVPN version changes, you may need to enter the Extra Options “--cipher 

AES-256-CBC” to avoid the error “ERROR: failed to negotiate cipher with server”. 

Reference Link.   

Root CA Certificate 

Client Certificate 

Client Key 

Specifies additional parameters for the 

OpenVPN tunnel.  

The parameters are proceeded by two dashes. 
--cipher AES-256-CBC  

http://www.advantech.com/
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Section 3: Verify the VPN Connection 

In this section, we will test the VPN by checking the VPN tunnel connection status and pinging 

the other party's local network IP address to verify the VPN. 

After completing these settings, you should see the tunnel appear in the Network Status page 

and be able to access each other's local network IP addresses. The results are shown below. 

 

Verify VPN Server (Smart Flex): 

Go to Smart Flex Status > Network page, and check the connection status. After the Smart 

Flex VPN Tunnel is established, you can see the tunnel establishment status here and see 

related information.

 

Figure 8. Route Table and Tunnel Status in VPN Server (Flex Smart) 

 

VPN tunnel status 

information is displayed here. 
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Step 2:  

Then use PuTTY to connect to the Smart Flex and use ping to verify the VPN Client status. 

Ping from Smart Flex (10.254.0.11) to remote WISE-6610v2’s virtual IP address 10.254.0.12. 

 

Figure 9. VPN Server pings VPN Client Virtual IP 

 

Ping from Smart Flex (10.254.0.11) to remote WISE-6610v2’s Local Lan IP address 

192.168.2.1. 

 

Figure 10. VPN Server pings VPN Client Local Lan IP 
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Verify VPN Client (WISE-6610v2): 

After the OpenVPN Tunnel is established, you can see on the Networking > OpenVPN > 

Tunnel 1 page, the status here changes to “Started”. 

 

Figure 11. Tunnel Status in VPN Client (WISE-6610v2) 

 

On the WISE-6610v2 Diagnostics Tools page, verify the VPN connection by entering the 

server IP address and performing a ping test. 

 

Figure 12. WISE-6610v2 Diagnostics Tools Page 

 

 

 

 

 

VPN Tunnel Started. 
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Ping from WISE-6610v2 (10.254.0.12) to remote Smart Flex Virtual IP address 10.254.0.11. 

 

Figure 13. VPN Client pings VPN Server Virtual IP 

 

Ping from WISE-6610v2 (10.254.0.12) to remote Smart Flex Local Lan IP address 

192.168.1.1. 

 

Figure 14. VPN Client pings VPN Server Local Lan IP 

 

 

After confirming that both the server and client can ping each other's local network, you can 

confirm that the VPN has been successfully established. 
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