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Product

B Problem Description:
In WISE-6610v2, an OpenVPN option allows customers to establish VPN tunnels. In this
document, you can learn how to establish an OpenVPN tunnel between a WISE-6610v2

(acting as a VPN client) and an Advantech B+B router (acting as a VPN server).

B Topology:

The topology is shown in the figure below. This document is configured based on this topology
to establish a VPN tunnel between VPN Client and Server. In this example, we use WISE-
6610v2 as the VPN Client and B+B Router Smart Flex as the VPN Server. Before
establishing a VPN tunnel, you must configure the LAN and WAN ports on the VPN Server
(Smart Flex), VPN Client (WISE-6610v2), and 3™ Party Router.

This topic is divided into three sections:

Section 1: Configure VPN Server (Smart Flex)
Section 2: Configure VPN Client (WISE-6610v2)
Section 3: Verify the VPN Connection
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VPN Client (WISE-6610v2) OpenVPN Tunnel VPN Server (Smart Flex)
s ==h
Interface Setting: Interface Setting:

ETH1: ETH2: ETHO: ETHI1:
WAN [P: LAN IP: Public IP: LAN IP:
192.168.50.226 192.168.2.1/24 118.163.119.138 192.168.1.1/24
Gateway: Virtual IP:
192.168.50.1 10.254.0.11
Virtual IP:
10.254.0.12

Figure 1. Topology of creating OpenVPN tunnel
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B Prerequisite:

- Smart Flex firmware version: 6.3.10 or later
- WISE-6610v2 firmware version: 1.0.16 or later
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B Solution:

Section 1: Configure VPN Server

VPN Client (WISE-6610v2)

OpenVPN Tunnel
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VPN Server (Smart Flex)

Step 1: =0
¢ Interface Setting: Interface Setting:

Create 1* OpenVPN tunnel on Smart Flex. i - = enh:
WAN [P: LAN [P Public IP: LAN IP:

(VPN Server) (1:;3;6:50.226 192.168.2.1/24 \1,::;1;?;19'135 192.168.1.1/24
192.168.50.1 10.254.0.11
Virtual IP:

SmartFlex LTE Router 102500.12

‘Create 1st OpenVPN tunnel | o

General
Mobile WAN Description * VPN Server o
MNetwork
v

FEED Interface Type TUN
IPsec Protocol TCP server v
WireGuard TCP Port 1194
OES 1st Remote IP Address * | |
System Log

2nd Remote IP Address ™ | |
Configuration
— Remote Subnet * 192.168.2.0 e
VRRP Remote Subnet Mask * 255 255 255 0
Mobile WAN Redirect Gateway no v
HEEE Local Interface IP Address 10.254.0.11
Backup Routes
Static Routes Remote Interface IP Address 10.254.0.12
Firewall
NAT Remote IPv6 Subnet * | |
OpenVPH 1 Remote IPv6 Subnet Prefix Length * | |
*UstTunnel e Local Interface IPv6 Address * | |
= 2nd Tunnel
« 3rd Tunnel Remote Interface IPv6 Address * | |
= 4th Tunnel
IPsec Ping Interval * | |sec
WireGuard Ping Timeout | | seC
GRE Renegotiate Interval * | | sec
L2TP .
pETP Max Fragment Size | |bvte5
Services Compression | LZ0 v |
Expansion Port 1 NAT Rules [not applied ~|

Figure 2. Smart Flex OpenVPN configuration page
In Smart Flex Configuration page, you need to select OpenVPN>1% Tunnel to establish the
1*" Tunnel, and then enter the corresponding information in order:
1. Select OpenVPN
2. Click 1% Tunnel
3. Check “Create 1st OpenVPN Tunnel”
4. Enter the information:
I. Description: Enter a Description for this VPN connection
ii. Interface Type: choose TUN type
iii. Protocol: choose TCP Server
Iv. TCP Port: use default setting port “1194”
5. In this case, VPN Client WISE-6610v2 is the remote device, VPN Server Smart Flex
is the local device.
I. The Remote Subnet is “192.168.2.0” (WISE-6610v2 LAN Subnet)
ii. The Remote Subnet Mask is “255.255.255.0” (WISE-6610v2 LAN Subnet
Mask)
iii. The IP address of the Local Interface is “10.254.0.11”
Iv. The IP address of the Remote Interface is “10.254.0.12”
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Step 2:
Create Certificate files and Configure the Authenticate Mode.

There are multiple authentication methods when establishing a VPN tunnel, you can choose
the method you want. In this case, we use TLS Server/Client Authentication Mode. Please

create your own certificate files and upload them to the OpenVPN Server and Client.

In this case, we generate Root CA Certificate - Server Certificate/Key - Client
Certificate/Key and Diffie Hellman (DH) Parameters, these files will be used for VPN
Server and VPN Client as shown in the following table:

VPN Certificate Files

CA.crt Root CA Certificate
Server.crt Server Certificate
Server.key Server Key

DH2048.pem Diffie Hellman Parameters

Figure 3. VPN Certificate Files table
Smart Flex Config:
Upload the certificate files to the Smart Flex (VPN Server).
The VPN Server use X.509 cert. (server) with TLS authenication, we need to upload:
1. Select X.509 cert. (server) with tls-auth
2. CA Certificate (CA.crt)
3. DH Parameters (DH2048.pem)
4. Local Certificate (Server.crt)

5. Local Private Key (Server.key)

Authenticate Mode o X.509 cert. (server) A

tls-auth hd

Security Mode

Pre-shared Secret

CA Certificate

| ==== cact | Root CA Certificate

DH Parameters

| ==2= [dh2043 pem | Diffie Hellman parameters

Local Certificate

@ﬁ@i |serverct | Server Certificate

Local Private Key

® 06 0 O

Z=2= [severkey | Server Key

Local Passphrase *

Username *

Password *

Figure 4. Smart Flex OpenVPN Authenticate Configuration Page
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Section 2: Configure VPN Client
This section will focus on setting up WISE-6610v2 as a VPN client based on the following

topology:

\
( VPN Client (WISE-6610v2) \

Interface Setting:

ETH1: ETH2:

WAN [P: LAN IP:
192.168.50.226 192.168.2.1/24
Gateway:

192.168.50.1

Virtual IP:

\10. 254.0.12

Step 1:

—/

OpenVPN Tunnel

Create 1% OpenVPN tunnel on WISE-6610v2.

(VPN Client)

WISE-6610-EL-TB

Industrial LoRaWAN Cellular Gateway

Overview = Home / Networking / OpenVPN / Tunnei 1

&h Interface
o
= LoRaWAN

@ Networking

Static Route
Forwarding
Security
OpenVPN
Tunnel 1
Tunnel 2
Tunnel 3
Tunnel 4
IPSEC VPN
GRE
QoS

WAN Load Balancing

VRRP

OpenVPN 1

Status

Started

Interface Setting:

ETHO: ETH1:

Public IP: LAN IP:
118.163.119.138 192.168.1.1/24
Virtual IP:

10.254.0.11

o I Tunnel 1

(@ Enabled QO Disab\edl

Protocol

| rce ciient

port | 1134

191 65535 )

Remote IP Address

| 118.163.119.138

10

Remote Subnet

| 192.168.1.0

17

Remeote Subnet Mask

| 2552552550

L5

Server Network
Server Netmask

Redirect Gateway (]

Local Interface IP Address

| 10254012

o]

Remote Interface IP Address

| 10254011

[10]

Figure 5. WISE-6610v2 OpenVPN configuration page

In WISE-6610v2 Web GUI, you need to select OpenVPN > Tunnel 1 to establish the 1

Tunnel, and then enter the corresponding information in order:

1. Select OpenVPN
Click Tunnel 1

o gk wN

“118.16.119.138”

Check Tunnel 1 Enabled

Protocol: choose TCP Client
Ports: 1194, set the same port as the VPN Server
Remote IP Address: set the VPN Server’s Public IP address, in this case is
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7. Remote Subnet: enter the VPN Server’s Subnet address, in this case is “192.168.1.0”
8. Remote Subnet Mask: “255.255.255.0”

9. Local Interface: “10.254.0.12”, the VPN Client Virtual IP address

10. Remote Interface: “10.254.0.11”, the VPN Server Virtual IP address

Step 2:
Configure the Authenticate Mode.

As we mention in Section 1 Step 2, we generated the Certificate files for Server and Client.

VPN Certificate Files

CA.crt Root CA Certificate
ClientOl.crt Client Certificate
Client01.key Client Key

Figure 6. VPN Certificate Files table
WISE-6610v2 Config:
Upload the certificate files to the WISE-6610v2 (VPN Client).
The VPN Client select TLS Client Authenticate Mode, we need to upload:
1. CA Certificate (CA.crt)
2. Local Certificate (Client01.crt)
3. Local Private Key (Client01.key)

The DH Parameters are for server use only and are not required here.

Authenticate Mode | TLS Client hd

None
Authenticate Mode TLS Client @R | Fre-chared Secret Senver ode
eCrel

CA Certificate Password

TLS MClient
Pre-shared Secret ﬁﬁ’ﬁ; ;,E}E’E]T_Téﬁ TLS Server

DH Parameters

CACertificate | EiZigs Root CA Certificate

DH Parameters ZERRE (FEECEEE

Local Certificate I%E’éﬁ cliemm.cn] Client Certificate

Local Private Key Lﬁ%’ﬁij client01.key ] Client Key

Username

Fassword Specifies additional parameters for the

_— ipher AES-256-CBC OpenVPN tunnel.
Extra Options --cipher - - The Darameters are proceedEd by N

Figure 7. WISE-6610v2 OpenVPN Authenticate Configuration Page
Note:
Due to OpenVPN version changes, you may need to enter the Extra Options “--cipher
AES-256-CBC” to avoid the error “ERROR: failed to negotiate cipher with server”.
Reference Link.
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Section 3: Verify the VPN Connection

In this section, we will test the VPN by checking the VPN tunnel connection status and pinging
the other party's local network IP address to verify the VPN.

After completing these settings, you should see the tunnel appear in the Network Status page
and be able to access each other's local network IP addresses. The results are shown below.

T LT A
! 3" Party Router ! \
] 1!
1 Pl
1 1t
1 "L
| LANIP: Public IP: [
| 192168501 XXXX \ s
\ o af
VPN Client (WISE-6610v2) OpenVPN Tunnel VPN Server (Smart Flex)
Interface Setting: Interface Setting:
V ,
ETH1: ETH2: ETHO: ETH1:
WAN [P: LAN IP: Public IP: LAN IP:
192.168.50.226 192.168.2.1/24 118.163.119.138 192.168.1.1/24
Gateway: Virtual IP:
192.168.50.1 10.254.0.11
Virtual IP:
10.254.0.12
“ V

Verify VPN Server (Smart Flex):
Go to Smart Flex Status > Network page, and check the connection status. After the Smart

Flex VPN Tunnel is established, you can see the tunnel establishment status here and see

related information.

SmartFlex LTE Router
sotos. {  NetworkSms |

General Interfaces
Mobile WAN .
ethe Link encap:Ethernet HlWaddr ©8:8A:14:85:4E:(D
inet addr:192.168.1.1 Bcast:192.168.1.255 sk:255.255.255.8
DHCP UP BROADCAST RUNNING MULTICAST MTU:15@8 Metric:1
IPsec RX packets:296 errors:@ dropped:@ overruns:@ frame:@
X TX packets:236 errors:@ dropped:® overruns:@ carrier:@
WireGuard collisions:@ txgueuelen:1000
DynDNS RX bytes:78922 (77.@ KB) TX bytes:183851 (181.4 KB)
Sy Interrupt:48
- ethl Link encap:Ethernet HlWaddr ©9:0A:14:85:4E:CE
ST TR inet addr:118.163.119.138 Bcast:118.163.119.255 Mask:255.255.255.8
h UP BROADCAST RUNNING MULTICAST MTU:15@8 Metric:1
Ethernet RX packets:3212 errors:@ dropped:@ overruns:@ frame:@
VRRP TX packets:373 errors:9 dropped:® overruns:® carrier:@
Mobile WAN collisions:@ txgueuelen:18989
RX bytes:272454 (266.9 KB) TX bytes:38628 (37.7 KB)
PPPoE
Backup Routes lo Link encap:lLocal Loopback
Static Routes inet addr:127.8.8.1 Mask:255.8.8.8
. ineté addr: ::1/128 Scope:Host
Firewall UP LOOPBACK RUNNING MTU:65536 Metric:l
NAT RX packets:@ errors:@ dropped:@ overruns:@ frame:@
TX packets:@ errors:@ dropped:3 overruns:@ carrier:®
/|
T collisions:@ txqueuelen:1800
IPsec RX bytes:@ (8.8 B) TX bytes:@ (8.9 B)
WireGuard .
GRE nated Link encap:UNSPEC HwWaddr ©20-28-02-02-00-00-00-00-00-00-20-02-00-00-00-00
ineté addr: 64:ff9b::/96 Scope:Global
LZ1P inet6 addr: fe8@::2531:6913:d5e4:8b5a/64 Scope:Link
PPTP UP POINTOPOINT RUMNING MOARP MULTICAST MTU:1588 Metric:1
n RX packets:® errors:@ dropped:4 overruns:@ frame:®
Services TX packets errors:@ dropped:@ overruns:@ carrie':B\
Expansion Port 1 collisions:@ txgueuelen:1080
Expansion Port 2 RX bytes:® (8.8 B) TX bytes:d8 (.8 B)
Lin B tun@ Link encap:UNSPEC Hhladdr 08-00-00-00-20-06-00-00-00-00-00-08-00-00-00-00
Scripts inet addr:1@.254.8.11 P-t .254.@8.12 Mask:255.255.255.255
Automatic Update inet6 addr: fe8@::8b6 eefa:949e/64 Scope:link .
. o UP POINTOPOINT RUMNIN A MULTICAST MTU:158@ Metric:l VPN tunnel Status
- - RX packets:1@ errors:0 dropp @ overruns:® frame:@ 1 1 1 1
i it el oy vt A e information is displayed here.
Router Apps collisions:@ txgueuelen:18@
pp: RX bytes:849 (848.8 B) TX bytes:1144 (1.1 KB)
Administration

Figure 8. Route Table and Tunnel Status in VPN Server (Flex Smart)
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Step 2:
Then use PuTTY to connect to the Smart Flex and use ping to verify the VPN Client status.

Ping from Smart Flex (10.254.0.11) to remote WISE-6610v2’s virtual IP address 10.254.0.12.

2P 192.168.1.1 - PUTTY - O X

o= lo as:

Figure 9. VPN Server pings VPN Client Virtual IP

Ping from Smart Flex (10.254.0.11) to remote WISE-6610v2’s Local Lan IP address
192.168.2.1.

2P 192.168.1.1 - PUTTY - O X
54 from 10.254.0

12

1
1¢
1¢
1¢
1¢
1¢
1¢
1
1
1

Figure 10. VPN Server pings VPN Client Local Lan IP
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Verify VPN Client (WISE-6610v2):

After the OpenVPN Tunnel is established, you can see on the Networking > OpenVPN >
Tunnel 1 page, the status here changes to “Started”.

ADVANTECH

WISE-6610-EL-TB
Industrial LoRaWAN Cellular Gateway

Overview = Home / Networking / OpenVPN / Tunnel 1
& Interface
£ OpenVPN 1

%< LoRaWAN
@ Networking Status  Started VPN Tunnel Started.

Static Route Tunnel 1 (® Enabled () Disabled

Forwarding Protocol TCP Client

Security Port 1194 (1-65535)

OpenVPN

Tunnel 1

Tunnel 2

Tunnel 3

Remote IP Address 118.163.119.138

Remote Subnet 192.168.1.0

Remote Subnet Mask 255.255.255.0

Figure 11. Tunnel Status in VPN Client (WISE-6610v2)

On the WISE-6610v2 Diagnostics Tools page, verify the VPN connection by entering the
server IP address and performing a ping test.

ADVANTECH

Overview

&h Interface

% LoRaWAN

@ Networking

£ System Management
# Application Tools

€ Diagnostics Tools

& IPK Management

WISE-6610-EL-TB
Industrial LoRaWAN Cellular Gateway

= Home / Diagnostics Tools
£ Diagnostics

e IP Address or Hostname

IP Address or Hostname
1

Results

Figure 12. WISE-6610v2 Diagnostics Tools Page
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Ping from WISE-6610v2 (10.254.0.12) to remote Smart Flex Virtual IP address 10.254.0.11.

WISE-6610-EL-TB
Industrial LoRaWAN Cellular Gateway

ADVANTECH

Overview =

Home / Diagnostics Tools

& Interface
4+ Diagnostics
= LoRaWAN

@ Networking IP Address or Hostname

& System Management

F Application Tools IP Address or Hostname

©f Diagnostics Tools

@ |PK Management Results

@

PING 10.254.0.11 (10.254.0.11): 56 data bytes

64 bytes from 10.254.0.11
64 bytes from 10.254.0.11
64 bytes from 10.254.0.11
64 bytes from 10.254.0.11
64 bytes from 10.254.0.11

seq=0 ttl=64 time=2.999 ms
seq=1 tti=64 time=2.562 ms
seq=2 itl=64 time=2.301 ms
seq=3 tt=64 time=2.241 ms
seq=4 itl=64 time=2.266 ms

— 10.254.0.11 ping siatistics —
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.241/2.473/2.999 ms

Figure 13. VPN Client pings VPN Server Virtual IP

Ping from WISE-6610v2 (10.254.0.12) to remote Smart Flex Local Lan IP address

192.168.1.1.

ADVNTECH

Overview

WISE-6610-EL-TB
Industrial LoRaWAN Cellular Gateway

Home / Diagnostics Tools

& Interface

#+ Diagnostics
= LoRaWAN

@ Networking IP Address or Hostname
& System Management

# Application Tools IP Address or Hostname

o Diagnostics Tools

[ IPK Management Results

ring
[

Traceroute

PING 192.168.1.1 (192.168.1.1): 56 data bytes

64 bytes from 192.168.1.1
64 bytes from 192.168.1.1
64 bytes from 192.168.1.1
64 bytes from 192.168.1.1
64 bytes from 192.168.1.1

seq=0 itl=64 time=3.663 ms
seq=1 tti=64 time=2 678 ms
seq=2 iti=64 time=2.892 ms
seq=3 tti=64 time=2_840 ms
seq=4 iti=64 time=2.597 ms

-— 192.168.1.1 ping statistics —
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 2.

597/2.934/3.663 ms

Figure 14. VPN Client pings VPN Server Local Lan IP

After confirming that both the server and client can ping each other's local network, you can

confirm that the VPN has been successfully established.
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