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B Problem Description:

LoRaWAN, unlike Wi-Fi, does not have the same robust disconnection mechanisms. To
address this limitation, WISE-6610v2 employs an SMTP-based *'Notification™ function to
notify users of potential issue with LoRa node connections.

SMTP is a fundamental protocol used to send and receive emails over the internet. This
document describes how to leverage the WISE-6610v2 notification function to send email
alerts when there’s no uplink data over the timeout configured by the user.

By enable this function, user can monitor the LoRa network and promptly address potential

ISSuUes.
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Based on these applications, this document divides into two sections:
Section 1:

The Mechanism of WISE-6610v2 Notification Function

Section 2:

How to Configure the Notification Function of WISE-6610v2?

B Prerequisite:

- WISE-4610 Firmware Version: A2.03 B0OS8 or later.
- WISE-6610v2 Firmware Version: 1.1.0 or later.
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B Solution:

Section 1: The Mechanism of WISE-6610v2 Notification Function

Sometimes, due to the signal issue or LoRa nodes out of battery, WISE-6610v2 cannot receive the
uplink data from LoRa nodes for a period time. The WISE-6610v2 provides Notification function
for user to monitor whether the LoRa node uplink data in the configured period time or not. This
section will introduce the mechanism of the Notification function.

There are three main parameters for this mechanism:

1. Data Update Interval: Indicate the interval of LoRa node should uplink data to LoRaWAN
Gateway. In this case, set to as example.

2. Notification Interval: It decides whenever trigger a checkpoint to confirm whether the
WISE-6610v2 has received data from LoRa node or not within the Notification Interval. That
means at each checkpoint, WISE-6610v2 compares the time difference between last received
LoRa node data and check point time. If the time difference is over the Notification Timeout,
then WISE-6610v2 will send the notification to user.

In this case, Notification Interval is set to and there’re two check points
occurred at 2024-12-04T 05:21:21Z and 2024-12-04T 05:31:21Z in this example.

3. Notification Timeout: In this case, Notification Timeout is set to , same as the
Notification Interval. Depends on the application requirement, users can set the notification
timeout to determine whether the WISE-6610v2 is expected to receive at least one uplink data

during this period.
In general, Notification Timeout should be even or smaller than Notification Interval.
@ If the time difference over than Notification Timeout: That means no data received within
a given Notification Timeout period, then WISE-6610v2 will send notification alert to

user.

® |f the time difference less than Notification Timeout: That means WISE-6610v2 had
received_at least one uplink data from LoRa node during a given Notification Timeout
period.

Here’s the example and description of this document below.

LoRa Nodes transmit data every 120 seconds, as defined by the Data Update Interval parameter.
After transmitted the 4" uplink data, due to the poor signal issue, WISE-6610v2 didn’t receive any
uplink data from LoRa node. So, the last uplink data from LoRa node is the 4" Uplink Data which
is transmitted at 2024-12-04T 05:19:57Z.

At 2024-12-04T 05:21:21Z, the first Notification Interval was reached, triggering the
of the notification function. WISE-6610v2 calculated the time difference between the
time (2024-12-04T 05:21:21Z) and the last uplink data packet received from the LoRa

node, which was the 4" Uplink Data transmitted at 2024-12-04T 05:19:57Z.
2
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For the 1° Check Point, the time difference is 84 seconds (1°" Check Point time - 4" Uplink Data
time). According to the user application, at least one received uplink data during a given
Notification Timeout period, 600 seconds, is acceptable. So, WISE-6610v2 didn’t send e-mail to the
user.

At 2024-12-04T 05:31:21Z, the 2" notification interval was reached, triggering the

of the notification function and calculate time difference again. Because WISE-6610v2 didn’t
receive any uplink data due to the poor signal issue, the last uplink data from LoRa node was still
the 4" Uplink Data which was transmitted at 2024-12-04T 05:19:57Z. In the , the
time difference (2°' Check Point time - 4 Uplink Data time) exceeded the configured notification
timeout of 600 seconds (684 seconds). It indicates during these 600 seconds, there’s no received
update data from LoRa node. As a result, an SMTP notification was sent to alert the user.

Data Update Interval
(Configuration > Data Update Page)
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2024-12.041 05721217 05:31:217
05:19:572

Difference Time=84 seconds
Less than 600 seconds

Difference Time=684 seconds

Over 600 seconds g

Send SMTP Notification


http://www.advantech.com/

AD\-\NTECH Enabling an Intelligent Planet

Section 2: How to Configure the Notification Function of WISE-6610v2?

1. Please ensure the network setting to let the WISE-6610v2 can connect to the internet. And the
DNS Server MUST be modified correctly.

B8 Overview = Home / Interface / ETHWAN

& Interface

£ ETHWAN Interface Setup
LAN

ETHWAN Ethernet WAN ETH1

Cellular Protocol | Static Network Setting
% LoRaWAN

IP Address
@ Networking

Subnet Mask 255.255.255.0
& System Management

Default Gateway

# Application Tools

@ IPK Management TTRG R Ensure the DNS Server had been
configured correctly.

2. Enter to WISE-6610v2 LoRaWAN Network Server Service > System > Server Settings
page and enable the “Notification Function”.

&3 Overview = Home / System / Settings

N LoRaWAN RF

& Inrastucture Network Server Settings
¥ Gateways © Settings
& Devices
Auto Add Gateway On v
lle Backends
Ppe— Drop Unknown Gateway OFF b
© System Frame Clean Interval 1 hour ¥
©§ Server Settings Frame Clean Mode ALL v
[ LoRaWAN Service Log :
Frame Remain Number 50
B Database Management
ADR Count 20
@, Change Password
Event LifeTime 6 hour b
Tuframa | ifoTima
Notification
= 2
Enable | On ||
4,
Interval | 600 |

3. Scroll down to configure the SMTP Setting: (Using Gmail SMTP Server as an example)
Before proceeding, please ensure that two-factor authentication is enabled for your Google
account and an app password has been created.

(A) Server Address: Enter the SMTP Server address. In this case, set to “'smtp.gmail.com"
as example.
(B) Port: Set the SMTP port to ""587"".
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(C) Method: Setto "STARTTLS".

(D) Username: Set to the email address of the sender (the account used to create the app

password).

(E) Password: Set to the created app password.
(F) Recipient: Set the email address to receive the notification email.

After completing the settings, click "*Submit™ to save.

SMTP
(A) serverAddress
(B) Port
(C) Method
(D)  usameme
(E) Password
(F) Recipient 1

smtp.gmail.com

587

STARTTLS
@gmail.com

@advantech.com

Recipient 2

Recipient 3

Recipient 4

Recipient 5

Enter to Devices > Create Device page to setup the LoRa Node device information first. Then,
enable the Notification Function and set a Timeout period to 600 seconds. This Timeout
means that if the LoRa Node does not send any upstream data within the Timeout period, an

email will be sent to the specified email address via SMTP.

Edit node #WISE-4610-S617

Data Decoder
Channel Sync OFF
Model
App Arguments WISE-S617
NwkSKey *
AppSKey *
GenAppKey (FUOTA)
FCnt Up 132

FCnt Down *

132

300-86400 secs
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5.

Please find the result below. At the time of the 2nd checkpoint, the user received a notification
alert email from WISE-6610v2, with the details attached in CSV format.

Data Update Interval
(Configuration > Data Update Page)
Data Uplink  Data Uplink
Interval; Interval
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Send SMTP Notification

k Point Time

@gmail.com
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th H H . o
4™ Uplink Data Time Difference between Check Time and

(Last Uplink Data Time) |ast Received Time over 600 seconds
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