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B Problem Description

This document will instruct how to register WISE LoRa node, including WISE-4610, WISE-
2410, and WISE-2200-M, on Actility, which is a Network Server. And the user can manage
WISE LoRa nodes on this platform.

In addition, between Actility and WISE LoRa nodes, the user must add a WISE-6610P, which is
a pure LoRa Gateway. Then WISE-6610P can get LoRaWAN package from WISE LoRa nodes,
and forward to Actility via CUPS (Basic Station) protocol.
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m  Brief Solution

In this document, we use WISE-2410 (LoRa node) as example and connect WISE-2410 to
Actility through WISE-6610P. This document is divided into two sections:

Section 1: Connect WISE-6610P to Actility via CUPS Protocol

Section 2: Register WISE-2410 on Actility
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Section 1: Connect WISE-6610P to Actility via CUPS Protocol
Follow these 7 steps to establish the connection between WISE-6610P and Actility:

Step1: Please use ethernet cable (RJ-45) to connect your PC with WISE-6610P via PoE Injector.
By default, WISE-6610P is DHCP server, so please set your PC as DHCP client and get IP from
WISE-6610P. (Power Input: 9V~36V)

Then, please use browser and go into WISE-6610P configuration website, whose IP is
“192.168.1.1” or URL is “https://advantech.lan”, just like below figure.

The default username and password are “admin” and “admin” respectively.

® @ O [ wisessio-ne

< O & 192.168.1.1

A Notsecure | https;//advantech.lan/cgi-bin/lL

Username

Password
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Step2: Due to Actility is a public cloud, the WISE-6610P must have to connect to the Internet.
Therefore, please go to Interface > LAN page on WISE-6610P, to setup WAN connection
setting. And the below is description for each field.

ADVANTECH PO  Logout

B2 Overview = Home / Interface / LAN

&h Interface

4 LAN Interface Setup ~
LAN

F LoRaWAN (a) Local Hostname Advantech

£ System Management

# Application Tools

(b) Domain Name

lan

(c) Mode | Static
of Diagnostics Tools
(d) IP Address 192.168.50.101
[# IPK Management
(e)  subnetmask 255.255.255.0
(f) Default Gateway 192.168.50.1
(g) onsservert 88838
(h) DNS Server 2 168.95.1.1
DHCP Server

(i) oHcPseer O Enabled @ Disabled

(@) Local Hostname: The field stands for the device name. In this case, the value is set as
“Advantech” by default.

(b) Domain Name: The field will be assigned to domain interface. In this case, the value is set
as “lan” by default.

(c) Mode: The field means which protocol the WAN port will use to connect to the Internet. In
this case, the field is set as Static.

(d) TP Address: The field is used to set IP of this WAN port when Protocol field is set as Static.
In this case, the field is set as “192.168.50.101”.

(e) Sebnet Mask: The field is used to set mask for IP Address. In this case, the field is set as
“255.255.255.0”.

(f) Default Gateway: The field means ip address of gateway in the same ip domain. In this case,
the field is set as “192.168.50.1”.

(g) DNS Server 1: The field means ip address of DNS server the user would like to connect to.
In this case, the field is set as “8.8.8.8”.

(h) DNS Server 2: The field means ip address of backup DNS server the user would like to
connect to. In this case, the field is left ”168.95.1.1”.

Note: After setting is done, the user must reboot the WISE-6610P to apply the changed setting
to WISE-6610P.
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Step 3: Because, in this case, WISE-6610P is a pure LoORaWAN gateway;, it has to connect to a
LoRaWAN Network Server. Therefore, please go to LoRaWAN > BasicStation > Setting page,
and the user can setup for connecting WISE-6610P to Actility. The below is description for each
field.

B3 Overview = Home / LoRaWAN / BasicStation / Setting

& Interface

® LoRaWAN
Advantech LoRaV'/AN Service (a BasicStation @ Enabled O Disabled
BasicStation (b LoRaWAN Gateway EUI 8801M9Me7b5ebd

)
)
Setting (C) Server IP Address community thingpark io
Log
)
)

(d Port 443
@ Networking

(e Back-end Protocol Configuration and Update Service(CUPS v
© System Management

f Authentication Mode Turst Server CA Only v

# Application Tools (f) L SO SR On
& Diagnostics Tools (g) Trusted Server CA | Choose File | No file chosen File Exist (837 Bytes) m
[Z IPK Management (h) Clean BasicStation Session m

(a) BasicStation: The field is used for activating or deactivating the Basic Station function. In
this case, it is set as Enabled.

(b) LoRaWAN Gateway EUI: The field means the id of the WISE-6610P’s gateway. The field
cannot be set by user.

(c) Server IP Address: The field is an URL or ip address of a certain Network Server the user
world like to connect to. In this case, the field is set as “community.thingpark.io” because
the tested Network Server is Actility.

(d) Port: The field means a port the Network Server listens. In this case, the field is set as “443”
because WISE-6610P will use CUPS protocol to build the connection.

(e) Back-end Protocol: The user usually can choose one of two protocols, CUPS and LNS,
when using Basic Station. In this case, the field is set as CUPS.

(f) Authentication Mode: The field is used to choose which authentication the Network Server
supports. In this case, the field is set as Trust Server CA Only.

(9) Trusted Server CA: The field is used to uploading CA file when the Authentication Mode
is set as Trust Server CA Only. In this case, please download the Amazon Root CA 1 (see
https://www.amazontrust.com/repository/), AmazonRootCA1.cer.

(h) Clean BasicStation Session: The field is used to clean Basic Station session, which means
disconnecting with Network Server. In this case, we usually do not use it.

(i) Submit: This is used for only saving for setup change. And please notice that the user must
reboot WISE-6610P to apply the setting change.
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Step 4: On Actility’s webpage, and go to Base Stations page, and the user can add gateways on
this page to manage. Then please click ADD BASE STATION button to create a new one.

— Actility - o n
@ Dashboard )
List

“1"  Base Stations )

1-30f 3  Add filter LEW show | 100 -
I Devices

] MName = LRR-1D Last Uplink Packets (1h) Alarms Tags
<> Drivers [#

— \ N e |

After clicking ADD BASE STATION button, choose Generic option for creating WISE-6610P.

ADDING A BASE STATION
link
Kerlink Advantech

) I Il I I A (L]

Step S: For creating a new gateway on Actility, there are some parameters needs to be filled. The
below will describe some main part of parameters on this setting page.

ADDING A BASE STATION

Generic

\\‘ ”} Wendor used for generic Base Station profile.

Change manufacturer?

e @

(a) ‘ Basics Station packet forwarder eufi6g,as923 kr920,us915,au915,in8565, rule4

This model uses the Basics Station packet forwarder. See the user guide for configuration details.

Y
(b) | wseesor v
RF Reg i ]

(d) ‘ EU 863-870MHz (15 channels)

This 16-channels RF Region applies to any region where the use of the 863-870 MHz I5M radic spectrum is
compliant with the ETSI EN300.220 standard. The LoRaWAN Base Station must support at least 16-channels.

(a) Model: The field is used for choosing what protocol the Actility and the gateway will use to
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communicate. In this case, the filed is set as Basics Station packet forwarder.

(b) Name: The field is user defined. In this case, the field is named “WISE-6610P”.

(c) LRR-UUID: The field represent the id of the gateway. In this case, the prefix (LRR) is
default set as “0016C0”, and suffix (UUID) is “8801F9FFFE7B5SEB4” copied from
LoRaWAN Gateway EUI, mentioned in Step 4.

Step 6 (Result): After all setting is completed, please go to Base Stations > {WISE-6610P}

page, and the user can check whether the status display ACTIVE for WISE-6610P, which stands

for WISE-6610P is communicating with Actility.

Note: {WISE-6610P} is user defined in Step 5.

; T
— Actility

o Q w o
\ATIC = -4 -
wisE-6610P 44 o ]
@ Dashboard Basic View
INFORMATION STATUS
s Dev
lame @ stwork Connectio 5 NOINFORMATION
<> Drivers 3
fe— ||| nowme s
& Comection: \\‘ U} Clock Synchroniz
os @ Base Station Restart e No information
A Alarms
‘ K0 Never
A Network Tools v nlink @ Never
[ ] e @ 0 0
3 Administration
Gene Basics Station p: fi | ]
o L]
10-00-1B-F4 0016C0-8801F9FFFETBSEB4
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Section 2: Register WISE-2410 on Actility
Please follow the below 5 steps to register WISE-2410 on Actility.

Step 1: Please connect WISE-2410 through USB cable to the user’s computer. Then open WISE
Studio software to go into to WISE-2410’s webpage. For RF Module setting on WISE-2410,

please go to Go To Configuration > Connect > Configuration > RF Module page.

Advantech WISE Studio (Win32) Version 1.02.01 (B15)

COM11(VCOM)

Welcome, Will'Yen
" _ _ Reconnect = Modbus/RTU = Search RS-485
tel(R) Core(TM) i7-1165GT @
Device Info | & Open In Browse | [l Query Data
15.73G RAM

B

Go To Configuration
RF Module

Intel(R) E met Connection (13) 1219-V
IP Address: 172.16.12.18 — -

WISE Studio software: https://www.advantech.com/en/support/details/utility?id=1-1MJSJKX

Step 2: After going to RF Module page, the below will describe each parameter on this page.

RF Module
B e (S
(b) ISM Band EU863-870MHz
(C) RF Operation LoRaWAN v Device Class Class A v
Mode
(d) Activation Mode OTAA v

Adaptive Data
) Rate

(f)  oeviceeur 74FE48FFFF504C68

Application Information

(g) Application 0000000032343130
EUI
(h) Application 0000000000000000000000000¢
Key
(|) Application 1
1 Port

(J) Message ACK

Frequency Range: 863000 ~

Frequency 868100
(k) 870000, 0: Disabled

(KH2)

868300

(a) Operation Region: The field means region the WISE LoRa node is using. The field cannot
be modified directly by changing value. In this case, the value is EU.

(b) ISM Band: The field means the band used by WIS LoRa node depending on certain region.
The field cannot be modified directly by changing value. In this case, the value is EU863-
870MHz.
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(c) RF Operation Mode: The field means what protocol of LPWAN the WISE LoRa node uses.
In this case, the field is set as LoRaWAN.

(d) Device Class: The field is used to choosing what class (operation mode) the WISE LoRa
node will be. The user can choose class A or class C for WISE LoRa node. In this case, te
field is set as Class A.

(e) Adaptive Data Rate: The field is used to enabling ADR for let Network Server and WISE
LoRa node can adaptive change data rate depending on signal strength, like SNR, RSSI, etc.
In this case, the checkbox is checked.

By the way, if the signal strength is strong enough. there is no necessary to enable this

function.

(f) Device EUI: The field means the EUI (Extended Unique Identity) of this WISE LoRa node.
And the value cannot be changed by user. In this case, the value is 74FE48FFFF5A5B1C.

(9) Application EUI: The field means the EUI (Extended Unique Identity) of the LoORaWAN
connection for the application. In this case, the field is set as “0000000032343130™.

(h) Application Key: The field means key of LoORaWAN connection for this application. In this
case, the field is set as “00000000000000000000000000000033”.

(i) Application Port: The field is used to setting for port of each LoRaWAN packet. In this case,
the field is set as “1”.

(1) Message ACK: The field is used to enabling AVL mechanism between Network Server and
WISE LoRa node. In this case, the checkbox is checked.

(k) Frequency: The field is used for setting frequency for all channels. Please make sure all

channels’ frequency match Gateway channels’ frequency.

Step 3: On Actility’s webpage, please go to Devices page, and click ADD DEVICE button to
register a new WISE LoRa node on Actility.
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Step 4: For registering a new WISE LoRa node on Actility, there are some parameters needs to

be filled. The below will describe some main part of parameters on this setting page.

ADDING A DEVICE

Advantech
ADVANTECH T solution provider
Change manufacturer?
o
(a) Wise-2410/2410X
(b) CNT79-787 (CNT79), EU433, EUBE3-BT0 (EUB6S), INB65-867 (INB6S), KRI20-923 (KRI20), RUBS4-8T0 (RUEE4)
o
(C) WISE-2410 v
o
(d) 74-FE-48-FF-FF-5A-58-1C v
(e) Over-the-Air Activation (OTAL) with local Join Server
o
(f) 00-00-00-00-32-34-31-30 v
[
(g) 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-33 v

(a) Model: The field is used to choosing which model of WISE LoRa node the user uses. In this
case, the field is set as WISE-2410/2410X because this document uses WISE-2410 as an
example.

(b) ISM Band: The field means which ISM band the WISE LoRa node will use to communicate
with gateway and Network Server. In this case, the field is chosen an option including words,
which is EU868.

(c) Name: The field is user defined. In this case, the field is named “WISE-2410".

(d) DevEUI: The field should be filled with device EUI (Extended Unique Identity) of LoRa
node. However, the field is available only when LoRa node is OTAA mode. In this case, the
field is set as “74FE48FFFF5A5B1C” due to setting of this WISE-2410.

(e) Activation Mode: The field means what activation mode the WISE LoRa node will use. In
this case, the field is set as Over-the-Air Activation (OTAA) with local Join Server due to
the setting of this WISE-2410.

(f) JoinEUI: The field should be filled with join (application) EUI (Extended Unique Identity)
of LoRa node. However, the field is available only when LoRa node is OTAA mode. In this
case, the field is set as “0000000032343130” due to OTAA mode of this WISE-2410.

(9) AppKey: The field should be filled with application key of LoRa node. However, the field
is available only when LoRa node is OTAA mode. In this case, the field is set as
“00000000000000000000000000000033” due to setting of this WISE-2410.

10
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Step S (Result): After completing the setting for registering a nee LoRa node, the user will find

there is a need created node on Devices page.

Actility - o
+ ADD DEVICE 8 IMPORTDEVICES -
L
1240124 Add fiter LE® show | w0 -
T  Devices
Wise-2410/2410X
3 Drivers (2 .‘, WISE-2410 e N “ Td-FE-48-FF-FF-SA-5B-1C Today 18:37:03 196 SFT 0%
] ® Advantech
O« t

If going to {WISE-2410} page, the user can check whether the page display ACTIVE
representing the WISE-2410 has built connection with Actility and started sending uplink
message to Actility.

Actisty

 asssa }
o o
&
o 210
o o 1235d8
G u . | " 2 = ° -65.4 dBm
) o 0%
° ° o 0%
o
o o
1 TAL]
CONNECTIONS ©
L]
Mear static - T @ rabbitmg - I
]
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