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B  Problem Description:
When customer wants to send MQTT downlink command for controlling Embedded I/O of
BB-WSW node by using MQTT client or Node-Red through WISE-6610v2.
In this document, we demonstrate how to change DO status of BB-WSW2C42100.
We will separate above application by four sections and will instruct user how to achieve this
goal section by section.
Section 1:
Sending Downlink Command from Application Server of WISE-6610v2 and Capture the
Downlink Command Format from Advantech LoRaWAN Service Page.
Section 2:
Use Node-Red Sending Downlink Command to the MQTT Broker of WISE-6610v2.
Section 3:
Use an MQTT Client Sending Downlink Command to the MQTT Broker of WISE-6610v2.
Section 4:
Checking the Result from Application Server of WISE-6610v2 and LoRa Wzzard Utility.

B Prerequisite:

1. BB-WSW2C42100 Firmware Version 1.00.11 or newer version.
2. LoRa Wzzard Utility Version 1.01.23 or newer version.

3. WISE-6610v2 Firmware Version 1.0.16 or newer version.

4. MQTT Box Version 0.2.1.0.
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B  Topology:
Use MQTT Client to Send MQTT Control Command
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Figure 1: Topology of Using MQTT Client to Send MQTT Control Command.
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Use WISE-6610v2 Build-in Node-Red to Send MQTT Control Command
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Figure 2: Topology of Using Build-In Node-Red to Send MQTT Control Command.
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B Solution:

Section 1: Sending Downlink Command from Application Server of WISE-
6610v2 and Capture the Downlink Command Format from Advantech
LoRaWAN Service Page.

The final goal of this document is using MQTT Client and Build-In Node-Red of WISE-
6610v2 to send MQTT downlink command for changing the DO Status of BB-WSW2C42100,
but before that goal we need to know what is the exactly downlink command looks like.
According to the application above, user can generate this MQTT downlink command by
referring to Page.13 of following document:
https://www.advantech.com/zh-tw/support/details/manual?id=1-1NLO6QP

It is kind of complicated and exhausted to generate this command from above link document,

so base on this application we can also get the MQTT downlink command from an easier way
which is sending MQTT downlink command from Application Server GUI. After the MQTT
downlink command is sent from Application Server GUI, this MQTT downlink command can
be precisely copied from WISE-6610v2 Transmission Queue and Frames Traffic page and
use it at section 2 and section 3.

Before we start, user can refer to the following configuration guide to connect BB-WSW node
with WISE-6610v2:
https://www.advantech.com/zh-tw/support/details/manual?id=1-1QUKYDF

Step 1:

After BB-WSW node is connected with WISE-6610v2, we need to check the DO status of BB-
WSW2C42100 by using LoRa Wzzard Utility first.

Help | Connect Setting About

0 r
LoRa Wzzard Utility
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IOutputValue D On OOfYI 3.
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Figure 3: Checking DO Status of BB-WSW by Using Wzzard Utility.
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Step 2:
Choose the BB-WSW Node which will Need to be Controlled from Application Server.

Go to Advantech LoRaWAN Service page of WISE-6610v2 and go to Application Server >
Advantech Nodes Status page. As the below picture shows, user can click button of the node

that user want to control. In this case, we choose FE7C61DD as an example.

Nodes Status
Devadcn [ v e ] v re [ o=t

DevAder + Mome ¢ Batery & mose

o [mme] 3.

Figure 4: Choose BB-WSW Node which will be Controlled.
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Figure 5: Setup the Downlink Command.
Here is the configuration example of all the parameters to control DO status of BB-WSW node:
4.  Click Settings Tag.
5. General Setting:
® Time: Choose the Device type. In this case, we choose Queue on Network Server.
® Confirmed: If node need to send ACK after it receive the downlink. In this case, we
choose Unconfirmed Data.
® Function: Different type of downlink. In this case, we choose Digital Output.
6. Digital Output Setting:
® Active: As we checked from STEPI1, the original status of DO is low. In this
document, we will send a downlink command to change it to High. So we choose
High.
7. Click “Setting” to send the downlink command.
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Step 3:
After the MQTT downlink is sent, User can go to the Transmission Queue page on LoRaWAN

Service of WISE-6610v2 to capture the generated control raw data and application port of end
node. In this case, the Txdata is 010000 and Txdata Port is ”13”.

[ radets pot S Tadats Data | contimea S Actions

Figure 6: The MQTT Downlink Command Generated by Application Server.
In Txdata Data column, user will see the control raw data for BB-WSW2C42100. The Txdata

port is the same as port number which will be implemented in section 2 and section 3.

oehae e 34 D R ) =mn
0O | Time v DeviceName & Type $ Devadar @ ULRSSI $ ULSNR $ FCat $ Datarate & ACK $ Pot $ Frequency S MACCmd S| Dam s
45 125
O | 20241029 15:09:46 BB-WSW Unconfirmed_Up FE7C610D 5 o 34 SFTBW125 x 64 867.1 00000001
O | 2024029150945 Uncontimes_Down FETC§10D SFTBW125 x 13 8675 010000
29 08
O | 20241029 15:09.44 Unconfirmed_Up FE7C610D 47 108 EH SF7BW12S x s 8679 000000000000000011112F
% 15
85 45
O | 20241029 15:09:14 Unconfirmed_Up FE7C10D % o 2 SFTBW12S x ] 8677 000000000000000011112F
55 95
O | 20241029 15.08:44 BB.WSW Unconfirmed_Up FE7CS10D 93 08 3 SFTBWI2S x s 8685 000000000000000011112F
s '
O | 20241029 150815 Unconfimed_Up FE7C§10D 016C001FIEOSSFS N 135 » SFTBW125 x 5 8683 000000000000000011112F
O | 202410.29 150745 Unconfirmed_Up FETCE10D | 00165 3 1 2 SFTBWI2S x s 8679 000000000000000011112F
O | 20241029 150714 Unconfimed_Up FETC610D 0016C001F1E0BSFS 39 138 2 SFTBW125 x 6 8671 000000000000000011112F

Figure 7: The MQTT Downlink Command Generated by Application Server.

User also can go to Advantech LoRaWAN Service > Devices > Frames Traffic page to check

the MQTT downlink command and port number from “Frames Traffic” as Figure 7 shows.
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Section 2: Use Node-Red Sending Downlink Command to the MQTT Broker of
WISE-6610v2.

In this section, we provide an example Node-Red flow which can easily send “DO On” and
“DO Off” command to BB-WSW2C42100. User can follow the step to achieve the purpose.

Use WISE-6610v2 Build-in Node-Red to Send MQTT Control Command

MQTT Client

Browser
IP: {192.168.50.2}

Use Node-Red Flow to Send the MQTT Downlink Command

LoRaWAN GW with build-in MQTT Broker and Node-Red

MQTT Broker
1P: {192.168.50.44} Port: 1883 (default)
SMQTT T LoRa Node (BB-WSW2C42100) > Advantech Nodes Status
Broker AVt
Network Server
LoRa WAN Gatewiry
WISE-6610v2
1P: {192.168.50.44)
Checking If WISE-6610v2 Get DO Data from BB-WSW2C42100
.
=
LoRaWAN Downlink Uplink
= )
-

WISE LoRa Node

E BB-WSW2C42100

DevAddr (FE7C610D)}

Checking DO Data of BB-WSW2(42100 by Using LoRa Wzzard Utility

Step 1:
From Sectionl, we already captured the downlink command which can change DO status of

BB-WSW2C42100 to high.
In this section, we use build-in Node-Red of WISE-6610v2 and create a MQTT publish
downlink flow by import the example flow below.
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Figure 8: Downlink Sample Flow in Node-RED.
Example flow of BB-WSW2C42100:

&
Node—_R_ed flow
Example.txt
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Section 3: Use an MQTT Client Sending Downlink Command to the MQTT
Broker of WISE-6610v2.

Use MQTT Client to Send MQTT Control Command

MOTT Client

MOTT Box
u IP; {192.168.50.2} -

e MAOTT Cligant 1 Seved the MOTT Dowenlink Command

&
BMOTT Publish Subscribe
7

LoRaWAN GW with build-in MOTT Broker

MOTT Broker
IP: {192.168.50.44} Port: 1883 (default)
SMQTT LoRa Node (BE-WSW2C42100] > Advantech Nodes Status
Bmker MIOTT Biroker
Mebwerk Serwes

LoRa WAN Gatawy

WISE-B610v2
IP: {192.168.50.44}

Checking if WISE-6610w2 Get DO Data from BE-WSWICA2100

=
LoRaldN Downlink Uplink

=

WISE LoRa Node

BE-WSW2CA2100
DevAddr [FETCE1DO)

Chicking DO Data of BE-WSW2ICA2100 by Using LoRa Werand Utility

Step 1:
Because now we already get the RAW data of MQTT downlink command from Section 1. We

can use an MQTT Client to send this MQTT downlink command to WISE-6610v2. After WISE-
6610v2 get this MQTT downlink command, it will send this command to BB-WSW2C42100.
When BB- WSW2C42100 received this MQTT downlink command it will control the DO

status.

The MQTT downlink control topic for BB-WSW Nodes is downlink/{devAddr}, so if user
want to control BB-WSW with device address FE7C61DD, the downlink control MQTT topic
is downlink/FE7C61DD.

The MQTT downlink packet is in JSON format, which is written in below format
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{"data":"control raw data for BB-WSW2C42100"," port':application port of end node}.

Step 1:

Setup the MQTT Client (MQTT Box) and Send the MQTT Downlink Command to
Downlink Topic.

Since the MQTT downlink command packet contains the two parts, Txdata and Txdata port
number.

User can follow the format below to send the MQTT downlink command by using an MQTT
client.

{"data":"control raw data for BB-WSW2C42100","port":application port of end node}

So the MQTT downlink command you send to WISE-6610v2 will be
{"data":"010000","port":13}

B MQTTBox
MQTTBox Edit Help

1.

[Topic to publish

downlink/FE7C81DD

QoS
0 - Almost Once
Retain

Payload Type

Strings / JSON / XML / Characters

2.

e.g: {'hello"'world"}

Payload

Figure 9: Sending MQTT Downlink Command by Using an MQTT Client such as MQTT Box.
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Section 4: Checking the Result from Application Server of WISE-6610v2 and
LoRa Wzzard Utility.
Step 1:
After we sent the MQTT downlink command to BB-WSW2C42100, it will change the DO
status to High. User can check the test results from two methods.
1. Checking DO status from application server of WISE-6610v2.
2. Checking DO status of BB-WSW2C42100 by using LoRa Wzzard utility.
Step 2:
Go to Advantech LoRaWAN Service page of the WISE-6610v2 and go to Application Server
> Advantech Nodes Status page. As the below picture shows, user can check the value of DO.
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Figure 10: Checking DO Status from Application Server of WISE-6610v2

Step 3:
Checking DO status by using LoRa Wzzard Utility

11
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Figure 11: Checking DO Status by Using LoRa Wzzard Utility.

12


http://www.advantech.com/

