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B Problem Description:

This document shows that how to connect with Azure loT Hub and make sure push data
successfully. Utilize Microsoft software to monitor the pushed data.

B Brief Solution - Step by Step:

Azure could be connected with end device through HTTP and MQTT protocol. WISE utilize
HTTP protocol to connect with Azure. WISE does not need an extract gateway to connect with

the service.

WISE pushes data to Azure event hub (figure 1 (A)) and upload .csv file to Azure Blob Storage
account (figure 1 (B)). SOP video of both functions can be found in the same archive folder of
this document. This document shows the details about pushing real-time data (figure 1 (C)).

Upload file Push data
Data format csv JSON
Data type A batch of historical record. The last real-time data.

restored.

Support resume data
after the connection is

Yes.

No. Will discard the data after
retry 3 times.

Link

https://youtu.be/xfl6bSPa8jA

https://youtu.be/scvNMPtwLuc
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Figure 1. (A)(B) WISE FW support upload/push data to Azure 10T Hub
(C) The topology of this documentation.

JSON messages does not storage in any file, it only temporary storage in event hub for few
hours. Unless a user utilize these messages for another application, these messages will be
deleted.

Stepl. Refer to the website of Microsoft and create an account.
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-raspberry-pi-web-simulator-get-started.
In the Azure portal, click New > Internet of Things > 10T Hub.

New > Internet of Things
New 8 X Internet of Things

O Search the marketplace

MARKETPLACE FEATURED APPS

Compute loT Hub
1 Connect, monitor and manage loT
Networking 5 t devices
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Databases 7. o

Intelli Iyti .
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Enterprise Integration

Figure 1. Create an account.

Step 2. Check the system clock in your WISE module. The connection key is available
within 365 days. If the WISE module timing is far different from the Azure server timing, the
server will disconnect the client (WISE) automatically. If a user is using WISE-4012E (figure
2), the system clock needs to be correctness after power-on every time due to there is no RTC
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hardware in this model.
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Figure 2. The system clock needs to be synchronized.

Step 3. Open Device Explorer panel and Add a new device (figure 3). The Device ID should
be the same as UUID in WISE web utility. Authentication Type please set as Symmetric Key,
enables the Auto Generate Keys, and Enable the Connect device to 10T Hub setting.

NOTE that the UUID is setup in INFORMATION configuration page of WISE web utility

(figure 4).

WISE-7510 - Device Explorer

27 IoTHub
Search (Ctrl+/)
i= Properties
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Figure 3. Azure IoT Hub with Device Explorer panel.
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Figure 4. WISE web utility with the same Device ID as on Azure 10T Hub.

Step 4. Azure/azure-iot-sdk-csharp provide Device Explorer application on GitHub (figure 5).
Please check the following link. This application helps to monitor the data that WISE

uploaded/pushed.

https://github.com/Azure/azure-iot-sdk-csharp/tree/master/tools/DeviceExplorer

5/ Device Explorer

Configuration Management Data Messages To Device

Connection Information

loT Hub Connection String:

HostName=demohub99.azure-
devices.netSharedAccessKeyName=iothubowner.SharedAccessKey=MjTbTa
F1dygyEWRIzaNB79ChDYSUGPNpPINPQOxHIY=

Protocol Gateway HostName:

Update

Shared Access Signature
KeyName iothubowner
Key Value MjTbTaF1dygyEWRIzaNB73ChDY6UGPNipPNP QOxHIY=
Target  demohub99.azure-devices net

TTL (Days) 365 Generate SAS

Figure 5. Device explorer from Azure GitHub.
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Step 5. Copy the Connection String — Primary Key from Shared access policies.
Paste the key string in WISE configuration page.

o SETTINGS POLICY
Shared access policies e

iothubowner
(o Pricing and scale .

service
B4 Operations monitorin 2
& op g device

Shared access keys
primary key © # Configuration
VTWsQuIJiZEm2a9HVidxz)YM1xB1+J6ZVpdaLmgmdE= E

Secondary key @
Ciloud Configuration
nIBPORgOISH7tMD/hhzw2LWJkqolrJPEDByCVcvel+E= E

Selmct Senice L T
Connection string—primary key @
HostName=WISE-series.azure-devices.net;SharedAccessKkeyNam E Setting

Connection string—secondary key @ L .
HostName=WISE-series.azure-devices.net;SharedAccessKeyNa... m ‘Connection String IoSINaTEWISE senes. 1ure Gewces ne ShaeaACce

Figure 6. Connection String — Primary Key.

Step 6. Enable push notification function of WISE (figure 7).

Push Notification (JSON format)

110 Log

System Log

< Push MAC Address
#| Push Timestamp

Timestamp Format Local Date and Time(GMT)

Figure 7. Enable PUSH function.

Step 7. Shown as figure 8, use the same String as copy-pasted for WISE setting for Device
Explorer to connect this application with Azure account. Click Update button.
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5 Device Explorer - [m] x |

Configuration Management Data Messages To Device

Connection Information
I : ioq Srincs
HostName=demohub$9.azure-

devices.netSharedAccessKeyName=iothubowner.SharedAccessKey=MjTbTa
F1dygyEWRIzaNB79ChDY6UGPNtpPNPQOXHIY=

Protocol Gateway HostName:
a Update

1
Shared Access Signature
KeyName iothubowner
Key Value |MjTbTaF1dygyEWRIzaNB79ChDYBUGPNipPINPQOxXHIY=
Target ' demohub99.azure-devices.net
TTL (Days) 365 < Generate SAS

Figure 8. Connect Device Explorer with Azure account

If there is a pop-up window shows that “update successfully”, which means this application is
connected with Azure account successfully.
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Results. Monitor the data while WISE is pushing data to 1oT Hub (figure 9).
Select the same Device ID as the setting at step 3. There is data showing at Event Hub Data
panel after click Monitor.

r T— h
g5l Device Explorer Twin lilm

| Configuration | Management| Data |Messages To Device | Call Method on Device

Monitoring

EventHub: WEISZEA

Device ID: | WISE4050 ﬂ

Start Time: [0 11/14/2017 1434.04 o-

Consumer Group: |SDefault [7] Enable

Monitor g l Cancel l l Clear ["] Show system properties
H "‘-_ _EventHub Data

14T14:38:51408:00", Reoond ™[0, 0,2, L0, 1, 1, OL[0,2 1, 03,[0, 3,1, O11}] -
201711114 T4 02:35:06> Device: [WISEA050], Data:[{ "PE":128,"UID":"W ISEA050","MAC"™:"00-DO-C3-F7-0C-85" "TIM"-"2017-11-
14T14:38:52+08:00" "Reoond™[[0,0,2, 0100, 1,1, 0,10, 2, 1, 03,00, 3,1, O1]}]
201711114 T 02:35:07> Device: [WISEA050], Datac[{ "PE":128,"UID":"WISB4050","MAC™:"00-DO-CH-F7-0C-85" "TIM"-"201 7-11-
14T14:38:53+08:00" "Recond ™[0, 0,2, 010, 1,1, LI, 2 1, 03,00, 3,1, 0111
201711114 T4 02:35:08> Device: [WISEA050], Data:[{ "PE":128,"UD""WISE4050", "MAC™,"00-DO-CO-F7-0C-85" "TIM""201 7-11-
14T14:38:54+08:00", "Recond[[0, 0,2, 0100, 1, 1, OLI0, 2, 1, 00,00, 3,1, 0111
20171114 T4 02:35:12> Device: [WISEA050], Data:[{ "PE"-128,"UD""WISB4050", "MAC"."00-DO-CH-F7-0C-85" "TIM""201 7-11-
14T14:38:57+08:00" "Reoond™ (10,0, 2, 0L, 1, 1, OL10,2, 1, 00,00, 3,1, 011
20171114 T4 02:35:12> Device: [WISEA050], Datac[{ "PE"-128,"UID"-"WISEA050","MAC":"00-DO-CO-F7-0C-85" “TIM""201 7-11-
14T14:38:58408:00" "Recond™[10,0,2,  OL0, 1,1, OL0,2, 1, 03,00, 3,1, 0111
20171114 T4 02:35:13> Device: [WISEA050], Datac[{ "PE":128,"UID": "W ISEA050","MAC™:"00-DO-CO-F7-0C-85" “TIM"-"201 7-11-
14T14:38:50408:00" "Recoed™ [0, 0,2, 010, 1,1, 0410, 2,1, 03,00, 3,1, 011

m

Figure 9. Device Explorer monitoring pushed data from WISE.
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