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GSM

Global system for mobile communications

« 1987, GSM Association
* Najbardziej popularny standard fwiecie, szeroki dogp

* Podstawowa funkcjonalgé Wiadomdaci SMS

Czestotliwosci: 850/900/1800/1900 MHz
Transfer: maks. 384 kbps [140 kbps - realnie]
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GPRS

General Packet Radio Service

» Pakietowa transmisja danychr€pP/IP
» State padczenie PPP (Point-to-point Protocol)

» Podstawowa funkcjonaldé: transparentny przesyt danych
Transfer: maks380 /14.4 kbpsDown./Upl.




EDGE

Enhanced Data rates for GSM Evolution

» Pakietowa transmisja danychr€pP/IP
* Poprawiona wersja GPRS

» Podstawowa funkcjonaldé: transparentny przesyt danych
Transfer: maks236.8 / 118.4 kbpsDown./Upl.
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HSDPA

High Speed Downlink Packet Access
HSPA+
Evolved High Speed Packet Access

Standard / Downlink Uplink Cz estotliwos¢
Transfer maks. MHz

HSDPA 14 Mb/s 5.7 Mb/s 2100
HSPA+ 42 Mb/s 11 Mb/s 900

HSPA+ w Polsce od 2008r.




Oferta modemow przemystowych Mc
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Moxa OnCell

Five-band Five-band
GSM/GPRS/EDGE/ GSM/GPRS/EDGE/
HSDPA/HSPA+ HSDPA/HSP,A+
Komérkowa bramka IP Zf’:t'\?r KOtmOFKOWy
quad band 1 XOLAN ] e gcgﬂfc
GSM/GPRS -30°C do 5&°C £
Modem IP 3110: 1x RS-232
-30°C do 55°C 3150: 1x RS-232/422/485 l
quad band 3111: 1x RS-232 : -
GSM/GPRS 3151: 1x RS-232/422/485 ’
Modem ‘/
-30°C do 75°C

1x RS-232/422/48_E
: e OnCell 5004 / 5104

*' OnCell G3110
G3150

s’ OnCell G3151

G3251

OnCell G2151




Cell — tryby pracy

On I
OnCell G2151 OnCell G3151
G3251 /.

[SMS] |
NAT , przekierowanie portowirtual server moc

e

OnCell G3110/G3150  oncell 5004/5104

real COM mode, reverse real COM, SMS
tunnel mode, TCP server/client mode, UDP
mode, Ethernet modem mode




OnCell G2151/G21511

« Modem GSM/GPRS

« 800/900/1800/1900 MH

e 1Port RS-232 lub RS-232/422/485
« Kompaktowy design + DIN-Rail Kit

e SMS

|zolacja 2.5 KV RMS

@ OW®re
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OnCell G3111/3211/3151/3251

« GSM/GPRS IP Modem

« 800/900/1800/1900 MH

« 1/2 Porty RS-232 lub RS-232/422/485
« Kompaktowy design + DIN-Rail Kit

* Tryby pracy: Real COM, TCP

Server/Client, UDP, SMS Tunnel

@ OW®re




OnCell G3111/3211/3151/3251

Reset
Antena
Ethernet
Zasilanie
12-48V
PWR
_ READY
Poziom sygnaitu GSM/GPRS

TX/RX

Din-Rall

RS-232 lub
RS-232/422/485




OnCell G3110/3150

*Peine wsparcie dla TCP/IP
*EDGE/HSDPA/HSPA+
Dostpne modele z temp. pracy:

-30 do 75°C
*Redundantne pgtzenie GSM/Ethernet
Client VPN

*Redundantne weégie zasilania

o2 X DI, 1 x Przekanik @ @ F©

*Uchwyt na szya DIN



Transport
Sterowanie Ruchem Drogowym

OnCell G3111

RS-232/422/485




OnCell 5000/5104

*Piecio-zakresowe, przemystowe routery

komorkowe

*GSM/GPRS/EDGE/HSDPA/HSPA: l

o2 X DI, 1 x Przekanik

Uchwyt na szya DIN @ @ F©

*Temp. pracy: -30 do 55°C
Client VPN

2 X slot na kart SIM



Moxa OnCell
Tryby Pracy

Modemy
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SMS

RS 232/422/4€

Komendy AT
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Tryb pracy GPRS

Umozliwia potaczenie urgdzenia do sieci Internet (GPRS,
PPF (Point to Point Protocol

()
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Moxa OnCell
Tryby Pracy

Modemy IP
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Tryb pracy (secure) real COM

Opcjonalne kodowanie SSL
Mozliwos¢ zamapowania portu na dwdch niezalch komputerach

Typy pobczen:

e dynamic DNS: mazliwos¢ uzywania adresu
domenowego (uzyskanego od provider’a DDNS)




Tryb pracy (secupereverse
real COM

Opcjonalne kodowanie SSL
Mozliwos¢ zamapowania portu na dwdch niezalch komputerach

Typy pobczen:

e Tryb reverse real COM do PCze statym publicznym
adresem IP

e Tryb reverse real COM do PC z adresem domeny

Staly publiczny adres IP
Dowolny adres IP



Tryb pracy (secure) TCserver

" Wireless

- I—-‘___x;r' \
f * -
( Internet 5

- _M..r_"h

( -
Device
RS232/422/485




Tryb pracy (secure) TCP client

P i ™
. Wireless Y
Carrier ..
_,.."" .
F e ™

r h -
( Internet B
: My

[ i
| Device |
RS232/422/485




Tryb UDP

~ Wireless *

3

S !
“

— Device
RS232/422/485

Directly proceed with data transmission
Host +— -

(no connection required)




Zakres podstawowych funkcjonakoo
serill
Moxa OnCell
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DDNS
Dynamic Domain Name Sen

OnCell G3000, 5000

MOXA



E@ﬁ& DDNS

e OnCell — dynamiczny adres IP
* Brak mazliwosci pofaczenia ,.z zewstrz” na podstawie statego
adresu IP

Mozliwe pofaczenie .z zewntrz” na podstawie

przyznane| domeny

Zapytanie o IP DHCP Server
Host Name=MSD2012 et

>

Przyznanie IP+DNS
Potwierdzenie domeny:
moxa.elmark.com.

—- S

\4

Domena OnCell to: /"&

MSD2012.moxa.elmark.com.pl
DNS Server

MOX/A



DDNS

Momﬂwww.mﬂxa.com

£ Main Menu (=
i DDNS
-] Overview
~{_1 Basic Settings Configuration
H{] Metwork Settings DDNS & Enable © Disable
#{1 Serial Port Settings Server address [DynDns.org =|
=k Swst M T
3 System Management Host name [MSD2012
423 Misc. Network Settin
- Accessible IP List Username |m0xaelmark
'D SHMP Agent Password I""."""
~{(_1 DDNS
~{_1 Host Table

Submit
~{_1 System Log Settir _I

-] Virtual Server Set
42y Auto Warning Settin
~{_] Event Settings

~{_] Serial Event Settir
~{_1 E-mail Alert

~{_1 SNMP Trap

~(1 SMS Alert -
E“a Maintenance
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GuaranLink

OnCell G3000, 5000
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GuaranLink

. GuaranLink to funkcjonalna¢ urzgdzenia OnCell, ktéra
. nadzoruje stan paczenia komérkowego. GuaranLink

. monitoruje stan pagczenia i uruchamia procedyr
przywrocenia, kiedy pgtzenie z siegizostanie utracone

_____________________________________________________________________________________________________

Modele:
— OnCell G3000/5000

Funkcjonalnosé: I I
— Monitoring potaczenia » . '
— Przewradcenie utraconego potgczenia '



Trzy metody na sprawdzenie
potgczenia komorkowego

e |SP initial connection check

— Sprawdz czy OnCell moze potaczyc sie z sieciag GSM (sprawdz
pofgczenie PPP), nastepnie zrestartuj urzadzenie

e Ustal powtarzalnos¢ PPP (co 3min)

I
//f 6 =
- N
PPP niedczy
Zmmmn)
ISP



Trzy metody na sprawdzenie
potgczenia komorkowego

e |SP Cellular connection check

— Sprawdz czy istnieje transmisja danych( PPP Rx count), jesli
nie, sprawdz czy potaczenie jest aktywne (DNS lookup oraz

PING host’a) a nastepnie podtacz sie ponownie do sieci
GPRS

— Ustal interwat sprawdzania potaczenia (1~600min) oraz czas
sprawdzania potgczenia (1~5/15sec)

X

<
<

Packet Rx
Counter



Trzy metody na sprawdzenie
potgczenia komorkowego

e Packet-level connection check

— Uzyj polecenia PING aby sprawdzi¢ potgczenie z zdalnym
hostem, jesli nie, zrestartuj modem GPRS.

— Ustal interwat sprawdzania potaczenia (1~600min) oraz czas
sprawdzania potgczenia (1~5/15sec)




Kiedy stosowa ¢ GuaranLink?

e ISP initial connection check
— W przypadkach gdy OnCell po uruchomieniu nie
taczy sie z siecia.
e Cellular connection check
— Czasami ISP potrafi zerwac potgczenie w przypadku
kiedy OnCell nie odpowiada .
e Packet-level connection check

— Jesli ISP z nleW|adomYch powodow roztacza
potgczenie w nieregularnych odstepach czasu.

— Kiedy odpowiedzi na komende PING s3 nieregularne

MOXA



Virtual Server

OnCell G3000, 5000
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Virtual Server

87.251.249.1€
Pubﬂiczny reres 17

192.168.3.22

A
- 192 168.3.1
| l
.—

19 .1 . . &e«.
{“ hel‘n t

port ”Le\N

MOXA



Virtual Server
MOXAEJWWW.FHD){E.CDFH

B - =
0 Network Settings Virtual Server Settings
®{_] Serial Port Settings
43 System Management Virtual Server @ Enable (" Disable
=4 Misc. Network Settin No I Activate Protocol Public Port Internal IP Internal Port
~{_] Accessible IP List
1 r ITCP "’I 450 192.168.3.239 Id-D
{1 SNMP Agent |
{1 DDNS 2 r [Tcp =l [ | [
~{_1 Host Table 3 r |TCP 'I I | I
g System Log Sethir a r m l— I l—
Virtual Server Set
. . 5 r [Tcp =] — | —
EHy Auto Warning Settin
~{_] Event Settings 6 r [Tce =] I I I
-1 Serial Event Settit 7 r ITcp -I | | |
E-mail Alert
O srz e g r [Tcp =] — | —
~{_] SNMP Trap
(1 SMS Alert ° a [Tce =] | | |
EHY Maintenance 10 r [Tce =] | | |
1:I Console Settings 11 r m I | I
{1 Ping
12 r [Tcp =] | |
1:I Firmware Upgrad: I

MOX/A



Virtual Private Network
OnCell G3110/G3150, 50t
VPN Client

MOXA



Virtual Private Network

LAN 1

192.168.3

LAN 2

192.168.3

¥

MOX/A



Virtual Private Network

-1 Overview
-{1] Basic Settings
E4Y Network Settings

~{Z1 Basic Network Settir
-1 DNS Settings
~{L1 Advanced Network ¢
-1 Auto IP Report Settil
~{_1 GSM GPRS Settings
==Y onCell Central Manz
i:l onCell Central Mz
{1 Sservice Forwardin
-] VPN Settings

{1 Serial Port Settings
B3 System Management

(] Misc. Network Settin
H{1] Auto Warning Settin
EH3 Maintenance

-1 Consocle Settings
-1 Ping

-1 Firmware Upgrads
-1 Configuration Img
~{_1 Configuration Exp
-{{1 Load Factory Defz

VPN Settings

Configuration
VPN tunnel
VPN tunnel mode

Remote Network

Remote endpoint IP or hostname
Remote subnet IP

Remote subnet netmask
Local Network

Local subnet IP

Local subnet netmask
Incoming Security Settings
SPI

Encryption mode
Encryption key
Authentication mode
Authentication key

Outgoing Security Settings

 Enable ' Disable
[Manual key/ESP x|

|3002

DES =

MD5s =

1= SPI |4002
(&3 Change Passwaore

Encryption mode DES hd

H{] Certificate
{1 System Monitoring _ILI Encryption key |
3

< |

Authentication mode MND5  w

MOX/A



Agent SNMP

M OX A\ www.moxa.com

Z3 Main Menu o e
en
-] Overview 9
-{_] Basic Settings Configuration
H{] Network Settings SNMP ® Enable’ © Disable
#{1 Serial Port Settings Read community string |public
=43 System Management ) ] ) :
: . 5 Write community string |prwate
424 Misc. Network Settin '
{1 Accessible IP List Contact name I
-1 SNMP Agent Location |
] DDNS SMNMP agent version Wyl My ¥ 3
g st Taive Read only user name |mnxaelmark
System Log Settir
. Read only authentication mode | isable v'|
“( virtual Server Set . Hisab)
=3 Auto Warning Settin Read only password I
~{] Event Settings Read only privacy mode Disable =~
“{_] Serial Event Settir il Gl B |
“[ E-mail Alert
Read /write user name |
“[_1 SNMP Trap
-] SMS Alert = Read/write authentication mode |Di5-_ahle *|
=y Maintenance Read/write password |
(0 Console Settings Read/write privacy mode Disable -~
“{] Pin
g Read/write privacy |
{1 Firmware Upgrads
71 ranfimiration Trae

MOX/A



Lista dopuszczalnych adresow IP

MOX/\@www.moxa.com

‘2 Main Menu = . .
i Accessible IP List
-{Z1 Overview
-] Basic Settings ) o . . .
] " Enable the accessible 1P list { "Dusable” will allow all IP's connection request.)
®{] Network Settings )
i ] No Active IP Address Netmask
F{_1 Serial Port Settings
25 System Management 1 r I I
EH3 Misc. Network Settin 2 r | |
~{_1 Accessible IP List 3 r [ [
-1 SMMP Agent . - | |
~(1 DDNS
~{Z1 Host Table 3 r I I
~{Z] System Log Settir 5 r | |
“{Z1 Virtual Server Set 2 r I I
B2 Auto Warning Settin -
~{Z1] Event Settings 8 I I
~{L1 Serial Event Settit 9 r | |
(1 E-mail Alert 10 A [
~Z1 SNMP Tra
P 11 r | |
~1 sMS Alert .
=3 Maintenance 12 - I I
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Konfiguracje

MOXA



OnCell Search Utility

“®, OnCell Search Utility - O] x|
J File Function |F Addrezs Report Help
¥l 2 a = X . L&
Exit Search Search [P Locate Wieh Telnet Azzign P Ur-Lack |pgrade
Function Items
g2 Gearch Mo/ | Model | LoM MAC dddiess | LN IP | wisn 1P | Status
LB |P Address Report

-Wyszukiwanie
-Lokalizacja
-Zmiana ustawien sieciowych

-Aktualizacja Firmware'’u

Search Result - 1 OnCell(s)

AN

MOX/A



OnCell Driver Manager

_ijx
J File COM Mapping Settings: “iew Help
j 3] ‘ o & A G
Exit Add  Hemave | Apply Unda Settitig
Mo COM Part ¢ LAM Address WA Address
1 COM1 192.168.3.229 5580:96E [Fort1)
i COk 34 - a7 201 249162 950966 [Part1] ¢
Total COM Port - 2 y
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Konsola WWW
MOX/A\" www.moxa.com

-4 Main Menu .
- Welcome to OnCell G3100 Series
{1 Overview
{11 Basic Settings Model name OncCell G3150_V2
{1 Metwork Settings S.Enal o . : i :
) _ Firmware version 2.2 Build 10032317
] Serial Port Settings WAN IP address N/A
#{ ] System Management Ethernet IP address 192.168.3.230
#{] System Monitoring Ethernet MAC address 00:90:E8:1E:78:99
“{1 Save Configuration Eﬂ:FTEt LAN ISFEEdI 100M/Link
Cellular signal leve 0
®L0 Restart Cellular signal RSSI 0
Cellular mode N/A
Cellular IMEI 357247011656234
Up time 0 days 00h:00m:12s
Serial port 1 115200,None,8,1,R5-232
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Telnet

DnCell G3158_U2 OnCell _G31568_U2_398% 2.2

Metwork Port System HMonitor sAve Restart Exit
Examine server settings_

Enter: select ESC: previous menu
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