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Section 1 - Introduction

Objectives

This section introduces WebAccess HMI & SCADA software. At the end of the section, you wiill
be familiar with:

1. Software Components
2. Capabilities of WebAccess Software

3. Terminology

Training Notes

Using this Training Manual
The following is recommended for the Student PC

¢ Windows Vista Business, XP Professional or 2000 Professional with 11S installed
on the students PC. Vista Enterprise and Server 2003 will also work well.

¢ A network card and TCP IP service.

e A Hub or Switch to allow connection of client to a “Demo Web Sever”. This is used in
Section 1 Task 1: Connect to WebAccess Demo Project with a web browser. Page 11.

¢ A connection to the Internet and demo.broadwin.com (Note — See the appendix for
alternative configurations).

e Project & SCADA Node software. This will be done in Section 3 Task 1: Install Project
and SCADA Node software page 55.

e A PLC or other controller with appropriate cables and connections. Alternatively, the
Modbus TCP Simulator can installed on student PC

¢ EXCEL installed on Student PC.

Broadwin Technology, Inc. Ver 5.0 1
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e Optionally, an OPC server installed on student PC (e.g. Kepware OPC simulator) if OPC
section is to be covered.

For alternative configurations and workarounds, see the appendix.

Note- The hyperlinksto help filesin this manual are now to demo.broadwin.com. Previously, they were to |ocal host.
Y ou can edit the host file on a PC to redirect demo.broadwin.com to 127.0.0.1 (i.e. localhost) if an Internet
connection is not available or if the student has Project Node software installed on their PC.

What is WebAccess?

WebAccess is web browser based software for Human Machine Interface (HMI) and Supervisory
Control and Data Acquisition. WebAccess communicates with automation equipment used in
manufacturing facilities, industrial plants and building automation systems. The software
acquires, displays and stores real-time data and allows operators to change setpoints,
equipment status and other parameters in Programmable Logic Controllers (PLCs), Controllers,
10, RTUs, DCS and DDC systems.

Through a graphical user interface on a Personal Computer (PC), WebAccess

e Displays dynamic real-time data on graphic displays that are pictorial
representations\of equipment and processes.

7 BroadWin Webbscess Ties - Windews Iniernel Faplores pravided by Tahos

ﬂ - n|!.lu;,l_lﬁn'.H.!.'.lmhmfﬁﬂ.yhmhmmuu-uurlrm - i AT JuF =
— . "

Wl B e feede. e w0 (oGl e Jinede. | fi -~ B - i - [iPege « T Took -
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¢ Indicates alarm conditions, through beeping sound, flashing colors, email messages
to users and pagers, text-to-speech annunciation and media files (e.g. wave, midi,
mp3)

¢ Displays trends that mimic strip-chart recorders and archives historical data to hard
drives and databases.

= BroadWin WebAcoess View - Windows Infernet Explorer provided by ¥ahoal
m T Eiaepmes m————rr e SUE 2]
w o _1_-:ﬁm..--ﬂm.. x .ﬁ:m--s...:ﬁm.. ﬂuﬂ- _ B B i e O Tesk -
LIVEDEMC SCADANo:E dlogtrd=1

Rl BN 2 AN AL | LA E Ak Tedi=

0471372007 15=00:00

17:54: =4

[ | 5] |A|FIz044

i heret

e Enables the operator to perform control actions (change setpoints, start/stop pumps,

etc.)
FAM_START101

STOPPED RLHKRG

Hikd Olugpad || Enier || Ewt |

e Provides tools to assist operators such as downloading recipes, jump to an Alarm
display, browse tags, and find displays used by a tag.

Broadwin Technology, Inc. Ver 5.0 3
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Tracks operator initiated changes.

Executes scripts for animation, custom reports, emails, logic for real-time control and
scheduling equipment.

Exports historical data to html files and external databases.

Generates scheduled reports and logs.

Uses live Video mixed with animation and live data

Does all this in an ordinary web browser (Internet Explorer 6.0 or 7.0 recommended)

Provides a non-web browser version of all these functions also for dedicated control
rooms and stand-alone computers.

WebAccess Benefits

Add Internet technology to control and automation equipment

Remotely engineer and support automation equipment using a Web Browser (this is
probably unique to Broadwin WebAccess).

e Reduce trips to the field

e Provide timely access to real-time data to users through out the enterprise using
ordinary web browsers (for example, accountants and managers).

Provides a modularized system that allows you to expand with project needs.

A database structure, which resembles that of a DCS, that enables database
parameter, Block, and display templates to reduce the time in engineering and
commission a system.

Vector-based Graphic Builder that enables fast creation of displays with sophisticated
animation capabilities and smaller file sizes for faster downloads. Also allows import
of bitmap (JPEG, GIF, Bmp, DIB) and Vector-based DXF files from AutoCAD.

Graphics that provide details from a plant-wide overview to individual control loops
can be generated minimal effort (a built-in, drill-down, and display architecture.)

Integration with enterprise databases via real-time ODBC data conversion including
Microsoft Access (standard) and relational databases including Microsoft SQL Server,
Oracle and MySQL.

Built-in scheduled report module - no add-on option is required.

Built-in networking capabilities allow data from remote sites to be readily available to
the central control.

Always have a compatible development tool (a Web Browser, IE 6.0 ot 7.0) without
having to match the version installed at the customer site.

Provide all your staff with the Development Tool (the Project Manager) at no
additional cost. (Just need Internet Information Server installed on your laptop or
PC, a free option in Windows).

Broadwin Technology, Inc. Ver 5.0 4
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WebAccess Components

A complete WebAccess system consists of three basic areas, illustrated below.

CLIENT

web broveser

SCADA node

Basic Network
Components
CLIENT PDA
web browser Thin Cliert

Internetcorintranet orLAN

=

PROJECT node
Central Dathase
Configuration Tool
Cortrallers Weh Server

&
Instruments

Figure 1.6 WebAccess Network Components

Client (Web Browser VIEW of real-time Data) and an Active-X
control called the Plug-in

SCADA Node — a PC that communicates with automation
devices and the Clients.

Project Node - the Configuration Tool, Central Data base and
Web Server.

Network Service — runs on the SCADA Node and Project node
and provides file transfer and real-time data transfer to Clients
and SCADA nodes (webvrpcs.exe is the name of the network
service that runs on SCADA nodes and Project Node).

Thin Clients - which display snapshots of graphics and use a
text based interface to change data, acknowledge alarms and

control. No software installation required. Supports PDA and
Pocket PCs

Stand-alone systems are implemented in one of two general ways:

Broadwin Technology, Inc.
Revsion A March 16, 2006
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e The SCADA Node software and Project Node software are on the same PC.

e The SCADA Node software is on the PC and the Project Node Software is on a
mobile laptop or remote PC.

Stand-alone SCADA node

zetial or netvwark link

SCADAnode = e
3‘- 111 I? q nw E
Project Hode m_ fii Wi
combined PLC PLC PLC
Figure 1.7 Sand-alone SCADA Node

Standalone PC with remote dial up access

Standalone SCADA node
with
remote client

Client

= Zerial

T E

Modem

for Diglup ~ SCADA node . :

ACCESS & = = il

Project Hode |1 10 (i I m
PLC PLC PLE

Figure 1.9 Sngle SCADA Node - remote access

Configuration (also called the Project Manager)

The configuration tools are:

e Project Manager - This module allows you to configure tags mapped to device
addresses. Other functions, such as recipes, trending, networking and scripts, are
also configured in this module. This is on the Web Sever / Project Node.

e Graphic Builder - This module is used to create graphics for run-time display. Tags
configured in the database can be associated with graphical elements to enable
animated display of process data. DRAW is the web browser version that runs on a
Client web-browser when connected to Project Node. DrawDAQ runs locally on the
Project Node (without a web browser).

Broadwin Technology, Inc. Ver 5.0
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Client

The Client consists of a Web-browser and the Client Plug-in. SCADA Nodes also have a
non-web browser version of the Client called ViewDAQ.

Client Plug-in

The Client Plug-in is used by Web Browsers to VIEW real-time data and DRAW. It
consists of two parts: 1) an Active-X control for Internet Explorer (an OCX) and 2) a
Netscape Navigator Plug-in.

Internet Explorer 6.0 is recommended and supports all features of WebAccess (including
Video).

Note — future support for Netscape is not guaranteed because of the ill-defined future
AOL-Time Warner and Mozilla have announced for Netscape Navigator.

There are two functions performed by the Client Plug-in:

e VIEW - These are the real-time displays that form the operator interface. They
include graphical displays with full motion animation, pre-built graphics, such as the
Alarm Summary, Data Log Trends and Point Detail display and Video Multiple Clients
can be running at the same time on the same PC or other PCs.

e DRAW —Graphics displays can be built using an ordinary web browser. The Client
Plug-in allows engineers and technicians to build and animate graphic displays.
OEMs, system integrators and engineers can modify and support systems remotely
over the Internet or an intranet.

SCADA Node

The SCADA node runs independently of any node in the system.

o Kernel (datacore.exe)- This consists of a real-time kernel that handles all the
communications with the external automation devices and Clients. It is also
responsible for logging historical data, alarm functions, executing event programs,
printing reports, etc.

e Device Driver(s) - This handles the communication protocol between WebAccess and
the external device.

e Web Service (webvrpcs.exe) — this provides the remote communication over the
Internet or intranet. This is the icon that appears in the taskbar next to the clock

¢ ViewDAQ — this is a non-web browser version of VIEW. It runs on the SCADA node
locally. It is used for stand-alone systems and control room applications. It also
provides a type of redundancy allowing operators to view and control even if the
network connection is down.

Project Node

The Project Node is a central database and the Web Server. The Project Node holds a
copy of the database and graphics of all SCADA Nodes in the system. A user downloads
these files from the Project Node to the SCADA node via a web browser.

e Project Manager - The Project Manager is the configuration tool. It consists of a
collection ASP pages and databases to allow an ordinary web browser to configure

Broadwin Technology, Inc. Ver 5.0 7
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tags, alarms, reports, scheduled and perform all the engineering using fill-in-the-
blanks configuration. The Project Node provides a number of utilities for project
deployment and maintenance including EXCEL Import, EXCEL Export, the OPC
Import tool and Import SCADA Node to import tags and graphics from another
project or PC:

e DrawDAQ — this is a non-web browser version of DRAW. It runs on the Project node
locally (or a combined Project Node / SCADA Node). It is used for stand-alone
systems and control room applications. It allows engineers and technicians to build
and animate graphic displays.

e OPCTool - These enable you to and import tags from an OPC Client into a WebAccess
tag database from a third party application OPC Servers, such as Cimetrics Bacnet
OPC Server, Kepware OPC Servers. Many automation hardware suppliers supply
OPC Servers as the communications interface to their proprietary networks.

Basic Terminology

Tag
A tag can consist of a single 1/0 point, multiple 1/0 points, or an internal point. 1/0 tags
are read and written to PLCs, controllers, DCS, DDC and 10 hardware over a network
(either serial or LAN). Internal Tags include Calculation Tags, Accumulation Tags (e.g.
Totalizers), Constants and System information Tags and animation tags.
The term Tag comes from Industrial Plants, where each instrument had a metal or
plastic Tag describing it, and from computer databases, where a tag is row of
information in the WebAccess database that has a real-time value during run-time
operation and other values, such as Engineering Units, Alarm Limits, and Description.

Block
A Block is a single Tag Name that has more than one real-time value associated with it.
A PID controller or a VAV controller is an example of Blocks that consist of
Measurement, Setpoint, Output, Auto/Manual Status and Tuning Parameters. A Block
consists of multiple 1/0 points.

Parameter
A Block consists of Multiple Parameters. Each real-time 10 value is a separate
parameter. For example, the Measurement is one Parameter of a PID Block, the Setpoint
is a second parameter, the Output is a third parameter, etc.
WebAccess also uses parameters as a template to guide novice users to create ordinary
tags. For example, the Modbus Driver comes with parameters for Analog Inputs, Analog
Outputs, Digital Inputs and Digital Outputs with preconfigured address, scaling and
conversion information. A parameter can guide a novice user in creating
communications to a device by modifying the parameters unique to each WebAccess
device driver.
Parameters can also be used in large projects as a productivity tool to create
“standards” for typical flow measurements, level measurements, pressure
measurements, etc

Broadwin Technology, Inc. Ver 5.0 8
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Graph

“Graph” is an abbreviation for Graphic Display.

Broadwin WebAccess Documentation
WebAccess documentation is supplied with a set of technical manuals, as:
0 Web Help, on every Project Node viewable from any web browser.
0 HTML Help, on every SCADA node
0 on paper (a little out of date)

0 or CD-ROM and in the WebAccess Node setup from the ftp site.

Document Information Provided

Installation Manual Installing the software and updating from a
previous version of WebAccess

Quick Start Guide Tutorial to guide you through the first stepsin
using WebAccess

Engineering Manual Reference information on configuring a project and
utilities

Operator Manual Reference information on run-time operation

Device Driver Guides Device-specific information, such as

communication requirements, wiring, address
format and pre-built parameters and blocks.

Additional technical information in the form of Application Notes, Frequently Asked
Questions (FAQ), and white papers are available from the Broadwin Technology Inc.
Web Site at:

http://www.broadwin.com

http://broadwin.com/Literature/ ,

http://broadwin.com/L iterature/#HelpFiles ,
http://broadwin.com/L iterature/#UserGuides ,
http://broadwin.com/Manual/l nstall Guide/l nstal | Guide.htm ,
http://local host/broadWeb/EngMAN/EngMAN.htm ,
http://demo.broadwin.com/M anual/OpMan/OpMan.htm,
http://broadwin.com/M anual/QuickStart/quickstart.htm

http://broadwin.com/broadweb/EngM an.EngM an.htm

Broadwin Technology, Inc. Ver 5.0 9
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Exercises

This goal of this exercise is to become acquainted with WebAccess VIEW. This shows
what an ordinary user will encounter when first connecting to an established WebAccess

system via a web browser.

Note — the address of the Demo Project maybe different than listed below. Use the IP
Address the instructor gives you to connect for this exercise.

What you need to complete this exercise:
a. Windows 98, 2000, XP, 2003, or Vista.
b. Internet Explorer 6.0 or 7.0

c. Network connection to http://demo.broadwin.com or http://67.94.27.175
or to http://localhost or to a WebAccess Project Node in the classroom
via a hub or switch or Project Node installed on your PC.

Task 1: Connect to WebAccess Demo Project with a web browser.

1. Start Internet Explorer.

Internet
Explorer

e Double Click the Icon on your Desktop
e OR, Click Icon on your Taskbar

e OR, From the Start button select:
Start->Programs->Internet Explorer

2. Enter IP Address, network address, computer name, host name or URL of
the WebAccess Project in Web Browser.

Enter the IP address or URL into the "Address Bar" (see figure 1.1) given by your

instructor.
For the Live Demo enter http://demo.broadwin.com/

Broadwin Technology, Inc. Ver 5.0 11
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Figure 1.13 - Internet Explorer Web Browser - Address Bar

About Addresses

The first time you connect, you must enter the address of your WebAccess Project in the
Address bar of your Web Browser. Later, you can add this address to your "Favorites”. The
address can take several forms:

. URL is the Universal Resource Locator, for example http://www.broadwin.com/. If
your company has assigned a URL to your WebAccess Project, enter this in the Address
Bar of Internet Explorer. URL also can have similar forms, for example the WebAccess
Live Demo project node can be reached at http://demo.broadwin.com/

. IP Address, Internet Protocol Address. The IP address is a series of four numbers
separated by periods (e.g. http://67.94.27.175/ is the IP Address of
demo.broadwin.com).

. Computer Name - If you are on an Intranet, you can enter the computer name of
the WebAccess Project Node (for example "Serverl"). This can be either a TCP/IP "host
name" or the Microsoft Network name.

. Host name — This is like a computer name, but uses a name installed in the HOSTS
file of the Client PC. The HOSTS file redefines the IP address and allows different users
to use different IP Addresses to access the same SCADA and Project Nodes. This might
be required if some users on an Intranet (using private IP address) and others are on
the Internet (using Public IP Address) and the router or firewall does allow private users
to use the Public IP address to connect to the SCADA node. The localhost name is an
example of a HOST name. For example. “localhost” is the default host name for the local
PC address. It is mapped to 127.0.0.1

Hint — The hyperlinks later in this Training Guide connect to “localhost”. If you do not have 1S web server
installed on your PC, you can modify the HOST fileto redirect “localhost” to a PC on your network
that does have 11S web server software and the Engineering Manual Installed (e.g. Project Node
software installed). See the Appendix for a“How to”.

. Local PC - If you are on a PC that has the Project Node software installed and a
network card, you can use the default localhost address or url:
http://localhost

Broadwin Technology, Inc. Ver 5.0 12
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or
http://127.0.0.1

) No Network - If you are on a standalone PC without a network
card, you must use the computer name: (for example
"http://mycomputername").

3. Press the Enter key or Select Go.

4. WebAccess Home Page Opens (figure 1.14)

Congratulations! You have successfully connected to a WebAccess

Project. It took no special software to connect. No software download was
required.

There are two choices on the WebAccess Home Page (bwroot.asp).
o WebAccess Configuration

. WebAccess View

Note — so far you have used only TCP Port 80 that most all firewalls

allow.
Fiorvabais webbiore Woiore Page  Marusdl I crmed Esplarer e -.|-|:|.|.-".|
R deBack + = - @ H] A Dfeach EFwots Gred 3 I W0l o Ea
| igfdrmm |l'l'|r.| (ke b pdetrs ©ring e sl e oo S A ML :_I ﬁ"ﬂn
=
Bisadwin Tethiolsgy L
Wbl i b O oelhguaa i |
Welahocasn Liver Mansgemen |
Wskhsoaus View |
Soligarh I Axianation A
Copynghe® 2000 - 2005 Broadwin Technology, Inc. All Rights Resened
Dowenload Plugi-n Hore
il | |
&l Do W beere :

Figure 1.14 - WebAccess default HOME - Welcome Page
Task 2: Download and Install Client Plug-in.

1. Select the WebAccess View button (Figure 1.14). bt el |
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This is to view the run-time version of WebAccess HMI & SCADA that ordinary users will
see.

Note- WebAccess Configuration isfor engineers and integrators and will be explored over the next 3 days.

2. Download and Install Client Plug-in

WebAccess uses an ActiveX control to display animated Graphics. The first time you
connect to WebAccess, you will need to download and install the client plug-in.

If you have not already installed the Client, you will see a message:
"Please Click here to install WebAccess Client first".

The first time you try to connect to VIEW or DRAW, you will be prompted to
download and install the Client Plug-in.

prg

I Eroaditin Wb cess View - Miceesolt Internet Explorer L _1oi =]
Fin St ¥ew Fpectes Tools  Heh || copsck - = - ) (2] | Dsewch afFmeries ”-

Adgdress [§] hitp: demo brosdwin comjbradesetibenun. o =| e
WievarLian
BroadWin WebAccess Propey 1S

Figure 1.15 - Prompt to download and install WebAccess Client

If you get this message, just follow the steps to download and install the client.

Hint -  If you need more information about downloading and installing the client plug-in, please refer to
Appendix in the Engineering Manual section for a step-by- step instructions on How to download
and install the client plug-in.

The Hyperlinksin this note are to the Engineering Manual and do not work until Section 2, Task
1: Ingtall Project and SCADA Node Software is complete. The above Hyperlinks assume that the
Web Based Engineering Manual isinstalled on this Local PC. [I1Sisrequired for these links to
http://local host/broadWeb/engman/EngMan.htm to work.

3. Windows File Download Dialog Box appears (Figure 1.16).

Broadwin Technology, Inc. Ver 5.0 14
Revsion A March 16, 2006


http://demo.broadwin.com/broadweb/OpMan/11.1_Download_&_Install_Client_Plug-in.htm
http://demo.broadwin.com/broadweb/OpMan/11.1_Download_&_Install_Client_Plug-in.htm
http://demo.broadwin.com/broadweb/OpMan/11.1_Download_&_Install_Client_Plug-in.htm

WebAccess HMI & SCADA software Basic Training e 1. Introduction

() Some fles can ham your comgater. I he fle ifomalion below
looks puspicious,. of wou do ot fully ust the: sowce, do not open o
i this s
Fibe nama: WebdconsCheniSelup. s
Fibetype:  Applcation
o e

Py This e o e Combd huamn our computid | ) conlsire
(B
Im- m

Wil you Bos bo open the Rl or $ave il b yow compute?

e cocel_| _ o |
¥ Akanys msh befio

ot e Hhig Fopen o file

Figure 1.16 - Windows File Download dialog box

4. Select Save (Figure 1.16) to save Setup.exe to disk. (Desktop).

The Client Plug-in is about 4 megabytes and contains the ActiveX control for Internet
Explorer (and a Navigator Plug-in). The setup file that you download is a self-
extracting setup program named WebAccessClientSetup.exe. This is also available
on the WebAccess CD-ROM for users with slow network connections.

We recommend that you save to Disk unless you have a very fast Internet Connection.
We also recommend that you save to Desktop, so that you can find the Setup.exe
program easily in order to run Install.

5. The Windows Save As Dialog Box appears (Figure 1.17)

ELLLLLL |:'

FFrabNTy

Figure 1.17 - Windows 2000 Save As Dialog Box

6. Select the Desktop’s location to Save the Setup file.
7. Select Save button (Figure 1.17).
8. Download Dialog Box Appears (Figure 1.18)
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Figure 1.18 - Download Complete

How long it takes to download the Client Plug-in depends on your Internet
connection. The file is approximately 4.9 Megabytes

9. Select the Close button to close the Download Dialog Box, if it
did not close automatically (Figure 1.18).

Task 3: Start WebAccess VIEW in a web browser.

Re-Start Internet Explorer. (Repeat Task 1 above)

2. Enter IP Address, network address, computer name, host name or URL of the
WebAccess Project in Web Browser. (Repeat Task 1, step 2 above).

WebAccess View |

3. Select the WebAccess View button (Figure 1.14).
The WebAccess View Login Page appears (Figure 1.19).

T T T T T v- )
M e e lom mE e = g [ @EEs gmem e o) S O (]
P e P e EE

Bradai WenRccria pm—

LiveDEMO | SCADRRSGR L WELOIME

WebAccess

Pease Login

EroadWin Technology, Inc.

| |:'ﬁ|.“::u|:|

Figure 1.19 VIEW Login

4a. If there are more than one Project or SCADA node, a Project Tree appears (Figure
1.20). Select Start View under the SCADA node from the
Navigation Tree in the left frame.
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Figure 1.20 VIEW Login - multiple Nodes

Hint - Notice that Figure 1.19 does not show the Navigation Tree in the left frame. Y et, Figure 1.20 shows

multiple Nodes each with Start Node, Start View and Stop Node. If thereis only one SCADA Nodein
the project, the navigation tree is not shown.

5. Click on "Please Login" (Figure 1.19 or 1.20).

Please Lagin

6. The Login Dialog Box appears (Figure 1.21).

T
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Figure 1.21 - Login Dialog Box

7. Enter your "User Name" assigned by the engineer or technician who configured the
system. Note that you can use either your keyboard or the mouse in the Login

dialog box.

8. Enter your "Password".

4. The Demo login and the Default login is,

5. User Name: admin

6. Password: (i.e. a blank password)
Tip - if this is a newly installed system, use the default login username: admin with a
blank password/

Broadwin Technology, Inc. Ver 5.0
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5. Press the Enter key.

6. The MAIN graphic display for your system appears. The default MAIN graphic
supplied with WebAccess is shown below (Figure 1.22). Yours will probably look different

| M e reie Bl Ml x E v = ﬂ
BT E I el el et T R R Y|

B T ey . P —— i) e
BroadWin WebAoLann W= Py Sy

LIS VOnHHG | SCAURReOY; SRRt Ngrs -

WebAccess

Thank Yau for Using Weabdccess

BroadwWin Technology, Inc

[T 3 [RFIeoes [main.bar ELIEL
Toolbar: Forward

] T — )

Figure 1.22 - default Main graphic display

The MAIN graphic display appears with navigation frame on the left if there are multiple
SCADA Nodes or multiple Projects.
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Figure 1.23- default Main graphic - multiple Nodes
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Main Graphic is a user built display and yours may look different. The Main Graphic in
the WebAccess Live Demo (http://demo.broadwin.com) or (http://67.94.27.175) is

shown below.
L L] ﬂ
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Figure 1.24 - Main Graphic WebAccess Live Demo - Power User Login.

Congratulations! You are connected via the Internet to the first fully web-base HMI and
SCADA system.

Other Ways to Start VIEW:
a. A link on an HTML web page

This might be your corporate Web Page, created by your system
administrator or web master. It will probably use the bwviewpg.asp with
options that include automatic log in.

The Broadwin Technology web site has a link like this.

http://demo.broadwin.com/broadWeb/system/bwviewpg.asp?proj=LIVEDEMO&node
=SCADANodel&user=tom&pass=tomé&tree=0&goto=graph=1welcome.bgr&tool=1&c
apt=1&stat=1

The short hyperlink is Click Here!

If you remove the user and pass options, then you will be prompted to
login.

b. Favorites menu

You can create a link yourself by using the Add to Favorites feature in
Internet Explorer. (Netscape users call this a Bookmark). You can use the
Add to Favorites in Internet Explorer the first login described in Start
View.

Broadwin Technology, Inc. Ver 5.0 19
Revsion A March 16, 2006


http://demo.broadwin.com/
http://67.94.27.175/
http://demo.broadwin.com/broadWeb/system/bwviewpg.asp?proj=LIVEDEMO&node=SCADANode1&user=tom&pass=tom&tree=0&goto=graph=1welcome.bgr&tool=1&capt=1&stat=1
http://demo.broadwin.com/broadWeb/system/bwviewpg.asp?proj=LIVEDEMO&node=SCADANode1&user=tom&pass=tom&tree=0&goto=graph=1welcome.bgr&tool=1&capt=1&stat=1
http://demo.broadwin.com/broadWeb/system/bwviewpg.asp?proj=LIVEDEMO&node=SCADANode1&user=tom&pass=tom&tree=0&goto=graph=1welcome.bgr&tool=1&capt=1&stat=1
http://demo.broadwin.com/broadWeb/system/bwviewpg.asp?proj=LIVEDEMO&node=SCADANode1&user=tom&pass=tom&tree=0&goto=graph=1welcome.bgr&tool=1&capt=1&stat=1

WebAccess HMI & SCADA software Basic Training e 1. Introduction

Favorites -> Add to Favorites

c. One Click Log-ins

Users can login directly to View without having to enter a password, if you
create hyperlink in an HTML page, email or an ASP page with the user
login, password and project information using the bwviewpg.asp with
options. The Live Demo has several "One Click" logins that are
hyperlinks:

Power User LOG IN (click here!) This link works only if
connected to the Internet.

Restricted User LOG IN (click here!) This link works only if
connected to the Internet.

You could email these (or your own) hyperlinks with all the information to
log-on, then ask the user to connect using the hyperlink and then Add to
Favorites. This would allow the user to login with one click on his
favorites folder. Favorites -> Add to Favorites

Go to exercise 4 for step-by-step tour of display navigation.

Task 4:
1.

2
3.
4

WebAccess Display Navigation
Start Internet Explorer.
Login to WebAccess VIEW.

Right Click the mouse inside the WebAccess Browser window.

Navigation Popup Menu appears (Figure 11.25).

File
Edit
View
faoka
Help

. . . .

Figure 1.25 - Right Click VIEW Menu

5.

Drag the mouse down the Navigation Popup Menu to GOTO (Figure 11.26).

Broadwin Technology, Inc. Ver 5.0 20
Revsion A March 16, 2006


http://demo.broadwin.com/broadWeb/system/bwviewpg.asp?proj=LIVEDEMO&node=SCADANode1&user=power&pass=power&tree=0&goto=graph=1welcome.bgr&tool=1&capt=1&stat=1

WebAccess HMI & SCADA software

Basic Training e 1.Introduction

| hess [€)tyjiseme b combroadW b semfomsiowp S THo-L NECEMo=5-ADANGe s -pomertonis=p Y] 0G0 |

LIEFEDEHﬂq SCADANoc GRAPH=main.bgr

Qe o 2 aldF[@e « [+ (o Rlo])=]4

CrRBTvasy
Faceplste
Raltions Trend
Duatalog Trend
s Summary
FAlarmn Group
Recipe.

Graph.
Yideo..,

Block Detad
Puoink Deltal
Global Soript
rabion Teaties
Ailserin Log
HAction Log
Lizer Frogram
Fuint: Irifo,
Proint &oko of

 CeSS

g WebAccess

BroadWin Technology, Inc.

WIWW.BROADWIN.COM

[] [ 2] [ [ac3_ souTEzAT

|main.bgr |[18:24:48

Figure 1.26- Navigation Popup Menu - GOTO menu selected

On any display, you can Right Click the Mouse the get a Navigation Popup Menu.

6. Select Alarm Summary to view current Alarms.

7. Right Click -> Goto -> Graph opens the Graph List Dialog Box.

The Graph List Dialog Box pops open (Figure 1.27).
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2]

Figure 1.27- Graph List Dialog Box - in VIEW

8. Double click on the Graphic name in the Graph List Dialog Box.
For example, double click on Meter.bgr

Broadwin Technology, Inc.
Revsion A March 16, 2006

Ver 5.0

21



WebAccess HMI & SCADA software Basic Training e 1.Introduction

OR

Single click on the Graphic name and press OK.

9. The graphic display you selected appears. (Figure 1.28 shows an example from the
LiveDemo of the Meter display).

SlElelwioa] ¢ [¥[F[v «[+[0/al>|=]d|
&

Historieal 'I'l!liﬂtl

AMPLITUDE

—

(LB

= TOP

“iE.a

I‘r'l'!'l’r‘?

—-iaa

[T 73] [R[s1oTano 0 [Meter.bgr Training Example G [16:37:51

Figure 1.28 user-built Graphic Display from Demo (named Meter.bgr).

Only user-built Graphic Displays with the *.bgr extension are listed in the Graphic List
("Graph List). Note that the word "Graphic" is abbreviated "Graph" in most menus and
dialog boxes.
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Toolbar

LR e|x @S2 e aldF@lv «|» o o=

Figure 1.29 - standard Toolbar for graphic display

The Toolbar is a row of pushbuttons at the top of each graphic display window. The
toolbar is used to call new displays, acknowledge alarms and open dialog boxes.
Engineers can customize the appearance of the toolbar, by adding or deleting buttons
and icons. The toolbar can change based on the display being viewed. Users can hide
the toolbar using View Property link. Engineers can hide the toolbar by using the
bwviewpg.asp options.

The Status Bar at the bottom of the display shows the description of each button on the
Toolbar by moving the cursor over that button.

|| e [ e «|»|©| @l =48 Toolbar |

Alarm Summary display called
using this Toolbar button.

WebhR€Eess ™

Thank ¥eou for Using WebAccess

BroadWin Technology, Inc.
W BROADWIN.COM

O 5 = [F=in-BaT [TaaT=07 |
Eau].bar:: Alarm ﬁmary__} Status Bar

Figure 1.30 - Toolbar functions described by Satus Bar

The Right Click Menu (in a web browser VIEW) is also another easy way to navigate.
ViewDAQ users (i.e. the non-web browser version local to SCADA Node) have a menu
bar. Keyboard Function Keys provide an alternative to the Toolbar and Menus.

Standard Toolbar buttons

Alex|osfdalevra@e «|» o Bor[=]§

Figure 1.31 Standard Toolbar buttons

The buttons on the standard Toolbar for a graphic display are (listed left to right):

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.

Broadwin Technology, Inc. Ver. 5.0 23
Revision A March 16, 2006


http://demo.broadwin.com/broadweb/OpMan/3.3.1_Standard_Toolbar_buttons.htm
http://demo.broadwin.com/broadweb/OpMan/2.2.3_View_Property.htm
http://demo.broadwin.com/broadweb/OpMan/2.2.3.3_Status_Bar.htm
http://demo.broadwin.com/broadweb/OpMan/3.2_Right_Click_Popup_Menu.htm
http://demo.broadwin.com/broadweb/OpMan/6.6_Menu_bar_&_Right_Click_Menu.htm
http://demo.broadwin.com/broadweb/OpMan/6.6_Menu_bar_&_Right_Click_Menu.htm
http://demo.broadwin.com/broadweb/OpMan/3.5_Keyboard_Function_Keys.htm

WebAccess HMI & SCADA software

Basic Training e 1. Introduction

Overview Opens first Overview Group Display. (Does
Groups nothing if no Faceplate Groups are configured).
Faceplate Opens a Dialog Box listing the Faceplate
Groups Groups. (Does nothing if no Faceplate Groups are

configured).

Real Time Trend

List

Opens a Dialog Box listing the "Real

Time Only Trend" displays. (Does nothing if no
RealTime Trend Groups are configured).

Data Log Trend

List

Opens a Dialog Box listing the "Real

time and Historical Trend" displays. (Does
nothing if no Datalog Trend Groups are configured).

eE E B EE

Alarm Opens the Alarm Summary of current alarms

Summary

Alarm Group Opens a Dialog Box listing the Alarm Group
displays.

Recipe Opens a Dialog Box listing the Recipe files,
Recipes and processing Units. (Does nothing if
no Recipes are configured).

Graphic List Opens a Dialog Box listing user
built graphic displays.

Video Opens a Dialog Box listing the Video cameras

configured for the system. (Does nothing if no
cameras are configured).

Acknowledge
Screen

Acknowledges all alarms displayed on this
graphic display.

<] o=

Acknowledge
Point

Acknowledges the selected Tag or Block
Parameter.

(] Change Opens the Change Dialog box for the selected
(8% tag.
% Point Info Opens the "tag browser" dialog box listing all
, tags in the system (based on user
login). Restricted Users will only see tags from their
assigned displays. General and Power Users will see
all tags.
Back Back to previous graphic display.
Forward Move forward in display history queue.
Global Script Opens the global script monitor display (Power

Users and Admin only using VIEW in a web
browser).

Station Status

Opens the communication status display
(Power Users and Admin only using VIEW in a web
browser).

[ o e+ ]2

Alarm Log

Opens a record of the last 10,000 alarms on
this SCADA Node (Power Users and Admin only
using VIEW in a web browser). For a similar list,

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the

Appendix for details.

Broadwin Technology, Inc.
Revision A March 16, 2006

Ver. 5.0

24


http://demo.broadwin.com/broadweb/OpMan/5.9_OVERVIEW_Displays.htm
http://demo.broadwin.com/broadweb/OpMan/5.9_OVERVIEW_Displays.htm
http://demo.broadwin.com/broadweb/OpMan/5.10_Faceplate_Group_Displays.htm
http://demo.broadwin.com/broadweb/OpMan/5.10_Faceplate_Group_Displays.htm
http://demo.broadwin.com/broadweb/OpMan/5.5.4_Real-time_Trend_Displays.htm
http://demo.broadwin.com/broadweb/OpMan/5.5.4_Real-time_Trend_Displays.htm
http://demo.broadwin.com/broadweb/OpMan/5.5.2_Data_Log_Trend_Display.htm
http://demo.broadwin.com/broadweb/OpMan/5.5.2_Data_Log_Trend_Display.htm
http://demo.broadwin.com/broadweb/OpMan/5.1_Alarm_Summary.htm
http://demo.broadwin.com/broadweb/OpMan/5.1_Alarm_Summary.htm
http://demo.broadwin.com/broadweb/OpMan/5.3_Alarm_Groups.htm
http://demo.broadwin.com/broadweb/OpMan/5.13.1_Recipe_List_Dialog_Box.htm
http://demo.broadwin.com/broadweb/OpMan/4.1_Graph_List_Dialog_Box.htm
http://demo.broadwin.com/broadweb/OpMan/5.14_Video.htm
http://demo.broadwin.com/broadweb/OpMan/10.5.1_Alarm_Acknowledgement.htm
http://demo.broadwin.com/broadweb/OpMan/10.5.1_Alarm_Acknowledgement.htm
http://demo.broadwin.com/broadweb/OpMan/10.5.1_Alarm_Acknowledgement.htm
http://demo.broadwin.com/broadweb/OpMan/10.5.1_Alarm_Acknowledgement.htm
http://demo.broadwin.com/broadweb/OpMan/4.3_Change_Dialog_Box.htm
http://demo.broadwin.com/broadweb/OpMan/4.2_Point_Info_(Tag_Browser).htm
http://demo.broadwin.com/broadweb/OpMan/8.5.2_Restricted_User.htm
http://demo.broadwin.com/broadweb/OpMan/5.8_Global_Script_Status.htm
http://demo.broadwin.com/broadweb/OpMan/5.6_Station_Status.htm
http://demo.broadwin.com/broadweb/OpMan/5.2_Alarm_Log.htm

WebAccess HMI & SCADA software Basic Training e 1. Introduction

see the Alarm Log from Central Database Logs.

Opens a record of the last 10,000 operator
actions. (Power Users and Admin only using VIEW
in a web browser). For a similar list, see the
Alarm Log from Central Database Logs.

E Action Log

Opens the status display of any 3 Party
programs started and monitored by WebAccess
(Power Users and Admin only using VIEW in a web
browser).

’ User Program

Toolbar, GOTO Menu and Keyboard have similar functions

The "GOTO Menu" (Figure 1.26), the "Toolbar" (Figure 1.29) and the Function keys on your
keyboard all perform the same function.

For example, selecting "Alarm Summary" in the "GOTO Dialog Box", clicking on F5 on the
default toolbar or pressing the F5 key on your keyboard all do the same thing, they call up the
Alarm Summary display. The default toolbar is usually replaced with buttons using icons,
symbols or text. Yours might look different. For example, the F5 button on the toolbar is
usually replaced with the words "ALARM SUMMARY".

See Keyboard Function Keys, for a description of all the Display Navigation available using the
Keyboard Function Keys.

Keyboard Function Keys

These commands are the same as pressing the Function keys on the Keyboard of the PC
(F1 through F10) and the Ctrl and the Shift keys.

Keyboard | Description Equivalent Keymacro
F1 Overview Display <GOTC>0OVERVI EW¢1
F2 Faceplate Group List <DI ALOG>FPLGROUP
F3 Real Time Trend List <DI ALOG>REALTRD
F4 Datalog Trend List <DI ALOG>DLOGTRD
F5 Alarm Summary <GOTC>ALMSUMVARY
F6 Alarm Group List <DI ALOG>AL MGROUP
F7 Block Detail Display <GOTO>BLOCKDTL=@4 Pl CKTAG
F8 Recipe List <Dl ALOG>RECI PE
F9 Graphic List <DI ALOG>GRAPH
F10 Video List <Dl ALOG>VI DEO
Shift+ F1 | Download Recipe

(Recipe Display Only)

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the

Appendix for details.
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Keyboard | Description Equivalent Keymacro

Shift + F3 | Scale Recipe
(Recipe Display Only)

Shift + F7 | Point Detail Display <GOTO>PO NTDTL=@4 Pl CKTAG

Ctrl + F1 Acknowledge Screen <ALMACK>

Ctrl + F2 | Acknowledge Point <ALNMACKS>@@ Pl CKTAG 0 0

Ctrl + F3 Change Point <Dl ALOGTAGVALCHG=@ Pl CKTAG

Ctrl + F5 Point Info List <DI ALOG>PO NTI NFO

Ctrl + F6 Global Script Status <GOTC>GSCRI PT

Ctrl + F7 Station Status <@EOTO>STATI ON

Ctrl + F8 Alarm Log <GOTCG>ALARMLOG

Ctrl + F9 Action Log <GOTOC>ACTI ONLOG

Ctrl + F10 | User Programs <GOTO>USRPRG

Alt+F4 Close Display Group Windows. <CLOSEDSP>@%TDAQDSPNAME
Keyboard will close Web Browser.

Page Down | Calls Down Link Graphic

Page Up CallsUp Link Graphic

Esc Calls Main graphic Display <GOTC>G aph=Mai n. bgr

1. Introduction

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
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Task 5: Browse Tags with the Point Info Dialog Box

1. Right Click -=> Goto -> Point Info opens the Point Info Dialog Box (the Tag
Browser of all tags in the system).

Point Info =

Tag Wame: ACLZ DAT [*5 1E_DAT
Description: Outride Air Tesperaturs m _-j
Tag Type: AHALOG AC3 LAEZATL o
Scan Type: CONSTANMT SCAN AC3 meorthIAT
Port: L Uodo: 1 AR POOTHERAY
ATO00L
Device Hame: PLEL ATZ00S
Rddeess: 30001 ATC183: AW
Span High: 97._000 AlClEa:DL
ATIC183:10
oy Lo (=D ATC183:MEAS
Enginearing Maic: DagF ATC1E3: 00T
AIC1E3: 3P
Alaick
Yalue: 2L 554 Alalight
AMPLITULE

BAD_T0_EMAMPLE
Blacka: IOL

Blocki: I0Z j
140 Tag WigwalIAL)
Accumaion | Pott | &

Cabculsbion | Pot2

Gicko Crange | | Acknowledge it | comstat | Por3 |E

Figure 1.20 - Point Info Dialog Box

2. Select a point or Tag from the list on the left of the dialog box. (For example, pick
AC12_ OAT in Figure 1.20). You can also type the tag name using the keyboard.

The Point Info Dialog Box shows the current Value, Description, Point Type, High and
Low Span and Engineering Units.

The Point Info Dialog Box is a menu of all Points (10 Tags, Blocks and system Tags) plus
information about them, including current value, alarms, Displays they appear. The Point
Info Dialog box also has the ability to change the value of tags based on user security
and will open a login dialog box if user security is too low. The tags listed are based on
user login. Restricted Users will only see tags from their assigned displays. General and
Power Users will see all tags.

Value: Flashing Red means the tag is in Alarm and is Unacknowledged. Steady Red
means the tag is in Alarm and is Acknowledged. Asterisks (*) or a number in brackets
means a communications failure. Blue is Normal.

The Acknowledge button w' will acknowledge the highest alarm associated
with the tag (the tag should stop flashing). If there are multiple alarms, then the
acknowledge button must be pressed multiple times. The Alarm Summary describes the
alarm type associate with tag. Restricted Users can be prevented from acknowledging
alarms, depending on the security assigned to them.

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.
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Tag Name

The Tag name (or Block and Parameter Name) is how WebAccess identifies this
information on displays, logs, alarms, trends and reports. A typical tagname is FIC101 or
AC3_OAT.

Description

Description: is the user assigned description for this tag used in displays and alarms. A
typical description is Boiler #1 Feedwater Flow. The description is 25 alphanumeric

characters.
Tag Type
Tag Type: is the Data Type of the tag or parameter. The types are Analog, Digital or
Text.
Analog is a floating Point Number (e.g. 0, 101.234, 100, -999.1).
Discrete is a state between 0 and 7, usually with a Descriptor (e.g. RUN, STOP,
ON, OFF). Digital is also called Discrete.
Text is ASCII data consisting of letters and numbers.
Scan Type

Scan Type defines the type of scanning performed by the Tag or Block Parameter.

Constant Scan means the Tag is always scanned as long as the SCADA node is
running. Constant scanning must be used for all 1/0 points that require
continuous update (alarming, trends, logs, batch, scripts, logic).

Display Scan is for infrequently accessed tags, like tuning parameters and
setpoints. Display Scanning occurs only when a Display is being viewed with this
tag on it. Display Scan is a means of optimizing or increasing communications
throughput.

Some drivers provide other Scan options. Scan Type is chosen from a pull down
menu showing valid scan types for this device.

Port

This is also called the Com Port. This is the communications port the tag is using to
read or write data from automation devices including PLCs, Controllers and 10. The
STATION STATUS Display can be used to view the status of the comport. The %DAQ
System Tag can also be used to monitor the Status of the comport using
%DCOMST (tagname.COM). Comport numbers less than 1 represent Internal Tags
(Accumulation, Constant, Calculation, System and Screen Tags). For 10 Tags and Blocks,
the COM Port is the physical comport configured in WebAccess Configuration Manager.
For Network and Software Interfaces (like DDE, OPC and API), the COM port may be a
virtual number. For Serial and some API interfaces, the comport is the physical
communications port (i.e. COM1, COM2, COM3, etc.).
NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.
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-1 = Accumulation Tag (Internal Tag)

-2 = Calculation Tag (Internal Tag)

-3 = Constant Tag (Internal Tag)

0 = Local Screen Tag or %DAQ System Tag (Internal Tag)

1 to 255 = Physical Comport (Com1, Comz2, etc) or Virtual Port

Range: -3 to 255

Port 1
-~
Part 2
v
You can select the comport using the i keys. Use the Up / Down arrow

keys to see up to port 12.

Unit

The Unit Number describes the field device (e.g. PLC, RTU, Controller) this tag reads.
Depending on the driver, this may be the physical address of the device. Technicians
and engineers configure unit Number when they create the device in WebAccess Project
Manager.

Device Name

Device Name is a description of the Automation device the tag connects in order read or
write data. Automation devices include PLCs, Controllers and 10. Typical Device Names
are PLC1, CTL202, and VAV300. Engineers and technicians assign the Device Name
when they create the Device in the WebAccess Project Manager.

Address

Address of data in the field device to be read or written by this tag. Address is initially
set when the Tag or Block was built. Address is very device dependent. Refer to the
device driver manual for more details.

Got . . .
The Goto button LI opens the Goto Point Info list of all the displays and
trends the tag is used on.

The Change button ﬂ will open the Change Dialog box allowing an operator
to change the value of the tag (with the appropriate security).

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.
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Figure 1.21 - Change dialog Box for ANALOG tag

"Analog" is any floating-point number (-99999999999 to 999999999999). The
maximum size of an Analog Tag is 12 digitsincluding sign and decimal point. Y ou
can use the keyboard, mouse, or touch-screen to enter values. The Keyboard keys
are: F1to Hold Output, ENTER, TAB select Exit.

FAN_STARTIO1 )

STOPPED RUMNING

Hold Cutput Enter Ewmt

Figure 1.22 - Change Dialog Box for a DISCRETE Tag
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Figure 1.23 Change Dialog Box for TEXT-type tag.

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
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Task 6: Use the Change Dialog Boxes
1. Open the Change Dialog Box, there are at least three methods:

a. Select an Analog Tagname from the Point Info Dialog Box the pick the Change

button (Figure 1.21). Lhange
OR
b. Double click on any pick-able dynamic number on a user built graphic (Figure
1.16).
OR
g0
c. Pick a Tag and use the Ctrl-F3 key or the E'_"' on the Standard Toolbar (Figure
1.19).
2. The Analog Change Dialog Box appears (Figure 1.24).
N
E=AE 0 ~ Dec T Hen B T O
«[J ][]
{ I Y1 FRT Y [ R ST L (S | |
oog 100000
2l ) ] ] e
il I N N N |
10 2 e
a ‘ . [ = ‘ Enter | Ewt I

Figure 1.24 - CHANGE dialog Box for ANALOG tag

3. Click Hold Output to keep the dialog box open while making a change instantly
effective (Figure 1.24).

4. Click the Ramp Arrows to change a value IEE lm IEI (Figure 1.24).

E
a. OR, Click the number keys in the Change Dialog Box J
(Figure 1.24) to enter a value.

b. The UP and Down (1) keys on the keyboard can also be used to ramp the value
of an Analog tag in the Change Dialog Box.

5. Click Enter to close the Change Dialog Box (Figure 1.24)

Entes

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.
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6. Click Exit to close the Point Info Dialog Box (Figure 1.24) II' without
making a change. (If Hold Output is depressed).

Hold Output

Haold Dutput
If the Hold Output button is depressed (i.e. enabled) , then changes are not
made until the enter key is pressed.

If the Hold Output button is depressed (i.e. enabled), then Exit will cancel any
keystrokes and no change will be made.

Hold Olustpast
If the Hold Output button is raised (i.e. disabled) A then any change to a
State button is immediate.

The F1 key on the keyboard will toggle Hold Output.

Dec

Dec displays the number read from the Field 10 device as Decimal Number (i.e. base
10, O to 9).

Hex

Hex displays the number read from the Field 10 device as a Hexadecimal Number (i.e.
base 16, O to F where Fi5 = 1559).

Bin

Bin displays the number read from the Field 10 device as a Binary Number (i.e. base 2,
0 to 1 where 10, = 24).

Oct

Oct displays the number read from the Field 10 device as an Octal Number (i.e. base 8,
0 to 7 where 10g = 84¢).

Change Dialog Box - Discrete Tags

"Discrete” is any integer number (from O to 7). That's 3-bits of data.

The most common discrete tag is a Digital Tag (On/Off, True/False) that is 1-bit of data.

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.
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Figure 1.25 - Change Dialog Box for 2-state Discrete Tag (i.e. Digital)
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An example of 2-bit discrete is the On-Off, and Transition State of a Block Valve
(O=open and should be open, 1=open, but should be closed, 2=closed but should be
open and 3=closed and should to be closed).

WebAccess will automatically resize the Discrete Dialog Box to bit the number of 'bits"
read by the tag from the 10 device. (3-bits max bit length).

CR191_Door

CLOSED AAR-CLOSED CLOSING JAMMED
OUTofSERVICE OFEMING AAROFEN OPEM
Hold Dutput Enes | Esil ||
!

Figure 1.26 - Change Dialog Box for 8-gtate (7-hit) Discrete Tag

Keyboard Keys for Change Dialog Box

You can use the keyboard, mouse or touch-screen to enter values. The keyboard keys

are:

e F1 key to toggle Hold Output

¢ Up Arrow and Down Arrow keys to change

The UP and Down ({) keys on the keyboard can also be used to:

e Select the State of a Discrete

e Ramp the value of an Analog.

e TAB will toggle between Enter and Exit buttons.

. Enter will execute based on the selected Enter or Exit button.

This is useful for membrane panels or if the mouse or touch screen fails.

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
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Task 7: View the Thin Client

The THIN CLIENT is intended for use with Hand-held PCs running WINDOWS CE (for
example, the iPAQ).

o [OMPAL T

H-P

Figure — iPAQ 3900

WebAccess will test for the operating system and will direct Windows CE clients to the
Thin Client interface path.

You can use any PC to connect to the THIN CLIENT by typing the full path to the Thin
Client Interface.

1. Connect to the thin client by typing the address given by your instructor with
broadweb/hd1l/m.asp appended to the ip address.

http://ipaddress/broadweb/hd1/m.asp
OR

For the Demo type:

http://demo.broadwin.com/broadweb/hd1/m.asp

or
http://67.94.27.175/broadweb/hd1/m.asp

You can use any PC to view the Thin Client. Pocket PCs using Windows CE are
automatically redirected to the thin client (i.e. Windows CE only needs to type IP
address without the additional path).

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.
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Figure 1.27 — THIN CLIENT

2. Select a SCADA Node by clicking on the yellow pointer .
3. Log in to the Thin Client

Login: admin
Password:

blank
( i.e. no password)

a ThinClient Login - Microsofk - | Ellil
| Bl Edt Wiew Faw || Back - ¥

J Address I@ http:,l',l'd&l‘l'llj.eradWin.EDm,l'brlj oo

=

WebAccess Login

Logn |admin

Password |

aubmit |

[
|§ | Done l_ l_ l_ |ﬂ Internet o

Figure 1.28 — THIN CLIENT - Log in
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Figure 1.29 — Thin Client Menu Display

4. Click the yellow pointers to expand * and compress *the list of displays, tags,
alarms etc.

5. Click on any Graphic to enlarge it.

= WehAccess Graph g

Wik ¥ Frogradd

* 2ductAHU.hgr
FAN START101
FAN STARTI10Z
FAN START103
Figure 1.30 — typical THIN CLIENT Graphic Display
with control tags (2ductAHUL.bgr).

6. Click on a Tag Name to change the Tag
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Figure 1.31 — Change Tag in THIN CLIENT (FAN_START101)
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Reference
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] BroadWin Wiew 001 - mainountithed

Theinformation in thisintroduction is also in the WebA ccess Operators Manual.
The Operator Manual can be downloaded from the following locations:
http://demo.broadwin.com/broadweb/OpMan/OpMan.htm
http://broadwin.com/downloads'winhelp/OpMan.CHM

http://|ocal host/broadweb/OpM An/OpMan.htm

The Operator Manual can be accessed from every WebA ccess System using the
HELP hyperlink in WebAccess VIEW.

Favorbes Took  Help

| Agkress [{@] hitp: {jtunabroadwet barun. asp

Project f Hode

SR

Slaet Viaw
Siort

100 Moy
—AFINZ_SCADA

1305 _SCADA SITE]
'4305_SCADA_SITEZ

BroadWin WebAccess

Operator

Manual

WebAccess

BresdWin Tacheskgy. e

L a8 Bl ] REE

Figure - Help opens the Operator Manual in VIEW
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Section 2 - Node Software
Installation

Objectives

e Install Project Node and SCADA Node software

Training Notes

Hardware and Operating System

This section is intended as a quick list of things to consider. This section does not list
the detail here; instead, it is a reminder or checklist. Use this as a reminder and review
the appropriate section in the manual for details.

1. Hardware

Pentium 111, Pentium 1V, or Athelon processors are recommended for the Project Node
and SCADA nodes. The Clients should be Pentium or better.

A network card is needed for network applications.

Even for Standalone architecture nodes (Project and SCADA nodes combined, no
network), the TCP/IP service is needed. The loop back service can be installed for a
standalone system. Note that all configuration is through a Web Browser using I1S and
the TCP/IP protocol. A Stand-alone node can benefit from some sort of network access
to allow remote access and remote software administration. Windows provides a service
called RAS that allows remote dial-up over a modem. A network card and a cross-link
cable provide an easy method to copy data to or from a laptop

Data Logging Trend Files require a fast CPU and a Hard Drive with fast access times and
sufficient disk capacity. Data Logging requirements will also affect the number of SCADA
Nodes required. It is recommended to use a SCSI drive for data logging. It is further
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recommended to use drive for data logging that is separate from your operating system
and WebAccess program drive.

5. File System

NTFS file system recommended for Project Node and SCADA nodes. NTFS provides
Security. FAT provides no security and is not appropriate for the Web Server
(Project Node) or SCADA node.

File compression is not recommended for the WebAccess DATALOG subdirectories,
since this will result in more overhead and slower performance.

6. Operating System

Project Node operating System: Windows 2000 or Windows XP Professional or
Server 2003 or Vista Business or Vista Enterprise with 11S. A Project Node
separate from the SCADA node increases the security of your SCADA node. Windows
Vista comes “locked-down” and requires you to take steps to enable 11S to work with
WebAccess (and ASP). See the Windows Vista section that follows.

SCADA Node: Windows 2000 or SERVER 2003 or Windows XP Professional or
Vista Business or Vista Enterprise. SCADA nodes do not need web server software.
If you have many SCADA Nodes using email alarms, emailed scheduled reports or MAIL
commands, you should install 11S with the SMTP (simple Mail Transfer Protocol).

Client: Windows 98, 2000 (Professional & Server), 2003 Server or XP (Home,
Professional and Sever) or Vista (Home, Business or Enterprise).

XP home and Vista Home will not work for Project Node (there is no Web Server
feature). XP Home is not supported for SCADA node.

XP Home, Windows 98, and ME do not support advanced graphic features. If your

clients are to use Win 98, ME or XP Home, limit the graphics they can view to basic
animation: vector rotation, color, motion. Bitmap rotation and Text rotation are not
supported by 98, ME or XP Home.

7. Web Server

11S (Internet Information Service) is required for the Project Node. If email
notification of alarms and email of scheduled reports are to be used, then the SMTP
(Simple Mail Transfer Protocol) service must be installed and running on both the Project
Node and SCADA node. The Web Server (WWW Service) does not need to be installed
on the SCADA Node.

Windows Vista comes “locked-down” and requires you to take steps to enable IIS to
work with WebAccess (and ASP). See the Windows Vista section that follows.

SMTP Server (an option with 11S) is optional for Email Alarm Notification, emailed
scheduled reports or MAIL commands. The Simple Mail Transfer Protocol option allows
Project Node to forward email from SCADA Nodes to your corporate email server.

FTP Server is not recommended or needed. It is to much of a security risk.

8. Service Packs installed.
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Service Pack 4 (SP4) is required for Windows 2000. SP2 Is required for Windows XP and
SP1 Is required for Server 2003. The latest service packs are recommended to improve
security of your project and SCADA nodes. REINSTALL SERVICE PACKS IF YOU ADD A
WINDOWS COMPONENT (e.g. you add I1S)!

9. Professional or Server (or Business or Enterpise)?

The Number of simultaneous connections to Project Node will affect your decision to use
2000 Professional or Server, XP Professional or Server 2003 or Vista Business or Vista
Enterprise for the project node. Professional is limited to 10 simultaneous connections.
Database Configuration, DRAW and the Thin Client require continuous connections to
project node (Web Server).

Connections to the SCADA node by Clients using VIEW are temporary and re-direct to
the SCADA node after an initial connection to the Project Node (Web Server). Clients
have a short-lived connection to the Project Node (Web Server) to get the address of the
SCADA node and to get few ASP pages. The connection from Client to Web Server is
then dropped until the Client either presses the refresh button (not done during normal
use of Web Access) or reconnects to SCADA node.

If you are using the Thin Client feature and have more than 10 users that will connect
simultaneously, you should consider using 2000 Server or Server 2003 or Vista
Business.

Scheduled Reports, HTML Reports of central ODBC Logs, and online changes to the
Scheduler from VIEW require a connection to the Project Node.

Many Operations in the Project Manager require multiple connections, for example every
time a comport is created a new connection is opened while the comport asp runs.

Vista Business appears to support over 4 million simultaneously (by it’s license). It
would seem that Vista Enterprise is not really needed for most WebAccess Applications

10. Internet Explorer 6.0 or 7.0

WebAccess uses ASP for its configuration (Project Manager) and the initial page (VIEW).
IE 6.0 or IE 7.0 must have ASP enabled.

Netscape and IE 5.0 can be used for evaluation purposes only. IE 5.0 appears to work,
but does not process java scripts correctly and can potentially corrupt your Database.
Never press the "submit” if using IE 5.0 to view configuration data. Netscape is slower
than IE 5 and although it appears to work, it is not recommended

11. Internet Explorer Security Settings

IE 6.0 and 7.0 security settings musts allow ActiveX control to run (Medium setting) this
can be accomplished in two ways:

Medium for Internet Zone - This affects all Internet sites visited and is less
secure than the adding Web Access as a Trusted Site.
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Medium for Trusted Sites or Intranet- Instruct your users to add the
WebAccess Project node as a Trusted site. This allows a more restricted setting
for the Internet zone.

12. Web Server Security

Anonymous Access is most common. But to increase security you should consider
Intergated Windows Authentication.

Integrated Windows Authentication for the Web Server is most secure. It will
require users to login with a password. It requires that users be "recognized" Windows
Users on the Project Node PC (local User) or the Domain of the project node (if a domain
is used). If users are all part of a domain used by the Project Node, the login will be
transparent for recognized users (i.e. no dialog box asking for password) much like
connecting to a shared drive or printer on your company's intranet.

13. Network Addresses (1P or Computer Name)

The Project Node and SCADA nodes require some sort of Fixed Address. You can use
either a fixed IP address (required if users outside your intranet are to connect) or
Network name (if all your users are on a local network). If all your clients are on an
intranet, the SCADA node and project node can be private IP.

SCADA node and Project node can use Network Names (computer names) instead of IP
address if all clients are on same network.

IP addresses must be fixed IP for SCADA and Project Nodes. Clients can have dynamic
IP addresses.

A Standalone PC without a network must use it's computer name.
14. Security to install Client Plug-in

Windows Vista, Server 2003, Windows 2000 and Windows XP users must have security
to install the client. (l.e. they must be either administrator or Power Users for 2000,
2003 or XP).

All Windows 98 and ME users can install the client.
15. Communication Drivers:

Check that WebAccess has a driver that can communicate to your automation
hardware. It is not enough that the manufacturer has one driver: check the specific
model and Web Access Driver Guide for compatibility.

Native Drivers are faster and more reliable. They provide higher data rates. Modbus
RTU, Modbus Ethernet,

Open Standard drivers, like OPC use third party software to provide communications
between WebAccess and automation hardware. RSLinx is an example, providing
communications to Allen-Bradley hardware via OPC. 3™ Party OPC servers are available
from Kepware (www.kepware.com), the hardware manufacturers, and others.
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For serial drivers, you need to know the physical protocol, cable wiring (Rs232, RS422,
null modem cable, etc), Baud rates, parity, stop bits, device address and the minimum
scan time the device supports.

There can be 12 Communication ports per SCADA node with 255 DEVICES PER COM
PORT and only one protocol per COM port.

Multiple IP addresses and Multiple Network cards can be used on a SCADA node.
WebAccess will search all network cards for path to device. This allows automation
equipment to be on one or more private networks and the SCADA node to communicate
over a public network.

For the current list of drivers, see the Broadwin Technology, Inc. web site:
http://broadwin.com/Drivers/WebAccessDrivers.htm

16. Video

Video supports some web-enabled cameras. Confirm driver exists for camera. Camera
must have an IP accessible by all clients, since the client connects directly to camera.

17. Disk Defragmenter Utility

Data Logging (i.e. recording real-time Data to the Hard drive via Data Log Trends) will
fragment the hard drive and slow the system, eventually stopping it. Windows supplies
a disk defragmenter utility that must be run manually and cannot be scheduled. It is
recommended to purchase a Disk Defragmenter Utility for the SCADA Nodes, and
schedule it to run Daily or Weekly.

18. Anti-Virus Software

It is recommended to install and update Anti-virus software on all SCADA Nodes, the
Project Node and all Clients.

19. Windows Update

It is recommended to subscribe to Automatic Windows Update in order to get the latest
security patches from Microsoft.

20. Firewall or Router with Port Mapping (NAT)

It is recommended to place your SCADA Nodes and Project Node behind a Firewall or
Router and close any unnecessary TCP Ports. SCADA Nodes need only two TCP Ports
(defaults are 4592 and 14592). Optionally the SMTP TCP port is needed for both SCADA
Nodes and Project Nodes. The Project Node also needs an HTTP port (default 80), a
Primary TCP Port (default 4592) and optionally the SMTP and POP3 TCP Ports. Windows
remote Desktop or PC Anywhere may require additional TCP Ports. For more
information, see the Engineering Manual.

WebAccess is compatible with the Windows Firewall supplied with Windows XP and
Server 2003. WebAccess will configure the Windows Firewall in XP and 2003 to open
configured TCP ports.
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Data Log Trend recording

The hard drive disk controller will be the limiting factor on most systems depending on
the number of tags data logged.

The actual number of tags that can be Data Logged by a SCADA node is dependent on:
e Processor Speed (CPU Speed)
e Hard Disk Access Time

e Processor Load (due to other tasks like scripts, schedules, communications,
calculation tags).

e Scan Rate of the Communication Port

A guideline is 500 tags/second for a 1.8 GHz Pentium IV processor. If your Scan rate is
every 3 seconds, then you could data log about 1500 tags. Increasing the deadband to
reduce the number of changes/second could increase this number of tags data logged.
These assume the worse case scenario that there is no deadband or that the tags
exceed the deadband every scan cycle.

500 tags/second scan rate
1000 tags / 2 second rate
2000 tags / 4 seconds rate

The use of a deadband will result in recording only significant changes, effectively
reducing the number of value changes recorded per scan (and increasing the number of
Tags that can be data logged).

If you are Data Logging more than 1500 tags on a SCADA node, you should consider
using multiple SCADA nodes or using SAN, NAIS or other Disk Cache to speed up Disk
Controller Access times by the SCADA node PC.

Hard Key

WebAccess software products use the Sentinel Hard Key from Rainbow Technologies,
Inc. for copy protection. A hard key must be installed to the USB or parallel printer port
LPT1. You can attach a printer cable to the end of the hard key installed at the parallel
port, since any data sent to the printer port for printing will pass through the hard key
unaffected.

However, some printers or parallel port device are not compatible with the hard key.
Rainbow Technologies maintains and updates an incompatibility list. You can contact
Rainbow Technologies for specific compatibility questions:

Rainbow Technologies TEL: (714) 454-2100

9292 Jeronimo Road FAX: (714) 454-8557

Irving, CA 92718
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Parallel Hard Key

Figure 1-11 Hard Key — LPT1 parallel port

The Parallel port version of the hard key is installed on a 25-pin parallel port (D25) on
the SCADA node that adheres to IBM standards: LPT1 is supported.

Installing the Parallel Hard Key

To install a Sentinel Pro key, attach it to the parallel printer port of an IBM PC/XT/AT,
PS/2, or true IBM-compatible computer. The side to be attached to the port is labeled -
COMPUTER. Screws are provided to connect the key securely to the port.

If the computer is close to a wall or another obstacle, you can attach an extension cable
to the port, and then attach the Sentinel Pro to the cable. Use a straight-through, 25-
pin, male to female cable such as Rainbow Part Number 103027-001.

Incompatible Parallel Connectors

Some computers have a 14-pin connector. In this case, you can attach a Sentinel Pro
key using an appropriate adapter cable.

Using Other Hardware Keys

Unlike the Sentinel Pro, some hardware keys “sit between” the computer and the
printer. Such keys do not pass all signals through to the printer. If the Sentinel Pro is
installed behind other hardware keys, it may not be able to communicate properly. For
this reason, always attach the Sentinel Pro directly to the printer port, and attach any
other security devices to the Sentinel Pro.

USB Hard Key
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Figure 1-12 USB Hard Key

The USB versions of the Hardkey key are inserted in a USB port after installing
WebAccess SCADA Node software.

Note -All USB Sentinel SuperPro keys need to be removed before installing
software. Otherwise, the USB portion of the installation might fail. If you insert
the USB key prior to installing SCADA Node software, you will be prompted to
insert a CD with sentinel drivers. You should select CANCEL and install
WebAccess SCADA Node Software before inserting a USB key.

If a user fails to heed the above warning then you should have the user unplug the USB
key and then remove the Sentinel USB key using Add/Remove Hardware applet in
the Control Panel (Start ->Settings-> Control Panel -> Add/Remove Hardware). The
User should then Install (or re-install) WebAccess SCADA Node software. This should
repair the system and make the USB key operational.

All USB Sentinel SuperPro hard keys must be removed before installing software.

Install USB Key after software

If Plug and Play is enabled (and after WebAccess is installed), when you install the USB
key, a dialog box will appear saying, "new hardware found". It will find the driver if you
have installed WebAccess. If you move the USB key to another port, it will re-install the
driver (and you will get the pop-up dialog box again) if you have Plug-n-Play enabled

Control File

In conjunction with a hard key, every installed WebAccess package, except the working,
or live, demo version, requires a control file for proper operation. During WebAccess
installation, this control file is installed to the WebAccess root directory. The serial
number of the control file must match that of the hard key.

The control file contains information about the options enabled in the WebAccess
package. To view this information, double-click the Function List icon in the WebAccess
program group or folder.

This file is named bwkserv.exe and must match your hard key. It can be copied to a
system manually to drive:\Webaccess\node. This file can be read using the
%TSERIALNUM in the Point Info display (ctlr-F5) in VIEW or ViewDAQ.

Licensing

WebAccess only requires that the customer pay for the SCADA node License. The Client
and Project nodes are licensed at no charge. Only the SCADA Node(s) requires a
HARDKEY and CONTROL FILE. The Hardkey serial number must match the Control File
serial number. The number of tags the SCADA node will run is limited by the Control
File. You can build an unlimited number of Tags in the Project Node.
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Remember, the Project Node does not need a license. This can allow you to equip many
engineers with WebAccess on their laptops of PCs for development.

Firewalls

A firewall appliance is highly recommended if your WebAccess Project and SCADA nodes
are exposed to the Internet (i.e. you are using Public IP Addresses). This will increase
the security of your system.

A firewall appliance is preferable over firewall software installed on the SCADA or Project
Node. A firewall appliance (like a Netgear FR114P) can be purchased for under $100
and is more secure that firewall software. Firewall software or a Firewall that is poorly
configured can interfere with the RPC service in Windows 2000, 2003, Vista and XP.
(Note — WebAccess is compatible with the Windows Firewall in XP and 2003).

A Firewall restricts the flow of data onto a network; it is a method of network security.
Many corporations use firewalls. The firewall is used to restrict View Clients from
communicating with the SCADA node and from downloading files from the Project Node
to the SCADA node.

If your connection is through a firewall, you will need to have your network
administrator open two TCP ports for you to use the DRAW or VIEW features in
WebAccess. WebAccess need two TCP ports, one to download files and another to
exchange live data. You will need to know these TCP ports to install software on each
SCADA node. You will also have to enter these port numbers into the Node Properties in
the Project Manager. This will create a deploy file to inform clients outside the firewall of
these two TCP/Ports for them to access your SCADA nodes.

If you are using a firewall (or multiple firewalls) and Public IP Address, then you will
have to use Address Mapping to allow both Private Network users and Internet users to
connect to the Clients, Project and SCADA Nodes behind the firewall.

WebAccess will configure the Windows Firewall in Vista, XP and 2003 to open configured
TCP ports.

Microsoft has a free PortQuery tool
(http://support.microsoft.com/default.aspx?scid=kb;:en-us;832919)

that is described in the Broadwin WebAccess Engineering Manual
http://demo.broadwin.com/broadWeb/engman/22.1.7_Firewall_or_blocked_ports.htm

that you can install on clients to test the part to the project node and SCADA nodes if
you receive “cannot connect to Project / SCADA node” or other errors.
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Firewall with access to SCADA Nodes using Public |P Address - use Address Mapping on
Nodes and Private Clients

If you are using a dedicated firewall for a Project node and a Public IP Address, then you
must use Address Mapping to allow the Project Node to connect to itself via a private
address and to allow users to connect via the Public IP Address.
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Firewall for Project Node requires Address Mapping - optionally use Address Mapping on
SCADA Nodes

If you are using a dedicated firewall for each SCADA Node, you don't need to use
Address Mapping if you use ViewDAQ on the SCADA node. If you want to use a web
browser to view the local SCADA Node, then you will need to use Address Mapping.

See 8.7.5 Address Mapping for Firewalls and mixed Private & Public Users in the

Engineering Manual for more information on Address Mapping by editing the bwclient.ini

file on the SCADA and Project Nodes.

TCP Ports

Blocked TCP ports are the most common problem with WebAccess. If you can connect
to the Project Manager, but see a blank screen in VIEW, a firewall or router is blocking
one of the TCP Ports used by WebAccess.

WebAccess uses three TCP Ports; all three can be modified by the user to accommodate

firewalls, routers, port mapping, etc.
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Port 80 is the default Port used for the ASP page (the web page). This is the default web
server port for all web servers. For security or other reasons, you can use another port.
This port is changed in the Microsoft Operating System on the Project Node using
Internet Services Manager.

WebAccess uses to additional TCP Ports for downloading files and real-time data:

Port 4592 is the WebAccess Primary Port used for File Downloads (e.g. graphics,
symbols, etc).

Port 14592 is the WebAccess Secondary port is used for real-time data (e.g. setpoints,
measurements, status, Trends).

WebAccess downloads a "deploy file" which describes the two additional TCP ports used
by Web Access Project and SCADA Nodes to the Clients. You can read this depl;oy file
remotely by enering the following into IE browser address

http://ipaddress/broadweb/projectname.dpj

For the demo: http://67.94.27.175/broadweb/livedemo.dpj
[location]
ip=67.94.27.175
port=4592

timeout=0

dir=_\config
porthttp=80

[nodeinfo]
SCADANnodel1=67.94.27.175
[port]

SCADAnodel1=4592
[timeout]

SCADAnodel=0

[port2]
SCADANnode1=14592
[nodelist]
nodel=SCADAnodel

Number of TCP Ports required when using a Firewall, Router or Private
LAN

If using a firewall or router and the Project Node and SCADA Node are the SAME
computer, three ports must be mapped to the Project / SCADA Node. If the Project
Node is separate from the SCADA node, four ports would be needed. Each additional
SCADA node would require an additional two ports.

The TCP ports are set on the SCADA node during software installation. When
configuring your SCADA nodes in the Project Configuration Manager, you must enter the
correct TCP Port numbers.

Note that O means the default ports numbers are used (4592 and 14592).

To change TCP Ports used by a Project Node through a firewall (HTTP Port and Primary
TCP Port), go to the Home page in the Project Manager. This affects all projects on this

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.
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Project Node. The user must also either edit the bwserver.ini file or reinstall WebAccess
software and specify the new TCP ports. Finally, the user must stop and restart either
WebAccess Network Service (webvrpcs) via the Windows Task Manager or restart the
computer. The appropriate windows service must also be modified (e.g. www service)
for the new port numbers.

To change TCP Ports used by a SCADA Node through a firewall (Primary TCP Port), go
to the Home page in the Project Manager, then select Update for the desired Project. To
change the SMTP Port or POP3 email port, got to SCADA Node Properties and modify
SMTP Port and/or Email Port. The user must also either edit the bwserver.ini file or
reinstall WebAccess software and specify the new TCP ports. Finally, the user must stop
and restart either WebAccess Network Service (webvrpcs) via the Windows Task
Manager or restart the computer. The SMTP service, if used or modified, for the new
port number.

Is IS installed on your computer?

To see if IIS is installed on your computer, follow the instructions below for your version
of Windows:

Windows 2000 Server or Professional:
1. On the taskbar, click Start, click Settings, and then click Control Panel.

2. Select Add/Remove Programs, and then choose Add/Remove Windows
Components.

3. In the Windows Component Wizard dialog box, if Internet
Information Services (11S) is checked, IIS is installed on your
computer.

4. If not listed, you could install 11S from here if you have the Windows 2000
Installation CD.

5. Click on Internet Information Services (11S) and then click Details.

6. In the Subcomponents of 11S dialog box, if SMTP Service is checked,
SMTP Email Server is installed on your computer.

7. Close Add/Remove Windows Components, and then close Control Panel.

Windows XP Professional:
1. On the taskbar, click Start, and then click Control Panel.

2. Select Add or Remove Programs, and then choose Add/Remove
Windows Components.

3. In the Windows Component Wizard dialog box, if Internet
Information Services (11S) is checked, 1IS is installed on your
computer.

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.
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4. If not listed, you could install 11S from here if you have the Windows 2000
Installation CD.

5. Click on Internet Information Services (11S) and then click Details.

o

In the Subcomponents of I1S dialog box, if SMTP Service is checked,
the SMTP Email Server is installed on your computer.

7. Close Add/Remove Windows Components, and then close Control
Panel.

Note - the FTP Service Option is not required in version 3.0 and later of WebAccess.

How to Install the IIS (Internet Information Services)

You will need the Installation CD to match your installation of Windows XP Professional,
Windows 2000 or Windows 2003.

IMPORTANT - Re-install Service Packs after adding a Windows
Component!

1. Log on to the computer as an administrator.

N

Click Start, and then click Control Panel.

w

Double-click Add or Remove Programs, and then click Add/Remove
Windows Components.

4. In the Windows Components Wizard, under the Components list, click
Internet Information Services.

5. In the Windows Components Wizard, click Next. The Windows
Components Wizard displays the Configuring Components screen with a
status bar that displays the progress of the configuration. If you are
prompted, insert the Windows XP CD-ROM into the CD-ROM drive.

6. When Setup is complete, the Completing the Windows Components
Wizard screen is displayed. Click Finish to close the wizard.

7. Download and install the latest service pack. Adding a Windows
Component overwrites some service pack files and lacks files from the
service pack update resulting in a potentially corrupt operating system or
non-functional features.

RE-INSTALL SERVICE PACK AFTER ADDING A WINDOWS COMPONENT!

Software Installation

In brief, the steps to Installing Software are:

1. Insert CD.

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.
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. Review this Installation Guide (i.e. this manual).

. Install Node software on Project & SCADA Nodes.

2
3
4. Insert Diskette for SCADA Node License.
5. Reboot the SCADA Node.

6

. Install Hard Key on SCADA Node.
Avoid Electrostatic discharge when installing key.
All USB Sentinel SuperPro hard keys must be removed before installing software.

Node Installation refers to the SCADA node and Project Node. These nodes must
be installed from the CD-ROM or from a network copy of the CD. You can also download
the Node software from the ftp site (ftp://ftp.broadwin.com). You need to install Project
and SCADA node software only if you are creating a new system.

Client Installation refers to the client plug-in: the Active-X control used with Internet
Explorer Web-Browser. You do not need to install the Client from the CD. The
WebAccess Client Setup.exe is normally downloaded from the Project Node when a
Web-Browser Client connects the first-time they try VIEW or DRAW. The Client
Installation software is provided separately on the CDROM for convenience. If your
users have very slow network or dial-up connections, you may want to distribute the
Client Installation software by CD-ROM.

Project and SCADA Node installation

The Installation of the Project Node and/or SCADA Node software must be done from the
CD or a network copy of Node Setup from the ftp site. (The Client can be downloaded
and installed from the Project Node using a web browser).

The Project Node must have Web Server software. Internet Information Server (11S)
is the web server in Windows 2000, XP Professional, 2003 Server, Vista Business or
Vista Enterprise.

Note - XP Home and Vista Home do not have web server software and cannot be a
Project Node or SCADA node. Please refer to the_System Requirements in the previous
section for more information

If a user wants to combine the SCADA node and Project Node on the same PC, choose
this option during installation to install both SCADA node software and Project Node
software. This option would be used most commonly for stand-alone systems that
consist of only one PC.

A TCP/IP service is also required. Even if there is no network connection and no outside
users will connect, you need at least a TCP/IP loop back service and IIS or Peer Web
Services installed. WebAccess configuration is through an Internet Browser (IE 5.5 or
later) and ASP (Active Server Pages).

Note 1 - XP Home does not have web server software and cannot be a Project Node or SCADA
node.

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.

Broadwin Technology, Inc. Ver. 5.0 53
Revision A March 16, 2006


http://demo.broadwin.com/broadWeb/engman/1.4.1_Project_Node_-_System_Requirements.htm

WebAccess HMI & SCADA software Basic Training e 2. Node Software

Please refer to section 1.4.1 Project Node - System Requirements and section 1.4.2
SCADA Nodes - System Requirements in the Engineering Manual for more information.

NOTE — The Hyperlinks on this page to the Operator and Engineering Manuals at demo.broadwin.com. See the
Appendix for details.
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Exercises

Task 1: Install Project and SCADA Node software
To install WebAccess Project and SCADA node software:
1. Insert the WebAccess CD into your CD-ROM drive.

The installation program automatically starts up if autorun is enabled on the PC. If

the Install program does not start automatically, open explore, browse to the CD and
double click on setup.exe

Hint — Node software can also be downloaded from the ftp site at ftp://ftp.broadwin.com

User Login: bwdownload
Passw: broadwin

2. You will see the Welcome to the Installation CD html page.

1 e e sl allatiih - Mlronadt | deeret Faplaney

Welcome to the Instaliation CD 3.0

WebAccess

Software Powers eAutomation

3. Select - Install Project and SCADA Node.

4. The Install Shield Program starts.
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‘Weboress Node Setup

‘Welcomn o tha InctaliS iold Wizard for WebAcces: Moda

8 on pour compuler. To continue, chick Mt

T2 i R P cpack [ [fwao) [P Cacal

5. A Welcome to Install Shield for WebAccess Node screen is displayed.
To continue, click Next.

6. The WebAccess License Agreement displays. Please carefully read the License
Agreement. Clicking No will end Setup. To accept the License Agreement and
to continue with Setup, click Yes.

7. Enter your Customer Information (user name and company).
To continue, click Next.

8. Select Options to install. Select Project and SCADA node.

Webhicess Sode Setup

Sl

sponerd, chick the check b nest o I tha chack ot i clea, Bl componer©

frretodl ' R e [ e I_- I:;—w
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This exercise assumes you want a single PC to have both Project Node and
SCADA node software.

Choose Project and SCADA Node

and select Next.

The SCADA node and Project node are not "together” always. You can have many
SCADA nodes in a project; but usually there is only one Project node (sometimes a
backup project node is also used). To address these different software configurations,
there are four installation options from the Node Installation Program (Setup.exe):

a. Install the Project Node and SCADA node on the same computer.
b. Install only Project node
c. Install only SCADA node
d. Install only OPC service
Installation Options b, ¢ and d are intended to be on separate computers.

Install Project and SCADA Node Software. This is intended for a "standalone" system
on a single PC. It is used to make a PC both the Project Node (Configuration Tool) and
a SCADA node (connected to automation devices). Install Option 1 will install Project
Node software (ASP files), the centralized database (bwCfg.mdb), SCADA Node
Software, Communications Drivers, the OPC Service, ViewDAQ and DrawDAQ. The PC
will be able to communicate with automation devices.

The PC must have a Windows Operating System that provides a Web Server: Windows
2000 Server or Professional, XP Professional, 2003 Server, Vista Business or Vista
Enterprise with Internet Information Server (11S). A Hardkey and License file is required
for the SCADA node to run in communication mode.

Install Project node software. This will make this PC a Project Node ONLY. It is intended for network
architectures where the Web Server (Project Node) is separate from any SCADA nodes. This might be done for
security, administrative or cost reasons. It will convert a SCADA node to a Project Node even if SCADA
software was previously installed.

Project Node software is a collection of ASP pages that are "served" by a web server to client web browsers.
Install Option 2 will install Project Node software (ASP files), the centralized database (bwCfg.mdb), and
DrawDAQ. The acts as a centralized database server and the configuration tool.

The PC must have a Windows Operating System that provides a Web Server: Windows 2000 Professional or
Server, XP Professional, 2003 Server, Vista Business or Vista Enterprise with Internet Information Server
(11S). No Hardkey or License file is required for Project Only Node.

Note - option 2 (Install Project Node) will convert an existing SCADA or combined Project/SCADA node to be a
Project Node Only.

Install SCADA node software. This will make this PC a SCADA Node ONLY. It's used for systems with
multiple SCADA nodes in a project. SCADA nodes do not need to be a web server. SCADA nodes do not need
the Project Node software installed on the same PC. Install Option 3 will install SCADA Node Software,
Communications Drivers, the OPC Service, and ViewDAQ. The PC will be able to communicate with automation
devices. The Hardkey and Software License Control File are required for the SCADA node to run in
communications mode. The PC must have Windows 2000, XP Professional, 2003 Server, Vista Business or
Vista Enterprise. No Web server is required. There must be a project node somewhere on the network to
configure this SCADA node's database.
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Note - option 3 (Install SCADA Node) will convert an existing Project or combined

Project/SCADA node to be a SCADA Node Only.

Install OPC service software. Installation Option 4 is intended for a remote OPC server that is not on the
same computer as a SCADA node. If a SCADA node is to access the OPC server of a remote computer, then
the OPC Service must be installed on that remote OPC Server computer. No Hardkey or license is required for
this option. This is not an OPC Server. This service allows the WebAccess OPC Tool to communicate to an
OPC Server using a TCP/IP connection over the Internet.

9.

10.

11.

12.

13.

Choose Destination - Folder where setup will install WebAccess SCADA Node
program and Project Configuration files. To continue, click NEXT.

Note - It is recommended to accept the default directory (drive:\WebAccess\Node) unless you are
very experienced user and have a good reason. If you are changing the default location,
type the entire path (DO NOT ENTER ONLY A DRIVE LETTER).

Enter a Remote Access Code. This is HIGHLY RECOMMENDED. It will prevent
unauthorized users from hijacking your Project Node (Web Server) or SCADA
node. 32 characters maximum. You can only modify this Remote Access Code
using the installation program. This code must match the code used in the Project
Manager in order to create new projects to your Project node.

To continue, click NEXT.

If data must pass through a Firewall or mapped to a private IP via NAT, enter the
Primary TCP Port Number (i.e. TCP Port).

Note - 0 = the default port number (4592)

If you are not using a firewall, accept the default (0).
To continue, click Next.

If data must pass through a Firewall or mapped to a private IP via NAT, enter the
Secondary TCP Port Number. WebAccess needs the http port and two
additional ports through a firewall; they cannot be the same port number.

Note - 0 = the default port number (14592)

If you are not using a firewall, accept the default (0).
To continue, click Next.

Confirm the WWWRoot directory to Install ASP files - This is the directory used
by 1S (Internet Information Server) Web Server. WebAccess creates a
subdirectory (\broadweb) and installs the ASP Files that are served by the Web
Server to clients as the configuration tool (Project Manager).

Note - it is recommended not to change this unless you are an experienced user and there
are more than one WM server or more than one operating system image
installed.

If the path drive:\InetPub\wwwroot does not appear, then Internet
Information Server (11S) is not installed on this PC. You should cancel installation
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14.

15.

16.

and install 11S (Internet Information Server) from your Windows Installation CD.
To continue, click Next.

Install Control File - Check the box to install the Software License Control
File. If you are updating an existing WebAccess node, leave this box un-checked
to use your previously installed license file.

If you do not have a license and want to use the demo license (limited to 32
tags) leave this box un-checked.

If you have your license diskette or CD with the license file (named
bwkserv.exe), check the box. To continue, click Next.

Note that it is common for the license file to be emailed. You can copy it to a
memory stick, network drive or other method to get it to the SCADA Node. You
can also copy it manually later co drove:\Webaccess\Node\bwkserve.exe on the
SCADA Node.

Only the SCADA node needs a license

WebAccess will install files to the directories above. This can take a long time for
the project node, mostly to install all the help files.

If you are installing the Software License Control File, Web Access will prompt
you to insert the diskette.

‘WebAicess Sode Setup

InstaliShield Wizard Complato

e mataled Webliooess Node Belons vou can uae e
v

(= g e S gy y—

W Mo | eoll et ry computes lales

Rermrvd any il o thee dess. and then cicl, Fraih b complets iehi

| retadl -. s

17. InstallSheild Wizard Complete.

Select, Yes | want to restart my computer now.

To continue, select Finish.
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18. Install Hardkey on SCADA node after reboot. If you do not install a hardkey,
the system will run in Simulation Mode.

Avoid Electrostatic discharge when installing key.

Note - All USB Sentinel SuperPro hard keys must be removed before installing software. See USB
Hardkey section for more information.

‘ml
After reboot, you should see the WebAccess Icon = in the taskbar next to the system
clock.

JoElE  zizzem

Install Project and SCADA Node software also installs DrawDAQ and ViewDAQ.
Right clicking the WebAccess icon accesses these options plus Start Kernel, Stop Kernel
and Download Graph.

Skart Kernel
Stopkerne

(=2 BT

DrawD A
Download Graph

BroadWin Home

Webfccess 3.0

Figure— combined Project Node and SCADA Node Taskbar Menu

Project Node Taskbar Icon

If you install Project Node only, DrawDAQ and Download Graph appear in the Taskbar
menu (but no Start Kernel).

DrawD iy k
Download Graph  k

BroadWin Home

Help ¥ Lwebiccess 3.0

Figure—Project Node Taskbar Menu
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SCADA Node Taskbar Icon

If you install SCADA Node only, Start Kernel appears in the Taskbar menu (but no
DrawDAQ and Download Graph).

Skart Kernel
Stop Kernel

[ B

Broadiin Home

Use DataLog Folder Option to reduce Install Time

WebAccess Installation checks the security settings in
drive:\Inetpub\wwwroot\broadweb and drive:\WebAccess. It checks every file. If there
are many DatalLog Trend files (for example after a system has been running for months
or years) the Install process will take an extremely long time, maybe hours to check all
thos files. It is recommended to use the Data Log Folder option in node properties to
define a folder outside of drive:\WebAccess (for example use C:\WebAccessDATALOG)
to avoid this. Before installing you should create this folder and move all the DATA Log
folders in drive:\WebAccess\Log to the new folder (do this before re-installing
WebAccess).

Task 2: Modify Printer Setup for printing Graphic Displays

The number of printers you might want to attach to a WebAccess system depends on
the type of printouts required during operation. In general, you can enable the following
to be sent to the default printer of the SCADA Node or Project Node:

e alarm log — SCADA Node
e action log — SCADA Node

e Scheduled reports — Project Node

Printing of graphics and trends can be directly to Printer or the Paintbrush program
(Paint.exe). The default is to Paintbrush.

To print directly to printer, modify the *.INI files (and create them if they don't exist).

Printing from VIEW (Client) or ViewDAQ
1. On SCADA node, open Notepad. Start -> Run -> Type Notepad

2. Browse to WebAccess, typically located in
C:\WebAccess\Client\bwclient.ini (for VIEW in a Web Browser)
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BWCLIENT.INI (opens paint)
[[viewer]
bitmap=mspaint.exe
bitmap_width=
bitmap_height=
text=notepad.exe
actlog=notepad.exe
almlog=notepad.exe

[mapping]
67.94.27.177:0=127.0.0.1:0

[webvrpcs]
keep=0

BWCLIENT.INI (prints directly to printer)
[viewer]
bitmap=mspaint.exe /p
bitmap_ width=600
bitmap_height=800
text=notepad.exe
actlog=notepad.exe
almlog=notepad.exe

[mapping]
67.94.27.177:0=127.0.0.1:0

[webvrpcs]
keep=0

Note that a similar file exists for ViewDAQ located typically at
C:\WebAccess\Client\bweclient.ini (for adjusting ViewDAQ on a SCADA node):

The options are:

Bitmap=mspaint.exe will open PAINT, the standard bitmap editor supplied with
Windows Operating Systems. Users can then save, print or even email the image from
PAINT. This is the default setting in the INI file.

Bitmap=mspaint.exe /p will print directly to the default printer. The default printer is
the Windows Operating System default Printer set in
Start -> Settings -> Printers.

User must use the PRINT button on the WebAccess Toolbar (the <PRINT? keymacro) or
Right Click -> File -> Print. The Web Browser’s print button will not print a graphic display. The
Print will be in “landscape” mode.

Bitmap_width=0 will use the actual pixels displayed on the screen to generate the
bitmap and print. This can be adjusted to “fit” the page (160 to 3600 pixels).

The number specifies the number of pixels in the starting bitmap. The printer driver will
fit this to the page based on the resolution of the printer and the peculiarity of the
printer driver. For an HP LaserJet 1200 (1200 dpi) bitmap_width=800 works well.
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Bitmap_height=0 will use the actual pixels displayed on the screen to generate the
bitmap and print. This can be adjusted to “fit” the page (120 to 2700 pixels). For an
HP LaserJet 1200 (1200 dpi) bitmap_width=400 works well.

Printing from VIEW or ViewDAQ on SCADA Node
1. On SCADA node, open Notepad. Start -> Run -> Type Notepad
2. Browse to WebAccess Typically located in C:\WebAccess\Node\bwview.ini

BWVIEW.INI

[viewer]
bitmap=mspaint.exe /p
bitmap_width=600
bitmap_height=800
text=notepad.exe
actlog=notepad.exe
almlog=notepad.exe

3. Save your changes
4. Open BWDRAW, INI
(C:\WebAccess\Node\bwdraw.ini)

BWDRAW.INI
[viewer]
bitmap=mspaint.exe /p
bitmap_width=600
bitmap_height=800
text=notepad.exe
actlog=notepad.exe
almlog=notepad.exe
text=notepad.exe
actlog=notepad.exe
almlog=notepad.exe

Task 3: Change Remote Access Code and TCP Ports

The Remote Access Code used during software installation on the Project Node and each
SCADA Node must match the Remote Access Code entered in your Project Manager
Database. The TCP Ports used by the Project Node and SCADA Nodes must match those
used by your Firewall or Router, and, as entered in your Project Manager database:
(Primary Port, Secondary Port, HTTP port and SMTP port). These are specified when you
installed Node Software. You can change them by re-installing software on the nodes or
by editing to BWSERVER .IN file

Change Remote Access Code or TCP Ports without reinstalling Software
Edit to BWSERVER .IN file to

1. Open Explorer. Go to drive:\WebAccess\Node
(typically C:\WebAccess\Node)
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Right Click on bwserver.ini
Select Open with...

Select Notepad.

o k> W N

If you are using a firewall or port mapping and entered alternate TCP ports,
try changing them to zero (the default).

[port]
web_rpc_port=0
web_socket port=0

[nodetype]
type=0

[security]
code=remoteaccesscode

[ language]
type=1

[www]
root=c:\inetpub\wwwroot

remember for ports, O = 4592 and 14592

6. If you accepted the defaults, try changing them to another number (like 5592
and 15592 or any two numbers above 2000 and less 655355).

7. You can add a remote access code or change it here (without having to
reinstall software. Remember to run UPDATE in the Project manager so the
database matched this code.

8. Save the bwserver.ini file

9. Login to Project Manager and use UPDATE to change the Ports in the Project
Database for the SCADA node and Project Node.

10. Download.

Reference

WebA ccess Installation Guide
On the CD ROM
http://broadwin.com/Manual/Install Guide/I nstall Guide.htm
http://broadwin.com/downl oads/winhel p/I nstall Guide. CHM
WebA ccess Engineering Manual.
http://demo.broadwin.com/broadweb/EngM an/EngM an.htm
http://broadwin.com/downloads/winhel p/EngMAN.CHM
http://local host/broadweb/EngM an/EngM an.htm
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Figure — Engineering Manual opens from HELP in Project Manager
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Section 3 - Project and SCADA
Node Configuration

Objectives

This section provides details on the minimum settings to enable communication between
WebAccess Project Node, SCADA Node and Clients via a web browser. This is a useful first step
in “checking-out” your network. At the completion of this section, you will be able to create an
Project, configure a SCADA Node and check communications. The following topics are covered:

e Create a Project.
e Configure a SCADA Node.

e Download SCADA Node configuration (from Project Node to
SCADA node even if they are the same PC, it's different
software modules).

e Start and Stop a SCADA node.
¢ Communicate with SCADA Node from a client Web browser.

e View default Graphic displays.

Training Notes

The minimum configurations required to establish communication with a controller device are:

e A Project Node to act as the “Development Tool” and download a “Runtime”
Configuration to the SCADA node

e A SCADA Node — specifies data logging, trends, communications, reports, etc and
acts as the “runtime” software module.

e Port configuration - specifies the communication port(s) to communicate with the
controllers and field devices.

e Device configuration - specifies the device type and addresses.

e Tags — You need at least one tag to communicate to a controller or 10 device.

To check that you can read and write data to a controller device, you need to create an 1/0
point, such as a Single Point tag. A single point tag is a tag that addresses a memory location in
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the controller device. It constitutes a single 1/0 point. WebAccess also supports tags that
consist of multiple 1/0 points, called Blocks. These are discussed in section 4.

To check communication with your SCADA node, begin by quickly configuring a Project with the
minimum information needed to Download and Start your SCADA node. This will allow you to
test out your newly installed software. This assumes you have installed Project Node and
SCADA node Software.
To build a minimum configuration to download and Start WebAccess software:

e Connect to Project Node

e Start WebAccess Configuration

e Create a Project

e Open Project Manager

e Create a Node

e Download and Start SCADA node

e VIEW the SCADA node
WebAccess has pre-built system displays that allow you to quickly build and VIEW a run-time
database without any graphics building. This should take an experienced user less than 5

minutes to build a basic project, download and start your SCADA node and confirm your
software installation was successful.

Exercises

Task 1: Connect to project node

1. Start Internet Explorer.

Inkernet
Ex p lorer

e Double Click the Icon on your Desktop

e OR, Click Icon on your Taskbar

e OR, From the Start button select:
Start->Programs->Internet Explorer

2. Enter the 1P _address or URL into the "Address Bar" (Figure 3-1).

To connect to the Live Demo enter http://demo.broadwin.com/ or
http://67.94.27.175

To connect to your local PC enter http://localhost/

If you do not have a network card or it is not plugged in or it is otherwiase
disabled, connect using your computer name. For example:
http://mylaptopname.
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In Windows XP, You can determine your computer name from by Right Clicking

on My Computer, selecting Properties, then selecting the Computer Name
tab.

3. Press the Enter key or Select Go.

A rosdwin Webiicoess Welcome Page - Microsalt Inbermnet Explorer R I =] S|
| e Bt dew Fywtes Teok Hoh* | ek v = - @[ | Qreach (ijFeores @reda ] e B - 5
[agdess | betp:)jdom. brosdvar. con ]| Pe
Welcome to the WebAccess Live Demo System! i
This system Is connectad to real automation equipment (PLCs).
dwi
Address Broadwin wepacces
Broadwin Technology Inc.
GD WebAccess Configuration | |icemame :  admin
WabAccess View | password:  (blank, no password)
Copyright® 2000 - 20032 Broaduin Technolegy, Inc all Rights Racemed
Download Plusg.in Hare =
@ ; : e ; BTG Sl T e E

Figure 3-1 — Customized “ Home" page for the DEMO showing Internet Explorer Web Browser - Address Bar

Congratulations! You have successfully connected to your WebAccess Project
Node. It took no special software to connect.

Broadwin Technology, Inc. Ver. 5.0 69



WebAccess HMI & SCADA software Basic Training e 3. Project & SCADA Node Configuration
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Figure 3-2 — WebAccess Welcome: “Home” or “ Root” page — bwRoot. ASP

Your WebAccess probably looks like the above.

There are three choices on the HOME Page (bwroot.asp).

e WebAccess Configuration — This is to configure Nodes, ports, devices and tags. It is
used by engineers and technicians: Admin and Project Users.

e WebAccess User Management — this is to configure users and passwords only by

Admin and User Managers.

o WebAccess View — this is the ‘runtime” version used by engineers, operators and

ordinary users: Admin, Power Users, General Users and Restricted Users.

If this is a newly installed system, you must build a project, using WebAccess Configuration, and
download it to a SCADA node, before you can use VIEW.

Let’s next go to WebAccess Configuration, to build a project.
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Task 2: Start WebAccess Configuration

1. Select WebAccess Configuration button on the HOME Page (bwroot.asp), Figure
3-3.
WebAccess Configuration ]

Figure 3-3 - WebAccess bwRoot page (Root page)

2. Configuration Login Page appears, Figure 3-4 (bwconfig.asp)

A Sroacbmin Wekdeooes Logen - Marossll livlsrset Enplorer = =10 =
e o et e oA | e 5o = O A B utoootos Weis GBI I
ld‘i'mrc_luu [, Bt et vty ey a3 e e
|
I el win Tachsobsgy i
| laanl
Faswnd
aalimgay Do sfstogstiuy
|
2
B o

Figure 3-4 - Configuration Login (bwconfig.asp)

3. Login with Default username and password

If this is a new system or you are connecting to the Live Demo, use the "Default
Login". Otherwise, use your Login Name and Password.

a. In the Login Name field type: admin

Iadmin

Login Hame

b. Leave Password field blank (i.e. no password)

—

Password

c. Click the Login Button M

"WebAccess Project(s)" list appears (bwproj.asp). If this is a newly installed system, it
will be empty (Figure 3-5). Otherwise, a list of projects previously configured appears

(Figure 3-6).
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Task 3: Create New Project

If you have not already done so, connect to the Project Node and Start WebAccess
Configuration.

TN e WebAcorss Progeetin] - Micrasolt Dnlernet Bagplorer - =100
| B D jew Fgeeler [ e _%ﬂ[&]ﬂlp.l_w—_#.rmmmncw =] e -
| deback = S o= Z) 3] A Ddeah Glfecrtes Skeda o F | 1Y B - o] O

BroadWin WebAccess Project{s) Lagont

Project Mame: [prlames

Project Description [Froject Descipsan

Progect Mode IP Address. [67 9427 174
Project Node HTTP Port [~
Project Primary TCP Feet [0
Project TieneOwt [0

Access Code [remoteaccesscode

| Sulmithor New Projea ||

Copyright 2000 - 2002 Brosdein Teckhnolagy, lnc. Al Rights Resenid -

] farm U1 Becdreew

Figure 3-5 - WebAccess Project List empty - newly installed system (bwproj.asp)

1. Enter a Project Name for this project, in the Create New Project section in
the WebAccess Project(s) List (Figure 2-27). This name can be any alphanumeric
(but NO UNDERSCORES). This name will identify the project in the Project
Manger. It also will appear on the caption bar in VIEW. Projects are typically
named after the customer or facility.

Note - If you are using a standalone system, the Project Name with the SCADA node name appended to it will
appear in ViewDAQ and DrawDAQ menu lists (ProjectName_NodeName)

2. Optionally, enter a Project Description to help identify your project. This will
appear only in the Project Manager.

3. The Project Node IP Address should already appear by default. You can also
use a URL or Computer Name.

4. If connecting through a Firewall, enter the Primary Port Number of a TCP port
assigned by your system administrator.

If not using a Firewall, accept the default: 0. Note that O means the default
primary port number (4592)

5. It is recommended to accept the default Project Time Out. 0 means the
default value is used (15 seconds). Project Time out can range from 1 to 60
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seconds. This is the time for normal communications between the Project Node
and a SCADA node or the Project Node and the ASP Server.

6. The Access Code should appear by default. This is the Remote Access Code
specified during the installation of the WebAccess Project Node Software. This
Remote Access Code is to prevent unauthorized use of your project node.

7. Press Submit for New Project.

Task 4: Add SCADA Node

If you have not already done so, connect to the Project Node and Start WebAccess
Configuration.

1Fh| wilWin WiebAocess Project{s) - Microsolt Intermet Explorer |

| B g Mew Fgvokes ok beln | | Addiess [ ] hepionteitrosdwstibupol s A Fﬂ-
| ik - % - D ) | Doeswch iFevortes Freds F - FE-EH 0

Feroe T

Figure 3-6 - Project List - a single project shown.

1. From Current Projects (Figure 3-6) select your Project Name.

If there are no projects listed, see the previous section: Create New Project.

2. The WebAccess Project Manager opens (bwMain.asp).
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1I'|-| et @ Project] - Miorosolt Inbernek Explo

B :E] El

ADA Hode User

Figure 3-7 - Project Manager - Project page

3. Select Add SCADA Node from the Project Manager.

4. The Create SCADA Node ASP page opens (Figure 3-8).

BroadWin WebAccess Project Manager Homs.

THITITY

.

B l[mm[m

Figure 3-8 - Create SCADA Node
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5. Enter a Node Name for this SCADA node. This is the name that users will see in
the caption bar of VIEW and use to select this node from a list of nodes if your
have multiple SCADA nodes.

Note - the Project Name with the SCADA node name appended to it will appear in ViewDAQ and DrawDAQ
menu lists (ProjectName _NodeName). See Sart Kernel from Taskbar Icon in section 2.1.5.1. of the
Engineering Manual.

6. Optionally, enter a Description.

7. Enter the IP address of the SCADA node. The Project Node IP Address appears
by default. Be sure to enter the IP Address of the SCADA node. You can also
use a URL or Computer Name. For more information, see the Engineering
Manual, section 2.3.1 About Addresses.

8. If connecting through a Firewall, enter the Primary Port Number of a TCP port
assigned by your system administrator. This must also match the values entered
in WebAccess Installation (and listed in the SERVER.INI file)

If not using a Firewall, accept the default: 0. Note that O means the default
primary port number (4592)

9. If connecting through a Firewall, enter the Secondary Port Number of a TCP
port assigned by your system administrator.

If not using a Firewall, accept the default: 0. Note that 0 means the default
secondary port number (14592).

WebAccess uses the HTTP (port 80) plus these 2 additional TCP ports; do not use
the same port number for both primary and secondary ports if you are
connecting through a firewall.

Firewalls - Three (3) TCP portsarerequired. Typically port 80 is already open, thisis the port for HTTP
(web and ASP pages). WebAccess needs two additional ports:

Primary port (default 4592) for file transfer and
Secondary Port (default 14592) for real-time data.

Port Mapping and Network Address Tranglation (NAT). Thisiswhere Private |P addresses of a corporate
intranet use a single public IP address. The same ports described for firewall must be mapped in
NAT also. For more information, see TCP Ports & Firewalls and Routers & NAT in the Security
Section of the Engineering Manual.

10. It is recommended to accept the default Node Time Out. 0 means the default
value is used (15 seconds). SCADA Node Time out can range from 1 to 60
seconds. This is the time for normal communications between the SCADA Node
and a VIEW Client, the Project Node and the ASP Server. If you have a very slow
network connection between the Project and SCADA nodes, you may have to
increase this value.

11. Enter the Remote Access Code for the SCADA node (this must match the
remote access code entered during software installation of the SCADA node
software) (This is also in the SERVER.INI file). The Project Node’s Remote
Access Code appears by default. The SCADA Node and Project Node do not
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necessarily have the same Access Code. This Remote Access Code is to prevent
unauthorized use of your SCADA node.

12. Leave the information about Alarm Log, Printers, Action Log, Alarm Beep, email
and other fields blank for now.

13. Most users should leave the information under Redundant SCADA node blank. If
you have a Redundant SCADA Node, enter its IP address, node name, firewall
ports and remote access code. A separate license and control file is needed for
the Redundant SCADA node. However, an offline standby can be created by using
a Redundant SCADA node and manually moving the Hardkey to it in the event
the Primary Fails. Redundant SCADA nodes work well only for network (i.e.
TCP/1P) connection to field devices. Serial communications would requires some
third party hardware switches to switch the serial connection between SCADA
nodes.

14. Press Submit.
You have configured enough information to Download and Start a SCADA node.

This is just the minimum to create a SCADA Node. Please refer to section 3.2 on SCADA Node
Properties in the Configuration Manual.
http://demo.broadwin.com/broadWeb/engman/3.2_SCADA_Node_Properties.htm

Task 5: Download and Start the SCADA Node

If you have not already done so, connect to the Project Node and Start WebAccess
Configuration. Select your Project.

1. Select the SCADA Node under your Project Name in the Project/Node list (Figure 3-
9).

BroadWin WebAccess Project Manager Home  Logout

Project / Hode

Projectl
1 SCADANDde

Node Mame  SCADAMode]
Figure 3-9 - SCADA Node Main page (Main.asp) - Download

2. Select Download.

3. The Download Dialog Box pops open (Figure 3-10).
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7§ WebAccess -- Web Page Dialog )

Download to Primary SCADA Node

Project = Project1
Primary SCADA Node = MNode

x|

Figure 3-10 - Download SCADA Node

4. When download is finished, select Close Window (Figure 3-10).

5. From Project Manager select Start node (Figure 3-9).

6. The Start Node Dialog Box pops open (Figure 3-11).

7} WebAccess — Web Page Dialog ]

Start Pnmary SCADA Node

Froject = Project1
Primary SCADA Node = Mode 1

Primary SCADA Node started in
Communication mode

x|

Figure 3-11 - Start SCADA Node

7. When Node is started, select Close Window (Figure 3-11).

Download on a Running System.

If the SCADA node was already running, (like it might be now) Download to the SCADA
Node will temporarily STOP the SCADA Node if it is running, then restart it. Users will
see a blank screen. Trend and reports will stop collecting data. Communications to field

devices will stop.

Broadwin Technology, Inc.

Ver. 5.0

77



WebAccess HMI & SCADA software Basic Training e 3. Project & SCADA Node Configuration

If you make changes to a Tag, you must download (which will stop and restart the
SCADA Node).

Changes to Graphic Displays (and associated Screen Scripts, keymacro files) can be

downloaded without stopping the SCADA Node by using Graph Only download link.
Trends, Recipes and other features also have a Download feature in their configuration

pages that allow a download without stopping the SCADA node.

Task 6: Start VIEW

Continuing from Step 7 in the previous section (Download the SCADA Node).

BroadWin WebAccess Project Manager Home Logout

Mode Mame SCADANode]

Device Type

Figure 3-12 Start VIEW from Project Manger

8. Select Start View (Figure 3-12).
There are other ways to START VIEW described in VIEW Client Options and Sart WebAccess VIEW

9. If you have not already installed the Client, you will see a message (fig 3-13):
"Please Click here to install WebAccess Client first".

-ﬁddlﬂsH{Irtm-:f.lh.ﬂaz.zﬂ?.L?S.l'hq-:\:rd\.l.-‘qm'b-f.rdm.m?pw-p-mmumu—lmoﬂ 53 Links ”l

BroadWin WebAccess Project Manager il

[Flease click here to install Webdiccess Clhent frst

] |4 Internet =

Figure 3-13 - Prompt to download and install WebAccess Client

If you get this message, just follow the steps to download and install the client. If you

need more information about downloading and installing the client plug-in see the

QuickStart Manual or http://demo.broadwin.com/broadWeb/QuickStart/Step 3_-
Download_and_Install WebAccess_Client Plug-In.htm .

Hint - After Downloading Client, close all Web browser windows before running the
Client Setup program. If you close all web browser windows, you will not have to

reboot your computer.
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Figure 3-14 - Login page, start VIEW—from Project Manager

10. Welcome to WebAccess Login appears (Figure 3-14) if the Client is installed.
11. Select Please Login

12. The User Login Dialog Box Appears (Figure 3-15).

Pleans Enler User Hama: ]ad'nn

PeaseEnke Passwerd [

0 - 0
I e s ) < 5 2
A B O 0 6 e
J_ljleJJ_ljuﬁ

Figure 3-15 - Login Password Dialog Box
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13. Enter Username: admin
and no Password:

14. Right Click with the mouse or press the Enter key.

15. The default Main Graphic Display appears (fig. 3-16). You can edit or create a new
Main.bgr later.
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Figure 3-16 - default MAIN Graphic Display

CONGRATULATIONS! You have installed, created, configured, downloaded and started a
WebAccess project.

The steps so far have been to test out your software installation, there are many steps
not yet completed in building a real automation project: configuring Com Ports, Devices,
Tags and building graphics are the next steps.

To rapidly build a demonstration or practice project with many graphics, you can Import
a SCADA Node over the Internet from the Broadwin Live Demo
(http://demo.broadwin.com). See Import SCADA Node in the section 2.4.2.2 of the
Engineering manual. The remote access code for the demo is remoteaccesscode .

Reference

WebA ccess Engineering Manual.
http://demo.broadwin.com/broadweb/EngM AN/EngMAN.htm
http://broadwin.com/downloads/winhel p/EngMAN.CHM
http://|ocal host/broadWeb/engman/engman.htm

WebA ccess QuickStart Guide.

http://local host/broadWeb/Quick Start/Quick Start.htm

http://broadwin.com/downloads/winhel p/QuickStart. CHM

http://demo.broadwin.com/broadweb/ QuickStart/QuickStart.htm
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Section 4 — Communications, IO
Tags and Blocks

Objective

This section discusses the various point types (Analog Tags, Discrete Tags, Text-type Tags and

Blocks,

parameters, tag fields, internal tags, 10 Tags etc.).

Training Notes

There are two different categories of point tags: 1/0 communication points and database

points.

e 1/0 Tags - These include single points and multi-points. Communication points have
device addresses that are mapped to some memory location in the controller device.
I/0 communication points are created from parameters and block types.

e Internal Tags - These include constant points, calculation points and accumulation
points. They are not configured for communication; they do not have 1/0 addresses
and are used solely in WebAccess.

IO Tags and Blocks

WebAccess uses two concepts of tags used in communication with plant floor devices:
Tags and Blocks. Both 10 Tags and Blocks describe real-time measurements and
outputs (reads and writes) between the SCADA node and automation devices (PLCs,
controllers, DDC systems, etc).

Tags are easiest to understand and are frequently used in small projects.

Blocks are a productivity tool that requires significant planning, but can dramatically
reduce the time to implement a large automation project or repetitions of the same
automation project.

Tags can represent analog, discrete or text type data. Discrete type data is also
called digital. Text type data is also called string data. Analog data is a usually a
floating point number. Discrete data is an Integer between 0 and 7, but is often only O
or 1 (hence the term digital). Text type data is an ASCII string up to 72 characters.
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Users reference the data in a tag by its tagname. For example, a temperature might be
read by typing ZoneTempl.

Parameters are like tags, but are grouped into a Block. Users reference the data in a
block by appending the parameter to the block name: Blockname:Parameter. For
example, to read the setpoint of flow controller, type FIC101:SP in the Point Info Dialog
box.

10 Tags and Blocks are built from template type objects: Parameter Types and Block
Types. Parameters and Blocks are associated the the Device Type.

Parameters also act as a Template for creating tags. They often have a default or
typical address typical of the device and that can guide a novice user. For example an Al
parameter in a Modbus might have an address template of 40001. But the Al for a
BACnet device would have an address template of O.InstanceNo0.85. Not all device
drivers, if they do not exist, you must create at least one for each tag type (analog,
discrete and text) that you plan to create. New drivers or seldom used device drivers
often lack parameters in the default database supplied with Webaccess.

Tag Fields

Tag Fields describe the multiple dimensions of a Tag including description, Alarm State,
Alarm Limits, Output Limits, Engineering Units, Span Hi, and Span Lo. Tag fields are
read by appending the Field name to the Tagname. The format is:

Tagname.FIELD or Blockname:paramter.FIELD

For example, to read the high output limit of the setpoint in the above example, type
FIC101:SP.OUTPH in the Point Info Dialog box

To see or change the High Alarm Limit of the tag named SINE, type SINE.ALMHI in the
point info dialog box

Many Tag Fields are Read/Write and can be used to adjust Alarm Limits, Descriptions,
etc. during Run time.
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Exercises

For these training exercises, it is recommended to use a Modbus PLC with TCP/IP
communications. If a PLC is not available, it is recommended to install the Modbus TCP
Simulator software on the student’'s PC. See the Appendix for more information on the Modbus
PLC simulator software.

Task 1: Configure a Communication Port

From the Project Manager (See 2.3.2 Connect to Project Node of the Engineering
Manual, if you need help connecting)

1. Select your SCADA node under the Project/Node list.

BroadWin WebAccess Project Manager Home Logout

SEAD:F Node

Node : Projectl * Hode1
Mode Name Model

2. Select Add Comport

This can take a long time while tables are created in the database on the Project
Node / Web Server.

Warning — if multiple students are using a single project node that isusing a 10 client limit for IS,
pressing Add Comport will open anew connection each timeit is pressed. Be patient if you
are sharing a Project Node with other students and do not press Add Comport more than
once, otherwise you will get the error:

The page cannot be displayed

There are too many people accessing the Web site at thistime.

3. The Create New Comport page appears.
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4. Select the TCP/IP as the Interface Name for this Comport. (Also called the
Comport Type).

The fields change depending on the Comport Type.

5. The TCP/IP Comport Properties page appears.
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7.

8.

TCPIP - TCP/IP (transmission Control Protocol / Internet Protocol). Specifies a
"Virtual Port" that uses the TCP/IP service installed. Does not correspond to
specific 10 card or comport number. Will access any 10 card that uses the TCP/IP
service installed on your PC. For a description of the data entry fields for a TCP/IP
Network Interface see the Engineering Manual, section 3.3.4 TCP/IP Com Port

Properties.

. Enter a Comport Number. It is recommended to use a humber above 2 for

TCP/IP ports, so you don't interfere with adding a serial comport. Most PCs have
2 serial comports, if you configured a TCP/IP comport as 1 or 2, you would not be
able to use that serial comport in the future. It is not easy to change comport
numbers.

Optionally, enter a Description. This is just for your own reference.

Accept the default values for the other fields, or modify them. For a description of
the data entry fields for a TCP/IP Network Interface see, section 3.3.4 TCP/IP
Com Port Properties.

9. Click Submit.

11. The SCADA Node page appears. The Port should appear as a folder under the

SCADA node. (In this example Port 3 under Node 1) in the menu tree at left.

Task 2: Add Device (a PLC)

12. Click on the Port hyperlink (Port3 in this example). The Com Port Properties

page opens.

Comport Property Delete Add Device

Comport: Project! *+ NHodel + 3

Interface Name TCPIP
Comport Nurnber 3 Add Device
Description Description
Scantime 1 Second
TimeOut 200 MilliSecond
Retry count 3

Auto Recover Time B0 Second

Backup Paort Mumber 1

13. Select Add Device.
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14. The Create Device Page opens. This also can take some time while data tables
are created in the database on the Project Node.

Create New Device [Cancel] Submit |

Diavice Name

Description

|
I
Unit Mumber |0

Device Type |AceFalM3 -

LanStar :[
MICREX
Primary | Mitsus,
hditsindrd
btz f other than Linit Mumber
[Modicon |

hlgrgF |

Secondary |Siem37
TOSHIEA
TVTNet |

“'aign 750 x

Mot llsed
Mot Lsed CPU Mo, |1
Mot Lsed Iz Lon Gateway Ill

[Cancel Submit |

15. Select Modicon form the Device Type pull down list.

(Alternatively, you can select one of the other Modbus TCP/IP devices: ADAM
5000 Ethernet driver (ADAM5KE), ADAM 6000 (ADAMG6K) or Wago 750.

16. Enter a Device Name. This will appear as a folder under the comport in the
Project Manager. It will also appear in VIEW during runtime in the Point Detail

Display for any tags created.
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Device Property  [Cancel]

Device Mame IMDdbusPLC

Description ITuna

Unit NMurmber |1—
Device Type Im
IP Addrass [67.9427.177
Primary Port Mumber IW
Device Address F— if other than Linit Number
IP Address |
Secondary Part Mumber I_
Device Address I—

Use UDP : |I:I
Digital block size |'51 2 Analog block size |aq

17. Optionally, enter a description.

18. Enter the Unit Number. This number will appear in VIEW during runtime on the
Station Status display and will be the reference to Enable and Disable
communications to the Device. It also will be the reference for communication
alarms. (1 to 254)

Logically, this usually matched the actual device number, but it is possible to
assign a unit number that does not match the actual Modbus Protocol Device
Address. For example, each Modbus PLC has a unique IP Address and all PLCs
have Modbus Device address 1 at these unique IP Addresses.

19. Enter an IP Address for the Device.

Important! — Use the IP Address and Port given by your Instructor for the PLC in your
classroom. The Modbus TCP Simulator software can be installed locally on a
SCADA node and use the SCADA nodes IP address.

If you installed the ModSim.exe simulator software on your PC, then enter the IP
Address of your PC or 127.0.0.1

20. Enter the TCP or UDP Port Number for the Device. This is important. It has to
match the TCP port used by the device.

Important! — Use the TCP Port given by your Instructor for the PLC in your classroom.
The Modbus TCP Simulator software uses port 5111. The FAS 2046 uses port 503
or 504 (504 out of the box, 503 if FPBuilder default used). Bacnet often uses
47808.

21. Enter a Device Address if different from the Unit Number.
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Important! — Use the Device Address given by your In

structor for the PLC in your

classroom. The Modbus TCP Simulator software uses Device Address 1.

22. Optionally, add Address and Port information for a redundant communication
path to the Device. For example, if the PLC has two Network Interface Cards

(NICs).

23. If using TCP (the official Modbus Ethernet protocol) use O for Use UDP.

24. Press Submit. This can be a wait while data tables are created on the Project

Node.

The PLC appears as a folder under the comport in

2 Device : - Microsoft Internet Explorer

Bie Edt Yew Favorites Took Help
Qbeck » O « [ @) T Poseach Frfovorkes @ (3- 5 3 L) 3
Agdress -aHtp:.f.ﬂocmmfo-n:d'#mw.m?m-wumtwn]m-mdm-ﬁumI. b GD

Project Manager.

BroadWin WebAccess Project Manager

Project / Node

Project! A Update Device  [Cancel
= SCADANade]
- igl Device Mame |kModibusPLC
‘2 ModibusPLC
ABPLCS Unit Number .1 Device - PLC
ABSLCS Device Type | Modicon v
: IP Address |localhost
ADAMSHK
ADAMSKE Primary  Port Number 5111
&QH:&E Device Address 1 if other than Und Number
AEE000 IP Address
AALNFMB Soconds
Iy Port Mumber
ETrack
Bw UPS Device Address
BWDE
EwDDE
EWGPIB UseUDP: [
4 EwlNS - * | Digital block siza: 512 Analog block size : |64 -
-g] == ijm.:lﬂ:m =

Task 3: Add an Analog Input Tag
25. The Update Device Page Appears.

26. Select Add Tag.
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Add Black

Note— Usethe |P Addressthe Instructor givesyou for the PLC in the class

27. The Create New Tag page appears.
28. Use the Al Parameter from the Parameter pull down List
29. Enter a Tagname (A10002 in the example).

30. Modify the address (30002 in the example).
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Create New Tag  [Cancel] Submit

Parameter | Al ¥| Paint {analog)
AIarmlND Alarm j

Tag Mame |410002

Description |ﬁnalug Input #2

ScanTypelCDnstantScan j
Address 30002

Conversian Cndell_lnsigned Integer j

Start bit IIII
Length |1E

Signal Reverse ¢ Yes & Mo
Scaling T'_-,-'FIEIND Scale j

ocaling factor 1 |III

=caling factor 2 |III
Log Data © Yes @ Mo
Data log db |3 %

YWrite Action Log & Yes © Mo
Read Only & Yes © Mo
Keep Previous Walue © Yes © Mo

Initial “alue |0

Security area IIII
mecurity level IIII

Span high [1000

Span Inwl[l
Output High Lirnit [1000

Cutput Low Limit |EI
Eng Unitl

Scan Types

By default, WebAccess reads data from the controller device continuously as long as the
KERNEL Task is running. This is called constant scan. In addition to constant scan, you
can specify some other scan type so that for the specific point WebAccess scans data
only when a graphic associated with that point is open. For a large project, these other
scan types can significantly reduce the communication burden and improve driver
performance. The following scan types are available:
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Constant - the point is scanned continuously regardless of the current VIEW task.

Display - the point is scanned only when it is displayed in a graphic.

Conversion Code.

This describes how to treat the number. Most devices report it as an unsigned integer
which implies a number between 0 and 65,536 (if 16 bit). Most Modbus devices uses
Unsigned Integer. However the FAS 2046 uses two registers (32 bit) to form a floating
point number (e.g. 3.14159265) but in reverse word order (IEEE, Reversed Word).

Input Scaling

You can apply a scaling to the raw data from the controller devices. The following scaling
methods (Input Scaling) are available for display of values:

No Scale - for a value not requiring scaling or one that will be scaled prior to
reaching the computer. The value read from the device is displayed exactly in
WebAccess.

Scale to Span (for 0-100%6) input - for a percent value that needs to be
converted to an engineering range specified by the SpanHi and SpanLo fields. The
input value from the controller device must be in the range 0-100.

Square Root - for a value that requires a square root function.

Linear function MX+B X=input - for a value that needs to be scaled to an
engineering range with a slope and bias. The values for the multiplier (M) and the
bias (B) are calculated using the following linear slope equation:

M * (High Input Count) + B = Span High

M * (Low Input Count) + B = Span Low

Scale to Span (for 12-bit input) - for a 12-bit value that needs to be converted to
an engineering range specified by the SpanHi and SpanLo fields. The input value
from the controller device must be in the range 0-4095.

32. Accept the default values for the other fields . Press Submit.

Important! — Press SUBMIT before continuing to next step or you will loose your data.

For more information, see Section 4.2 Analog Tag Properties in the Engineering Manual.

Task 4: Add an Analog Output Tag

33. Continuing from add Analog Input, the Create New Tag page appears.

34. Select the AO Parameter from the Parameter Pull Down List.
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35. The AO Parameter Page opens.
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Create NewTag [Cancel] _Submit |
Parameter| A0 >| Point (analog)

AlarmlNcu Alarm '| *‘

Tag Mame |

Description |Descn‘plinn

Scan Type | Constant Scan x|
Address [40001

Conversion Code | Unsigned Integer |

Start bit |[I
Length |I 6

Log Data

Data log db

Write Action Log
Read Only

Keep Previous Value

Initial Walue

Security ares

Cutput High Limit |I oo
Output Low Limit |[I

Notice that the Address field changes from 30001 (for Al) to 40001 (for the AO
Parameter).

36. Create a Tag name AOOO5

Tag name Tag fields

AOQ05 Parameter: AO
Description: Valve #5 Position
Address: 40005
Scaling Type: Scale 0 —100% Input to Span
Span Hi: 100
Span Lo: -100
Output High Limit; 100
Eng Units. %0OPEN
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Display Digits (Integer): 3
All other parameters. use default

Create New Tag  [Cancel] Submit
Parameter | A0 | Paint (analon)
AIarmlND Alarm j

Tag Mame |A00005

Description |“v’alve #5 Fosition

ScanTypelCDnstantScan j
Address |40005

Conversion Cndell_lnsigned Integetr j

Start bit IIII
Length |1E

Signal Reverse © Yeg & Mo
scaling Type I Scale 0-100%: Inputto Span j

Scaling factor 1 |EI

ocaling factor 2 |III
Log Data © Yes © Mo
Data log db |3 %

Wiirite Action Log & Yes © Mo
Read Cnly © Yes & Mo
Keep Previous Walue © Yes © Mo

Initial “alue |0

Security area IEI
security level IIII

Span high [100

Span Inwl[l
Output High Limit |35

Cutput Low Limit |5
Eng Unit |5 OPEN

37. Press Submit when finished to create the tag.

Important! — Press submit to save your data before continuing with the next step.
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Task 5: Add a Discrete Output (also called Digital Output)

38. Select DO from the Parameter pull down list (you have to scroll down to the
bottom of the list.

Create Mew Tag  [Cancel] Submit |
Farameter | DO "I Point (discrete)
Alarm | Mo Alamm "I *

Tag Name |

Description |Descriptiun

Scan Type | Constant Scan 7|
Address [00001
Comversion Code | Unsigned Integer =

Start bit [0
Length |1

Signal Reverse ¢ Yas & No =
d Discrete Parameter
Log Data © Yes ™ Mo
fields

Data log db |3 8

White Action Log & Yes © Mo
Read Only © Yes * No

Keep Previous Yalue © Yes & pg

Initial “alue (0

Security area |0

Security level |0
State 0|0

State 1 |‘I—
State 2 [NotUsed
State 3 |NotUsed

State 4 [NotUsed
State 5[NotUsed
State 6 [NotUsed

Notice that the Address field Changes to data type changes from analog to
discrete. Also, the Data Fields change: State Descriptors appear. There is no
Scaling, Span or Output Limits for a Discrete.

Also notice how any data entered is lost if you change the Parameter before
pressing submit! It is best to select Parameter before entering tag name. You
cannot change the parameter type of a tag once it is created.

Broadwin Technology, Inc. Ver. 5.0 95



WebAccess HMI & SCADA software Basic Training ¢ 4. Communications, 10, Tags & Blocks

39. Select Alarm from the Pulldown list.
Similar to changing the Parameter, selecting alarm changes the page and you will
loose any data entered before pressing submit. You can add or remove alarming
for a tag after you create.

The page refreshes and alarm fields appear at the top and bottom of the page.

Create New Tag  [Cancel] _ Submit
Pararneter | D0 ~| Paint (discrete)

Alarm | Alarm vI

Tag Name |

Description |Description

Alarm Data
Associate Tag Name |

Alarm Priority [0 =] LogCnly T SendEmail T Play Voice I

Alam State0

Alarm Graph | Hgr
Email To |
Email Cc |

Alarrmn Dalay'ﬁmelﬂ CMilliSecond & Second C Minute © Hour

[Cancel] Submit

40. Enter a Tag Name of PUMP_STATUS
This will be how the information is referenced on Displays in VIEW. Typical Tag
names are YS1001, SS4516, Pump_Start, B31_R11 STATUS. The end user
usually has a Tag naming convention used at his facility. Tag name is 21
characters Maximum. For legal tag name characters, see the Engineering Manual
section 4.11.1 Legal_characters in a Tag Name.

41. Enter a Description of the tag: Pump #1 Status
This will appear in VIEW and helps operators identify the information. It will also
appear in the Alarm Summary and will be read by the Text-to-Speech Alarm
Annunciator. The Description can be changed during runtime by modifying the
DESCRP field associated with the tag.
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Create New Tag  [Cance] [ Submit |
Parametet | 00 v Point (discrete)
Alarm | Alarm "
Tag Mame Fump_Status
Descrption Pump #1 Status
ean Type Constant Scan %
Address (00001
Corversion Code | Unsigned Infeger b
Start bit |0
Length 1

Signal Reverse () Yes (1o
Log Data (& Yes o
Data Log Dead Band 3 a4
Wirite Action Log &) Yes ()Mo
Read Only () ¥es (INa
Keap Pravious Value O Yes (5o
Initial Walue 0
Securify area [
Sacurity lewval |0
State 0 |OFF
State 1 OM
State 2 | Mnil lzed

42. Enter the actual Address for the tag: 00001
The parameter provides an example of a typical address for the Data type (00001
for Discrete Outputs, 10001 for Discrete Inputs, 30001 for Discrete Outputs and
40001 for Analog Outputs).

43. For this example, leave the default settings for

Scan Type = Constant Scan

Conversion Code = Unsigned Integer

Start Bit=0

Length = 1

Signal Reverse = No.

For more information on these fields, see the Engineering Manual 4.3 Discrete
Tag Properties

44. Enable Data Logging for the Tag by selecting the radio button next to Log

Data.

45. Modify the StateO and Statel descriptors to read ON and OFF.

State 0 IOFF

State 1 |OM

46. Modify the Alarm Priority to 1 or higher. An alarm priority of O = no alarms.
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Alaren Data Madka File { wav, mid, mp3, .
Aszociate Tag Name |

Alamm Priciity [1 =] LogOnly I SendEmal ¥ PlayVoice #  Media File |

Alarm State |IZ|

Alarrn Graph | e

Email To |Ir.a'1nr@'hn'|a.-:|'mn cam
Email Cc |
Alamn Delay Time [0  MilliSecond & Second ¢ Minute  Hour

[Cancel] S I

47. Optionally, enable Play Voice to here a Text-to-Speech Alarm annunciation on
the SCADA Node.

48. Optionally, enable Send Email and enter your email address in the Email To
fields to receive an Alarm Email.

49. In this example, leave the other fields at their default values. For more
information on these fields, see the Engineering Manual 4.3 Discrete Tag
Properties.

50. Press Submit.

The Tag Name appears under the Device Name in the Project Manager
(SCADNodel, Port3, ModbusPLC in this example.) You should see three tags
Al0002, AOO0O5 and PUMP_STATUS.

‘A Add Tag - Microsoft Internet Explorer

Bls 0k ¥ew Favorkes Todks  Help W
Acdress | @] http: fflocathost fbrosdWeb breilain, ssp?possprajectiProjldbwes EProjlame=Frojct | v| By e
BroadWin WebAccess Project Manager Ciuick Start Halp Home Logos
Create Mew Tag  [Cancel] "
alil (% Parameter OO W Pl:ll'lt {discrebe)
Projectl A
3 SCADANode1 ]| Aerra et Tags appear under
“Y Por3 deok Tag Mame Pump_Status Device:
‘2 ModibusPLE Dezcription Pump #1 Status AIODO2
% # LonslantScan |+ AOQDODODS
Pump_Status Address 10007 and
Conversion Code| Unsigned nieger v PUIMP_Status
%% Start bt 0

Task 6: Download changes to the SCADA Node

If you have not already done so, connect to the Project Node and Start WebAccess
Configuration. Select your Project.
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1. Select the SCADA Node under your Project Name in the Project/Node list (Figure 4-
31).

BroadWin WebAccess Project Manager Home Logoul

Project / Node Dutal ogTrend AlarmGroup Recipe Video GlobalScript UserProgram Datalransfer Excnbin
ExcelOut Report Scheduler PLC.Schaduler
I SCADANode] Noda - « SCADANDde == =
D Ty Mode:2 "“l::;‘ SCRIARY Download to SCADA Node

Figure 4-31 - SCADA Node Main page (Main.asp) - Download

2. Select Download.
3. The Download Dialog Box pops open (Figure 4-32).
x|

F webAccess - Web Page Dialog

Download to Primary SCADA Node
Project = Praject!
Frimary SCADA Node = Mode

LU

Dhane

u Close Window II

Figure 4-32 - Download SCADA Node

4. When download is finished, select Close Window (Figure 4-32).

5. If the Node was not already running, from the Project Manager Select Start node
(Figure 4-31).

6. The Start Node Dialog Box pops open (Figure 4-33).
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7} Webaccess —— Web Page Dialog x|

Start Primary SCADA Node

Project = Project!
Prmary SCADA Node = Mode1

FPrnmary SCADA Node started in
Communication mode

!I Close Window ﬁi

Figure4-33 - Start SCADA Node

7. When Node is started, select Close Window (Figure 4-33).

Download to the SCADA Node will temporarily STOP the SCADA Node. Users will see a
blank screen. Trend and reports will stop collecting data. Communications to field
devices will stop. When the SCADA restarts, Alarms will be re-set to unacknowledged.

If you make changes to a Tag, you must download (which will stop and restart the
SCADA Node).

Changes to Graphic Displays (and associated Screen Scripts, keymacro files) can be
downloaded without stopping the SCADA Node by using Graph Only download link.

Task 7: Start VIEW to verify communications to PLC

Continuing from Step 7 in the previous section ( or see Download the SCADA Node in
the Engineering Manual).

BroadWin WebAccess Project Manager Home Logout

Mode Mame SCADAMode]

Figure 4.37- Sart VIEW from Project Manger

8. Select Start View (Figure 4-37).

There are other ways to START VIEW described in VIEW Client Options and Sart WebAccess VIEW
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N ot Wbk eevs Virm - Microlt Inbrmel Doglores R -1
|Fll- ES  iew Favores Tosk  Help |lﬁm ] Pt e e nied Bt o mpro T ol 1t = | G0 -
BroadWin WebAccess Project Manager Home Logeun

Brojectl | SCADANode|HELCOHME |

=3 SCADANGde1 E
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Figure4-39 - Login page, start VIEW—from Project Manager
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10. Welcome to WebAccess Login appears (Figure 4-39) if the Client is installed.
11. Select Please Login

12. The User Login Dialog Box Appears (Figure 4-40).

Pleans Enler User Hama: ]ad'nn

PeaseEnke Passwerd [

S 1 a0 -
I S e
AN
205 7 ) ) e e

EIJ#LWH' Shilt |

o

$
°

[_”I;I:
] @
1

_\_”I_"\_“li

il
il
_l

i

i
7

wl

B

Figure 4-40- Login Password Dialog Box

13. Enter Username: admin
and no Password:

14. Right Click with the mouse or press the Enter key.

15. The default Main Graphic Display appears (you can edit or create a new Main.bgr
later)
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Figure 4-41 - default MAIN Graphic Display

Task 9: Use Point Info (Tag Browser) to verify new tag

The Point Info Dialog Box is opened using:

e Pressing the| - icon on the Toolbar.

Pressing Ctrl + F5 on the Keyboard.

Right Click -> Goto -> Point Info (ViewDAQ users skip the right click)

Point Info
Tag Hame: AC12_OAT |AC12_OAT
Description: Out=zide Air Temperature AC12 OAT o
Tg;g,nﬁpa: Al AC3 LABZATI :I
e, e e 4CI_northZAT
Porte Al Ttz 1 AC3 SOUTHZAT
Device Name: PLC1 AT2005
Addres=: 30001 ALC183: AM
Span High: 97.0 AIC183:DI
SPan Iow : 55.1 i%g}ggﬁgﬁ
Engineering nit: DegF AIC183.OUT
AIC183:.5P
: Aladck
Valu=: 76.8 Alalioht
AMPLITUDE
BAD_IO_EXAHMFLE
Blocki: 101
Blockh: 102
Blockd: 103
Blockd: I04
Blocka: 105 =
140 Tag WisvelIAL
Caoustion |  Poa2 |
Golo e e | I - [~

Figure - Point Info Dialog Box —red is Alarm

Broadwin Technology, Inc.

Ver. 5.0




WebAccess HMI & SCADA software  Basic Training ¢ 4. Communications, |0, Tags & Blocks

1 Scroll down (if necessary) to see the Tag.
2 Click on the Tag Name

3 You should see a ON or OFF as the value. It may be flashing Red if in Alarm.

Paint Info

Tag Nome: Pump Starc |"“-'~F‘_3"“r"
Degcription: Modbus TCP Example DisFcrece Jutput
Tag Type: DICITAL

Scan Type: CONSTANT SCAN

Poxe: 3 Unic: 1

|Davice Nase: DamoPLC

Address: 00001

Span High: 1.0

Epan Low : 0.0

Valus: OF

=l

[ orm__vews |
Accunudaion | Pt |
cwmipm2|@
3|Ei

Goto |  Change [ Ackoowedge |  Ea | cCotaw | Pt

Troubleshooting

45. If you see an asterisk (*) with a number (typically 8000 or 9000),
communications has failed. You have the IP Address wrong, the port wrong, the
address wrong or some other communication problem.

Teg Basm; Fuemy_ Tears m
EETTSHE PURPAS T Striechletate S T

Tag Tyya: DIGETAL

Scan Typs: [OEFTANT SCLN
Farfic 7 Tniki L

Paripe Heam Dema¥il

(LR ETFE TR LTy

Span Highs 5.0

Spmm ow - W@

Palum; v SRR

A

=

e L
Eabiaten | Pﬂil%
e | e | st [ e ] cowss | Rea |

Figure - BAD communications
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46. Go to the Station Status Display.

Task 10: Use Station Status (Communication Status) to diagnose
problems

The Station Status Display can be viewed from the Toolbar ‘. ‘ or Ctrl+F7 function
key or a pushbutton with the <GOTO=STATION keymacro. The Right-Click Menu can
also call up the Action Log (Right Click -> Goto -> Station Status).

Only Power Users and the admin account can view the Station Status through a Web
Browser. (General Users and Restricted users cannot view the Station Status through a
Web Browser). All users can view the Station Status locally on the SCADA node using
ViewDAQ.

The Station Status Display shows status of all communication Ports and automation
devices (e.g. stations).

A Communications Alarm will appear in the Status Bar at the bottom of all displays (a
Red letter C ). See the Engineering Manual, section 7.10 , for more information on the
Alarm Windows in the Status Bar.

L e e e e e e e ]
|

[lipone R T

Figure 4-59 Sation Satus Display

- -
Using the Ramp Keys , users can change the Comport viewed.
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The Numbered pushbuttons (1 through 255) represent the Devices (e.g. Stations)
connected to the Comport. These are typically the PLCs, Controllers and automation
devices.

A number is not configured (no device configured)
A Blue Number is OK or RETRYING
A Flashing Red is Communication Failure

A Steady Red is DISABLED (by user).

47. If the Device is Blue, this implies you have the Tags Address wrong (e.g. the
Modbus Address, 00001, 00002, 00003, etc.)

48. If communication to the Device failed, it will be flashing RED. This implies you
have the IP Address, TCP Port or Device Address wrong.

48.1 Try to ping the PLC Address from the Windows Command prompt.
(for more help, see Eng. Manual, 22.2.11 PING to test TCP/IP
communications ).

48.1 Confirm the TCP Port and Modbus Device Address from the PLC
configurator or Jumper settings on its Network Card (NIC).

Task 11: Review the Port and Device List

The SCADA Node, Ports, Devise, Tags and Blocks are organized in a folder style list at
the left of the Project Manger. You may have to open or close a folder to see the
information you are looking for.

This section assumes you have started Internet Explorer 6 or later Web Browser and
connected to your Project Node.

1. Start WebAccess Configuration.

2. Login with User Name and Password.
3. Select your Project Name.
4

The Project Manger opens.

o

You may need to expand the Port List by clicking on the Folder icon ‘Ao the left
of SCADA Node (Node 1 in the example).

Project f Node

Project] =
1 Moded
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7. You may need to expand the list of Devices under your Comport by clicking on
the Folder icon ato the left of the Comport.

Project f Node

Project =
‘2 Modet

(1 Port3 ttepip)

8. Drag the slider bar on the left Frame down to reveal Communication Port (e.g.
Port 3 in the example above).

Project f Node

Project1 =]
‘2 Nodef

{3 Port3 itepip)
1 DemoPLC

9. You may need to expand the list of Devices by clicking on the Folder icon ato
the left of the Port (in the example, pick Port3).

10. You may need to expand the list of Tags and Blocks by clicking on the Folder
icon ato the left of the device (in the example, pick DemoPLC).

Project f Node

Project] =
3 Modet
‘2 Port3 ttepip)
‘2 DemoPLC
Purmp_Flow

Fump_Start
D Block

Tags are listed in Black.
Blocks are listed in Brown after all tags.

You may have to scroll down to see the Tag or Block associated with the
device.
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Reference

WebA ccess Engineering Manual.
http://localhost/broadWeb/EngM AN/EngMAN.htm
http://demo.broadwin.com/M anual/EngM AN/engman.htm
http://broadwin.com/downloads/winhel p/EngMAN.CHM
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Section 5 - Internal Tags

Training Notes

WebAccess provides Internal Tags that do not read 10 directly: Calculation Tags,
Accumulation Tags, and Constant Tags. These internal tags are used for
calculations and for constants used by scripts or calculations. Internal Tags have all the
alarm and security features of 10 Tags. These Internal Tags are available to every other
tag, script, display, and client in the system.

Local Screen Tags are temporary internal tags used by scripts and graphic displays.
Typically, Local Screen Tags hold intermediate values or enhance display animation.
Local Screen Tags disappear when the display they are assigned is closed.

2%DAQ System Tags and System Point Tags are used to access system data. For
example %DKRLMODE allows you to put the system in Simulation Mode.
%TSERIALNUM reads the license file (the license number inside the software control
file).

Constant Point

A constant point is a user defined point tag that is independent of any control system
device. A constant point can be an analog or digital point, a single element or an array
of values. A constant point can be set to an initial value on start-up and changed during
run-time operation.

Constant Tags are a Global Internal Tags. All clients, scripts and other tags will see the
same value when reading this tag. Changes to the tag will be seen globally by all other
clients, scripts and other tags.

Constant Tags are most frequently used for operator entry of values to calculation tags,
scripts and user programs.

The number of Internal tags is limited by the software license control file. The number of
Internal Tags (Calculation + Accumulation + Constant) cannot exceed the number of 10
tags in the license.
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Accumulation Point

An Accumulation Tag consists of an Integration function from another tag or block,
usually an 10 Tag.

The most common use is to totalize the Flow from a flow device (e.g. calculate volume
from flow rate). The value of the input tag is "Accumulated” into a total. The
totalization function is executed within the software. Accumulation tags are ANALOG
tags. They have all the properties of an Analog Tag including alarms, data logging,
output limits and security. Accumulation Tags can be included in trends, displays, alarm
summaries and reports.

Calculation Point

A Calculation Tags perform mathematical and logical operations on the values of other
tags. The result is a single analog output that can be alarmed and data logged. Up to
20 inputs can be used in the calculation. Input tags can be Analog or Discrete.

Any tag can be an input to a calculation tag including 10 Tags, Block parameters,
Constant Tags, Accumulation Tags, and other Calculation Tags.

Calculation Tags are an Internal type Tag that are globally available to all graphics and
other tags. Calculation Tags can be read and written to by scripts, User Programs, and
DDE clients. Calculation Tags can be included in trends, displays, alarm summaries and
reports. Calculation Tags have all the alarm and security features of 10 Tags.

The calculation function is executed within the software, independent of any control
system device.

A calculation Tag is globally accessible but executes locally on the SCADA node it is
configured. It also provides alarming, security, description and other features. A
calculation point needs to be configured once on one node and it will be available to all
Clients. However, if communication to the SCADA node is lost or the node is taken off
line, then the value of the calculation will be lost. All clients, scripts and other tags will
see the same value when reading this tag. All other clients, scripts and other tags will
see changes to the tag globally.

The software license control file limits the number of Internal tags. The number of
Internal Tags (Calculation + Accumulation + Constant) cannot exceed the number of 10
tags in the license.

The tags within the formula must be entered as their single-letter designations. The
calculation formula is limited to 80 characters.

A typical formula is: (A*.99+B)/C.

Math Functions
Calculation Tag Math Functions

Operators Description
+ Addition
- Subtraction
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* Multiplication

/ Division

sin() Sine function; format is sin(A) where A is in radians

cos() Cosine function; format is cos(A) where A is in radians
sqrt() Square root; format is sqrt(A) where A is in radians

pow(, ) Power; format is pow(A,B) for A to the power of B

log() Natural logarithm; format is log(A)

logl0() Logarithm base 10; format is log10(A)

(@) Precedence operator. Perform calculation inside parentheses

before any operators outside parentheses

Math Functions can be nested. For example, SIN(A*0.0175) will multiply A by 0.0175
then calculate the Sine.

To convert degrees to radians, multiply by 0.0175

Logic Functions
Logic Functions

Operators Description

> Greater than

>= Greater than or equal to

< Less than

<= Less than or equal to

== Equal to

1= Not equal to

! NOT

&& AND

] OR
max(A,B) Selects the higher value of A and B
min(A,B) Selects the lower value of A and B

Expl?Exp2:Exp3 Conditional expression where Exp 1, 2 and 3 are math and/or logic
expressions. Exp 1 is evaluated first. If it is non-zero (true), the
tag uses the value of Exp 2 as its output. Otherwise, Exp 3 is used
for the tag output.

An example is C=0?A*B/C:1 If C is greater than O, the tags value will be A*B/C. If C
is Not greater that O, then output of the calculation is 1.

System Point Tags

System Point tags provide diagnostics and provide useful information for Alarms,
Reports, Logs and global scripts. For example, there are system tags for Communication
Port Status, Device Status, Simulation Mode, License Serial Number, and Tag Limit.
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The System Point tags must be configured by the user and are based on a subset of the
%DAQ tags although there are System Point Tags that do no have a corresponding
%DAQ tag. System Points Tags alarm, show in the Alarm Summary, can be used in
trends, global scripts, calculation tags, logs and reports.

Note - The %DAQ tags are created automatically and are similar to System Point Tags,
however %DAQ tags can not be used in Calculation Tags and %DAQ tags do not appear
in the Alarm Summary, trends, or reports. Only Local Screen Scripts, Graphic Displays
and Pushbutton Keymacros can use %DAQ tags. Use System Point Tags for reports,
alarms and calculation tags.

Reference

Engineering Manual Section 4. Tags

Exercise

Task 1: Create constant point tags.

1. Select your SCADA Node from the list on the left of the Project
Manager.

Project f Node
LiveDERO -
' SCADARode]

Figure 5.1 — SCADA Node hyperlink

2. Click the ConstPoint hyperlink in Project Manager to open the
Constant Point List page.

BroadWin WebAccess Project Manager Cuick Start Help Home Logout

Stwt View Stort Draw Downdoad Graph onky Star Nods:
Node: LiveDEMO + SCADAnode1

Node Name SCADAnodel Create Constant Point Tags
Node Description PC1 ta all PLGs Herel
SCADA Node IP Address 67.94.27.175

Figure5.2 — ConstPoint hyperlink to create a Constant Point Tag

3. Click Add Const Point to open the Add New Tag page.
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Node : TrainingProject * NHode1

Tagname Tag Type Descnption  Update Delete
Mo Data

Figure 5.3 — Empty Constant Point list

Create Analog Constant Point Tags

4. ConstAna should be selected for the Parameter (if not, select
ConstAna).

5. Configure a constant point tag named Amplitude by entering
the following data from the table. It should look like the picture
below the table.

Tag name Tag fields

Amplitude Parameter: ConAna
Description: Size of SINE wave
Keep previous value: Yes
Initial value: 70
Span Hi: 100
Span Lo: -100
Output High Limit: 100
Display Digits (Integer): 3
All other parameters. use default
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onst Point List

!l

Condna =)
Mo Alarm =
FFLITUDE
oize of 3IME wawve

e —
F¥es CNo
C¥es Mo
C¥es €M
—
—
—
—
-

l

Figure 5.4 — Example Analog Constant Point Tag named AMPLITUDE

6. Press Submit when finished entering data.

Important! — Press Submit to save your data and create the AMPLITUDE tag before
starting the next step.

7. Create a new Constant Point Tag named SPEED by entering the
following data.
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Create New Tag  [Cancel] Submit

Farameter| ConAna. ¥ Constant (analog)
AIarmlNDAIarm j

Tag Name [SPEED

Description |SIHE oscillation rate

Log Data ¢ Yes ™ Mo

Data log db |3 %
Wirite Action Log & Yes O Mo
Read Only © Yes ™ Mo
Keep Previous Yalue  Yes & Mo

Initial “alue |0

Security area IEI
security level IEI

Span high 1000

Span Inwl[l
QOutput High Limit [1000
Cutput Lowe Limit |EI

Eng Unit In::u:uunta,-"aeu:
Dizplay digit={integer) I-’-l
Display digits(fraction) |2

Log To ODBC Frequency |0 - Minutes
Array Size IIZI

[Cancel] Submit

Figure 5.5 — Example Constant Point Tag named SPEED

Tag name Tag fields

SPEED Parameter: ConAna
Description: SINE oscillation rate
Initial value: 60
Span Hi: 1000
SpanLo: 0
Output High Limit: 1000
Display Digits (Integer): 4
Eng Units: counts/sec
All other parameters: use default
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8. Press Submit when finished.

Create a DISCRETE Constant Point Tag

9. Create a new discrete Constant point named Valvel by
selecting ConstDis from the parameter pulldown list.

Parameter | Condna vI

‘ConDis

10. Enter the following data for a simulated control valve named

Valvel.
Tag name Tag fields
Valvel Parameter: ConDis
Description: Simulated Control Valve #1
Initial value: 0

State 0 descriptor: CLOSED
State 1 descriptor;: OPEN
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Con=st Point List
Mo Alarm =

alvel

Simulated Contral Yakse #1

Constant Scan v
© legDae CYes €o
o Dmegmp e
| Witehctionlog € Yes CNe
 ReadOnly CYes €ro
Keep Previous Value © Yes ®No
o mwevasep
o Sewyea

T
 swefoe
sl
s
s
s
s
 swefe

Motdsed
Motllsed

e sew]

Figure 5.6 — Example Discrete constant point tag named VALVEL

11.Press Submit when finished entering data for Valvel.

12. To make changes to your Constant Point Tags, select Const
Point List.

13. Select Update hyperlink for the Tag you want to Change.
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Add Const Point

Node : TrainingProject+ Node1

Tagname Tag Type Description Tpdate  Delete
AMPITITIDE A Size of SIME wave pdate Dielete
SPEED A SIME oscillation rate Update Delete
Valvel D crmulated Control Walve #1 Update Delete

Taglype: & - Analog, D - Discrete; T - Text
Figure 5.7 Constant Point Tag list

14. Select the Folder next to Const Point to expand the List.

TrainingProject
‘2l Mode1
(1 Const Point

TrainingProject
2 Model
{2 Const Point
AMPLITUDE
SPEED
Yalvel

15. Select AMPLITUDE to review the Tag properties.
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Tag Property Delete

Figure 5.8 — Constant Point Tag Properties for example tag AMPLITUDE

16. Select Tag Properties to make changes.

Create Discrete Tag for a FAN to rotate later

17.Create a second Discrete Constant Point Tag named FAN101.
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Create Mew Tag  [Cancel]

PammatarlCc-nDis ¥ | Constant (discretz)
Alarmlﬁ.ﬁ.lann b

Tag Namaannlﬂ‘I |

Description Fan Start 101 -

Scan Typal Constant Scan v|
Leg Data ) Yes No

Data Log Dead Eand|3 | b
Wnte Action Log () Yes CiNo
Read Only O Yes £ No
Keep Previous Value (O Yes GINo

Initial Value|0 |
Secunty amall’.‘l
Securily Iwalll:l—|

State 1|ON |

Figure — Create Discrete Constant Point Tag named FAN101

You should see four tags listed under ConstPoint:
AMPLITUDE, SPEEN, Valvel and FAN101.

53

Eroject!
'l SCADANde
{2 Pont3 (tepin
‘2l ModibusPLC
AlDDOZ
AQ000DS
Pump Status
‘2 Canst Point L
AMPLITUDE
Fanl101
SPEED
“alvel

Device Type

Figure — If you have completed the above correctly, these tags should appear in your project.
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Task 2: Create accumulation point tag.

1. Select your SCADA Node from the list on the left of the Project
Manager.

Project f Node

TrainingProject -
3 Nodet |

2. Click the AccPoint hyperlink in Project Manager.

BroadWin WebAccess Project Manager Quick Start  Help

Hode Property Oelete Add Comport AccPoind CalcPoint ConstPoird SysPoind FacePlate RealTimeTrend Datel ogTrend

Node: LiveDEMO + SCADAnode1 ' -
Node Name SCADAnodel —reate Accumulation Point

Nede Dessiption| Act o allpicel) Pgs here!

18. Wait for the page to refresh.

19. Select the Add Accumulation Point hyperlink.

BroadWin WebAccess Project
Manager

Clyick Stat Help Home Logout

Add Accumulation Point

Project f Node
Node : TrainingProject *+ Node

‘2 Modef

Device Type Tagname Description Tpdate Delete
APl o Data
ABSLCS

20. Configure the following accumulation point.

Tag name Tag fields
TIMER Accumulation point
Description: Input to SINE
Source tag name: SPEED
Accumulate frequency: 1 once per second
Dividefactor: 1
Span Hi: 3600
SpanLo: 0
Value Limit: 3599
All other parameters: use default
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ceumiulation Podint Lizt

21.Press Submit when finished.
22.Review your changes by selecting the Acc Point Folder.
23. Select TIMER from the list.
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24.The tag properties page opens.

Tag Property Delete

25. Select Tag Property to make changes to the Timer tag.

Task 3: Create calculation point tags.

Configure the following calculation points.

1. Select your SCADA Node from the list on the left of the Project
Manager.

2. Click the CalcPoint hyperlink in Project Manager
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BroadWin WebAccess Project Manager Quick Stan Help Home Logout

Add Calculation Point

Project S Node
‘4 Nodef

B
i

ABPLCE

ABSLCE

3. Click the Add Calculation Point hyperlink.
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4. Create New Tag page opens.

Create New Tag  [Cancel] Submit I

Parameter | CalcAna v | Calculation (z2nalog)

AlarmIAIarm v|

Tag MName |SINE

DescriptiDnISine Wawe
Evaluate frequency |1 Second
Log Data @ Yes © po

Data log db .2 %
Yrite Action Log & Yes  hlo
Read Only © Yes & Mo
keep Previous Walue © Yeag & pg

Initial “alue |0

SeCUrity areaIEI
Security IeveIIEI
Span high|1

|—1

span low

QOutput High Limit |1

Cutput Low Limit |—1
Eng Unitl—
Display digits(integer)hi
Display digitsifraction) |2—
Log To CDBC Frequencylﬂ  Second & MWimte
Farrrula |SIN|:A*IZI.IZIIZI1 FEMEN DD
A|TIMER:
B [AMPLITUDE]

4. Enter the values as shown above or in the table below for the
SINE calculation Tag.

Tag name Tag fields

SINE Parameter: CalcAna
Description: Sine Wave
Evaluate Frequency: 1 second
Write Action Log: No
Log Data: Yes
Data Log Db: 0.2%
Span high: 1
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Span low: -1

Output High Limit: 1

Output Low Limit: -1

Display Digits (integer): 1

Display Digits (fraction): 2
Calculation: SIN(A*0.00175)* (B/100)
A: Timer

B: AMPLITUDE

5. Press Submit when finished entering information for the SINE
tag.
Important! — You must press Submit to save the data and create the SINE tag.
6. Select CalcDis from the Parameter Pulldown List.

7. The Create New Tag page refreshes displaying fields for a
Discrete Type tag.
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Calculation Point List

Create New Tag  [Cancel] Submit
Parameter|CalcDis  ~| Calculation [discrete)
AIarmlNDAIarm j

Tag NamelFIipFIDp

Description |Test if nonzero -flip from Oto 1to 0

Evaluate frequency |3 Second
Log Data ¢ Yes ™ Mo

Data log db |3 %

YWrite Action Log ™ Yes © Mo
Read Only © Yes @ Mo
Keep Previous Value © Yes & Mo

Initial ‘v’aluel[l
Security areal[l
SEeCUrity Ievell[l

State 0 |OFF
State 1 |ON
=tate 2|N|:|tL_Jsed

State SINDtUSEd

State 4|NDtUsed

otate ElNutUsed
State ElNDtUsed
oState ?lNDtUsed
Log Ta ODBC  Yes & Mo
meulalA}D?Dﬂ
A |FlipFlop
2|

8. Enter Values for the FlipFlop calculation point Tag.

Tag name Tag fields

FlipFlop Parameter: CalcDis
Description: Test if nonzero - flip from0to 1to O
Evaluate Frequency: 3 seconds
Initial Value: 0
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State 0 OFF

State 1 ON

State 2 NotUsed
Formula: A>070:1
A: FlipFlop

9. Press Submit when finished entering information for the tag.

10. The SINE and FlipFlop tags should appear under Calc Point.

Project] ~
‘2l SCADANode]
| tcpi

' ModibusPLC

These tags should appear if you have followed the Exercises correctly up to now.

Task 4: Configure a System Point Tag

1. Select SysPoint hyperlink from SCADA Node Properties Page.

Hode Property Delete Add Comport AccPoint CalcPoint ConstPoint SysPoint FacePlate RealTimeTrend

DatalogTrend AlarmGroup Recipe Video GlobalScript UserProgram DataTransfer Excel-ln Excel-Out Report
Scheduler PLC-Scheduler

StrtView Stor raw Dowrload Graph ony St N SiopNock

MNode : LiveDEMO + SCADAnodet
Node Name SCADAnode1 oo /e FointTag here.
Node Description PC1 to all PLCs
SCADA Node P Address B7.94.27.175

2. Select ADD System Point.
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Create New Tag  [Cancel] |5Uhm"

Parameter DevSTS v | Paint (discrete)

Alarm | No Alerm ¥
Tag Name ModbusPLC
Description Modbus Device Unit Status
Comport Mumber, Unit Mumber| 3.1 | (1-12,0-255)
Log Data (=) Yes (Mo

White Action Log () Yes (Mo
Read Only &) Yes Cho
Keep Pravious Yalue O Yes (£ No

Initial Yalue 0
Security area | 0
Security level 0
State 0| OK |
State 1 BAD

From the Pull Down list Parameter, select a Parameter associated with the function
you want to monitor. Select DEVSTS.

int - Parameter names for System Points are an abbreviation of the function. Pick a
parameter, then read the Description that describes it's function better than the
abbreviated parameter name.

3.

4
5.
6

Select Alarm if you want the tag to generate an Alarm.
Enter a Tag Name: ModbusPLC

Optionally, modify the Description.

Enter Comport Number and Unit Number: 3,1

This assumes you created a Comport 3 and used Device Address 1 for the
Modbus PLC.

Basic Training e 5. Internal Tags

Modify Log Data, Log Deadband, Action Log, Previous Value, Security Area and Level,

State Descriptors, Log to ODBC and Analog Alarm Limits and Discrete Alarms as per

any 10 tag.

Press Submit.
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Project f Node
Projectt ¢
' SCADANode]

‘2l Port3 ¢icpin)
‘2 ModibusPLC

‘2 Syslem Point
ModbusPLC

Device Type

If you created all the tagsin the above exercises, thetag list should look like this.

9. Download the SCADA node to make changes take affect.

Task 5: Download to the SCADA Node

1. Select the SCADA Node under your Project Name in the Project/Node list.

Project f Node

Eroject! 2

3 SCADANode! (Figure 5-31).

BroadWin WebAccess Project Manager Home Logout

Hode Proporty Dobete Add Compon AccPoint CalcPoind ConstPoin FacePlale ReslTineTrend

Project / Mode DatalogTeend AlarmGroup Recipe Wideo GlobalScript UserProgram DataTransfer Exesbin
Excel-Onl Boport Scheduler PLC-Schedulns

Download to SCADA Node

Figure 5-31 - SCADA Node Main page (Main.asp) - Download

2. Select Download

3. The Download Dialog Box pops open (Figure 5-32).
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r . —
@ ‘Webdcoes: — ‘Webpage Dulog o

ek

Downdoad and Restart Primary Node

Propesct = LiveDeimna
Primary SCADA Mode = SCADARNde !

Figure 5-32 - Download and restart SCADA Node

If you do not see download and RESTART Promary node, then the SCADA node was not
running and you will need to start it manually using Start Node.

4. When Node is started, select Close Window (Figure 5-33).

Download to the SCADA Node will temporarily STOP the SCADA Node. Users will see a
blank screen. Trend and reports will stop collecting data. Communications to field
devices will stop.

Task 6: Verify new Tag configurations in VIEW.
Download the SCADA Node.

2. Start the SCADA Node
3. Start VIEW.
4. Open the Point Info List and use the filter buttons to check the

values of the points configured. The Point Info Dialog Box is
opened using:

e Pressing the » icon on the Toolbar.

e Pressing Ctrl + F5 on the Keyboard.

¢ Right Click -= Goto -> Point Info (ViewDAQ users
skip the right click)

5. View Constant Points
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Tagy Name: ATOOODZ

Span Low : 0.00

Engineering Unic:

Rt b ot fn i b
Tay Type: ANALOG AMPLITUDE
Scan Type: CONZTANT SCAN ADDDDE
Port: 3 Unie: 1 Fanlol

: i : FlipFlap
Davice Name: ModibusPLC HodbusPLE
Address: 20002 Pump_Status
Span High: 1000.00 EINE

EPEED

Timer
Valwvel

Walue: 1380.00

View all I0 Tags and Internal Tags
View IO Tags on Port 3
140 Tag

View Calculation Tags

b
WViewDALQ |

Accumulaton Poat 1 E
\flew Constant and Svstem Point Tags Poait 2 |
Golo Change | Acknowiedge |[  Ext Constant | Pon3 | =

8.

Constant Point Tags and System Tags appear as 10 Tags in
Point Info. Constant Button shows only Constant Tags and
System Point Tags for the SCADA Node.

View Accumulation Tag

Accumulation Tags appear as 1/0 Tags from all SCADA nodes.
Use the Accumulation button to view Acc Tags on this SCADA
node.

View Calculation Tags.

Calculation Point Tags appear as 1/0 Tags (from all SCADA
Nodes) or using the Calculation Button to view Calc Tags on
this SCADA node

In the Point List, select a point AOOOOS.
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Tag Hame: ADDOOS MG
Dascription: Analog Output #5 AT0002 J
Tay Type: AMALOG AMPLITULE
Scan Type: COMETANT SCAN
Port: 3 Unie: 1 i Anboos iﬁlgi
&
Davice Nams: ModibusPLC e HDdEusPiE
Add : 40005
ress Salect Goto Pump Scatus
Span High: 100.0 SINE
Span Low : 0.0 f:::z
Engineering Unit: $0PEN Valwvel
Value: 0.0
| 140 Tag WiswDA0 |
Accumulaton | Poat 1 | E
Calcuaion | Pat2 |
Gioto Change | Acknowedge |[  Et ]|  consen |  Pa3 | =i

9. Select the Goto button .

10. The Point Goto Dialog Box opens.

<GOTO: pointdti=A10001 Al00m
yoirikdtl=A 0001
Owerview ‘ Alarmn Surmary |
Faceplate ‘ Alarm Group |
Fiealtime Trend ‘ Recipe |
Fiealtime %-¥ Plot ‘ Giraph |
[ratalog Trend ‘ Block Detail |
Dratalog =7 Plat Paint D etail
] 4 I Cancel |

11. Select Point Detail button.
12. Select OK.
13. Check the tag fields in the point detail displays.
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“ BroadWin ViewDAQ 001 - main:untitled

| [T [ ] [Pump_status |

[17:59:13

14. Open the Point Info List and use the filter buttons to check the
values of the points configured. The Point Info Dialog Box is

opened using:
e Pressing the| - icon on the Toolbar.

e Pressing Ctrl + F5 on the Keyboard.

Right Click -> Goto -> Point Info (ViewDAQ users
skip the right click)

15. Select ViewDAQ button

Note - %DAQ system tags are listed after any local screen tags.
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Tag Hame: $TKRLHODE s recnoos]

Dascription: Hernel Pumning Mods S TEDLORPCCH _.I
Tay Type: TEXT $TFRLGRPOVE |
Scan Type: VIENDAQ SCAN $TGRAPHEDESD
Parc: 0 (VIEWDAQ) STCRAPHFILE
$TEEDESC
VTGESCRPTLY
Value: COMMUNICATION :;ggzgﬂg:
$THILIBLOCH
$ THILIETYPE
¥ THILIFHAME
$THILITAG
$THIST
FTERLHOLE
ViewDAQ button shows %DAQ System Tags and Local Tags. |[stias |
WTLE(
$TLT(
$TLV
=l
140 Tag 1 WViewDan

P IE’
Calcadation

|
Goto | Change | Acknowledge | Eiit | Corstant ] Port 3 ]EI

Figure - ViewDAQ button in Paint Info Dialog Box to see %0DAQ system Tags

16. Scroll down to %TKRLMODE. This shows the Simulation or
Communication mode

17. Scroll Down to %DKRLMODE. This shows the mode and you
can Change the mode here.

18. Scroll to %ACOMST(

19. Enter 3) to make it 26ACOMST(3). This shows the Status of
Com Port 3. This is similar to the DEVSTS System point tag
created earlier (ModbusPLC).

For more information about %DAQ tags, see section 4.9 System Tags in the Engineering
Manual.
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Section 6 - Trending

Training Notes

Three types of trending are available in WebAccess:

e Real-time trends - display data acquired during in real-time.
Once data scrolls off the screen, it is lost.

e Data Log Trends - display both real-time and historical data.
Data is stored on the Hard Drive of the SCADA node for later
retrieval.

e Log to ODBC databases on the Project Node. Access is the
default. SQL Server, Oracle, and MySQL are also supported.

Real-time trends do not take Disk space and are often used for Tuning Parameters and
other short term trending. Real-time trends are also useful for HMI and Touch Panels
with limited disk space. Any Tag can be viewed using Real-time trend with no planning
before hand.

Data Log Trends save the data indefinitely or until you schedule Data Log Maintenance
to delete or archive the files after user-defined interval (Days, months, or years). An
Engineer must enable Data Logging for each Tag in the Project Manger before tags can
be viewed in Data Log Trends.

Historical data also can be recorded to ODBC databases or spreadsheet in real-time
(Real-time ODBC option required) using Log to ODBC. This will be covered later in the
Reports & Logs section.

Data Log and Real-Time trends can be converted to an HTML file, then "Copied and
Pasted"” to EXCEL or WORD. Use Edit -=> Export Data to create the HTML report of the
Trend. This creates an “on-the-fly” report. .

Each trend display can show data of up to 12 data points. Analog and Discrete tag types
can be trended. Tags can be added without losing data from other tags. At least one
Real-time Trend Group and at least one Historical Trend Group must be configured to
see Trend Data. Datalog must be enabled for each Tag for Historical Trending.
Seconds Data can be disabled to reduce Disk Space.
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Data

Data Logging

WebAccess collects each tags DATA in a separate file that allows remixing tags on a
DATALOG trend without losing past data.

You must enable DATA LOGGING for each TAG in the Tag configuration using Tag
Properties (see Analog Tag Properties or Discrete Tag Properties).

Log Data & Yes © Mo

Data Log |1
DB

Log Data in Tag Properties is Data Logging enabled. A file will be created for this Tag
and a record entered once a second, if the Dead Band is exceeded.

Data Log DB is the Dead Band used to reduce file size of the Data Log. The Tag's value
must change more than the Dead Band in order for a record to be added to the Data Log
File.

You can Data Log Analog and Discrete (e.g. Digital) Tags. You cannot Data Log text-
type Tags.

To view Data Log Trends, you should create at least one Data Log Trend Group. A
maximum of 12 tags can be viewed in one Trend Group simultaneously; but, you can
add or replace Tags "on the fly" in any Trend Group without losing historical data. The
Data Log Trend Group uses a pre-built template display. You need only enter the Tag
names in a list to build a Trend Group.

You should also check that the Deadband for Data Logging is set appropriately. Too
large of a Deadband will prevent any data from being logged. Too small a Deadband will
result in unnecessary recording of values that have not changed and will waste disk
space.

Use Data Log Maintenance to schedule File Management for Data Log Trend Files. Files
can be Archived to another drive and/or deleted.

The log files are located on the SCADA node. Typically, the default path is
C:\WebAccess\Node\projectnameNodename\log

It is recommended to specify another path to reduce the time for re-installing software.
This is done is SCADA Node Properties, Data Log Folder. WebAccess modifies the
security settings of all files in drive:\WebAccess during Node software installation. A
large number of Data Log files will greatly increase software installation.

Log Trend recording
The actual number of tags that can be Data Logged by a SCADA node is dependent on:
e Processor Speed (CPU Speed)

e Hard Disk Access Time
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e Processor Load (due to other tasks like scripts, schedules, communications,
calculation tags).

e Scan Rate of the Communication Port

A guideline is 500 tags/second for a 1.8 GHz Pentium IV processor using an IDE disk
controller. If your Scan rate is every 3 seconds, then you could data log about 1500
tags. Increasing the deadband to reduce the number of changes/second could increase
this number of tags data logged. These assume the worse case scenario that there is no
deadband or that the tags exceed the deadband every scan cycle.

500 tags/second scan rate
1000 tags / 2 second rate
2000 tags / 4 seconds rate

The use of a deadband will result in recording only significant changes, effectively
reducing the number of value changes recorded per scan (and increasing the number of
Tags that can be data logged).

It is recommended to use SCSII drives for data logging. A separate Data Log drive can
be specified under SCADA node properties Data Log Folder.

Data Log Trend Disk Space
Real time trends never store data on the hard drive.
Data Log Trends record Data to the Hard Drive of the SCADA Node.

Data Log Trend records 10 bytes per sample on the SCADA node. If you are sampling
1000 tags every 1-second and you are using NO deadband, then it will be:

500 tags * 10 bytes/sample * 1 scan/ sec * 3600 samples/hour * 24 hours/day * 30
days/month * 1/1024 *1/1024 *1/1024 = 12 Gigabytes in a month.

500 tags * 10 bytes/sample * 1 scan/ sec * 3600 samples/hour * 24 hours/day * 365
days/year * 1/1024 *1/1024 *1/1024 = 146.9 Gigabytes in a year.

500 tags * 10 bytes/sample * 1 scan/ sec * 3600 samples/hour * 24 hours/day *
1/1024 *1/1024 = 412 Megabytes in a day.

If a deadband is used, it will be less. If you assume the tags exceed deadband only 50
percent of the time (every 2 seconds), it will be

12 * .5 = 6 Gigabytes / month / 500 tags
146.9 * . 5 = 73.5 Gigabytes / year / 500 tags
412 * . 5 = 206 Megabytes / day / 500 tags

If a 5 second scan time is used:

500 tags * 10 bytes/sample * 1 scan/ 5 sec * 3600 samples/hour * 24 hours/day * 365
days/year * 1/1024 *1/1024 *1/1024 = 29.4 Gigabytes in a year.
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The Log Data Maintenance feature in WebAccess will archive Data Log Trend files to
a network folder or mass storage device AND will ERASE files that are older than a user-
defined period on the local hard drive of the SCADA Node. Log Data Maintenance will
also archive and delete expired (old) records from the ODBC Log databases on the
Project Node. (See Log Data Maintenance for more information). The Log Data

Maintenance will prevent your disk drive from filling up if used properly. In the above
examples, if Log Data Maintenance were set for 30 Days would require only 9 Gigabytes
of Disk space for data log trend files for 500 tags.

Reference

Engineering Manual , Section 6. Data L ogging & Trends
Operator Manual, Section 5.5 Trends

Exercise

In this exercise, you will practice creating real-time and historical trend groups, and using the
various functions in the VIEW trend displays.

Task 1: Enable Data Logging for Tags.

1.
2.
3.

Log in to Project Manager.
Select your Project.

Select your SCADA Node from the list on the left of the Project
Manager.

Project f Node

Project] -
‘2l SCADAMode
‘3l Port3 tepip
‘2 ModibusPLC
AlODD2
AQO00S
Pump Status
‘2l Const Point
AMPLITUDE
Fanl01
SPEED
alhe

Device Type

Click the folder icon next to the Port (Port 3 in the example) to
expand the list of Devices.

Click the. Folder icon next to the PLC to expand the List of
Tags. (ModbusPLC in the example)
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6. Select the Tag (AI0002 in the example)
7. Select the Tag Property hyperlink.

ag Prope Delete

Tag : TrainingProject * Node1 + 3 « DemoPLC + AIDDDZ

Tag Type Paint [(analog)
Tag Mame Al0002

Description  Analog Input #2

8. The Update Tag page opens.

Update Tag [Cancel]
Tag Type Paint (2nalon)
Alarm | Mo Alarm j

Tag Name [AI0002

Description IAnaIDg Input #2

9. Check Yes for Log Data.
10. Make Data Log DB (DeadBand) 1%.
Log Data @ Yes © Mo
Data log db [1] w,

11.Press Submit.
12. Repeat for AOOOS5 and optionally other 10 Tags on this PLC.

13. Expand the List of Accumulation Tags by clicking the Acc Point
Folder ICON.

‘3 Acc Point
TIMER

14. Select TIMER tag.

15. Select Tag Property.
16. Check Yes for Log Data.
17.Press Submit.

18. Expand List of Calculation Tags by clicking the Folder icon next
to Calc Point.

ElipFlop
=INE
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19. Select SINE tag.

20. Select Tag Property.

21.Check Yes for Log Data.

22.Make Log DB (deadband) = 0.2%b6
23.Press Submit.

Task 2: Add Data Log Trend Group

1. The SCADA Node. The SCADA Node Main Page opens.

BroadWin WebAccess Project Manager Home Logout

e ittt el At d o LA AL L ARl el

Project / Node j'!.!&m!.r.m MarmGroup Pecipe Viden GlobatScript Userfrogram DataTransfer Excelin
I cxcEl-inn Hepon scoteduler PLC-Schoduboer
EIHI“! o 5 e

) SCADANode1 e L
== Node: P + SCADAN : _ . -
Device Type . '"l"’I = E":'."'l toge D 28 Log Trend Group

Figure - Data Log Trend Group - Project Manager

2. Select Datalog Trend.

The Data Log Trend Display Group List Page appears.

Add Datal og Trend

Project f Node
TrainingProject - |
‘2 Modet Group Number Descnption  Update Delete

‘3 Port3 itcpip)
' DemoPLC

Node : TrainingProject * NHode1

Mo Data

Figure- Add Data Log Trend Display group

3. Select Add Datal.og Trend.

4. The Create New Datalog Group appears.
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- =

Create New DataLog Trend Group  [Cancel] Submit
e ‘|
Deseription | | Tag List | 4
; ==Ma|°g Tﬂg::
Time Span | € minutes  * Al0002
: : ; ==[jscrele Tag==
Tag Mame 1 | &10002 { | PlotTypel |0 0 L {ModbusPLC
e o e e Pump_Status
TagMame2  Timer | PlotType2 |0 0L fr?'ﬁ'ﬂ'ium“rﬁ"':'” Tag==
y HTiEr
Tag Name 3 | PlotType3d |0 0L grgglculminn (Analog) Tag==

Figure 6-5 Create Data Log Trend Display Group

5. Enter a Unique Group Number (between 1 and 1000). This is how the Group will be
ordered in the Data Log Trend Group Dialog Box in VIEW and identified by Operators
and Users.

6. Enter a Description for the group. This will appear in the Data Log Trend Group
List Dialog Box seen by users and operators in VIEW.

7. Select a Time Span from the Pulldown menus. This is the default time span that
appears when first opening the Trend Display. This feature allows the viewing of
data at a sample frequency different than the recording frequency. The intent is to
allow users to adjust the time span across the screen. This does not affect the
actual data recording rate. See (4.2.15 Log Data, 4.2.16 Data Log DB, and
3.2.23.1 Disable Data Log Seconds recording).

6 min span across the display uses 1 second sample intervals.
12 min span across the display uses 2 second samples intervals.
30 min span across the display uses 5 second samples intervals.
1 hour span across the display uses 10 second samples intervals.
4 hour span across the display uses 40 second samples intervals.
6 hour span across the display uses 1 minute samples intervals.
12 hour span across the display uses 2 minute samples intervals.
1 day span across the display uses 4 minute samples intervals.

2 day span across the display uses 8 minute samples intervals.

1 week span across the display uses 28 minute samples intervals.
15 days span across the display uses 1 hour samples intervals.

1 month span across the display uses 2 hour samples intervals.
3 months span across the display uses 6 hour samples intervals.
1 Year span across the display uses daily samples intervals.

8. Select the empty field next to Tag Name 1.

9. Open the Pull down list by clicking on Tag List (Figure 6-5). This shows the names of
all Analog Tags with Log Data and Discrete Tags with Log Data set to yes.
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10. Scroll down the Tag List. Click the Tagname desired. The Tagname should appear on
the Tag Name 1 field. For example, select A10002.

11. Select the empty field next to Tag Name 2.

12. Repeat steps 9 to 12.

13. If you did not enabled Data Log for a tag, you can enable data Log later and enter
the tag name now. You can Type Tag names and Blocks. You can also copy and
paste Tag Names and Block Names from the Left Frame of your browser.

14. Select the opening Plot Type that will appear for each tag.

Users can change this from VIEW in combination with the Time Period Chosen
(Seconds, Minutes Hours, and Days)

i. LAST shows the last recorded value of the Tag during the time period.
ii. Average shows the average value.
iii.  Minimum will show the smallest value.
iv. Maximum will show the largest value.
If seconds are the time period chosen by the user, the Last value is always shown.
Seconds is the default period chosen. Your entry here will affect the Minutes, Hours

and Day time periods.

15. Click Submit when you are finished.

Node : Project! » SCADANodel

Group Mumber Description Lpdate Delete_
1 Training Update Delate

Figure 6-6 — Data Log Trend Group List

Task 3: Add RealTime Trend Group
1. Select the SCADA Node.

2. The SCADA Node Main page opens.
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BroadWin WebAccess Project Manager Home ~ Logoul

-4 pode Property - Sulete s Compon | Acciglnl CaicPois Consii7giot: FaceCiss | fesi Thna ] rend
Project / Node Eeatouiiend Moo Becpe Yileh SEtaEor UeeiProg:em  Detaiven fa- D

Hhar e M

Figure 6-9 Real Time Trend display Group - Project Manager

3. Select RealTime Trend.

The RealTime Trend List Page appears.

hdd RealTime Trend

Node : LiveDEMO « SCADAnode1

Gf@up R o 2 . E
Mt Description Update Delete
1 Temporary Data Update Delete

Figure 6-10 Real Time Trend List - Project Manager

4. Select Add RealTime Trend.

5. The Create New RealTime Trend Group appears.

Create Mew Realtime Trend Group  [Cancel]
Growp Mumber 2
Descriptizn  [Tuneg Trands T List =l
Sampie Rate [T Second s oo -
TsgMama ! [SLOT42000 | TagMame2 A pouZAT
Tgbames [ TagNamed r“ﬁimuzhs
L — ey
Twbame? | | Tegtame8 | |abin Bawirie -
Taghamea [ Tegpemern [
Tagsen [ Tmmesrz [

Figure 6-11 Create Real Time Trend Display

6. Enter a Unique Group Number (between 1 and 1000). This is how the Group will be
ordered in the RealTime Trend Dialog Box in VIEW and identified to Operators and
Users.

7. Enter a Description for the group. This will appear in the RealTime Trend Group List
Dialog Box seen by users and operators in VIEW.
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8. Enter a Sample Rate. This is the frequency of updating the Trend Display with new
Data. RealTime Trends are fixed at 240 samples. Sample Rate for Realtime Trends
range from 1 to 180 seconds.

If 1 second interval and 240 samples = 1 x 240 = 240 seconds (4 minutes)
If 180 second interval and 240 samples = 180 x 240 = 43200 seconds
9. Select the field next to Tag Name 1.

10. Open the Pull down list by clicking on Tag List (Figure 6-11). This shows the names
of all Analog Tags and Discrete Tags.

11. Scroll down the Tag List. Click the Tagname desired. The Tagname should appear on
the Tag Name 1 field.

12. Repeat for Tag Name 2 to 12.

13. You can Type Tag names and Blocks (BLOCK:PARAMETERS). You can also copy and
paste Tag Names and Block Names from the Left Frame of your browser.

14. Click Submit when you are finished.

Node : Projectl » SCADANadel

Group Number Description Update Delete
1 Training Update Delete

Figure 6-12 — Real Time Trend Group

Task 4: DATA Log Folder

Because Datalogging can create many files (one per day per tag). It is recommended to
create a folder outside of c:\Webaccess to shorted the time to do software updates and
possibly off the main Hard Drive to prevent filling the hard drive and corrupting your
system

1. Go to Node Properries

2. Scroll down to Datalg Folder.
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3. Enter a Directory outside of Webaccess. For example C:\WebDATALOG or
D:\DATALOG

4. You may also want to Disable ALL Seconds Data. For Building Automation one second
data can rapidly fill your hard drive. One minute will be the fastest if this option is
enabled to Yes.

5. Press Submit.

Task 5: Download changes to the SCADA Node

Because we made changes to Tags (i.e. enabled Data Logging) we need to do a
download and restart of the SCADA node.

Note that if we had only modified the Trend Groups, and not Tags, we could have
downloaded from the Dlog Trend list (figure 6-10) and from the Real-Time Trend List
(Figure 6-12). But because we changed the tags, we need to do a full download.

1. Select the SCADA Node under your Project Name in the Project/Node list (Figure 6-
31).

BroadWin WebAccess Project Manager Home Logout

Froject / Node

Davice Typa

Figure 6-31 - SCADA Node Main page (Main.asp) - Download

2. Select Download
3. The Download Dialog Box pops open (Figure 6-32).

4. When download is finished, select Close Window (Figure 6-32).
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7. When Node is started, select Close Window (Figure 6-33).

Download to the SCADA Node will temporarily STOP the SCADA Node. Users will see a
blank screen. Trend and reports will stop collecting data. Communications to field
devices will stop. When the SCADA restarts, Alarms will be re-set to unacknowledged.

Task 5: VIEW

Continuing from Step 7 in the previous section (or see Eng, Man., section 2.3.6
Download the SCADA Node) and assuming VIEW is still running from the previus section

8. The MAIN graphic display for your system appears. The default MAIN graphic
supplied with WebAccess is shown below (Figure 6.38). Yours will probably look

different

T T adii |
bk e DA D e e et b BT -0

ataee Py T SV 2] =

Broad'Win WebAcLang (s Pty sl

LiveDEMO SCADARGde GEAPH=main. bar

JEElw e riralerF e w»einlri=e]

WebAccess

Thank Yau for Using Webdccess

BroadWin Technology, Inc

T [ 3] W [main bgr [izia: 37 |
Teolbar: Forward |
L ) L el

Figure 6.38 - default Main graphic display

The MAIN graphic display appears with navigation frame on the left if there are multiple
SCADA Nodes or multiple Projects.

Main Graphic is a user built display and yours may look different. The Main Graphic in
the WebAccess Live Demo (http://demo.broadwin.com or http://67.94.27.175) is shown
below.

Task 6: View Data Log Trend Group

1. Open the Data Log Trend Pop-up Dialog Box with a list of all these Data Log Trend
Groups.
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Select the Standard Toolbar button ‘M

Or, Press the F4 key on the keyboard

Or Right Click -> Goto -> Data Log Trend (in a web browser VIEW)

Or on the ViewDAQ menu bar, select Goto -> Data Log Trend

Datalog Trend List

e
Group Mumber: ]Il - E::: ;:ﬂ;‘d

1 Hain Chiller Daca
2 Live I0 from PLC
3 Scheduler

0k I Cancel

Figure 6.40 - Data Log Trend List Box

2. Select Trend 1 from the List Box (figure 6.40).

3. Select Datalog Trend. Trends are plotted versus Time (the X-axis is Time),
similar to a strip-chart recorder. (Figure 6.41)

4. Select OK.

5. Data Log Trend Display opens.

Broadwin Technology, Inc. Ver. 5.0 149


http://demo.broadwin.com/broadweb/OpMan/3.3.1_Standard_Toolbar_buttons.htm
http://demo.broadwin.com/broadweb/OpMan/3.2_Right_Click_Popup_Menu.htm
http://demo.broadwin.com/Opman/OpMan/6.6.1_Right_Click_(VIEW)_=_Menu_Bar_(ViewDAQ).htm

WebAccess HMI & SCADA software Basic Training e 6. Trending

% BroadWin ViewDad G008 - sasinounkithed

| | |?| | |SB~T.E | ks ELL

Figure 6.41 Datal.og TREND

Note that no display building was required to view Trends.

Select the Standard Toolbar button hi

Select a Trend Group.

Select Datalog X-Y Plot.

© ® N o

An XY- Plot opens. Tags are plotted versus a selected Tag. (Figure 6.42) Any
of the twelve tags can be selected as the X-axis; the other 11 tags are plotted
on the Y-axis. Data Log Plots are commonly used to show a relationship
between two tags).
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Figure 6.42 Data Log X-Y PLOT

Task 7: Data Log Trend Display controls

DATA log Trends use a single Template Display that is pre-built and supplied with
WebAccess. There is no graphics building required. Up to 12 Tags can be viewed on a
single Data Log Trend Display. There is no limit to he number of DataLog Trend Groups.
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Figure 6-43 Customized Data Log Trend Display

Crosshair

Pick a spot on the Trend area. A crosshair line appears. The current Value of the tag,
the Historical Value at the crosshair, and Time of the Crosshair appears.

To Change the Time Span of a Data Log Trend in View

Figure 6-44 2 Data Log Trend Interval: Seconds, Minutes, Hours, and Days

Use the UP/Down arrow keys next to Interval to change from Seconds, Minutes, Hour,
and Day. This also changes the SPAN across the screen.

To Jump to a DATE using the Calendar the Time Span of a Data Log Trend in View

Figure 6-45 Data Log Trend: Change DATE
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Use the Double-arrow button to open a Pop-up Dialog Box with a Calendar to jump to a
new Date.

Datalog Trend Historical Time

n February. 2005 »

Sun Mon Tue Wed Thu Fri Sal

03 1 a3 45

E ¥ & 3 10 11 12 Time:  |12:00:00 P =
13 14 15 18 17 13 119 -

20 21 22 23 024 25 B
221 2 3 4 5
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D ate: 24 20005 =

i

Figure 6-46 — Data Log Trend — Jump to a new Date

DatalLog Trends allows users to shift trend data by specifying date and time from a
popup menu dialog box. The time specified is not the new start time of the shifted trend
data. Instead, the new start time will be calculated according the time specified and will
be aligned automatically.

Note — The Data L og Trend Historical Time requires version 4.5 Candidate Build
4.5-2005.01.21 or later fro both SCADA Node and the Client Plug-in.

Data Type

Trends can display Average, Maximum, Minimum or Last value for the Minute, Hour and
Day intervals.

Change the Display High and Low Span in View

By default, WebAccess uses the High Span and Low Span of the Tag. Users can change
the Display High and Low Span to "zoom in" or "zoom out" of trend data.

1. Select a Tagname by clicking on the colored square.
2. Click Display Low

3. A Change Dialog Box opens
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4. Type a new number for Display Low or use the ramp keys or slider.
5. Click Enter.
6. Repeat for Display High.

If you leave this Data Log Trend Group, the default Display Low and Display High will be used.

To Add a Tag (temporarily) to a Data Log Trend in VIEW
1. Select a field under Tagname by clicking on a colored square.
2. Click New Tag
3. A Dialog Box of Tags with Data Log enabled.
4. Select Tag Name.
If you leave this Data Log Trend Group, the Tag will disappear from the List.

If you select a field that already has a Tagname, the New Tag will temporarily replace
that Tag until you leave, then return to this Data Log Trend Group.

To permanently add a Tag to a Data Log Trend Group, use the Configuration Manager to
Maodify the Trend Group.

Change Sample Type to MAX, MIN, AVG or LAST

To change a Tag from LAST to MAX, you have to pick the tag from the left menu, then
use the UP/down arrows at the bottom right to change to AVG or MAX or Min or LAST.
This does one tag at a time so you can compare MAX of one tag to MIN of another. Also
AVG, MAX, MIN only applies for time frames of 1 minute or 1 hour.

Change Value

The Change Value pushbutton at the bottom of Data Log Trend allows you to Change
the Value of a Tag from the Trend Display.

1. Click a Tagname from the Trend
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2. Click Change Value
3. The Change Value Dialog Box Opens.

If the user does not have the Area and Level Security required by the tag, a Login Dialog
Box opens.

Alarm Graph

The Alarm Graph allows an operator to go directly to the Alarm Graphic assigned to the
selected tag. The Tag must be in the unacknowledged alarm state and an Alarm Graphic
must be configured for the tag. (we have not assigned any Alarm Graphics yet, so this
button won’t work).

Acknowledge Point

The Acknowledge Point Pushbutton acknowledges the Alarm for a selected Tag

Acknowledge Group
Acknowledge Group Pushbutton acknowledges all alarms for all Tags in this Trend
Group.

Task 8: Export Data - Trend Display

DATA Log Trend data can be exported to EXCEL, email and other programs. Up to 12
Tags can be exported in a on a single Data Log Trend Display.

To export datain a Web Browser

1. Scroll to the time period you want.

2. Select SEC. MIN, HOUR or DAY as the interval.
3. Select LAST, AVG, MAX or MIN as the data type

4. Right Click -> Edit -> Export Data
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5. A second Web Browser window pops up with the HTML formatted data. Copy and
Paste the data or use File -> Save to save the HTML page.
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'.’ml_ 12000 80D 133547 2152 : I
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] bone [ [ [ S My Computer 4
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Task 9: Add Tag to Real-time Trend

1. Open the RealTime Trend Pop-up Dialog Box will list all the RealTime Trend
Groups, which can be viewed by:

The Standard Toolbar button E

Or F3 function key

Or a pushbutton with the <GOTO>=REALTRD=keymacro.

Or the Right-Click Menu in a web browser VIEW
Right Click -> Goto -> Realtime Trend

Or from the menu bar in ViewDAQ Goto -> Realtime Trend
2. The Real-Time Trend List Box Opens.

Any Tag can be added to a Trend Group in VIEW (i.e. by operators and ordinary users in
run-time).

Realtime Trend List

1l Peaccicon Temperaturs

£ Crude Unic S0

(04 I Cancel

Figure 6.18 Real Time Trend List

3. Select Trend 1.
4. Select OK.

5. The Realtime Trend opens.
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6. Select a field under Tagname by clicking next to a colored square. (AC12_OAT in the
example). A the pointer should appear there.

7. Click New Tag.

8. A Dialog Box of Tags all tags in the system opens.
raeti

Tag |

T
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9. Select Tag Name.

10.The Tag is added to the Trend.
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If you leave this RealTime Trend Group, the Tag will disappear from the Trend.

If you select a field that already has a Tagname, the New Tag will temporarily replace
that Tag until you leave this Trend Group.

To permanently add a Tag to a Realtime Trend Group, use the Project Manager to Modify
the Trend Group.

Realtime Trends use a single Template Display that is pre-built and supplied with
WebAccess. There is no graphics building required. Up to 12 Tags can be viewed on a single

RealTime Trend Display.
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Section 7 - Alarms

Training Notes

Alarm Management is built into WebAccess. Alarms provide a notification system to inform
operators of process and equipment status.

WebAccess provides a full-feature Alarm handling package developed for use in traditional
Distributed Control Systems (DCS). There are no special displays to build. There are no special
points to build.

Alarm Handling Package Summary

WebAccess supplies pre-built alarm summary display, alarm groups, alarm log display,
and audible alarm notification to the operator of new alarms.

1.

Analog-type Tag Alarms providing High-High, High, Low, Low-Low, Rate-of-
Change and Deviation Alarms for each Analog point tag in the system including 10
Tags, each parameter of a Block, Calculation Points, Accumulation Points, and
Constant Point Tags.

Discrete Tag Alarms and Digital-type Tag Alarms on the true or false state of
the tag. This is for 10 Tags, each parameter of a Block, Calculation Points,
Accumulation Points, and Constant Point Tags.

Alarm Summary Display shows a dynamically updated display of all active alarms.
This display is automatically generated. It displays all active unacknowledged alarms
in flashing red and active acknowledged alarms in blue. (The colors can be changed
by the user by editing the almsum.dxx file in DRAW). Once an alarm “clears” it is
removed from the alarm summary display.

Prioritizing Alarms with 99 alarm priorities. Alarms can be sorted by rank of
priority on the alarm summary page to enable operators to see the most important
alarms first.

Sorting Alarms by Time, Priority, Group, Acknowledge State on alarm summary
displays.
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10.

11.

12.

13.

14.

15.

16.

17.

Alarms can also be sorted in the Project Alarm Log, which uses an ODBC Database
(i.e. Access, SQL Server, Oracle or MySQL).

Filtering Alarms from other nodes or by Priority or Acknowledge state. The Alarm
Summary provides filtering of alarms. By disabling Alarm priorities, these disabled
alarms will not show in the alarm summary display.

Alarm Log generates a running display of all alarms in chronological order. The
user can select to have this alarm log printed to a printer, to a file on the hard drive
and written to a database. This is Local to the SCADA node.

Alarm Groups can be configured in any logical arrangement. These are user
configurable. The user can display alarm groups using automatically generated alarm
group displays. An alarm group is typically a process unit in a multi-process facility.

Individual Alarm Suppression of any tag. The user can disable alarms from
being reported individually. This allows nuisance alarms to be removed when a unit
or process is shutdown or out of service.

Alarm Graphic is configurable for each tag in the system. From the alarm summary
display, the operator can call up this Alarm Graphic with a single mouse click. The
Alarm Graphic can be any graphic display in the system. Typically, it is a process
graphic giving the operator the most information on the cause or solution to the
alarm condition.

Flashing and Color of Values on Displays. Operator graphics display alarms by
changing the color of numeric, text and state values. The colors can change and
flash based on alarm, acknowledge state, and priority of the alarm.

Block Alarming is provided when using Block-type tags. On process graphics, the
displayed parameter can change color and flash indicating the alarm-state of another
parameter in the same block. For example, measurement can flash read when there
is a high output alarm, although the output is not indicated on the display.

Pre-configured alarm indication in Widgets and Faceplate supplied in the
symbols library allows users to build graphic display elements with alarm display
features already incorporated into them.

Alarm indication on pre-built System Displays and Dialog Boxes including Point
List (i.e. Point Browser), Trends, Overview Display, Group Displays, Point Detail
Displays and Block Detail Displays.

Status Bar Alarms -There are four (4) Alarm windows in Status Bar at the base of
all displays.

Alarm Limits Changeable On-line, in Runtime VIEW, from Point Detail Display
and Point Browser, protected by Security Level. Alarm limits can also be changed by
scripts and programs. These property changes can take place from both the client
and the SCADA nodes.

Alarm Acknowledgment is provided through the standard toolbar on every
display, the Alarm Summary and Alarm Group displays, Point Info Dialog Box, and
user-built displays, pushbuttons, key macros and scripts.
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18

19

20.

21.

22.

23.

24,

25.

. Email notification of Alarms is a standard feature in WebAccess. No third party
software is required. Tags can be individually selected to generate an email, assigned
recipient email address or use global email recipients.

. Schedule Alarm Email recipients by Shift or Day. The scheduler can schedule
different email recipients based on Time of day, shift, Day of Week, and Holiday
schedules.

Local Alarm Beep is provided using the system speaker on the Personal Computer
of all Clients (including Web Browser Clients). A sound card is not required. The tone
and duration is configurable. This audible annunciator is coordinated with
unacknowledged alarms.

Text-to-Speech Alarm Annunciation - Text-to-Speech technology Annunciates
alarms locally on the SCADA node. A choice of male and female voices reads the Tag
name, description, Alarm Type, Alarm Limit and Alarm Value. No recording is
required by the user. A sound card and speaker is required.

Alarm Suppression Tag - The Associate Tag suppresses the alarms for a tag when
the Associate Tag is in alarm. The Associate Tag is usually the “more important”
alarm. The Associate Tag is used to suppress nuisance alarms and help operators
identify the cause of upset conditions.

Reply Email to Acknowledge Alarms. If a POP3 Email account is configured in
SCADA node properties, by replying to the Alarm Notification Email, the alarm will be
acknowledged.

Media Files (.wav, .mid, .mp3, etc.) played for Alarm Annunciation. Pre-
recorded Media files can annunciate alarms locally on the SCADA node and on
Clients. Users must install media player software on the clients and SCADA node (it
is not part of the client plug-in or SCADA node software). Recording is required by
the user. A sound card and speaker is required.

Centralized ODBC Database for all alarms on all nodes. Optionally, Alarms
can also be recorded in the Project Alarm Log, which uses an ODBC Database (i.e.
Access, SQL Server, Oracle or MySQL). All alarms from all SCADA nodes are
recorded in this centralized database on the Project Node.

Reference

WebAccess Engineering Manual Section 7. Alarm Management.-
3.2.8 Outgoing Email Server - SMTP

3.2.9 Email From

3.2.12 Alarm Email To

3.2.14 Reply Alarm Email to Ack

3.2.16 Incoming Email (POP3) Server

3.2.17 Alarm Voice

3.2.18 Alarm Log to Printer

3.2.19 Alarm Log to ODBC
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3.2.19.1 AlarmLog to File

3.2.19.2 Minimal Alarm Log Priority

3.2.25 Beep Interval

4.2.31 ALARM Properties - ANALOG TAGS

4.3.24 ALARM Properties - Discrete Tags

WebAccess Operator manual, Section 10.1 Status Bar Alarms

WebAccess Operator manual, Section 5.1 Alarm Summary

WebAccess Operator manual, 5.2 Alarm L og
WebAccess Operator manual, 5.3 Alarm Groups

Exercise

Task 1: Alarm Configuration

Unlike other HMI and SCADA, you do not need to create additional alarm tags. Alarming
can be enabled for every analog or discrete tag through the Project Manager.

Alarm configuration can be added to a Tag by simply changing the tag’s configuration.
An alarm is “configured” by selecting a non-zero Alarm Priority for the alarm type.

In a perfect world, the engineer “plans” what the alarm values of the tags in the system
will be, then engineer or technician enters these values as the tag is configured.

Alarm Limits can be changed on-line without stopping or downloading the SCADA node,
if the alarm is already configured with a non-zero Alarm Priority for the Tag. The change
can be made by a Power User with Tag Field Level of 127, by changing the Alarm Field
for the Tag. If “Online Change Tag Field To DataBase” is enabled for the SCADA Node
properties, then these changes are permanent; if not enabled, the next download will
over-write these alarm changes.

Configure an Alarm for a Tag:
1. Open Internet Explorer
2. Connect to WebAccess Configuration
3. Login as admin or Project User.
4. Open Project Manager for Your Project
5. Select your SCADA node.
6. Expand the Comport and Device to see the list of Tags.
6. Select the Tag (AI002 in the example)
7. Select Tag Property.
8. The Update Tag page opens.
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Update Tag  [Cancel] | Submit |
Project f Node
LiveDEMO A Ala
=3 SCADAnodel Tag Name [410002
‘2 Port] (serial)

S PLCT Deacriptinanest analog
ACS LABZATI =can TypelCDnstantScan j
AC3 nornhZAT T
403 SOUTHZAT Address {30002
AlDD01 Conversian CDdElUnsigned Inteqer j
AlDDDZ Start bit [0

8. From the Alarm Pull Down List, select Alarm.
9. Wait for the page to Update. A Pink border should appear around Alarm.

Project / Node Tag Type Paoint (znzloo)

LiveDEMO = Alarr | Alarrn =

‘2 SCADAnode]
e Tag M Al0002
‘2 Port1 (serial) i amel

10. Drag the slider bar down to the bottom to the Page into the Pick Section.

Alarrn Data Log Oy [ Send Email Play vaice T Meda Fie [ way, mid, mp3, )
Aasoceate Tag Mame |

HH Priosty [0 =] Logomby ™ SendEmail T PlayVoice T Meda Fie |

HH Adsemn Limil |[I
High Priceity[1 =] LogOnly ©  SendEmail ¥ PlayVoice ¥  Meda Fie |
High Alsem Limit [90
11. Select a non-zero Alarm Priority for the desired for High Priority (1 in the
example).

12. Enter a High Alarm Limit. (90 in the example)

13. Analog Tags can have multiple Alarms. Enable other alarms for the tag by
entering a non-zero Alarm Priority and Alarm Limit.

14. Press Submit.

15. Select tag AOOO5 from the left.

16. Select Tag Property.

17. Update Tag page opens.

18. Select Alarm. Wait for Page to refresh.
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Update Tag
Project / Node Tag Type Point (analon)
TrainingProject I Alarm |#—\Iarm j
Slodel Tag MName [400005
‘2 Pont3 ttepip)
' DemoPLC Description |‘v’alve #5 Position
Al00OZ =Can TypelCDnstantScan j
AD000s
3 Acc Point Address |40005
TIMER Conversian Cndell_lnsigned Integer j

19. Select a non-zero Alarm Priority for the desired for High Priority (1 in the

example).
20. Enter a High Alarm Limit. (90 in the example)
21. Analog Tags can have multiple Alarms. Enable other alarms for the tag by

entering a non-zero Alarm Priority and Alarm Limit.

Press Submit.
Repeat for the Accumulation Tag named TIMER.

Update Tag [Cancel]  Submit

Tag Type Accumulation

Alarm | Alarm 'I

Tag Name [TIMER

Description |Input to SINE

Source tag name [SPE ED

Accumulate frequency |1 Second
Divide factor |1

Log Data @& Yes © Mo

Data Log Dead Band |1 o

Alarm Data Log Only I Send Emaill [T PlayVoice [T Media File [ wav, .mid

Azsociate Tag Mame |
HH Priority | 1 *| LogOnly ™ SendEmail ™ PlayVaice I MediaFile |

HH Alarm Limit | 3300
High F’Fiﬂlitrlﬂ :'j Log Cnly ' SendEmail T PlayVoice T Media File |

High Alarm Limit [q]

Repeat for the Accumulation Tag named SPEED.

166
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Update Tag  [Cancel] Subrnit
Tag Type Constant (analog)

Alarmm
Tag Mame [SPEED
Description IEINE oscillation rate hitp: /e broadwin.com
Scan TypalCunstanl Scan ;]
Log Data & Yes © Mo

Data Log Dead Band |1 O

Alarm Data Log Only T Send Email T Play Voice ™ Media File [ wav, mi
Associate Tag Name|

HH Prioity [99 =] Lag Only T SendEmall #  PlayVoice M Media File |
HH Alamm Limit[so0
High Prioty[1 =] LogOnly ™ SendEmall  PlayVoice &  Media File |
High Alarm Limit [500
LowPriority[1 =] LogOnly ™ SendEmail  PlayVoice #  Media File |
Lo Alarm Limit IEIIEI—
L Prioity[2  >| LogOnly ™ SendEmall # PlayVoice &  Media File |
LL Alarm Limit[to0
2

HL Db Percentage © Yes = Mo
ROC Alam Priority [0 =] Log Only T  SendEmall I~ Playvoice T Media File |

25. Download your SCADA node.

For Detail Description of Analog Tag Properties see the Engineering Manual, section
4.2.31 ALARM Properties - ANALOG TAGS.

For Detail Description of Discrete Tag Properties see Engineering Manual, section
4.3.24 ALARM Properties - Discrete Tags

Note - Alarm Limits can be changed on-line without stopping or downloading the
SCADA node, if the alarm is already configured with a non-zero Alarm Priority for the
Tag, by changing the Alarm Field for the Tag.

To Configure Logging Alarms and Operator Actions to printers or ODBC
Databases, please refer to the Engineering Manual, Section 3. SCADA NODE
properties. or the following Sections:

3.2.18 Alarm Log To Printer

3.2.19 Alarm Log To ODBC

3.2.8 Outgoing Email Server - SMTP

3.2.9 Email From
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3.2.12_ Alarm Email To

3.2.13 Alarm Email CC

3.2.14 Reply Alarm Email to Ack

3.2.16_Incoming Email (POP3) Server

To Configure Alarm Horn or Text-to-Speech Alarm Annunciation
characteristics., please refer the Engineering Manual, section 3. SCADA NODE
properties or the following Sections.

3.2.17_Alarm Voice

3.2.25_Beep Interval

3.2.26_Beep Frequency

3.2.27_Beep Duration

Task 2: View the Alarm Summary

BroadWin WebAccess Project Manager Home Logout

Mode Mame Sﬂmmmal

Figure 7-5 Sart VIEW from Project Manger

2. Right Click Start View (Figure 7-5).

3. Select Open in a New Window

Hode Property Delete Add Co
Recipe Video GlobalScript Use
St_ar‘f Wiewne  Start Divasee Dinsnenln

Ned __oPen

Open in Ne
Save Targek As. ..
Prinkt Target

Zuk

Copy

Copy Shorkout
Paste

add to Favaorites, .

Propetties
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There are other ways to START VIEW described in VIEW Client Options and Start
WebAccess VIEW

The WebAccess View Login Page appears (Figure 7.6).
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WebAccess

Plsase Login

BroadWin Technology, Inc.

WA RS0 ADAIN CON

| |:°|.“:;|.:|:|

Figure7.6 VIEW Login

3. Click on "Please Login" (Figure 7.6).

Please Lagin

4. The Login Dialog Box appears (Figure 7.7).

powe

Pl fri b |
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Figure7.7 - Login Dialog Box

5. Enter your "User Name" assigned by the engineer or technician who configured the
system. Note that you can use either your keyboard or the mouse in the Login
dialog box.

Tip - if this is a newly installed system, use the default login username: admin.

6. Enter your "Password".
Default login is,
User Name: admin
Password: (i.e. a blank password)

7. Press the Enter key.
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8. The MAIN graphic display for your system appears. The default MAIN graphic
supplied with WebAccess is shown below (Figure 7.8). Yours will probably look

different,
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WebAccess

Thank Yau for Using WebAccess

BroadWin Technalagy, Ine

CEELCIETICELD]

I T3] [RFEisag [main. bgr [Iizi6:34
Toolbar: Forward
]

Figure 7.8 —default Main graphic display

9. View the Alarm Summary:

e Select the Alarm Summary button @ from the Standard Toolbar (Figure
7.8)

OR

¢ Use the Navigation Popup Menu in a web browser VIEW:
Right Click -=> Goto -> Alarm Summary
OR

e Menu bar in ViewDAQ: Goto -> Alarm Summary
OR

e Press F5 on your keyboard

10. The Alarm Summary Opens (Figure 7.9).
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TP I eemeteEzar [ [i4:5802

Figure 7.9 - Alarm Summary

The Alarm Summary shows all current alarms and all unacknowledged alarms. As
alarms are "acknowledged" and "clear" they disappear from the Alarm Summary. An
Alarm does leave the Alarm Summary until they are "Acknowledged" by an Operator.
This is similar to Alarm Monitors in control rooms, commonly associated with Distributed
Control Systems (DCS).

The Alarm Summary can be edited, so yours might look different (color, font,
pushbuttons, etc.).

Power Users, General Users and the admin account can view the Alarm Summary
through a Web Browser. Restricted users cannot view the Alarm Summary through a
Web Browser. All users can view the Alarm Summary locally on the SCADA node using
ViewDAQ.

The Alarm summary can scroll to show up to 3000 alarms (16 at a time). The Priority,
Date, Time of the Alarm, Tag Name, Node, Alarm Type, Alarm Limit, Alarm Value an
Alarm Group are shown in the Default Alarm Summary

The Alarm Summary is "Global" and shows all alarms from all SCADA Nodes in your
system. If the Project Node is off-line, the Alarm Summary will be blank.

Some Abbreviations are:
P =  Alarm Priority (O is no alarm and 99 is highest priority)
TP = Alarm Type (e.g. High-High, High, Low, Low-Low, High deviation, Low
Deviation, Rate of Change or State)
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GP = Alarm Group (0 is no group)
11. If there are no Alarms, force AOOO5 into alarm.
12. Open the Point Info List and use the filter buttons to check the values of the points
configured. The Point Info Dialog Box is opened using:
e Pressing the| ﬁ icon on the toolbar.
e Pressing Ctrl + F5 on the Keyboard.

¢ Right Click -= Goto -> Point Info (ViewDAQ users
skip the right click).

Training] Nodel | ALMSUMMARY=time

Qe 9SS Ee v e «l>g

Tag Hama: 00005 Jaoo0as
DPescription: Valwe #5 Position ATO0OZ .:I
Tag Type: AMALOG AMFLITURE

Scan Type: CONSTANT SCAN b
Pore: 3 Tnie: 1 ADDD0S

Dawica Nana: DamaPLl .
Address: 40005 100 %0PEN = Dec € Hex € Bin ¢ Oct

Zpan High: 100.00

Span Low : 0.00 ||E||E

Enganeering Uondic: S0PEN

13. Select AOOOS5.

14. Select Change.

15. Type 95 or use slider bar.
16. Click Enter.

17. AOO0O05 should appear Red in both the Alarm Summary and the Point Info Dialog
Box. It should also appear in the Status Bar at the bottom of the page. Your
computer should beep. If Alarm Voice is enabled, the Alarm should be read to you.
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18. Press the Acknowledge button in the Point Info. The Flashing red should stop.
AOO0O05 should change color in the Alarm Summary also.

Task 3: Alarm Summary controls

The Alarm Summary shows a list of Current Alarms and Unacknowledged Alarms.
Each time an Alarm occurs, a line is entered in the Alarm Summary describing the
alarm. Acknowledgement by the operator changes the color (or flashing color) to
indicate Acknowledgement. As alarms return to Normal, they disappear from the Alarm
Summary (if they have been acknowledged by an operator or user). This is similar to
Alarm Monitors in control rooms commonly associated with Distributed Control Systems
(DCS).
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Figure 7-10 Modified Alarm Summary

The Alarm Summary can be edited for colors and columns. Above is a modified Alarm
Summary display.
Acknowledge All

Pressing the Acknowledge All button will acknowledge all active alarms on the SCADA
node.

If a tag's current value has triggered multiple alarms (for example, low-low and low
alarms) then the next lower priority alarm will appear.

Acknowledge Screen

Pressing the Acknowledge Screen button will acknowledge all active alarms Displayed
on the screen.

If there are more than 17 alarms (i.e. the number that will fit in the Alarm Summary)
only the first 17 alarms will be acknowledged. The user must use the Scroll Down (or
Scroll UP) buttons to view additional Alarms, which will be unacknowledged.

Similarly, if the Alarm Filter is enabled, only the displayed alarms will be acknowledged.

Acknowledge Tag

Pressing the Acknowledge Tag button will acknowledge only the selected tag. To
acknowledge only one tag on the Alarm Summary:
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1. Click on the Tagname (or anywhere on that line)
2. Click Acknowledge Tag

Acknowledge Group
Pressing the Acknowledge Group pushbutton will acknowledge all active Alarms in the

Alarm Group of the Selected Tag. See Alarm Groups for information about building
Alarm Groups.

Filtered # of Alarms

Indicates the total number of alarms in the Alarm Summary display after the Alarm
Filter has been applied.

For example, if Alarm Priority 5 alarms are filtered, and there are 10 Alarms with a
priority of 5, then the
Total Number of Alarms = Filtered # of Alarms + 10

See also, Alarm Filter.

Total Number of Alarms

Indicates the total number of alarms on the SCADA node, ignoring any Alarm Filter.

Alarm Sorting

From the Alarm Summary Display, the SORT alarm field indicates how alarms are
sorted: by Time (default), Name, Priority, Acknowledge Status and Alarm Group.

|SORTED BY: I TIME | MAME | PRIORITY | ACKNOWLEDGE | GROUP

Figure 7-11 Alarms Sorted By

Clicking the square button next to each sort method will change the sort criteria.

This allows users and operators to quickly identify the Highest Priority Alarm, find an
alarm by Tagname or other criteria. If the Alarm Filter is enabled, those tags will be
hidden from this sorted list.

Leaving the Alarm Summary, then returning will result in the sort by Time (the default
value).
Advanced Options (Alarm Filter)

From the Alarm Summary Display, the Advanced Options pushbutton allows users to
hide alarms from view (i.e. filter-out unwanted alarms).
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Figure 7-12Disable Options: hide alarms on Alarm Summary

A dialog Box opens (Alarm Summary Disable Options). The user selects the Priority of
the Alarms to be filtered-out (i.e. hidden). The user can also select to hide
Unacknowledged or Acknowledged alarms be filtered ( i.e. removed from the Alarm
Summary Display) and alarms from other nodes (remote).

Note — This Disable Option/ Filter applies only to your Client and this Display. Other
nodes are not affected. Other Windows on this same node are unaffected by this
Filter function. If you open another foreground task on this same node, the alarm
summary will show all alarms in the system. Using this function on the SCADA
node will not suppress the alarms display on other nodes. If you leave the display
and comeback, all priorities are listed on the Alarm Summary

To disable an alarm on all nodes, use the Tag field . ALMED (e.g. tagname.ALMED). This
can be accessed from the Point Detail display for the Tag or an Alarm Group.

Task 4: View the Alarm Log Display

1.

2.

The Alarm Log Display can be viewed from:

the Toolbar icon a

OR Ctrl+F8 function key

OR. The Right-Click Menu can also call up the Action Log (Right Click -> Goto ->
Alarm Log).
The Alarm Log opens.
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Figure 7-14 Alarm Log

The Alarm Log is a historical record of all alarms. In contrast, the Alarm Summary shows only
Current Alarms and Unacknowledged Alarms. Each time an Alarm occurs, a line is entered in
the Alarm Log describing the alarm. Three lines are printed for a Text Type tag in Alarm.
Acknowledgement by the operator is also recorded. This is similar to Alarm Printers in control
rooms, except alarms are written to a text file.

Only Power Users and the admin account can view the Alarm Log through a Web Browser.
(General Users and Restricted users cannot view the Alarm Log through a Web Browser). All
users can view the Alarm Log locally on the SCADA node using ViewDAQ.

Optionally, you can also Alarm Log to Printer. As each alarm occurs, a line is printed on the
printer for each Analog and Discrete Alarm. Text-type tags do not alarm. Acknowledgement by
the operator or user is also recorded. See Alarm Log To Printer for more information.

The last 10,000 alarms are shown on the Alarm Log Display. The last 5000 are written to the
Text file on the hard drive of the SCADA node. When the 5001 alarm occurs, the oldest alarm
entry is overwritten in the text file. Similarly, when the 10,001th alarm occurs, the oldest
alarm in the Alarm Log Display is over-written. Restarting the SCADA node or a Client empties
the Alarm Log, which is then refreshed with the last 5000 alarms logged to the Hard Drive.

If you need more than the last 10,000 alarms recorded to hard drive, optionally, you can record
the Alarm Log to an ODBC Database. As part of software installation, WebAccess creates an
Access Database on the Project Node. All Alarms can be recorded to the Database from all
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SCADA nodes in your system to provide a centralized Alarm Log. See Alarm Log To ODBC
Database for more information.

The Alarm Log is a pre-built template display supplied with Web Access. It can be customized
by engineers and technicians using DRAW. How your Alarm Log appears (colors, Fonts, etc.)
and behaves may vary based on how (or if) the Almlog.Bxx (and Almlog.dxx) on your system is
modified.
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Section 8 - DRAW

Objectives

In this section, you will learn to use DRAW, the Graphic Builder, to create custom graphics and
controls. At the end of the section, you will be able to create animated objects that change
state according to a point’s values.

Training Notes

DRAW and DrawDAQ are versions of the same Graphics Building program with minor
differences in the menus. Graphics built with either DRAW or DrawDAQ are identical. Both
DRAW and DrawDAQ produce graphics that can be viewed remotely by users via a web
browser. Both DRAW and DrawDAQ produce graphics that can be viewed locally using
ViewDAQ. Graphics built in one can by edited by the other. The two programs edit the same
files. The commands and tools are identical. This manual uses the terms DRAW and Graphics
Builder interchangeably to refer to both versions.

DRAW

DRAW allows users to build and modify graphic displays remotely, using and ordinary
web browser. DRAW runs in an ordinary Web Browser (Internet Explorer 6.0 or 7.0 are
recommended). The WebAccess plug-in is required. To use DRAW in a web browser,
the user must have some sort of network access, via an intranet or the Internet to a
WebAccess Project node and SCADA node. Notice there is no menu bar in DRAW; it uses
a Right Click Menu.

DrawDAQ

DrawDAQ is a local version of DRAW. DrawDAQ runs on the Project node. It is identical
in function to DRAW, except that it is not run inside of a web browser and does not
require network access. DrawDAQ only accesses graphics on the local Project node (i.e.
the local hard drive of the Project Node PC). The biggest difference for most users is that
the Menu Bar (File Edit View etc.) in DrawDAQ replaces the Right-Click Menu in web
browser DRAW.
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Figure 8-2 DrawDAQ - local to Project Node (non-web browser verson of DRAW) — notice menu bar: File, Edit,
View, Setting, Draw, Dynamic, Tools, Help

Broadwin Technology, Inc. Ver. 5.0 180



WebAccess HMI & SCADA software Basic Training ¢ 8. DRAW

Mouse Operation

The Graphic Builder program supports a mouse, trackball, or other pointing devices.

When using a mouse/trackball, it is important to be aware of the following conventions
for the mouse buttons. The Graphic Builder program uses only two mouse buttons. If
your mouse has three buttons, use only the left and right buttons.

Left Click

Click (with the left mouse button) to select a command on a pull-down menu, a toolbar
button or an object in the drawing area. Left Click also place elements on the screen
(Symbols and Widgets) or to draw segments of Lines. Polylines, Arcs, etc.

Right Click

Right-Click function varies between the Web Browser and the Local DrawDAQ. Right-
click (click with the right mouse button) to:

e Open the DRAW Menu (in a Web Browser DRAW)
e Open the Modify Menu (in DrawDAQ Only)

e Terminate a command (equivalent of the ENTER key).

ENTER and ESC Key
The ENTER key can be used
e In place of clicking the OK button to close a dialog box.
o To enter a selection or function

The ESC key can be used to cancel a command.

Reference

WebAccess-Engineering Manual, Section 10. DRAW

Exercise

Task 1: Start WebAccess DRAW

1. Start Internet Explorer

2. Enter IP Address of a WebAccess Project Node in Address Bar and press Go.
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Hint - or select the Project node from " Favorites'.
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3. Select WebAccess Configuration button.

4. Login to the Project Manager

5. Select a Project.

6. Select a SCADA Node.
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Figure 8-4 Sart DRAW from Project Manager

7. Right Click the Start Draw link in the Project Configuration Manager.

8. Select Open in New Window from the menu.
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Figure 8-5 Open in New Window by Right Clicking Hyperlink

If you Right Click on Start Draw, a menu appears allowing you to open Draw in a new
browser window, full screen (Open in New Window).

Figure 8-6 DRAW using Open in New Window

If you click on Start Draw, without selecting Open in a New Window, the Draw program will
open in the lower right frame of the WebAccess Project Manager.
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Figure 8-7 Start Draw (single click)

Task 2: Start local graphics builder - DrawDAQ

2.

You have to be on the Project Node (or a combine Project/SCADA node) to use
DrawDAQ. This is the Computer with the WebAccess Project Node software installed.

If you do not see the WebAccess icon on your taskbar (usually at lower right of screen
next to the clock) or can not find DrawDAQ, then start your web browser and go to the
previous section Start Web Access — DRAW.

"
Click the WebAccess Service icon EE"I'
screen, next to the clock).

on the taskbar (usually located at lower right of

Drag the mouse curser over the popup menu to DrawDAQ.

Stark Kernel
Stop Ketnel

ViewDA

LiveDEMO_SCADAMadel
test2 OWL-E

Download Graph  #

Broadivin Horme
Help 3
T =

£33 PM

Figure 8-8 WebAccess Toolbar "right click" menu - DrawDAQ
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3. Drag the mouse to the ProjectName_Node of the desired Project and Node. If you
have only one project and only one node, you will see only one entry.

Hint - In the figure above, there are two projects (LiveDEMO and test2) each have one node (SCADANodel
and OWL-E).

4. Click the desired Projectname_Node. (i.e. left click)

5. DrawDAQ opens.

Figure 8-9 DrawDAQ - non-web browser version of DRAW on Project Node

Notice there is a menu bar in the local DrawDAQ. This replaces the Right-Click Menu in
the web browser version.

Task 3: Explore DRAW Toolbars

These are the toolbars used to Build Graphics. The buttons are shortcuts for items found in the
Right Click Menu (in DRAW) and Menu Bar (in DrawDAQ). Toolbars are the same in both DRAW
and DrawDAQ.

Toolbar (DRAW) - Top

Figure 8-10 DRAW Toolbar —top
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Toolbar (DRAW) - Bottom
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Figure8-11 DRAW Toolbar - bottom

Moving the cursor over the Toolbar and pausing on an icon/button will show a ToolTip (black
text in a yellow box).

Click the button to execute the command (e.g. draw circle) or open a Dialog Box associated

with the command (e.g. draw widget).
The Toolbar Icons have matching Menu Items and Command Line entry.

For example,

1. Select the -2 icon,
Or, Select File-= New Draw from the Right Click Menu (or Menu bar)

Or, Type "new" in the command line in the status bar ﬂ at the bottom

left of the page.

2. Select the Page Color icon E from the Top Menu Bar.

3. A color Palette opens.

2N 11 o T Whwhbcrmnm Divaw - Wlicrmea®l Iniarrsi | Epborar

@ DB @G Feeh s B 3-BELD 3
Aeidrm ﬂm-rﬂ-mn-mn-m—n—uw—hmnrm-ﬁcmm-m - n'-'ﬂ
Prﬂ]e-::t SE.‘!LDAHC untltlacl drw

lui!!!ﬂm

h-nr-l (G (m192| Frseie 1M

wwlo] ool -0 ol « Ellcdorsal — | [ARC[L Ofgml
- poelor [x 4&2]% 890
glore S Ll intrarmt

Notice the pcolor command in the command line at bottom left.

Broadwin Technology, Inc. Ver. 5.0 186



WebAccess HMI & SCADA software Basic Training ¢ 8. DRAW

4. Select the Grey color from the Palette.

Color Palette

5. The Page Color changes to Grey.
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sl ] e e sl P vt vt o B e, g "7 pom P | Barsche m S ACKANEAn | Loph mORd - l.'m
Project SCADANC untitled.drw
EIE =R N0 e arae v e e #5E
SOl 9o - | 8] o] @l ificdodsal — [ [REC|L 0[Eml
= X B3| 993
] Do % Local inirared

For a Summary Description of the Icons associated DRAW functions see section 10.4.1 Icons-
Top Toolbar and section 10.4.2 lcons — Bottom Toolbar, in the Eng. Manual.

For Detail Descriptions also refer to Status Bar, Cursors, Advanced Draw Commands and Draw
Command Reference (sections 10.4.3, 10.4.4, 10.5, and 10.11 respectively in the Eng. Man).

Additional Exercise 1. Build a simple graphic

Draw a graphic display with animation using the pre-animated widgets.

Task 4: Draw a Widget- Meter

1. Click the Widget icon Mfrom the upper toolbar.
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iy

Hint - If you pause the pointer over theicon a tool tip opens describing the button @.

2. Use the scroll bar to $meter0O1

3. Select $meterO1 from the Draw Widget Dialog Box.

DT File List

Semply.dl =]
Slaghi_alaenil dhd

H’mémrw ]l.

Draw Widget Dialog Box

4. Select OK.

5. The Tag List appears.

Tag List
Tag Mame:
{ai000z

(/072 Daaag | |
| arocoz NN
AMPLITUDE

AQQOOE J
FanlOL

FlipFlop

HodbusPLC

Punp_ Status

SINE

SPEED

Timer

Valwvel
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1/0 Tag list may be empty in a new system. Usually, you would use the 1/0 Tag list
for animation, but in case you are on a new system without 1/0 Tags, we will use a
pre-built System Tag for this example.

6. Click the DagTag button ===""=to see some system tags.

DagTag

Tag Mame:
[zaTIMERCOUNT

_0Teg |[ Daateg

FARTRDDC -
FARTRDH J
EARTRDP

$ARTRDSN

$ARTRDSR

§ARTRDH _
§ARTEDHP

¥ ASCRUPDATE

$ASQLCODE

SATESTEUTTON

FATHHOUR

SATHMDAY

FATHMINUTE

& & TIWWOATTRY

¢ 8 o
0k | cancel |

7. Scroll down to 6ATIMERCOUNT.

8. Click on 20ATIMERCOUNT and select OK .

]

K

9. The Widget appears in Outline form with a cursor. Position the Widget where you
want it drawn.

Broadwin Technology, Inc.
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Congratulations! You have just drawn and animated a meter that will indicate the
value of your tag. The needle will move as the value changes. The High Scale and
Low Scale of the Tag will be displayed.

Broadwin Technology, Inc. Ver. 5.0 190



WebAccess HMI & SCADA software Basic Training e 8. DRAW

You can continue to draw some text, animate Text and draw some pushbuttons.

Or you can save the graphic and download your graphic to the SCADA node in order to
VIEW it now.

Task 5: Draw Text

To draw text on a graphic display:

1. Click the Text icon m from the Bottom Toolbar.

2. Position the Text Starting Point with the Crosshair.

3. Click once to fix the Text Start Position.
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2 Broad WebAccess Draw - Microselt Internel Explorer -
Fis  Edt  Vew Favorkes Tooks Help

Ot - O - BE G Puwwd o @ 3-B B0 B

mmigmmmmwmwummaw = Bl
Project SCADANc untitled.drw
BeHHmx Sl = RIS N e R T A

NW| O Do e (= @) 0|6l e 0] [S8Gd =] Dot
exl:.. X 874|178

] pone S oce rtvanet

4. Type in your text using your keyboard. (For example, type "SETPOINT").

5. Press the ENTER key when done.

6. To Reposition the Text: Hold the left mouse button down over the text, while
moving the mouse.

Repeat this for a second test field. Draw Text to act as placeholder for dynamic data
(animated text).

7. (Repeat Steps 1 to 6). Type six characters. For example, type "XXXXXX".
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2 BroadWin WebAccess Draw - Microsolt Internel Explorer -
Fils  Edt Vew Favorkes Took Help

Qs - 0 - EEGPM:&WE g-eaEZ0a
mméﬂmmmm L OlPr gt Bt = S CADEN oG 1 Bk = DRLT 4.0 > B
Project ECE.DANd untitled. drw

Bl H H =" = [=l=1E]) dk D0 B

Nwo|ofo|e|m| o) ofdl|wEcdorisal — | [ABc[L 0fzml
= |x 3@9IY 558

8. To select both Text fields (i.e. SETPOINT and XXXXXX). Hold the left mouse
button down and drag a rectangle that covers both text fields.

9. Right Click ->Edit -> Align.

Broadwin Technology, Inc. Ver. 5.0
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10. Select Align Center from Dialog Box

Alignment

B & 4

Ll

It is recommended to continue to the next section to animate Text and draw some
ushbuttons.
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Task 6: Dynamic Text Animation

To animate text with real-time data:

1. Right Click -=> Dynamic -=>Animation

OR

Basic Training e 8. DRAW

Select the Dynamic icon —_ from the upper toolbar.

2. The Animation Configuration Dialog Box appears.

Animation Configuration

Tag, [SFEED

Adheanted...

" Mave
C Scale
" Bar +
" Pis G
& BT

" Fotate®
" ScaleH
" Bax 4
" P (&
" L-Teut

" Rolate®  Cobw

C Scaed [ C
O Ba # Bz +
T Fill I~ Frame

" C-Text " Pick

™ Enable Atibule Tag” Select R-Text

0+ Alairn Statis T Alaira Type

" DiglalStates " MulipleStoles |~ | Block Alam
FG BG Bink

Marmal mEr ¥ Pickable

Alarm v

E 140 Tag DraqT ag
ocfag | Field |
ATOOOZ A
AMPLITUDE
ADOO0EL
Fanlil
FlipFlop
HModbuasPLC
Pump_Statius
ZINE
d srEEp |
Timer
Valwel
£ 2 .
ok | cancel |

Figure 8- 21 Animation Configuration Dialog Bo- R-Text = Right Justified Text

3. Select R-Text radio button * A-Test

(R-Text = Right Justified Text).

4. Select a TAG from the List (for example select SPEED).

Hint - if the Tag List is blank Click the DaqTag button

is a useful tag to use for learning.

5. Click on the TAG Name from the list and select OK .
6. Click once on the text to be animated( for example, click on the XXXXX).
7. A red box should appear around the text signifying that the text is Dynamic.

Ok

DaaTa;, see some system tags. %ATIMERCOUNT
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3 BroadWin WebAccess Draw - Microsoft Internet Explarer r;_||E|E
File Edk Wiew Favortes Took  Help -
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Project SCADANc untitled.drw
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= [ 897 260
] bone S Local intranet

Figure— Your Drawing should look like this with Red box around the XXXX

You can continue to draw some pushbuttons.

Or you can save the graphic and download your graphic to the SCADA node in order to
VIEW it now.

Task 7: Draw a Pushbutton

Optionally, first draw Text that will be the label for the pushbutton. For example,
type "ALARM SUMMARY". See DRAW Text example above to refresh your memory. If
you draw the text label first, you can use the "Group Objects" feature to draw a
perfectly positioned button. In addition, if grouped, you can edit the text and the

button will automatically resize to fit the new text. You can also draw the text later
and place it on top of the button.

4

1. Click the Text icon . from the Bottom Toolbar.

2. Position the Text Starting Point with the Crosshair.

3. Type: ALARM SUMMARY.
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4. Right Click -=> Dynamic -=>Pushbutton.

File r
Edit g
Wiew k
Setking  k
Drraw L
Cvnamic  k Anirnakion
Tools »
oo |
Help r
Drag Area
Trend
#-% Plak
Array Trend

Array ¥-% Plok

Viden Display

List Drynamic Objects

Figure - DRAW Right-Click Menu

5. Pushbutton Dialog Box appears.

6. Click the Button Down field once (the empty field to the left of the words)

Push Button
Button Down [<GOTO>ALMSUMMAR
Button Up Macio: I
e D 1/0 Tag| DaqTag| L0700
Buston Colar | | Macro Fieid |
; Margin 160} [4 [
ENE O T W e |[oeveororoeeee (]
it Tt g ST
|§“_““|E | [¥ Animation [ TabStop| |<coTo>ALmenarH=
: SGOTO=ALHGROUP=
[ Confimation 0TO> ALMETIRLAET .
<GOTOBELOCEDLTL=
=GOTO>DLOGT D=
=GOTO>DLOEEEF=
=GOTO>FPLGROUP=
=GOTO>GCRAFH=
<GOTO=GSCRIPT
q1 I3 Y|
ok | concet |

Figure - Pushbutton Dialog Box

7. Drag slider bar to scroll down the list of key Macros to find
<GOTO ALMSUMMARY >
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8. Double Click on <GOTO ALMSUMMARY=>.
9. Check GROUP Objects.

10. Select OK.

11. If you followed all the steps exactly, the button is drawn around the object(s).

D BroadWin Weblccess Draw - Microsel Internat Explaser

Fie ER vew Feorted Tods Heb .
i 3] et Pt - i 3 3
&) b ocalhont foraad et vt em Bvednpe. ip or ci=Promect | Brode=—2C ADvibode | Bopt =(tire=0 - Bl
Project SCADAN: untitled.drw
a!aign!m':-.-.-. =808 5@@ B | 5|5 i"i-_ﬂ £ di ||| o 58 ﬁ[__
LLAFN SUNMART
Bl § o
:Ii:\-!.&hi 1z344#
SETROINT
w0 2o = w8 o6« @ lcdorizal — [ [REC|L O0[Zml
- [€£ 1167 |2 206
&) tore el Ll iy st

12. If you missed a step and did not have an object selected, but did have Group
Objects selected, you are asked to “Select Objects|Window|next”.

NwOD|o|e|m| @ ol | EEc
Select objects|Window|Next:
€] Done

a. Click once on the Text. For example click on the text ALARM SUMMARY.
b. Right Click once (or press the ENTER key) to end the select object command.

Hint - you can click multiple objects and they will all be grouped in one big button.

13. If you missed a step and did not have an object selected, but did NOT have
Group Objects selected, you are asked to “Select Objects|Window|next”.
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|
Nwlop|o|w|m| e ol i
First corner:
-Ii'll}ons
a. Click once to start drawing the first corner of your button.

b. Click second time to draw the other corner.

Hint - You can also draw the text later and place it on top of the button..

You should save the graphic (Save bgr or Save drw) and download your graphic. The start
VIEW.

Task 8: SAVE Graphic

There are two Save Graphic commands, which correspond to the two file types:

0 SAVE DRW saves your work in a form that can be edited later.

0 SAVE BGR creates a runtime version of the file that can be viewed on
clients. SAVE BGR also has an option to save the DRW with the same file
name. Most people use SAVE BGR.

REMEMBER TO CHECK THE SAVE DRW OPTION!

To save a Graphic:

1. Right Click -> File -> Save BGR.

OR - Select the Save BGR Icon Efrom the top toolbar.

2. The SAVE BGR File Dialog Box appears.

Save BGR File

File Mame: |METER.bar

Save Optiaons:

¥ Entire Drawing " Rectangle Fegion

Ok, Cancel

Figure - SAVE BGR File (Save Graphic)

3. Type a File name for the graphic with the .bgr extension. Don't use untitled.bgr!
For example, type METER.BGR
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4. IMPORTANT! Check the Save DRW option = Frmmses

. . . % Entire Drawing
5. Select Entire Drawing radio button .

6. Select OK.

7. The Save DRW dialog Box appears. Accept the default name, which is the same
as the BGR.

Save DRW File

File Marne: | Sl =N=EHa(

k. Cancel

8. Select OK.

The BGR file is a compiled Graphic suitable for Display by the WebAccess Client. You
cannot edit a BGR file. The DRW file is the source file. You can Edit the DRW file and
generate a new BGR file. If you loose the DRW, you can never edit the file again.
Save the DRW.

Task 9: Download Graphic

DRAW creates files on the Project Node. The SCADA Node displays the files with live
data. You need to download these files from the Project node to the SCADA node to
see any changes you made in DRAW.

There are two ways to download graphics from the Project Node to the SCADA node:

1) Using a web browser
or
2) Task tray icon on the Project Node

To Download Graphics from any node or client:

1. Connect to Project Manager with a web browser. There should be another
Browser window opened to it already, if you followed this step by step (refer to
Eng Man section 10.2.2 to refresh your memory).

2. Select the SCADA node to be downloaded.
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3. Select Graph Only. The Graph Only link results in a download of only Graphic
Files from the WebAccess Project Node to the SCADA node. Using Graph Only
does not stop the SCADA node. Graph Only is recommended. Graph only will
download bgr scripts, macros and all other draw related files.

Alternatively, you could also use Download.

Hode Property Delete Add Comport AccPoint CalcPoint ConstPoi

Recipe Video GlobalScript UserProgram Datalransfer ExcelIn Ex
Start Wiesy Stard Drawe Dovwvnload Graph only  Stard Mode  Stop Mode
Node : LiveDEMO + SCADAnode

4. The Download Progress Dialog Box opens.

A WebAccess -- Web Pape Dialog m

Download graph only

Progect=Frogecti
Primary SCADA Node = SCADANGde1

6. When complete, the Download is confirmed.

7. Select Close Window to close the Dialog Box.

Task 10: Download Graphics from task tray

On the Project Node, there is a Download Graph menu item in task tray icon. This
downloads only Graphic files (bgr, scr, mcr, et al). It does not download 10 tags,
recipes, schedules, etc. It does not stop the SCADA node

ﬁg

1. Click the WebAccess Service icon
of screen, next to the clock).

on the taskbar (usually located at lower right

2. Drag the mouse cursor over the popup menu to Download Graph
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3. Drag the mouse cursor over the Projectname_Nodename of the SCADA node to

download.
Skart Kernel »
Skop Kernel
ViewDa)
DrawDad k

Projectl _SCADANode1
SDiCCdermo_Model

I Broadiin Home

302 PM

4. Click once with the mouse on the ProjectNode__SCADANode to be downloaded.

Task 11: Start WebAccess VIEW
WebAccess View |

1. Select the WebAccess View button

For help see Section 2.3.7 Start VIEW or _section 16.5 Start WebAccess_VIEW in the
Eng Manual.

2. The WebAccess View Login Page appears (Figure 8.24).

e - e s

M I e Fees bem MRS e - = O ) s gemsws e ) The b e o)
T T —p—— o Em
B VLR R i Vs

—
LiveDENG SCADRTdn || WELOOME

T e T ATy
,”’f——_.—_

WebAccess

Plsass Login

BroadWin Technalogy, Ine.

T

Figure8.24 VIEW Login

Click on "Please Login" (Figure 8.24).

Please Lagin

2. The Login Dialog Box appears (Figure 8.26).
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Figure8.26 - Login Dialog Box

3. Enter your "User Name" assigned by the engineer or technician who configured the
system. Note that you can use either your keyboard or the mouse in the Login
dialog box.

Tip - if this is a newly installed system, use the default login username: admin.

4. Enter your "Password".
Default login is,
User Name: admin
Password: (i.e. a blank password)

5. Press the Enter key.

6. The MAIN graphic display for your system appears. The default MAIN graphic
supplied with WebAccess is shown below (Figure 8.27). Yours will probably look

different

T szl

| P B e e ek e -|

B el - T o’ oo, e’ k. k- e B |

L T T T Eaur ——— i f=-
Broad'Win WebAocana o= Pmgly  Hhwey

LiveDEMO SCADAnOde GRAPH=main.bgr
AElelweariealu¥Ee o[+ vino=

w E L C OME

WebAccess

Thank Yau for Uging WebAccess

BroadWin Technology. Inc
ML LELCI LI

I T3 [RireEEas [main. bgr [Iizi6:34
Teolbar: Forward
i T A — |

Figure 8.27 - default Main graphic display

Call up the Point Info tag browser by one of these methods:
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a. Select @ on the standard Toolbar (Figure 8.27)

OR

b. Use the Popup Menu in a web browser VIEW:

Right Click -> Goto -> Graph

OR

c. From the ViewDAQ menu bar select: Goto -> Graph

OR

d. Press F9 on your keyboard

2. The Graph List Dialog Box pops open (Figure 8.28 or Figure 8.29).

Graph List

Giaph Fia: i

1 main. bge

_Cancel |

Figure 8.28 - Graph List Dialog Box - in VIEW

e ® |

15 Macar.bgr -

A7 ANETERTEST. bgrw
3% nonlirsay . bor
IF pansFonid, ks
4% PoirtTransfar.bgr
41 Processl.bqr

L I
47
44
45
46
47
48
49

51
Bl

Frocasell, by
realuedl. bge
Racips . bys
RapereTase . byr
e bar
danpledial har
FO00A_DTR. bgv
sanyme . bygr

B} EllEeymacros. bge

S{lfaymacronl. bgs
Fusil.byr

J

=

]|

[ ]

Corced |

Figure 8.29 - Graph List with PREVIEW in ViewDAQ (non-web browser)
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4. Double click on the Graphic name in the Graph List Dialog (Figure 8.28 or Figure
8.29). For example, double click on Meter2.bgr.

OR
Single click on the Graphic name and press OK.

4. The graphic display you selected appears. (Figure 8.30 shows an example from the
LiveDemo of the Meter2 display).

= BroadWin ViewDAQ 001 - main:untitled

I e e [ METER. bgr [15:15:18

Figure8.30 - Meter.bgr Graphic Display
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Additional Exercise 2:

Task 12: Create a tank level graphic display.

Draw the Tank Graphic shown below

/~ BroadWin WebAccess Draw - Windows Internet Explorer provided by Yahoo!
o

'@@ - |e hitkpsfftunabroadWeb)systembvdraw, asp | |E| |E| |‘f‘ah|:u:u! Search
'ﬁ ‘ﬂf [%]:lamude ‘aﬁrn... x ]pi-Gn,,, ] l @ - @ < @F‘age A @TDDIS - ¥
Projec] SCADAnN( tank.drw

B | Hl || 3 | S0 S 5| @) @) 5 142345 & || |t 3R]

N0 0] o) = m) @) o)) B e sa| — | FEc L o[z
=

|x 1192|Y 4

[ ﬂ Local inkranet

For a web browser DRAW, use the Right Click menu, then select the following
commands.

For the local DrawDAQ on the Project Node, use the menu bar.
Create a new tank level graphic display in DRAW using File -=> New.
1. Insert the Tank symbol with Draw -> Symbol.

a. Select $tank10.dsm .
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b. Select OK.
c. Position the Symbol.
d. Right-Click to draw it.

2. Click the left mouse button to draw the tank.

5. On the Tank's center:

In DRAW select Right Click -> Edit -> Explode

In DrawDAQ, Right Click -> Explode.)

Basic Training ¢ 8. DRAW
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Basic Training

PrO]ectl

L3
L]
L3
L3
L3
L3
L]
L3

: SCHDANodel untltled drw

Fill With Color

Corwerk To Pobygon

Reda Chri+Y

g
i

Paste ChrieV

Scale Verticaly
Flp Harizonkalke
Flip Werticaly
Align

Dizkrivgks

Popug
Pushdown

Nwo|2|o|=|m| 8o e EHEEcaor]ss
‘;n.

Group

2] Done

6. Drag the Mouse around the “cut-away” of the Level

or

e 8. DRAW

Click on the “cut-away” with the mouse to select it. There should be a red box drawn

around the “cut-away window” (see figure 8-41).

Figure 8-41- exploded Tank with “ cut-away window selected”

7. Use Dynamic Animation to fill the tank with a Fill animation.
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In DRAW, Right Click on the Tank Level -> Dynamic -> Animation

In DrawDAQ, from the menu bar, select Dynamic -> Animation

Push Butbon
Dirag drea

Trend

H- Blot
Array Trend
Array XY Flot

Wideno Display
List Bynamic Chjecks

8. The Dynamic Animation Dialog Box opens.

Animation Configuration
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FlipFlop
- - ModbusPLC
[T Enable Atiibute Tag  Select Fill v -
e Tog | T A——
SPEED
 Alaim Status " Alarrn Type Timer
C DighelStates Mubiple States | BlockAlam || ¥alvel
FG BG Bink
“l;l'md I""' f-T' Pickable
Alarm ]| -
Tahs
Alamm Ack m r o
BREE -
HEER
InER
[ [ ]]
'l
iied
aENE & 3 -
oKk | Cancel |
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9. Select Fill radio button.
10. Select a TAG to fill the tank, for example select SINE.
Draw Text
11. Label the Tank with static text using Draw -> Text . Type “LEVEL:".

12. Create a placeholder for a Dynamic Animation active point for the Level tag “XXX.X”
using Draw -> Text.

Animate TEXT field
13. Use Dynamic -> Animation to animate the text “XXX.X next to Level.
14. Select R-Text
15. Use TAG named SINE as the Level measurement tag.

Draw straight Lines (Poly Line)

16. Use the Or button % to force orthogonal 90 degree lines.
17. Use Modify Attributes -> Pen Width to change the thickness of the Line.
18. Use Draw -= Polyline to draw a 90 degree pipeline.
Draw Valve symbol
19. Insert a Valve using Draw -> Symbol
20. Select $valveOl.dsm.
21. Select OK.
22. Position the Valve, then Click to Draw it.
Draw STATUS widget

23. Insert a Widget using Draw -> Widget

B] ]

OR select the Widget icon from the toolbar IIWidgEt
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24. Select the $bastatus.wgt from the menu list (scroll down to it or type it).

Select the tag Valvel.

Select OK

Position the widget under the valve and click the mouse to draw it.

Tag Mame:

{000z

Dot | LT3

ﬂ

AMPLITUDE
AQOOOE
FanlOl
FlipFlop
HodbusPLC
Punp_Ztatus
ZINE

SPEED

Timer
Valwel

€4

0k | Cancel |

|
T}

Draw a Trend Window

28. Create a trend window for the tags using Dynamic -> Trend.
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Trend Configuration

1: [Vavel [ = [sPEED 3
2 [aMPLITUDE & [ 10
3 [Timer E 7] 1:
& [SINE W e m 12
Time & Hond C HMS Time Color [ || ATocoz i‘
""" AMPLITULE
Font " Large & Small Background Colee (W] | | ,hoocs
= FamlOl
Tire Interval 1 Sec(1-180) FlipFlep
Mo of Samples B0 & 120 ¢ 180 240 HodbusPLEC
300 30O 470 O 48D Pump Scacus
2IME
Frame Color Gnd Color Driwizion
Timar
FG " Mone [] 2345 Valwel
" Gnd OO R
Ba El = Line Yeif &
< 8 -
] e 0K | Cancel |
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a. Enter the tag names: Valvel, SINE, Timer, Amplitude and FlipFlop.

b. Select the Time radio buttons and COLORS.

c. Select OK

d. Click the Upper Left corner of the trend window.

e. Drag to the lower right window of the trend window and Click once.

Save the Graphic

29. Save the graphic as Tank.bgr and Tank.drw.
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/~ BroadWin WebAccess Draw - Windows Internet Explorer provided by Yahoo!
oy,

@@ - |@ hkkp ) ftunabroadWeh)syskembwdraw, asp % | |E| |E| |‘|"ahn:n:-! Search
w [é]i]@mude ‘aBra... x ]pi-GD,,, ] l - feh v |k Page v () Tools ~ ?
Projec’ SCADAnc tank.drw

B | W W s | SR e S 2 | ] 5 e | | | 9 321

Nw[0] o |m| @) ||| EHcpEse| — | [A5c/L Oz
-

X 1192 |y 4

[ Q Local inkranet

30. Download load to the SCADA Node.

31. (Start SCADA Node if it is not already running).
View the graphic in VIEW
1. Start VIEW.

2. Open the graphic called Tank.bgr from Graph List.
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" BroadWin WebAccess View - Windows Internel Explorer prowided by Yaheo!

———r—

ey ﬁm;w.m.mmmmm.mmwﬂm )| X |
W |-5_1-_|: [ I’lma .E;]ﬁ-ﬁ,,,lﬁﬂ... = |ﬁrm|:|_ o B i+ [iFPage = &

LIVEDEMC SCADANoC graph=tank.bgr
QE e e o3 ¢ Eu[F@F e « |0 B> =t

[ |3 [aFizoas  |tamk.bgr  [17:08:14

fucee & Interret

3. Observe the change in the tank level.

4. Change the value of “valve” to OPENED. The color of the valve text should change to
red. Hint, double click on the CLOSED or OPENED text to open the Change Dialog Box.

CLOSED OPEN

5. Note the trend window.

Broadwin Technology, Inc. Ver. 5.0

214




WebAccess HMI & SCADA software Basic Training ¢ 8. DRAW

Toolbar can be user modified. Here is Barrington with words replacing icons,

e HroadWin ViowDAD D1 - main:wntilled

[ | [ [tank.bgr [17:09:37

Also not this is ViewDAQ with menu bar above Toolbar.

Additional Exercise 3:

Task 13: Explore DRAW Toolbar Icons and Menus

Icons - Top Toolbar
EEELEE

Figure- DRAW Top Toolbar

EECEIFIEE RIEEEREEEE

Icon Menu Command | Description - Top Toolbar in DRAW

Item Line
| New DRW Opens a New Drawing Source file. *.DRW are the
ﬂ[ new source files for all WebAccess Drawings. DRAW can

edit only DRW files. DRW files and elements can be
save as different display types.

| Open DRW
= | open Opens an existing Drawing Source file. Opens a Dialog Box

Broadwin Technology, Inc. Ver. 5.0
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Icon Menu Command | Description - Top Toolbar in DRAW
Iltem Line
showing all *.DRW. Web Browser clients cannot browse
subdirectories. * .DRW are the source files for all WebAccess
Drawings. DRAW can edit only DRW files. DRW filesand
elements can be save as different display types.
Save DRW Saves current drawing as DRW type. Opens Dialog
i save box to confirm name.
Save BGR Converts current drawing into a run-time version
= bgr (*.BGR). This is the Display type used by most User
built display and Found using the F9 function key in
VIEW.
_ Set Graph IMPORTANT! - Sets Graphic Parameters including
Parameters | bxxpara update interval, the names of scripts and local tag
files. Opens Dialog Box used to access the Script
Editor and Local Screen Tag Editor.
Line_ ) Sets color and line type of next command to draw a
- | | Attributes lineatr line, polyline, circle, or arc.
PolyLine _ Sets line width of next command to draw a polyline.
= | | Width polylineatr
i)
Brush Color Sets color of next command to draw a pie, rectangle,
o beolor or polygon. Also sets the Fill Color for next Fill
command.
Text Setting Sets text color and background color for next draw
Adic textatr Text command.
Page Color Sets the background color for the display.
By pcolor
Layer Turns On or Off the display of up to 16 layers (O -
= layer 15). Also sets current active layer.
Redraw Redraws the display.
redraw
List . ) Prints a report (in Notepad text editor) of all tags
5] | | Dynamic listdyn used for animation and dynamic updates. Any objects
Objects edited with the Dynamic menu item, Animation icon
il
or drawn using Faceplates or Widgets.
Print ) Prints to Paint.exe program by default. Modify the
= print bwdraw.ini file settings to print directly to printer.
Zoom Zooms in or magnifies a selected portion of the
| zoom

display.

Basic Training e 8. DRAW
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Icon

Menu
Item

Command
Line

Description - Top Toolbar in DRAW

Pan

pan

Pans display through available 1000 x 1500
coordinate window. Allows graphic objects to be
place off the screen for animation purposes. Also
enables moving zoom window to see other portions of
display

Last View

lastview

Resets ZOOM and PAN to previous settings

Original
View

origview

Rests ZOOM and PAN to default settings (zoom 1, no
pan)

Animation

animation

Create a new Dynamic object or animation. Calls the
Dynamic Animation Dialog Box used to animate Text
and Objects. Contains about 30 commands and
options including Dynamic Text, Move, Rotate, Alarm
Color, Scale, Dynamic Bars, Dynamic Fill, and
Frames. See Animation section for complete
description.

Symbol

symbol

Draw a pre-built drawing element from library.
Symbols are normally not animated. See Widgets.

Faceplate

faceplate

Draw a pre-built, animated, drawing element from
library. Faceplates are connected to Block type tags
only. Only the tagname of the block needs to be
specified. The Block Type must match the parameter
types used in building the faceplate. See Widgets for
single point tags.

Widget

widget

Draw a pre-built, animated, drawing element from
library. Widgets work with any tag of the same type
(analog, digital or text). Only the tagname of the tag
needs to be specified; all dynamic connections in the
Widget will be connected to that tag. This is useful
for objects using multiple connections to same tag.

Toolbar

toolbar

Create or edit a toolbar for use on displays used by
operators in VIEW. Assign buttons (*.BBN) and
keymacros to the toolbar for common or custom
operator actions (e.g. change displays, acknowledge
alarms).

Macro File

mcr

Create a Key Macro file. Similar to a program,
executing this file will execute the key macro
commands in sequences. Used to animate operator
actions assigned to a pushbutton. Key macros
include alarm acknowledge, change value, change
display, etc.

Basic Training e 8. DRAW
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Icons - Bottom Toolbar

05| o] = |m] 8] o] Eledior]sal

Circle

Figure - Bottom Toolbar - DRAW

Icon Menu ltem

Command
Line

Description — Bottom Toolbar in DRAW

Line

line

Draw a line. Can be multi-segmented. All
segments are straight or curve.

Each mouse click draws another segment.
Right Click or press the ENTER key to finish.
Press Esc to cancel.

In the command line, select

Undo to erase last segment.

Close to draw final segment to starting point.
Can also type coordinates for each segment.

PolyLine

polyline

Draw a poly line. Variable line widths supported.
Segments are Curved or straight.

Each mouse click draws another segment. Right
Click or press the ENTER key to finish.

Press Esc to cancel.

In the command line, select

Undo to erase last segment.

Close to draw final segment to starting point.
Arc to draw curved segment.

Tang to change radius of arc

Line to draw straight segments

Can also type coordinates for each segment.

Circle

circle

Draw a circle. Uses Line attributes for color and
style. Can be filled with color.

Each mouse click enters coordinates.

Press Esc to cancel.

In the command line, select

Center (default) to specify center point and either
radius or diameter.

3P to draw circle specifying 3 points on the
circumference.

2P to draw curved segment specifying 2 points.
Radius to specify radius of circle using Center.
Diameter specify diameter of circle using Center.

Can also type coordinates for each segment.

Arc

arc

Draw an arc of circle. Uses Line attributes for color
and style. Can be filled with color.

Each mouse click enters coordinates.

Press Esc to cancel.

In the command line, select

Start (default) to specify starting point.

Center to specify center point, start point and

either end point or angle.

Basic Training e 8. DRAW
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Can also type coordinates for each segment.

< ellipse Draw Ellipse

- pie Draw Pie (filled arc)

o rectangle | Draw filled Rectangle

& polygon Draw filled Polygon

D panel Draw Panel

ﬂ bitmap Draw a Bitmap. Use the Menu Commands to draw a GIF
or JPEG

ABE text Draw Text. Click this button; click a starting point on the
Graphic, Start Typing.

B | grid Allows Adjustment of Display Grid

53 | snap Allows adjustment of Snap Grid

= grid Gd turns the screen’s grid display on and off.

O ortho Or activates or deactivates the orthogonal

function. Drawing lines and moving objects can
occur only in straight lines.

% snap Sa turns the snap action on and off. Any object
moved or drawn will align with snap grid
STATUS BAR
[— [ [aBC|L O|2ml
P X 393|¢ 41

Figure - Satus Bar - DRAW

The Status bar is at the bottom DRAW and DrawDAQ window. It shows the current position of
the cursor or mouse (X and Y), the layer (L), zoom level (Zm), line style, and brush color.

The Command Line (> ) acts as both a user prompt or as a command line. The contents of
the command line changes when draw commands are picked from toolbar or menu. User can
also type commands directly (similar to AutoCAD).

Icon Menu Item Description

Line Color setting
= Shows color of next command to draw aline, polyline, circle, or

arc. SeeLine Setting J
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Icon Menu ltem

Description

Brush Color

Shows color of next command to draw apie, rectangle, or
polygon. Also sets the Fill Color for next Fill command. See

.|
Brush Color ﬂ

Magnification

Text Color
Shows text color and background color for next draw Text
command. See Text Setting M

Layer
Shows the current active Layer. The next items drawn will be
onthislayer. SeelLayer Setting %

Zoom

1 to 8. Shows current Zoom Level. 8 is 8x power or 800%. See
i
Zoom 21,

X coordinate

66

Cross Hair X Coordinates of Mouse in the horizontal (1eft to
right).

Rangeis0 - 1500

Oisfar left of screen. 1500 isfar right of display. Also used
with scripts to specify position of moving objects. Replaced by
R (Radius) during some draw commands.

Y coordinate

=

Cross Hair Y Coordinates of Mouse in the vertical (up / down).
Rangeis 0 - 1000

0 isfar bottom of screen. 1000 istop of display. Also used with
scripts to specify position of moving objects. Replaced by A
(Angle) during some draw commands.

Radius
Specifies radius or length from start point in same units used by
X andY coordinates. Rangeis0 to 1500. Appears during some
draw commands

Angle

Specifies Angle in degrees. Rangeis 0 to 360. Appears during
some draw commands

Command Line

UL e

The Command Line acts as both a user prompt or as a command
line. The contents of the command line changes when draw
commands are picked from toolbar or menu. User can also type
commands directly (similar to AutoCAD).

Command Line Prompts

The Command Line (> ) acts as both a user prompt or as a command line. The
contents of the command line changes when draw commands are picked from toolbar or
menu. User can also type commands directly (similar to AutoCAD).

As user begins a DRAW command, options for that command appear in the command

line. For example, Draw -> Text results in options for Outline and Fill.

The First Option

listed at the left of the command line is the default (for example in Draw -> Text, Text
Position of Normal Text is chosen).
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Hint - Do not select the Command Line Option on the Left or if there is only one option
shown. This usually results in drawing an object or end point at the bottom left
of the screen. Use UNDO to recover from such a mistake.

Command Line Prompts Context or Draw command invoking the Prompt

[fext pos|cutline|Fill: Draw Text command line. Click with Mouse to position normal text.
Select Outline to select Outline Text (outline with empty center)
Select Fill to select Fill text (fill color, line color different)

From pt|Curve: Command line at the start of Draw Line commands. Click Curveto
draw acurve line. Else Click the mouse on the screen for a starting
Point or type X, Y coordinates. Press Esc to cancel.

[Etart pt: Second Command line to start Curve Line.
control ptl|Unde|End: Odd numbered Command to Draw Curve Line, Control Point (an

intermediate point) or Undo Start or End Curve Line. Control points
comein pairs. . Click mouse on desired end point in the display or
type X, Y coordinates. Click on Undo to erase last line segment.
Click on Close to draw aline to starting point. Press Esc to cancel.

Control ptZ|Undo: Even Command to Draw Curve Line, Control Point (an intermediate
point) or Undo last control point 1. Control Points comein pairs

nd pt |Undo|Close: ommand to Draw End point of Line, PolyLine, or Polygon Undo
C d to Draw End point of Line, PolyLi Pol Und
last or Close the Line or PolyLine on itself

Second command line at for Line and Polyline commands

T Command line at for Circle command. Click mouse on desired
|Center pt |SP|2P: center point in display or type X, Y coordinates. Click on 3P to
specify 3 pointsto define circle. Click on 2P to specify to Points to
define circle. Press Esc to cancel.

Cursors

The cursor changes to indicate the editing action that is possible (move, stretch
vertically, stretch horizontally, Control Points, etc). There are 10 cursors (plus the
“crosshairs) that are used in DRAW (the cursor is the icon that moves with the mouse).

Cursor Name Description and context

Crosshairs Normal cursor to select a position on the screen
to draw line segment, start point, endpoints,

etc. X,Y coordinates and Radius, Angle track the
center of the crosshairs.

Track4way | Cursor to move selected object in any of 4 ways
+ .
(up, down, left right).

1. Select object by clicking once with mouse.

2. Move crosshair inside of selected object, but
away from edge or center.
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Cursor Name

Description and context

3. Track4way cursor appears indicating you
can move object.

4. Hold Left Mouse button and move mouse to
move object.

A TrackCopy

Cursor to copy the selected object. Used with
the Shift key.

6. Select object by clicking once with mouse.

7. Hold Shift key and move crosshair to top-
center-square or bottom-center-square of
selected object.

8. TrackCopy cursor appears indicating you can
copy object.

9. Hold Left Mouse button, move cursor to new
location.

10. Release left mouse button to create a copy.

Cursor Name

Description and context

Bk TrackFlip

Cursor to flip the selected object. Used with the
Shift key.

8. Select object by clicking once with mouse.

9. Hold Shift key and move crosshair to corner
square.

10. TrackFlip cursor appears indicating you can
flip object.

11. Hold Left Mouse button, move cursor to new
location.

12. Move cursor up-down to Flip Vertically.
13. Move cursor right-left to Flip Horizontally.

14. Release left mouse button to create a copy.

Q TrackModify

Modify the selected object. Text for Text, Control
Points for Curve Line Segments, etc.

1. Select object by clicking once with mouse.

2. Place crosshairs over very center of selected
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object (the center square).

3. TrackModify cursor appears indicating you can
modify the object (text, control points, etc.)

4. Click once with the Mouse to Modify the
object.

® TrackNone No edit is available at current position of cursor.
Cursor Name Description and context
b TrackNESW | Edit object in Diagonal (NorthEast — SouthWest)
or (Northwest Southeast)
TrackNWSE
., 1. Select object by clicking once with mouse.

2. Move crosshair to a corner of the object
(over a corner square).

3. TrackNESW or TRACKNWSE cursor appears
indicating you can stretch the object
diagonally.

4. Hold Left Mouse button, move cursor to new
location.

5. Release left mouse button to redraw object.

1 TrackNS Edit object Vertically (North — South).

1. Select object by clicking once with mouse.

2. Move crosshair over a top-center-square or
bottom-center-square on selected object.

3. TrackNS cursor appears indicating you can
stretch the object diagonally.

4. Hold Left Mouse button, move cursor to new
location.

5. Release left mouse button to redraw object.

0y TrackRotate | Cursor to rotate the selected object. Used with
the Shift key.

6. Select object by clicking once with mouse.

7. Hold Shift key and move crosshair to a
corner-square of selected object.

Basic Training e 8. DRAW
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Cursor Name Description and context

8. TrackRotate cursor appears indicating you
can rotate object.

9. Hold Left Mouse button, move cursor to new
location. Object rotates as you move mouse.

10. Release left mouse button to redraw object.

TrackWE Edit object Horizontally (East — West).
1. Select object by clicking once with mouse.

2. Move crosshair over a left-center-square or
right-center-square.

3. TrackWE cursor appears indicating you can
stretch the object horizontally.

4. Hold Left Mouse button, move cursor to new
location.

5. Release left mouse button to redraw the
object.

Task 14: Draw a Curve Line:

1. Select Line from the Draw Menu or Bottom Toolbar M
or Select PolyLine from the Draw Menu or Bottom Toolbar M

Note - Each Segment of the Curve Line will become a separate object. Use Polyline if you want to draw a
single abject with multiple curved segments. Also, Polylines do not “leak” when you fill them.
However, Curve and Straight lines can not be mixed in the same Polyline. Arc and Straight lines can
be mixed in the same PolyLine.

2. Select CURVE from the Command Line

From pt|Curve:

3. The Start Point prompt appears in the Command Line,

Etart pt:

4. Specify the Start point, usually by clicking the mouse. You can type X-Y coordinates
also.

5. Control Pt1 should appear in then Command Line.

control ptl |Undo |End:
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6. Click the Mouse at the desired position for the First Control Point of this pair or enter
the X-Y coordinates.

(Do Not click on Control pt 1 in the command line)

7. Control Pt2 should appear in the Command Line.

8. Click the Mouse on the screen at the desired position for the Second Control Point of
this pair or enter the X-Y coordinates.

(Do Not click on Control pt 2 in the command line)

9. End Pt should appear in the Command Line.

10. Click to Mouse on the screen to specify the End Point to finish this line Segment of
the Curve Line.
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(Do not select End Pt in the Command Line)
11. Repeat steps 5 though 10 to draw the second (and multiple Curve Line Segments)

12. Click End in the Command Line to end Curve Line Draw.
Task 15: Draw Outline Text

1. Select Text Settings from Setting Menu or the Text Settings icon &J from the
top toolbar.

2. Select a color, font and text size. For example, select ARIAL BLACK font, red and
text size 3.

Test Setting

S (0251 [3000000 i =

Type: 1% Laiga Fort ™ Ginal Ferl el Bl |3k
Oiertation & 0 . @0 180  Za) | |AndlBod
il Bokd |ake:
Mode 1% Tesroparent O Opagee ﬁ.lﬂldunic
ol M o
Coot Test [ Backgond | |5 bsnov Beld
%, Arind B aurows Bold [tabe
Piche Variable il M s e

B
Bk Astiopia Erodkd
Beook Artigus Bold Halic
Bk Artigua Itk
Bookman Ol Sips
Hookman Od Siple Bold
Beakman Dl Sipe Bold bk
Bookman Dl St ek
Cerdury Gelhic

IEEEN E::urg-:\lﬁc EM

ety ot Bl Rk

ERENEREENENEREREEEEE Cenbury Gothic [habe ﬂ

B o]  conea |

Figure- Text Sdttings

3. Select OK.

L from the bottom Toolbar.

P

Select Text from the Draw menu or the Text icon

o

Select Outline from the command line.

[fext pos|Outline|Fill:

6. Click with the mouse on the screen to select the start position for the text.
7. Type your Text.

8. Right Click with the mouse or press ENTER to finish.
Task 16: Draw Fill Text

1. Select Text Settings from Setting Menu or the Text Settings icon &J from the
top toolbar.

2. Select a font and text size. For example, select ARIAL BLACK font and text size 3.
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Test Setting

Orientation & 0

Cok W Tex
Pitch: Varisble

Sipa [0-25): |2.000000

Type 1% Lga Fork

™ Sl Fork
Co8 C e C I

I o ¥ Trsrnpensnt " Opagee

[ Backgound

Cowarier Mesw [cafault] -
fuial

Anal Black |1abe
Aridl Biold

Auial Bold Ibabe:

Arisl Besfic
Aniad K oo

funal W asnow Beld
il W ance Bold (tske
vl it v Wi

]

Bk Arbigus Bold

B ook Ardiqua Eold l1alic
Bk Artigua Italic
Backman 0 Sigs
Hookman Od Siple Bold
Baakman O Sipe Bold Mak:
Bookman Dl St ek

Carhuay ol

Canbuay Gothic Bold

Cardy Golhe: Boid ik

Centuy Gothic lhaks d|
[

3. Select a Color for Text. This will be the Outline Color.

Figure - Text Settings

Basic Training e 8. DRAW

4. Select a Color for Background. The Background Color will be the Fill Color for

Filled Text.

5. Select OK.

6. Select Text from the Draw menu or the Text icon

7. Select Fill from the command line.

[fext pos|Outline|Fill:

i from the bottom Toolbar.

8. Click with the mouse on the screen to select the start position for the text.

9. Type your Text.

10. Right Click with the mouse or press ENTER to finish.

11. Download load to the SCADA Node (Start SCADA Node if it is not already running).

View the graphic in VIEW

1. Start VIEW

2. Open the graphic from Graph List.
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Section 9 — Pushbuttons, Key
Macros & Scripts

Objectives

This section introduces key macros and scripts to automate user actions and control functions.
At the end of the section, you will have knowledge about the various types of key macros and
scripts and their syntax, and be able to configure simple examples.

Training Notes

Key Macros

Keymacro commands are normally assigned to "Pushbuttons" on user built graphic
displays. Keymacro commands are used to change displays, call up dialog boxes, change
setpoint, acknowledge alarms, etc.

These same keymacro commands are used on all standard displays in WebAccess (Alarm
Summary, Alarm Log, Trends, Point Detail, et al) allowing uses to modify the default
displays also. Please see the Eng. Manual Pushbutton KeyMacros, section 11, for more
information on using Key Macros

Open Door I

Close Door

Figure 9-1 Pushbuttonsin VIEW or DRAW

Pushbuttons are a Dynamic Animation in WebAccess. No Gifs or Bitmaps are required.
The Animation shows reverse highlights for Button-Down and Button-up. Button Color,
Highlight Colors (3-D effect) , Bevel Size are user configurable for each button.
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Open DDDrI

Q
]
g
24]
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]
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Figure 9-2 Pushbuttonsin VIEW, with Down Animation

Push Buttons can contain Text, Graphic Objects and Animated Objects. The Welcome
Display on the Live Demo consists mostly of Pushbuttons.
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Figure 9-3 Pushbuttons with Text, Graphics and Animation

Pushbuttons can also appear flat (by making the bevel size = 0). The default login
button is an example of a flat pushbutton with no bevel or animation. T

Please Login

Figure 9-4 Pushbutton with no bevel or animation

Scripts

Scripts are simple programs used to customize your displays screens and SCADA system with

user built calculations and logic. The most common use of scripts is advanced animation and
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reformat data. Scripts in WebAccess are powerful enough to communicate with other programs
and do control.

Scripts are programmed in one of three computer languages similar to BASIC:
1. Tcl (pronounced as 'tickle").
2. VB Script (Visual Basic Script)

3. Java Script

They are called scripts, because they are not compiled. Scripts are "interpreted": as soon as
you save and download your source file, it is ready to run. The source file is in simple text
format.

If you have any programming experience, you can be writing scripts in 30 minutes. Tcl, VB and
Java Scripts are industry standards taught in many schools.

You can download Tcl programs and tutorials from the Internet. There are many examples in
the WebAccess Engineering Manual describing Tcl. Tcl is also supported with better error
message and debugging capabilities in WebAccess.

Similarly, you can download VB Script and Java Script tutorials and examples from the Internet
or from most local bookstores.

There are two types of commands in a script:
¢ Keywords — these are the Tcl, VB or JAVA commands built-in to the official language.

e Action Commands — these are WebAccess Commands, similar to keymacro commands
that allow Tcl, or Java or VB to interact with WebAccess.

There are two types of scripts:

e Local Scripts - also called Screen Scripts - run on a client and are
associated with a graphic display.

¢ Global Scripts - run on the SCADA node.

Local Scripts (Screen Scripts)

Local Scripts — which run only run when the associated Screen is displayed or called by a
Pushbutton on a Screen. Local Scripts are also referred to as Screen Scripts. Local
Scripts run on the Client. Local scripts are downloaded to a web client when the display
is called up. The script runs on the remote client. Local Scripts run at the frequency
specified by the Graphic Parameters (Set Graph Param) as fast as every 25
milliseconds.

Run Once when display first opened
Run continuously while display is open by user

Run Once when display closed
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Global Scripts (SCADA node Scripts)

Global System Scripts run on the SCADA Node, independent of any Display. Global
Scripts can be configured to run in one of three modes:

Run Continuously at user specified frequency (as fast as 25 milliseconds).
Once at Start-up or Restart
Once at Shutdown (or restart).

Global scripts run a subset of ACTION commands. Most commands that interact with a
display screen are ignored by SCADA scripts (for example, GOTO GRAPH, GOTO URL,
POPUP a dialog box).

Global Scripts are usually written using the Script Editor in DRAW. The Global Script
Configurator in SCADA Node properties, has a pull down list of files with the *.scr
extension in the node's \bgr subdirectory.

Run a Script

There is no command line for executing a script command. To run a Script in WebAccess
script, it must be created in the script editor and called

e Assigned to a Pushbutton Keymacro on a Display (a Local Script), or

e Assigned to a Graphic Display in Set Graph Parameters (a Local Script), or
e Configured in GlobalScript on the SCADA Node Properties, or
e Specified in the SCADA script initialization file (BWSCRRDT.INI), or
e Called by another Script.
For more information see:

¢ Keymacro commands <SCREXEC> and <SCRLOOP=>

e the Set Graph Parameters in DRAW

e 12.11.1 Global Script Configuration .

Local Scripts (Screen Scripts) can be downloaded from the project node to the SCADA
node using the download Graph Only command that can be performed without stopping
the SCADA node.

Local scripts are downloaded to the Client when the display using the script is called.
The Client will have to refresh the screen that uses a new version of Local Screen Script.

Global Scripts must be downloaded using the Download command and will require
stopping and restarting the SCADA node.

Reference

WebAccess-Engineering Manual, Section 10.7.3 Draw Push Button
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WebAccess-Engineering Manual, Section 10.9.1 Rotate a Widget with a Script
WebAccess-Engineering Manual, Section 11.PushButton KeyMacros
WebAccess-Engineering Manual, Section 12. Scripts

Exercise
In this exercise, you will configure a screen key macro and a screen script.
Task 1: DRAW Push buttons

Toc Create a Pushbutton on a Graphic Display

1. Start DRAW.

2. Open the DRW for your graphic Display or start a New DRW.

3. Draw Text or a graphic Symbol.
For example, Draw Text and type: GOTO MAIN GRAPHIC

= Broadwin DrawDAL - METERTEST.drw [LiveDEMO_SCADARodel -0 x|
File Edit “iew Setting Draw Dynamic JTools Help

B || Wl | i | S e e B | | (| E] 5] 2%]5%] 38 | B | |

B-0TO MAIF] GRAFNICH

ML "
7

14 6| EELT

o

SETF 0 INT

I}Mmgﬂﬂﬂﬂﬂﬂﬂﬁﬂﬂ@%@— |__[rBCL C

|x 1366|Y

4. With the graphic object chosen in VIEW,
Right Click -> Draw -> Dynamic -> Pushbutton
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5. The Push button Dialog Box opens.

Push Button

Button Do

|[<GOTO> GRAPH=main. bal

Button Up Macro: I

Buttan Color

Left-Top Bewel Colar [

O

Flight-Bottarn Bevel Color [l

¥ Group Objects
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|40 Tagl DaqTagl Lu:u:Tagl

I Macro Field |

<GOTO>DLOGTRD= =
<G0TO>DLOGKYP=
<G0T0>FPLGROTD=

=G0TO=GRAPH=
=GOTO>GECRIPT
=GOTO>HISTORY= J
=GOTO>0VERVIEN=
=GOTO>POINTDTL=
=GOTO0>REALTERED=
=GOTO>REALMYR=
=GOTO>RECIPE=
=GOTO=STATION

ok |

Cancel |

Figure - Draw Pushbutton

Hint — the most common keymacro is < GOTO>GRAPH=yougraphic.bgr
which is used to go to another graphic display.

6. Select the keymacro from the list.

For the example, select <GOTO=Graph=.
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7. For some keymacros, complete the keymacro with Graphic Display name (include
file extension). Refer to Keymacro Commands, Chapter 11 for a complete description
of Keymacros.

For this example Finish the Keymacro with <GOTO>Graph=main.bgr

8. Select Group Object. This will draw the Pushbutton symmetrically around the
object.

9. Change Colors by clicking once on the Button Color Field, then once on a color in the
Palette.

10. Change Margin or Bevel Size as desired
11. Press OK.

12. The button is drawn symmetrically around the selected object, if you selected group
objects and started with an object already selected.

N BrosdEin Webaccess Dram - Microsolt Inkernet Explorer =100 =1
Fla Edt Vs Favorbss  Took  Help - - o - G [ 3 Disesch | ajFaeites "-
Fdcirany |i_'| Ity bk oo ki oo e s by made i, e T e DEMOeb it ST AL MIﬂt-w&:-rj & en

LiveDEN SCADAnc METERZ.drw

=30 = = WA S L A = el = T e e 0 = =] 3R

[Be 7o Haim Geapnis]

L

ifwags [esaqs

EETFOINT @
w0 2o e |m| 8 ol | |66 EE|cdor|sal — | [fBC|L OEml
% 1358[% 22
£ Done o Ieerret 4

13. Optionally

a. If you did not have an object selected and you picked group objects, then
you are prompted to pick an object or group of objects (the command line
will read Select Objects | Window | Next).

[:Elect obxjects |Window|Mext:

i. Select an object
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ii. OR select WINDOW in the Command Line, then draw a
window around a group of objects by clicking once with the mouse
to start the window (First Corner) and a second time to end the
window (Second Corner).

b. If you did not select Group Objects, then you are prompted to Draw the
diagonal corners of the pushbutton by clicking once with the mouse to
start the window (First Corner) and a second time to end the window
(Second Corner).

First corner:

[Second corner:

Whether to Group Objects, or not, is your choice. Group Object draws the button
perfectly around the object. To edit the Text object or Animation that is Grouped you
must explode the button or use Replace String.

14.

Download load to the SCADA Node (Start SCADA Node if it is not already running).

View the graphic in VIEW

1. Start VIEW

2. Open the graphic from Graph List.

Task 2: Edit Pushbuttons

Use Explode to edit Grouped Pushbutton

For simple text editing, the Pushbutton settings can be “remembered” by the Pushbutton
Draw command by:

1.

2.

2 T

N

10.

Select the Pushbutton

Open the Pushbutton Dialog Box with the Modify Command
Right Click -> Edit -> Modify

Press OK (to resave Pushbutton without modifications)
Right Click -> Edit -> Explode

Select the Text

Right Click -> Edit -=> Modify

Type the modification to the Text.

Press ENTER or Right Click the mouse

Right Click -=> Dynamic -> Pushbutton

The settings for the pushbutton from the last OK are remembered by the Push
Button Dialog Box
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11. Select Ok
12. The button is redraw if the Text is still selected (else pick the text object).
Use Replace String to edit grouped Pushbutton

1. Select the Pushbutton

2. Open the Edit Dialog Box with the Modify Command
Right Click -> Edit -> Replace String.

7} BroadWin WebAccess Draw - Microsoft Internet Explorer i _Iﬂl_Ej
| Fle Edt Vew Favorkss Tods Hep || =o - > - @ [D) 4| Quean (airovores [

Jﬂdﬂlﬂs |ﬁ bt fdesnds, broadien, comfbroad'web sy stem/bvwdraw. am?pm1=LI'-'el:IEMDEmde=5CP.DAnadeIw=ﬂweﬂ e

LiveDEV scmmnd METER? . drw

1':-:- To Haly ‘;:;;"‘"' ?}ﬂ

5 ] | ’ A{ View b Modify attributes :
v = 123488 -
-\- Em 3 Fil Witk Calar
Draw b
i ¥ | Comvert To Polygon
seTeoTNT F : i |
Chrie2
] Help b
Heds 2ithal
cut Chris

Copy CriC

Nw|o[D|o|w|=| @] oifd s s EElcdOr|Sa  ouweats Zml
%
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3. The Replace String Dialog Box Opens.

Replace String i

Find\what  [GoTe

Replace Witk [View
[ Mo Leadng Charers {™ Ertire Drawing
[ Mo Trading Charters ¥ Selected Objects
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4. Type the Find What (the Text to be Replaced)
5. Type Replace With (the new Text)
6. Press OK.

7. The Text in the Button is changed and the Button resizes automatically if Grouped.

I 3 yidwin Wehai 55 D aw rosolt Intarnek -|.|_'r|

Task 3: Create a KeyMacro File

1. From DRAW, Click the KeyMacro File icon from the upper toolbar.

Hint - If you pause the pointer over theicon a tool tip opens describing the button .
2. The Macro File Configuration editor dialog box opens.
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*acro File Configuration

Miacro File: [FayMacro_Heln =]

EeyMacro_Help.mcre

| e |

L 147, Col 1

o Ta:f -uaqrq;|. T I

FOTO-URL=uti: engmansLll, Pushbutton Fey Hacros.htsf*carges=halpl

Paste |

=

| Macro Fiekd

<ACTLOCR> =
<ALMACHS

<ALMACHT >
“ALNLOGRF>
<CLOSHEALLS
<CLOSECUTR>
<CLOSEDER>
<CLOSEDER>
<CLOSEDTH>
<CLOSEURLY>
<DAGPOP>
<DAQPREV>

<D A PUIH>

DD EEXECUTE>

< /DDEEXECUTE>

<D0 EPOHE>

< JDDEMIHE>

DD EREQUFEST »

< /DDEREQUEST>
<DIALOC ALHCROUPF
<D T ALGG> ALEIUTHIRO D
“DIALOG-DLOCTRD
“DIALOGFRLCROUF
“DIALOGCRAFH
<DIALOG>LOGIN
“DIALOG=POINTINFD

: 2 <

|

3. Enter the following Key Macro command. This will pop-up a new web browser
window with WebAccess Help file describing KeyMacros.

<GOTO>URL=uti:engman/11. Pushbutton_Key Macros.htm# target=helpl

4 Enter a name for the Key Macro. For example, KeyMacro_Help.

5. Press Exit when done (or Save and Exit).

6. Draw Text to act as a descriptor. For example, draw HELP.

7. Draw a Pushbutton with the keymacro:

<MCREXEC=@KeyMacro_Help.mcr

Important!- add the .mcr extension to the file name.
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8. Save the Graphic (the bgr and drw).

9. Download the Graphic to the SCADA node.
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Task 4: Rotate a Widget with a Script

The most common use of screen scripts is to provide enhanced animation. This example
describes how to rotate a FAN based on the ON/OFF state of the fan. Please refer to the
Engineering Manual, Chapter 12 Scripts for detailed description of Scripts in WebAccess.

Tcl is used in these examples.

This example uses is a "trick"” widget that connects to two tags. Normally, a widget is
built with only one tag. In this example, the first tag is the 10 tag that describes the on
off state of the Fan or Pump (the Discrete Tag). The second "trick"” tag is an analog-type
Local Screen Tag that will loop from 0 to 359 when the 10 Tag is ON.

The "trick" to using this two-tag widget ($FANBLADES.dwt) is to name the local screen
tag after your 10 tag by appending the word "rotate" to it. (if you are using long tag
names, try using just the letter "r" instead of "rotate"). If your digital 10 Tag is nhamed
FAN101 then you should create a screen tag named FAN1Olrotate.

Note - Local Screen tags are limited to 15 characters. If your 10 tag is more than 9
characters in length, you can use any name for the Local Screen tag and then
edit the Widget to use the actual Local Screen Tag name.

A summary of the steps are:

° Start DRAW.

Edit your Graphic Display (Open DRW).

Create a Local Tag File with an analog-type Screen Tag named after your
digital 10 Tag (with rotate appended to end)

e Create a Script that Loops TAGrotate if TAG is true
e Attach the Script and Tag file to your Graphic
¢ Draw the Widget.

o Edit the Widget to make sure the rotate animation is attached to the  analog
Local Screen Tag (TAGrotate).

Step by Step Guide to Rotate a Widget.
1. Start DRAW
2. Open the DRW file of the Graphic Display you want to add this Widget.

3. Create a Local Tag File with an Analog Tag.
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Figure 10-43Set Graph Parameters

a. Select File -> Set Graph Parameter
b. Select the field next to Local Tag File

c. Select Edit

Local Tag Configuration

Tag File: IF.-i'-.N j =1 | Save | Irmpaort | E:-:pu:nrtl E xit |

Tag Mame: IF.-'-‘-.N1 M ratate

Description: |Rotate when discrete FANTOT s 1

Change Pazsword Level -1 to 127); ID Array Sizes |'|

Tag Type  {* Analog £ Digital £ Teu
Span High: 359 0 [DIGITALD 4 | Lenattr
Span Low: [0.00 1. [DIETaT 5 [70
Engineering Lnit; I ) I B I
Display Format; |3_ . |1_ ke I 7 I
Initial talue: |0.0

AddMadify | Delete

Figure 10-44Local Tag file (screen tags) - DRAW

d. Enter a name for your Tag File (I name these after my graphic display).
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®

Enter the "trick" Tag Name

It should be named after your 10 Tag by appending the word "rotate" to it. If
your digital 10 Tag is named FAN101 then you should create a screen tag named
FAN1Olrotate.

f. Check Point Type = Analog

g. Enter Span High = 359 (it can be any number but my example script was
designed for this so it does not skip.)

h. Select Add/Modify

i. Select OK

j. Select Save

k. Select OK

I. Select Exit

m. Select your Tag File name to attach it to your Graphic as the Local Tag File.
4. Create a script

a. Open Set Graph Parameters Dialog box (it should still be open).

b. Select the field under Local Script File next to, While Showing:

c. Select Edit
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Figure- Script Editor - DRAW

d. Copy and Paste the following Script into the Script Editor.

catch {

if {{GETVAL FAN101] == 1} then {

SETVAL {FAN101rotate=%ROTATEPLUS 32}

}
}

e. Edit the script to use your tag names. Replace FAN101 with your digital 10 Tag.

f. Replace FAN1Olrotate with your analog local screen tag (Step 3.e above).

g. Enter a name for your Script File (I name mine after the graphic).

h. Select Save

i. Select Exit

j. Click on your Script File Name to enter it in the While Showing field

5. Adjust the Screen Update and Script Update rate to get faster spin.

a. (Use Set Graph Parameters Again. | use 5 = 5*0.025 sec = 0.125 secs)
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b. Select OK to close the Set Graph Parameter dialog box
6. Draw -> Widget

7. Select $FANBLADES.dwt

D'WT File List —

Ptk [E:'ﬁ'w’uhﬁ-cm:w-ode“-wn‘qwdmcﬂ_hludcﬁdm

tddamdialn det -
fhadisplay. det

$8AF arblades. dwat
fhiastaliug dai
thutonGoerred dt
thutonSnadgin et
$hutton] det
foutton] doprned chet
thutton] Zredgin det
feharge_ by 1.dwt
fohange_ boTwht det
$charge_beSwhi det
fchargeby 1 dwdt
fehargeby 5 dwit ':II

Figure - Draw Widget

When you draw the widget, it asks for a tagname. Enter you digital 10 Tag (FAN101 in
the example. The trick is that a partial tagname (rotate) is already inserted in the spot
for the rotation animation. The Start/Stop animation takes the tagname you enter AND
inserts your tagname in front of the partial tagname "rotate".

The FAN101 tag was created in Section 5 Task 1: Create constant point tags Create
Discrete Tag for a FAN to rotate later page 119.

8. Save and download your Graphic.

Additional Exercises

Task 5: Multiple rotating fans

Multiple Rotating Widgets on Same Graphic

If you have multiple Fans on a graphic, you must add additional screen tags and edit the
script by repeating the test.

catch {

if {GETVAL FAN101] == 1} then {

SETVAL {FAN101rotate=%ROTATEPLUS 16}

}
}
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catch {

if {GETVAL FAN102] == 1} then {

SETVAL {FAN102rotate=%ROTATEPLUS 16}
}

}

Note —the “catch” allows part of the script to function normally if the other catch has
an error.

Task 6: Write data into an Text file

Reportl is a Text File used for report data.
The script first runs a Test if Reportl files exists, . if not, create it with header lines
then enters a row of time stamped data

if {[file exists "../Reportl.txt"]} then {
set fileid [open "../Reportl.txt" a+]
puts $fileid "[GETVAL %TTMDATE] [GETVAL %TTMTIME] [GETVAL AMPLITUDE] [GETVAL TIMER]"
close $fileid
}else {
set fileid [open "../Reportl.txt" a+]
seek $fileid 0 start
puts $fileid "----- Water Use Report------- \nPage 1"
#Insert data into table
puts $fileid "[GETVAL %TTMDATE] [GETVAL %TTMTIME] [GETVAL AMPLITUDE] [GETVAL TIMER]"
close $fileid

Task 7: Global Script Configuration

A Global Script is like a Screen Script except it runs, no matter what display is
showing. The Global Script runs on the SCADA node (not the client).

Global Scripts are built using the Script Editor in DRAW. The Global script is then
scheduled using the Global Script in Project Manager. There is a maximum of 8 global
script groups, with a start script, stop script and while running script. Scripts can call
other scripts (using SCREXEC), so you use these scheduled scripts to call other scripts to
increase this to a number above 8.
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Figure9.1.1 - Global Script configuration

Global Script Configuration:

Connect to WebAccess Project Node.
Start Configuration.
Select SCADA node.

Select Global Script hyperlink in Project Manager Node Properties.

The Global Script configuration page appears ( Figure 9.1.1 above).
Description is any user-defined description for this group of scripts.

Click Start Script if you want a script to run when the SCADA node starts. This
script will run once when the SCADA node starts or restarts.

Use the pull down menu to the right of Script File List to select the name of the
script. This file must be located in the project root directory, typically
c:\WebAccess\node\config\projectname\bgr.

Scripts are built using the Script Editor in DRAW.
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8. Click Stop Script to specify a script to run when the SCADA node is stopped or
stopped as part of a restart. This acts as a Shutdown Script. The Stop script runs
when the SCADA Node is stopped using bwkCTRL, the task bar menu or the Project
Manager.

9. Click While Running Script if you want a script to run repeatedly at specified
Interval while the SCADA node is running. The While Running Script runs
continuously on the SCADA Node (as long as the kernel is running).

Use the pull down menu to the right of Script File List to select the name of the script.

10. Type an Interval for the While Running Script. These are in 25 millisecond
intervals. 10 = 0.25 sec = ¥4 second
2400 = 60 sec = 1 minute

11. Select ENABLE for the STATUS.
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Section 10 — Video

Objectives

This section introduces the features of Web Cameras, JPEG Cameras and other IP enabled
Video. This allows users to view in real-time images on the WebAccess HMI & SCADA clients.

Training Notes

WebAccess supports the use of live Video camera that are IP enabled (i.e. use the Internet or
intranet to send live video images) via an ActiveX control (an OCX). WebAccess will launch the
Active-X control in an Internet Explorer 6.0 web browser. If using ViewDAQ, IE 5.5 or later
must be installed on the PC in order to view live video.

WebAccess has a list of Video camera drivers with Active-X controls compatible with VIEW and

ViewDAQ.

Two methods of implementing Video are provided.
1. Full Screen (using only a Fill-in-the Blanks form in Project Manager).

2. Drawn as part of a Graphic Display (using DRAW).

The Video Dialog Box shows a list of configured Cameras for the SCADA node.
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Figure 10-2 Live Video mixed with animated graphics, real-time data and trends
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Multi-camera Displays, including live tag data and trends are user-built graphic
displays. Scripts can rotate between cameras in the same window, pause or jump
ahead to another camera with pushbuttons.

Reference
WebAccess Engineering Manual, Section 17. Video

Exercise

Task 1 Video configuration from Project Manager

This section assumes the camera is on-line and functioning. Please refer to the camera
manufacturer's documentation on how to start the camera and assign an IP address to

it. The WebAccess Clients communicate directly to the camera. The IP address of the

camera must be available to all the WebAccess clients that are to view the camera.

1. From the Project Manager, Select your Project and the SCADA Node.
2. Click the Video hyperlink.

3. Select Add Video hyperlink.
4

The Add/Update Video page appears.
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Update Video  [Cancel]
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Figure 10-3 - Add / Update Video Camera

5. Select the Video Type from the Pull down list. The Video type matches the camera
you are connecting to. These correspond to Active X controls supplied by the camera
manufacturer. If your camera's manufacturer is not listed on the pull-down list, it is
not supported by WebAccess.

Some are multi-purpose Video Types:
snapshot (JPEG pull), server push (JPEG Image push)

Most are pre-configured to a demo camera on the Internet.
Note - For this example, select Sonync or the camera your instructor has setup
6. Accept the default Video name (use Sony).
7. Optionally, Enter a Description that will appear in the project manager.

8. Enter the IP address of the camera if your instructor tells you. Otherwise, accept the
default IP address
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9. Enter the TCP port assigned to the camera if your instructor tells you. Otherwise,
accept the default IP address.

10. Press submit.

11. Download to the SCADA node.

Task 2: VIEW full screen Video Cameras

Ralelwoa /¢ @ld[¥@e «[+»[c/ao)=
WEULTUCOME

bazazaaz

Thank You fo ssmix

/ Bma'dWin Technology, Inc.
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]
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CHHFLD
(=00

[ | 4] [n[rzz003 [main.bgr [14:48:50

Figure 10-4 -Goto Video - VIEW

1. Start VIEW
2. There are at least three ways to open the Video List:

a. F10 function key on keyboard.

b. The| ﬂ Video icon on a toolbar.

c. Right Click Menu -> Goto -> Video
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Figure 10-5 - Video Ligt Dialog Box

3. The Video List Dialog Box will display the Camera in VIEW or VIEWDAQ window (i.e.
full size).

4. Select a Camera (for example Sony.vdo).
5. Press OK.

6. Full Screen video opens.
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Task 3: Draw Video in User Graphic Display
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Figure10-7 - Video in a user built graphic - VIEW

Multi-camera Displays, including live tag data and trends can be built in DRAW using the
Dynamic -> Video Display from the toolbar

1. Start DRAW.

o]
Select New DRW ﬂ .

2

3. Right Click the Mouse.

4. Select. Dynamic -> Video Display
5

The Video Display Dialog Box opens.

¥Yideo Display

M ame: ISEINY [ Border

Wideo: Isu:unynu:ﬂipﬂ 59.121. 28 Bk port=80tcam=:peed=08c=0%

Cancel |
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4. Enter a Name for this Video Window. This will allow scripts and animation to
change which camera is displayed in this window. (If you previously edited or drew a
Video Display, these fields will have the data from the last Video Display edited).

6. Enter the Video type, the pound sign (#) and the IP address of the Video Camera
or PC with Media Player & plus any options.

For example, enter

sonync#ip=159.121.28.8&port=80&cam=speed=0&Ic=0&rc=0&tc=0&bc=0

Update Video  [Cancel]

Wideo Mame |Eany

Deseription [Poriand State University

Local Tag File | Tay File List -]

On Entry | Seript Fila List | i |

Lacal
Script On Exit |
File

While Showing | Interval |20 {10=0 25 Second

Wideo Type Isu:l rync (Somy Metwork Camera) ;!

Video |F Address |1 59.121.28.3 Port Mumber [ﬁﬂ

Camera |

User Marme |

Password |

CGl File |

Sound CGI File |

Audio Parameter CGI File |

Image Source

Copy this Line in \W VIDEO box

Refresh Rate Second

Trim Left I'] B Right |'3| b 'i'-:::lﬂ % Bottom !D o

Video sonynciip=159.121.28. Béport=B08cam=speed=08c=08rc=0&tc=08bc=0

Hint — if you configured a Video Camera in Project Manager, copy the video information
from the last line of the Dialog Box.

7. Select OK .

8. Click once to define the start of a rectangle
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7. Drag with the mouse to define the size of the Video Window in the Graphic.
9. Click a second time to define the end of the rectangle.
10. Optionally add text, trends, pushbuttons and animation to the display.

11. Download GRAPH ONLY to the SCADA Node.
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Section 11 — Users & Passwords

Objectives

This section introduces the concept Users, User Types, and Passwords.

Training Notes

Overview - Users & Passwords

Users must "Login" using a Username and password to VIEW. All Web Browser
Clients must Login to see any graphic displays or data. User names are not case
sensitive. Passwords are case-sensitive.

ViewDAQ - The local, non-web browser version, ViewDAQ will start without a user
login. Any one with access to the Windows Operating System can use
ViewDAQ. Admin, Power, General and Restricted Users can View all
Displays and Tags in ViewDAQ. Security Area and Level restrict who can
change data in VIEW. Use Windows security to “lock computer” for un-
attended operation in ViewDAQ.

All users are assigned a User Type. The user type determines which displays and types
of displays a user can View. User type is used to restrict the ability to view data and
displays.

The User Types are
admin (administrator),
user manager,
project user,

power user,

general user

and

restricted user.

Admin and Project Users can access the Project Manager (the configuration and
engineering tool). Admin can access all SCADA Nodes using VIEW (and ViewDAQ).
Project Users can not access runtime VIEW unless a second account, with the same
name, is created as a Power, General or Restricted User.
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Area

Admin, power users, and general users can use VIEW to access all SCADA Nodes in
the project and view all displays through a web browser.

Admin and power users can access the Scheduler, Reports, System Log and ODBC
Logs through VIEW (the web browser).

Project Users can access the Scheduler, Reports, System Log and ODBC Logs
through the Project Manager.

A restricted user can view only displays assigned to that user (this may be a single
display) if the login is through a Web Browser. If the assigned default graphic display
does not exist on that SCADA Node, or no graphic is assigned, then the restricted user
can not login to that SCADA Node. The ability to Acknowledge alarms and Change Tags
can be disabled or enabled on a per graphic basis (Area and Level Security still applies).

All users, except user managers, (Admin, power, general and restricted users) can use
ViewDAQ (the non-web version, local to the SCADA node) to view all displays, all
system displays, view all tags, acknowledge alarms and access the Scheduler, Reports,
System Log and ODBC Logs through ViewDAQ.

User Managers can only add and modify new users via the User Management button.

WebAccess User Management i

Only Admin and User Managers can login to the WebAccess User Management.

and Level security

Security Area and security Level are used to restrict the ability to change data. In order
to change the value of a tag, both the user and the tag must be assigned to the same
Area and the user must have a security Level greater or equal to the security level
assigned to the tag.

WebAccess uses the "Area of Responsibility” concept for control actions. This allows a
user to have varying Levels of access in different Areas of the facility. For example, a
user may be allowed to change Temperature Setpoints in one area of the facility, but not
is another.

Each tag in the WebAccess database is assigned to one Area and given one security
Level. If a Tag is assigned to Area O and Level O, all users can change the Tag’s value.

Each User is assigned a security Level for each Area. The default Level is O (the
lowest).

In order to change the value of a tag, the User's Area and Level must match the Area
and Level of the Tag. WebAccess compares the Tag's Area and Level to the user's Level
for that Area. If the user is assigned a security Level greater than or equal to the Tag's
Level in the same Area, then the change is permitted.

If the user's Level and Area do not match the tag's Area and Level, a Popup Dialog Box
will appear prompting the user to Login as a new user. In a Web Browser, this new log
in is temporary and applies only to changing the selected tag this one time.

WebAccess has 31 user defined Areas and 4 special Areas: Local Taqg, View Tag, Tag
Field and Exit ViewDAQ. Level 127 is administrator level and is required to change Field
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Tags (for example, change alarm limits from the point detail. All Field Tags require
Level 127 in order to change them. Examples of Tag Fields include Alarm Limits,
Description, SPANHI, SPAN LO, and ENG UNITS.

A tag assigned as READ ONLY can't be changed by an operator or administrator.

Reference

WebAccess-Engineering Manual , Sections 8 Users, Passwords & Security

For a more comprehensive overview of Security, see Security Considerations, in Section
1.6.

For a Table summarizing User Types in WebAccess, see WebAccess User Accounts in
section 1.6.3.

Exercise

Task 1: Add or Update a User

A User can VIEW a SCADA Node using the Web Browser VIEW or ViewDAQ. The user
types are Power User, General User and Restricted User.

To create or modify a User account to use VIEW a SCADA Node:
1. Log in to Project Manager
2. Select the Project the user will access.
3. Usually the SCADA Node Properties appears.
4

Select the Project Hyperlink to open Project Property Page.
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BroadWin WebAccess Project Manager Hore Logout
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Figure —Add or Update User - Project Property

5. Select User hyperlink in Project Properties.

6. The User List appears.

User

Project: LiveDEMO

Meerklame Description Update  Dalete
adriin Wpdae

antwrerker Tser Deseription Update  Dalaty

ball bl Power Wser Update  Dalate

draft Restnicted focr & aporsche Update ~ Dalete

esght Tser Diescription Update  Dalate

general User Description Update  Delate

TNTEL Eestncted Floor Plan Chly Update  Delate

lab Bestncted to CompBoom (lab)  Update  Delste

mike Bestncted User Update  Dalate

Figure - User Listto Add or Update User account

7. Select Add User to create a new user or select Update to modify an existing
user.

8. The Create User or Update User page appears (they look the same).

Broadwin Technology, Inc. Ver. 5.0 262



WebAccess HMI & SCADA software

Basic Training e 11. Users & Passwords

T update tser - Microsoll Internet Exglorer : o =0l
| Be ER Yew Favotes Tods b ® | debsd - = - D 2 3| Qsewh iFevores Fweds 3| A D= H [
| deess [ ] tetp: |iderma trosdvin, combrosdvish twttsn stnioozsprectifroddve | rohismeslrabEHG =] e |
BroadWin WebAccess Project Manager Home  Legoul
{ienr List =
Project / Node
TE:“ 4 Update User  [carcel]
- SCADAncde1 User Name  [eawar Llsar Type | |Fower User -
= Portl {sarkah
I PLC Paseword =
ST 08 Rietype Pagwnrd
e pe I~
AC3_nomhZAT Description  [Fower Liser
”mm A0 1o Areat 127 Aea2 127 Awad 127
i'igm : i Arad 127 Areas 127 Arab  [1z7 pAmat 127
n
CONF ZAT seal 107 Aread iz Ara 0 [127 Amatl 127
EF-12
4 Arga 12 Il.'l Arga 13 Iﬁ Arga 14 |0 Ama 15 |l]
E ﬂ"' AratE [0 Areat? o amaig [o Amats o
FAR
FAN_STARTI 03 sa o A o AeaZ2 [0 amaza o
FAN STOP
Fansz Area 24 |I] Aren 25 Iﬁ Aeals |0 Arpa T JI]
:‘““’ Amaz [0 Aeaza o Amadl [0 Amazi 27
FI2004 Lecal Tag 127 ViewTag [127 Tap Field  [127 viewDAD 127
FI;EIE
Fla044 Node Access
Friot F—
Lidam L
T Mode Mame || e ananadet
m Hold Car key to selac] mullipls nodag
Liddna Graphic Page Access
L300
LIf111 Mode Mame II:I'H'-L rI Gmﬂ_“ -;
15311 List
U311 Default Graphic [ ACK ¥ Change P
LISE0Z
BO1E Acvancad (Hestided User |-
Mainofl _ZAT - =
Y i fesca] _Sube | -

Figure 11-6 — Add or Update — Power User

9. Select a User Type from the pull down list (Figure 11-6).
The choices are: Power User, General User and Restricted User.

10.

Enter a User Name if you are adding a new user. Changing the name of an

existing user will change the name (not create a new user account).

11.

The Password can be up to 8 characters and is case sensitive. There is no way

to view an existing password. IF you have forgotten it, you have to enter a new

password.

12. Area corresponds to the Security Area the tags are assigned a user may
change. To change the value of a Tag, user must be assigned a Security Level
greater or equal to the Level assign to the Tag in the same Area the Tag is

assigned. A user may have a different Level for each Area of the project that
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the user is to access. Security Level can be from 0 to 127. (127 = admin) How
many Areas you divide your plant by your design. Many projects start with only
one Area (Area 0). Area O is the default for tags. You can leave unused Areas
unchanged and fill in Level only for Areas that apply. For an in-depth description,
see Area and Level in the Engineering Manual.

13. Local Tag, View Tag, Tag Field and ViewDAQ enable a user to change non-10
tags, system tags and exit ViewDAQ. Enter a value of 127 (the admin level) for
each applicable field if a user is to modify local tags (user built screen tags for
displays and reports), View Tags (%ViewDAQ system tags including Simulation
Mode %DKRLMODE) or Tag Fields (e.g. alarm limits, Span Hi, Span Lo and other
online configuration changes).

14. Enter a value of 127 in ViewDAQ if the user is to be able to modify and Save
Display Groups in ViewDAQ. A number less than 127 defines the Exit Password
Level this user has when trying to close ViewDAQ windows on the SCADA Node in
order to exit ViewDAQ and stop the SCADA Node kernel locally.

15. Node Access. A user must be assigned to either ALL NODES or one or more
nodes in the system. If the user is not assigned to a node, he/she will not be
able to login to that node using VIEW or ViewDAQ.

16. Graphic Page Access. Power and General Users can be assigned a default
Graphic that will appear when they log-in. Otherwise, the Main.bgr graphic will
appear. Power Users can View all displays including the system displays (Action
Log, Alarm Log, Station Status and Global Script Displays). General users can
view all user built displays, trends, alarm summary and alarm group displays.

The Default Graphic is the display the user will see after Log in using VIEW (the web
browser). A Restricted User must be assigned a Default Graphic to Login to a node
using View.

The default graphic is optional for Power Users and General Users. If no Default
Graphic is assigned to a Power or General User, then the Main.bgr will appear when
using View.

ViewDAQ — ignores the Default Graphic and Restricted User display restrictions. Main.bgr or the graphic
saved with the Display Group appears for all users when ViewDAQ or a Display Group isfirst
opened.

17. To assign a Default Graphic, select the Default Graphic field with the mouse.

18. Click the Graphic List to view a list of all graphic displays (*.bgr)

Graphiz Page Access
Node

Name |5cAD4n0del = Graphiclist [ =]
I'Walcoma bor ]
2ducabii bgr

Diefault Graphic | et
Teasstrictad User Limsitod 10 70 Geaphics Mae.  (“H-1.CTLES =
i irumend i by
EOMET bge 5 R by LI o apnracks Byl
| ZOMEL by 2 [S00_DIF by 3 AHL bgr BAFANDar
— o e i
: B I CompRincens bg
. [— EMARNPAGERS bgr
ﬂ 1“ 1 P Digr -

Figure 11-7 - Select Graphic List
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19. Select a graphic from the list by clicking on it. Alternatively, you can type the
name of a Graphic Display that you plan to build in the future.

20. Select the menu pull down icon to assign graphics for this user on another
SCADA Node (Figure 11-7).

21. If you are Adding or Updating a General User or Power User, you are done.
Press Submit.

If you are adding a Restrict User, continue with the next section — Graphic Page
Access — Restricted Users.

Note — Power and General Users can view all user built (*.bgr) graphic displays. Power
Users can View all system displays.

Task 2: Add or Update Project User or admin

1. Log in to Project Manager or if already connected, hit HOME link at the top right of
most pages.

Project Name Description P HTTF Fort TimeQut | Update
AdvantechDemo Factory Aceess Control System ET.EM.E?.IE_ a 0 1] | Update
LveDEMD i Demo in San Ramon CA B7.9427175 | 0 0 0 | Undate

2. Select Admin / Project User on the Project Manager Home Page.

3. Project User list appears.
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WebAccess Project User Configuration Home Logout

Froject Test

narme

Torn Carter Broadwin -
Carenginroacywan. com

Figure 11-9- Project User List

Enter User name and password to create a new users account.
Enter the password twice to verify correct entry.
Press the Submit button

Select Update to modify an existing account.

® N o o a

The update Project Users page appears.

WeabAccess Project User Configuration Logaut

Figure 11-10 - Update Project User

9. Make you changes and press submit.

Note — change the user name renames the existing account (it does not create a copy).
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10. Download the SCADA Node.
11. Login as the new Users.

12.You can create users with all the abilities of an admin by creating Project User
account and a User Account with the same name. The user should be given Security
level 127 (admin level) for all Areas, Local Tag, View Tag and Exit ViewDAQ.

Additional Exercise

In this exercise, you will configure tags with Area and Level security and users with
passwords, and view the WebA ccess alarm displays.

Task 3: Configure passwords.
1. Click the Password icon to open the Password dialog box.

2. Configure the following users:

User Type Areas Level Password
Name

God Power 0,1,234 127 God
King Power 1,2 3 King
Queen Genera 12 2 Queen
Jack Restricted 0,1,2,34 1 Jack

Craabe Mew User  [5apal) E

Lner Fiame I- d Lhmw r"- L e e bt

7 anmwnd I_

Celype annmr=i I_

[lassmplan '

Aasl 17| Casd 27 e L E N
Awad [T dwns [0 AmaB 1 am? [
AmaB 8 na® |0 amail I sl 1
Ay 11 [ Ao B3 r Aiwa 18 _f: Aiwm 15 r
ama g Senn 17 i amatd 1 anw1d |
awmd | s | am2 |1 aned |
Awad | s | amal |1 s |
A ® | D i a0 i P T

Local Ty | vieaTag 17 TagFam i VeralAl |

Heds Aciass
-
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Task 4. Configure tag security and alarms

1. Configure the alarms and change security level according to the
following table.

2.

Tag Name Type Area Level

blue Constant 2 3
Analog

red Constant 1 2
Anaog

yellow Constant 1 1
Anaog

Create New Tag  [Cancal]
Pammalarm Constant (analog)
Alarm I Mo Alarm vI

Tag Mame |Blue
Description [4rea 2 Level 3 tag
Scan Type | Constant Scan ﬂ
Log Data " Yes ™ No
Diata log db |3 0,
Write Action Log & Yes © No
Read Only © Yes & o
Keep Previous Walue © Yes & No

Initial Value [0
Security area IEi
Security level |3_

Span high IIIJCIIJ—
Spanlowlo

Output High Limit 1000
Output Low Limitfo

Task 5: Work with Users, Passwords, Area and Level Security in VIEW
Download the SCADA node

Start VIEW.

Log in as Jack

Open the Point Info List.

Locate the tag “yellow”.

AU

Change the value of the tag yellow.
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7. Open the Action Log and check the value changes you made on
the tag “yellow”.

8. Open the Point Info List.
9. Locate the tag “blue”.
10. Change the value of the tag yellow.

11.Enter a level 3 (or higher) user and password when prompted
(God or King).

12. Open the Action Log and check the value changes you made on
the tag “yellow”.

Task 6: Create a User Manager
1. Connect to the Project Node.

2. Select User Management button.

WebAccess User Management |

3. Login as Admin.

J Liser Manssgement - Microsall Tnberisel Eaplorer

| Bl £t wew Faortss ook Heb || Bek - = - (D [3] | Disesn mﬂu”ﬁ- »
| A [ Fup: idemec. Ercadhan. comfbe nadebhaseriumsr 2ep +] e

BroadWin WebAccess User Manager Lonows

Ciescriptan P
Diemno in San Ramon Ca G794 37175

4. Select Admin/User Manager.
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Uzer Manager 1

i

5. Enter a User Name for this new User manager (not, it can be
the same name as a Project User in order to make a Project
User as powerful as admin). For example use King.

6. Enter Password. (for example use King).

7. Retype password. (for example use King).

8. Press Submit for New User.

9. Logout

10. Login to User Management again, this time with you new user
manager.
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Section 12 - Scheduled Reports &
ODBC Logs

Objectives

In this section, you will learn about Reports and Logs.

Training Notes

Scheduled Reports

Scheduled Reports are automatically generated from the Real-time data. Users &
Operators can View the current and previous reports using a web browser. The output of
the Scheduled Reports can be copied and pasted into EXCEL, WORD, and other general-
purpose office applications as a formatted table or spreadsheet. Scheduled reports are
most commonly emailed to users automatically. They can also be printed automatically
on the Project Node.

Shift, Daily and Monthly reports that are generated from the Real-time data recorded
to central, ODBC-compliant databases on the Project Node. Log to ODBC frequency
must be greater than zero if a tag’s data is to be recorded. Users & Operators can View
the current and previous reports using their web browser clients. Reports are optionally
emailed and printed automatically by the WebAccess SCADA node.

Only Analog Tags can be used in Scheduled Reports. Only Power Users and the
admin account can access Scheduled Reports from VIEW. Project Users and admin
can see Scheduled reports from the Project Manager. All users can view Scheduled
reports in ViewDAQ. Scheduled reports can be emailed to anyone with an email
account. The Scheduler can be used to change email recipients of Scheduled reports.
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Scheduled Report

164 | 3350 5000 ] . 26020
166 =TT 4998 . f . 15819
167 9 330 5000 ) . 2222790
4501 1,340 2001 7890 26797 39987 12010 06 D4 1 TITMT

Figure 12.1 - Shift Report of Energy Usage, central steam plant. - VIEW

Email Scheduled Reports

4939 150.2
e a;eE- A -
o 00 212.343 S

et o HAEL i1 33a..-
B T T ST T ?ﬂwﬁﬂﬁrf T
i ! [ 01 o0

251060 995

______ i S D | 26308 TMSE
i ] . 00 1mzm2 45007
' 01 216650 72124

: 'I‘!ﬂ T _?MTE- - T oval L -t T .- W o5 T 5.69.132

Figure 12.2 - Email Scheduled Report - Shift Report
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To enable email of scheduled reports, an Outgoing Email Server (SMTP) must be
configured for the SCADA Node under SCADA Node Properties. Usually the Project Node
is configured as the SMTP server. In addition, usually the Project Node has 11S installed
with the SMTP service and the Project Node is configured to use a SMART HOST to send
email outside your domain.

The report emailed at the end of the Shift, Day or Month. For Shift reports, this is
usually 1 minute after the end of the Shift. For Daily and Monthly reports, the email is
sent 1 minute after midnight.

Project Logs

Data is extracted from the central ODBC Database (the default is Microsoft Access) on
the Project Node. Tags must have Log to ODBC enabled in order to retrieve data from
the Tag Log. No report building is required. This can be done “on-the-fly” by users to
create mini-reports that can be copied and pasted to EXCEL, WORD and other programs.

AT =10 x|
Ble Edt Vew Goto Toos Hep
AEee o sEal [ [ (v e»oBom= t]
Analog Tag Log [
—
Query Critana lE‘-uﬂl:-m Critenia = Fage Size i25 *| Ao
Progect Name I eDIEM "I Mode Mame !S'Mﬁnuc’el -
Starting Date |B.I'Jf2ﬂ|2l3 Ending Date !9.'?5.-2003
AI200%
AMPLITUDE
AOFLOATH

Tag Name |CalclogicAnalog
Falcon_Alamm_Swmmany
Falcon_Uptimad
FaleonTemparature =]

T [ Z[ [=[Eteoze | [16:39:29

Fig 12.3 - Analog Tag Log - QUERY form
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Figure 12.4 - Analog Tag Log

Reference

WebAccess-Engineering Manual Section 21. Reports & Logs

WebAccess Engineering Manual Section 4.2 Analog Tag Properties

Exercise

Task 1. Configure Lo

In this exercise, you will enablelogging to ODBC for the Tags in your project

g to ODBC for each Tag in a Report.

Start Project Manager.

2. Select you SCADA Node.
3. Expand the Port 3 folder and DemoPLC folder to see 10 Tags.
4. Select AIO02 tag the Password icon to open the Password dialog

box.

Select Tag Property.

6. Scroll down to Log To ODBC Frequency
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7. Enable Log to ODBC, by selecting non-zero minutes. For
example,. use 1 minute .

Log To ODBC Frequencg,rl "I Minutes

8. Press Submit .
9. Repeat for the other tags in your report

For the example, repeat this for tags: AMPLITUDE, TIMER, AOOOO5, Red, Yellow, Blue and
Speed. Change the Log to ODBC Frequency = 1.

Project  Node

TrainingProject
2 Mode1
‘2 Port3 itepip)
‘2l DemoPLC
Alopoz
AD000S
{2 Acc Point
TIMER
{3 Const Point
AMPLITUDE
Elue
Red
SPEED
alvel
* el

Task 2: Add Scheduled Report

1. Login to Project Manager and select your Project.

2. Select the SCADA Node that will produce the Scheduled Report.

3. Select Report from the header on the SCADA Node MAIN page (Figure 12-9).

cnudulad nepiﬂs

Im‘lu LiveDEMO + SCADMndq‘l

Figure 12-9 Report Configuration Link - SCADA Node MAIN page

4. The Scheduled Report List appears.
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Shit  Dally Monthly 4210 Detete

ReportNeme ~ ReportTitle pono: Report Report

: Power and
Electric Power Utilities Report View  View View  Update Delete

Power and
SteamUsage jitiesReport Yiew  View  View  Update Delele

Training 1st Line Report

Example Title {optional) Yiew Update Delele

Figure 12-10 Schedule Report List

5. Select Add New Scheduled Report from the header in the Scheduled Report List.

6. The Add Scheduled Report page appears (identical to Update Report) (Figure
12-11).

Add Scheduled Report  [Cancel] [ Submi |

Report Marme I'I'raining Example
Crverdll Title |‘I stLine Report Tille (optional)

Page Title |2n Line (optional)

SubTitle |3rd Line(optional)

Email Subject |du1e inserted - your subject

il |1a3.gm ane column 1 02 |mgname colum 2 a3 !lag name columnd
04 [1m_:|mane column 4 (1 |F12043 Eﬁl
Tag Mame

07 | 0a| o]
10| 1] 12|

Tag List |
==Analog Tag== -
12005 port

Shift Repont |AMPLITUDE Tag Froperhy

Shift Count FI2003

Figure 12-11 Add Scheduled Report

7. Enter a Report Name. This is the name that will appear in the Scheduled Report
List. This is a required field.

8. Optionally, fill in the Title for the Report. The Title consists of three (3) lines of text
at the Top of the Report. See the Daily Report for an example (Figure 12-1).

9. Optionally, enter an Email Subject. This is the subject Line that will appear in
Emailed Scheduled Reports. The Date will be “pre-fixed” to this subject when sent
(Figure 12-2).
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The tags from for the twelve (12) columns the report are entered in the Tag Name
area, number O1 to 12.

10. Click on the 01 field.

11. Select the pull down list of tags at the right of Tag List.

Only Analog Tagswith Log to ODBC Frequency > 0 appear in thelist.
12. Scroll down to the Tag Name to add to column 1.
13. Click on the Tagname from the list. It should appear in the 01 field.
14. Repeat for fields 02 to 12 as desired.

15. Enable or Disable Shift Report, Daily Report and Monthly report by checking the
radio button for each (Figure 12-12).

Shift Report
Shift Report  © Enabla ™ Digabla Al |
Shift Court [ -]
Start Time  Hour [_;I Iinute E_;I
Shift Tirme Interval  Howr f_,_',_l Iinute E_;l
Recording Time Interval  pinute m
Emall To ficarter@hrosdwir
Email Ce |
Frint to Printer  © Yes * o
Origntation & Padrait © Landscape Font Size l_?
Margins [ J L,eﬂl : thht| Tup| Bottom

Figure 12.12 - Shift Report configuration

16. If you are using Shift Report,
a. Enter the Shift Count (number of shifts per day).

b. Enter the Start Time for the first Shift (usually 8 hrs O minutes in the
USA, 8:00 am).

c. Enter a Shift Duration (usually 8 hours if there are 3 shifts per day).
d. Enter a Recording Time Interval. This applies to Shift reports only.
17. For Shift, Daily and Monthly Report:

a. Enter Email addresses of recipients in Email To. This will be combined
with the Global Report Email TO in SCADA Node Properties.

b. Enter Email CC (carbon Copy line). This will be combined with the global
Report Email CC in SCADA Node Properties.
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Hint — Email To and CC fields can be a Text tag that contains the name(s) of email recipients (use
@tagname) for use with the Scheduler to schedule who receives the reports by Time of Day, Day of
Week, Holiday or calendar.

c. Use the radio buttons (Yes or No) to enable Print to Printer. This will
print the scheduled report on the Default Printer of the SCADA Node.
The report will print at the end of the shift, day or month.

d. Use the radio buttons (Portrait or Landscape to enable Orientation of
reports printed on a printer.

e. Use the pull down menus to select Font Size (Larger, medium, smaller).

f. Enter a value for the Margins (top, left, right and bottom) of printed
reports.

If the report will not fit on a single page, WebAccess will print multiple
pages with the Title, Time, and summary data on each page.

All three reports use the same Tags in the same columns. Different calculations
(Average, Total, Min, Max, Last Value) can be performed in the Shift, Daily and Monthly
Reports. These are specified under the Tag Property Button for each report. The Titles
of the Columns for the Reports are specified in the Tag Property for each report (a
column represents one Tag's data). The three reports can have different Titles for each
column or share the Titles based on another report (e.g. import Shift Report Titles to
Daily, or Daily into Monthly).

18. Enable printing to the default printer on the Project Node by checking the radio
button under Print to Printer = Yes.

a. Modify Orientation (Landscape or Portrait)

b. Modify Font Size (uses fonts installed on the Project Node)

c. Modify Margins for the printing to a printer using
19. Continue to Shift Tag Property or Daily Report Tag Property or Monthly Tag Property.
20. OR press Submit.

Hint - If you press submit without updating Tag Property for each report type, all
values will be Averages and the Titles for each column will be blank.

Task 3: Shift Report Properties

Each Column in a Report represents the data from one Analog Tag recorded to the ODBC
Analog Tag Log. Shift, Daily and Monthly versions of the report use the same Tags,
columns and Data.

Different calculations (Average, Total, Min, Max, Last Value) can be performed in the
Shift, Daily and Monthly Reports. These are specified under the Tag Property Button for
each report.

The Titles of the Columns for the Reports are specified in the Tag Property for each
report (a column represents one Tag’s data). The three reports can have different Titles
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for each column or share the Titles based on another report (e.g. import Shift Report
Titles to Daily, or Daily into Monthly).

To Configure the Shift Report Tag Properties:

1. Add a Scheduled Report or select Update from the Scheduled Report List (Figure
12-10).

2. Click the Tag Property button listed under Shift Report (Figure 12-12).
3. The Shift Report Tag Property page opens (Figure 12-13).

Shift Report (Training Example) - Tag Property  [Cancel] — Submit

Tag - Display Dacimal
Column Marme Title | User nput El Method Factor Places
tagmane 4 [Top of Colurmn 2 [2nd Fow
1 column [Tow =] joz]
1 3_|3||:| Fuowr d_[header Bottom
tagname 1122 2] = | =
2: o2 m il Maimum =20 |1 =]
tagnams 1122 2] - -
3 COlMn3 3 4] [Minimum  =|jos [z =]
tagmane 1 [ 2]
4 column [Lastvaiue =|| |3 =]
4 3l 4]
1 JHF Extraction Steam 2 [Boiler 1
5 FI12043 Average =001 |9 =
alroorsic 4 [kLBs I ge =l o=l
Report Summary

Maximum ¥  Minimum  Average & LastValue I Total &

[Cancel] Submit l

Figure 12-13 Shift Report Tag Property

4. There can be up to 12 Columns per report (twelve tags).

5. You can import Title information, if another version of this report (Daily or
Monthly) has already been configured with Tag Property.

a. From the pull down list next to Title, the choices are

i. User Input - Title information entered or edited manually
here.

ii. Import from Daily — will import the Titles from the Daily
Report version (if configured).

iii. Import from Monthly — will import the Titles from the
Monthly Report version (if configured).

b. You can edit the Titles with Import from Daily or Import from Monthly
selected; this will not change the Daily or Monthly reports.
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c. Selecting User Input will return to the Titles last saved using the Submit
button. Once you press submit, the User Input version becomes the
current titles displayed.

d. If you can’t import, then manually enter the Header Title information for
each Column of the Report. There are 4 text lines per header on each
column. See Shift Report for an example of Column Headers.

6. Display Methods defines a calculation for the data collected the tag (Average,
Minimum, Maximum, Last Value or Total). This defines how each “cell” in the report
calculated from the records in the ODBC Log database.

a. Average is the simple average of the values (Total / no. of records) for
the recording interval this row represent.

b. Maximum and Minimum are for the recording interval this row
represents.

c. Total is the simple sum of all records for the recording interval this row
represents. You must consider the engineering units of the tag, the Log to
ODBC Frequency, the deadband, the number of samples recorded because
of the deadband, the Recording Interval for the Shift Report and the
Factor for this report to make this a meaningful total.

Average is the easier way to calculate Total. The easiest way to make
sure your Totals are meaning full is to use:

Average and a Recording Interval = the time units of Tag’s Engineering
Units.

This makes the Total independent of the Log To ODBC frequency, the
Deadband for the Tag and the number of sample actually recorded in the
ODBC Log.

For example, if the tag’s engineering units are Gallons / Hour, a Recording
Interval = 60 minutes results in a Total value if Average is used
regardless of the Log to ODBC Frequency. (l.e. the Total Flow over 1 hour
period is the same as the Average Flow Rate / Hour for the one hour
period).

d. Last Value is the last value recorded for the tag during this recording
interval. This is typically used for closing inventory on Tanks or meters.

The calculation for each cell applies to all records found in the ODBC log for the
Recording Interval this row represents (5 minutes to 60 minutes). The Recording
Interval was defined on the first configuration page of this Shift report (See Add
Scheduled Report). The user should ensure this period is greater or equal to the
ODBC record frequency for the tag.

7. Factor is a multiplier used for units and time conversion. For example, if the tag
engineering units are gallons / per minute and your total is for a one hour interval,
you need a multiplier of 0.0167 (1/60). The result of the Average, Minimum,
Maximum, Total or Last Value calculation is multiplied by this factor.
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8. Decimal Places defines how many digits after the decimal point (e.g. tenths,
hundredths, thousandths) will be displayed in the report.

9. Report Summary defines the rows at the bottom of each column. Summary Data
at the bottom of each Column can be calculated: Maximum, Minimum, Average, Last
Value and Total for the column.

10. Press Submit to save these entries. Download to the SCADA Node to make these
changes effective.

To Configure the Daily Report Tag Properties:

1. Add a Scheduled Report or select Update from the Scheduled Report List (Figure
12-10).

2. Click the Tag Property button listed under Daily Report.
3. The Daily Report Tag Property page opens (Figure 12-14).
Daily Report (Training Example) - Tag Property  [Cancel

T ; - - Displ Dacimal
Column NaarEe Title Llj)::::d:n}m Shift Report =] Mleguaér Factor F‘ia:::es
1 taglmans 1 Top of Colul R la e ] Eeport iA J I FE
Colmn I = i
1 3_|3||:| Fuow 4.[heu.t.'er Bottom B
tagnams 1] 2| , - -
2 coum2 4 4] |aeege Zl 1I3]
tagname 11 2]
3 -:Dgllumna 2| 4] |Average || i~
tagmane 1 | 2]
4 §0|IJFI"IFI 3 | 4 | EA‘-\.rerage j I E] -
1 JHP Extraction Steam 2 [Boiler #1
5 Fl2043 A - E3 =
4700 PSIG 4 JKLRS |Averege =]

Report Summary
Maximum [+ Minimum & Average & LastValue [ Total &

[Gancel] Suboit

Figure 12-14 Shift Report Tag Property

4. There can be up to 12 Columns per report (twelve tags).

5. You can import Title information, if another version of this report (Shift or
Monthly) has already been configured with Tag Property.

a. From the pull down list next to Title, the choices are

i. User Input - Title information entered or edited manually
here.

ii. Import from Shift — will import the Titles from the Shift
Report version (if configured).
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iii. Import from Monthly — will import the Titles from the
Monthly Report version (if configured).

You can edit the Titles with Import from Shift or Import from Monthly
selected; this will not change the Daily or Monthly reports.

Selecting User Input will return to the Titles last saved using the Submit
button. Once you press submit, the User Input version becomes the
current titles displayed.

If you can’t import, then manually enter the Header Title information for
each Column of the Report. There are 4 text lines per header on each
column. See Shift Report for an example of Column Headers.

6. Display Methods defines a calculation for the data collected the tag (Average,
Minimum, Maximum, Last Value or Total). This defines how each “cell” in the report
calculated from the records in the ODBC Log database.

e.

f.

Average is the simple average of the values (Total / no. of records) for
the One (1) Hour interval this row represents.

Maximum and Minimum are for the One (1) Hour interval this row
represents.

Total is the simple sum of all records for the One Hour (60 minute)
interval this row represents. You must consider the engineering units of
the tag, the Log to ODBC Frequency, the deadband, the number of
samples recorded because of the deadband, and the Factor for this report
to make this a meaningful total.

Average is the easier way to calculate Total. The easiest way to make
sure your Totals are meaning full is to use:

Average and a Factor convert the time units of Tag’s Engineering Units
to one hour.

This makes the Total independent of the Log To ODBC frequency, the
Deadband for the Tag and the number of sample actually recorded in the
ODBC Log.

For example, if the tag’s engineering units are Gallons / Minute, a Factor
= 1/60 minutes (0.0167) results in a Total value if Average is used,
regardless of the Log to ODBC Frequency. (l.e. the Total Flow over 1 hour
period is the same as the Average Flow Rate / Hour for the one hour
period).

Last Value is the last value recorded for the tag during this recording
interval. This is typically used for closing inventory on Tanks or meters.

The calculation for each cell applies to all records found in the ODBC log for the One
Hour Interval (60 minutes) this row represents. Daily Reports are always a One
Hour period for each row of the report. The user should ensure this period is greater
or equal to the ODBC record frequency for the tag.
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7. Factor is a multiplier used for units and time conversion. For example, if the tag
engineering units are gallons / per minute and your total is for a one hour interval,
you need a multiplier of 0.0167 (i.e. 1/60). The result of the Average, Minimum,
Maximum, Total or Last Value calculation is multiplied by this factor.

8. Decimal Places defines how many digits after the decimal point (e.g. tenths,
hundredths, thousandths) will be displayed in the report.

9. Report Summary defines the rows at the bottom of each column. Summary Data

at the bottom of each Column can be calculated: Maximum, Minimum, Average, Last
Value and Total for the column.

10. Press Submit to save these entries. Download to the SCADA Node to make these
changes effective.

Task 4: View past or current report

You can View past reports as far back as there are online ODBC Database records. The
Data Log Maintenance defines how long records are kept.

If the current Shift, Day or Month is incomplete, then you will see a partial report
containing the hours and days so far, with Totals, Averages, Minimums and Maximums
reflecting only the data recorded so far.

To see Scheduled Reports using the web browser VIEW,

Right Click -> Tools -=> Reports
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PLC Schedler
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Sysbem Log
System Alsm Log
System Action Log
Ansiog Tag Log
Discrete Tag Log

Figure 12-15 - Right Click -> Tools Menu - Reports, Power User or admin

In ViewDAQ, from the menu bar select Tools -> Reports.
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i

Figure 12-16 - Tools menu not available to General or Restricted Users
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If the menu items are grayed-out, then you are not logged in as a Power User. You will
have to login as a different user. You must close the Web Browser in order to log in as a
different user.

B e vndfition Wb orss Yiew - Minrosalt aternet Euplares i 100
Fie B Vs Faodes Tok B | e = - [ 3 Doewch [AiFwartes Fesda J '-
Eaciirenn |-d_ hitEp (o b e onr e O B S oy o] up‘;rr--nI~E‘.E‘H-‘b‘fde-—-‘?-2¢wﬂh-cm‘ium‘nf¢ﬂ!q:~h:-m‘-—-!j e
LIVEDEMC SCADANGd TOOL=bwreport.uti
\lelwodgigal [ [ [velsonoe=d
<]
Scheduled Report
Shift Daily  Monthly
Report Name Report Title Repot Repot  Report
. Electricity, Ligthing &
After Hours Electricity HVAC i
Steam Usage :Mlm'imm Wiy T e
Water Usage Pwmﬂmmd Utilities s
1|
Y N 1 [18:33:25
e j Dor P Iresmet

Figure 12-17- Scheduled Report Ligt - Shift, Daily and Monthly Scheduled reports.

1. From the List of Scheduled reports, select View under the Column for
the Report Type and in the Row for the Report Name for the Report
desired.

2. Wait. It can take a while for the report to be generated, averages,
totals, maximum and minimum values for all recorded data for the
period of the report will be calculated. The more columns in the report
(tags) and the more data records for each tag (how noisy it is) the
longer it will take. Monthly reports can take 5 or 10 minutes to appear
(a months worth of minute and hourly records must be read and
calculated).

Tip — have your reports emailed to you or a common account. Save themin your email programor as HTML
file. It isafaster way to look up past reports.

Tip — You can reduce the time to call up reports by increasing the ODBC Log Freguency; thiswill reduce the
number of records for each tag that must be used to calculate a report. You can also reduce the
number of Columnsin a report to speed the calculation time.

3. The report for the Current Day appears.

For Shift Reports - The first Shift Report of the current Day appears
(Figure 12-1).

For Daily Reports — The current day’s Daily Report appears .

For Monthly Reports — The Current Months Report appears.
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Note -If the current Shift, Day or Month isincomplete, then you will see a partial report containing the hours
and days so far, with Totals, Averages, Minimums and Maximums reflecting only the data recorded
so far.

4. To navigate to past or future reports

Shift Reports - First Date, Prev Date, Next Shift, Prev Shift and Last
Shift (Figure 12-1).

Daily Reports - First Date, Prev Date, Next Date, Last Date

Monthly Reports — First Month, Prev Month, Next Month, Last Month

(Note — Last Month means most recent month on record, usually the
current month).

First is always the earliest record in the online database (the oldest)
Last is always the most recent records (usually the current date).
5. To see another report, either:
a. Click New Query (at the upper left)
OR

b. Click a Toolbar Button to return to a Graphic and start at step 1.

Task 5: View Analog Tag Log

1. Login to VIEW as a Power user.
(In the example, log in as God or King).

2. Open the Tools menu in VIEW:
Right Click -> Tools -> Analog Tag Log.
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Syshem Log
System Alarm Log
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Ansiog Tag Log
Cesorete Tag Log

Figure 21-1 - Right Click -> ToolsMenu - Power User or admin

Note- InViewDAQ, all Users can also see these logs from the menu bar:
Tools-> Analog Tag L og.

3. The Analog Tag Log ASP page opens in VIEW

note — the Project Node must be running to View Project Logs
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Use the CTRL key to select multiple Tag Names.
Or, use SHIFT key to select a range of Tag Names.

Press Submit.
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The Analog Tag Log opens
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Figure - Analog Tag Log
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Data log for Analog tag
a. ProjNodeld : Unique ID for a SCADA node.
b. TagName : Tag Name.
c. LogDate : Date of the record was recorded.
d. LogTime : Time of the record was recorded.
e. MaxValue: Maximum value of the recording period.
f. AvgValue: Average value of the recording period.
g. MinValue: Minimum value of the recording period.
h. LastValue: The Maximum value of the recording period.
i. Alarm: If the tag is in alarm during the recording period.

-2147483648 (Decimal) or 0x80000000 (HEX) means there is no data
during the minute of collection. Otherwise, the value of this field is a
LOGICAL OR of all the Alarms that occurred during the interval. For More
information see the Engineering Manual Section 21.2.3 Analog Tag Log.
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Section 13 - Scheduler

Objectives

In this section, you will learn about the Scheduler function. This works with Analog, Discrete
and Text type tags in your system. This function allows you to schedule setpoint changes,
equipment start / stop and email addresses to change automatically based on a time-of-day,
day of week and calendar.

Training Notes

Scheduler Functions

The scheduler can provide both "On/Off" and Setpoint changes. For example, an "OFF"
hours Temperature Setpoint may be "setback™ during evening hours to save energy
while the "ON" hours Temperature Setpoint may be set for occupant comfort. The On
Value and Off value are specified for each Tag (or Circuit). These can be any two
values (i.e. not just O and 1) to allow setpoint changes and other value changes
(included text strings).

The On Values and Off Values are specified for each tag in the Circuit Group. A tag can
be viewed as representing a single electrical circuit (for example on/off control of

lights). Hence, groups of tags are called "Circuit Groups". A "Circuit Group" can be any
group of tags (or even a single tag) that will always share the same schedule.

The Time specifies the Start Time and Stop Time for each day of the Week. Each day
of a schedule consists of Normal Hours, two sets of Extra Hours and a Default time
period. Separate Start and Stop Time can be defined for Normal Hours, Extra Hours
I and Extra Hours 11. The Default applies to any time outside of Normal or Extra
Hours. The Normal Hours, and Extra Hours, combined with the "Default”, allows 4 time
periods per day (minimum) to be specified. Additional schedules can be defined if more
"periods" per day are required.

A Cycle Time, in 1-minute intervals, can also be specified to allow On/OFF cycling of
equipment during the schedule (for example, turn the Fans on for 10 minutes, then off
for 20 minutes from 8:00 am to 5:00 pm). The ON CYCLE TIME and OFF CYCLE TIME
can be defined for each Normal, Extra Hours and default period of the day. If both ON
Cycle = 0 and OFF Cycle=0, then nothing happens, the tags remain unchanged during
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the time period. If ON Cycle=1 and OFF Cycle=0, then no cycling happens and the tags
are set to the ON values for the duration of the Start to Stop time.

Holiday defines calendar-based events. It allows "Holiday Schedules" to be set to
account for non-occupancy or special events. The Holiday schedule can be used for any
calendar event (based on Month, Day of Month and Year) up to 1 year in the future.
Multiple holiday schedules can be configured and assigned to different groups of tags.

There is no limit to the number of Schedules that can be configured. Each schedule has
a START TIME, STOP TIME, optional CYCLE time, ON and OFF values for each day of
week plus the "Holiday schedule".

An Equipment Group associates a Time Schedule with one or more Circuit Groups .
Multiple "Circuit Groups" can be linked to a single "Time Schedule" in an "Equipment
Group". For example, the lights for each floor a building might be grouped into a Circuit
group each (1stFloorCircuit, 2ndFloorCircuit, 3rdFloorCircuit, ... 40thFloorCircuit). Each
'Occupied” floor might be assigned to the "Occupied Equipment Group™ with the
"Occupied Schedule". If a tenant moves, that floor would be reassigned to the
"Unoccupied" Equipment group, which uses the "Unoccupied Schedule".

A MANUAL ON and MANUAL OFF feature allow a schedule to be "overridden" and
forced to the ON or OFF values for a Circuit Group. MANUAL ON/OFF is typically used to
enable occupancy (i.e. turn on the lights) for non-scheduled events. AUTOMATIC
follows the defined schedule when specified in a Circuit Group.

New schedules and changes to schedules will Download to the SCADA node without
stopping the SCADA Node.

Power Users can download and Modify Schedules from VIEW (and ViewDAQ) from the
Tools menu. Web browser VIEW clients must log in as Power Users to Download or
Modify a Schedule. Any ViewDAQ user can download a schedule.

To access Scheduler from VIEW:
Right Click -> Tools -> Scheduler

To access Scheduler from ViewDAQ:
From the Menu Bar, select Tools -=> Scheduler

Reference

WebAccess Engineering Manual Section 18. Scheduler

Exercise

In this exercise, you will configure a Building Automation schedule.

Task 1: Create a Schedule
1. Login in to Project Manager

2. Select Project and SCADA Node
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3. From SCADA Node main page, select Scheduler.

BroadWin WebAccess Project Manager Home Logout

Froject / Node
Progect]
) SCADANode]

Hodae : Project » SCADANode
Mode MName SCADANDdel

Figure 13-8 Scheduler - Project Manager

Create a Schedule

4. From the Holiday page, create at least one holiday schedule. It can be blank.
The Holiday Schedule defines “exceptions” to the 7 day per week schedule.
The "Holiday" is any unusual event or series of events. The Holiday Schedule
can be defined, redefined and assigned at any time, but usually is defined
first to allow easy assignment to the Time Schedules as the "exception" to the
schedule.

a. Enter a name for the Holiday Schedule.
b. Enter a Group Number.
c. Press submit.

The typical use is to create "Holiday" schedules to account for non-
occupancy of buildings in order to have an "exception” to the normal
weekday schedule. A Holiday Schedule can be created for any calendar
event, not just holidays, that are based on the Day, Month and Year.
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Holiday Timg Equipment Chrouit Group

Figure 13-4 Holiday configuration - Scheduler

5. Select Time.

6. On the Time Group page, define the Time Schedules. These are the START
TIME and STOP TIME for Normal and Extra Hours for a weekly schedule. A
single "Holiday Schedule Group" is assigned to each Time Schedule.

Figure 18-11 Time Group Number, Name and Holiday
a. Enter a Time Group Number.

b. Enter a name the Time Group.

c. From pull down list, select Holiday Schedule.
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Tirne Period Mormal Hours

Day Start Stop gr::le gﬁcle
Monday | 07:10 =] 1 o
Tuesday EIF":'IEIj 1 0 I
Wednesday D?:15j 1 0 I
Thursday | 07:15 7] 1 o
Friday 07:15 =] 1 o
Saturday | 00:00 x| o o |
Sunday | 00:00 =] o o |
Holiday | 09:30 =] 1 o

Figure 13-12 Time Group - Normal Hours

d. Under Normal Hours, use the pull down list to select Start
and Stop times (Monday through Sunday and Holiday).

e. Enter 1 under Cycle ON and leave O as Cycle Off if value is
continuously ON.

f. Repeat for Extra Hours, Extra Hours Il and default cycle if
there are multiple scheduled per day. (See Time for more
detailed information)

g. Press submit.

7. Select Equipment Group.

Equipment Groups associate one or multiple Circuit Groups with a Time Schedule.
Equipment Groups allow a single Time Schedule to be assigned to multiple Circuit
Groups quickly and reduces the need to re-create the same schedule.

Equipment Group DG"E“E; _?;“_E,J
Group List [0001 : Lights =] sonBy [GroupMumber =]
Group Mumber F_

Group Mame  [Lights

Time Group {0001 :lightsSC100 x| Spn By | Group Mumber =]

Circut Graup :EJEIJ::T!'::I_\:E"DUIJ Circust Group Name
1 FirztFloor] 0o
2 2ndFlood00
B IakeSureitsOn

Figure 13-7 Equipment Group - Link multiple circuit groups to same schedule
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8. Define Equipment Group by:
a. Enter Group Number
b. Enter a Name

c. Select a Time Group (a Schedule) from the pull down
menu.

d. Press submit.

9. Select Circuit Group

Holiday Time Equipment CircuitGroup

Circuit Group | Delete | Save | Save and Download to SCADA Node [

Sort By [GroupMumber =] Gircuit Group List| 00001 : FirstFloorion =]

Circuit Group Number I‘I—
Circuil Group Mame  [FirstFloor1 00
Equipment Group [ 0007 - Lights =l sotBy [GroupNumber =]
WorkDay Mode [Automatc =)
Holiday Mode |Au!umu1ic v|

Max Tags |'|E|
Tag List j
Tag MName Zone_Temps:120 - Off Value
IT-164 -
|LightSC101 ==Digcrats Tage= 0
10_second_delsy =
i
|LightSC102 Pty B o
[LightsC103 AICTB3:01 [o
- AICTEZ00 —
|LightSC104 sk [o
: AlaLight
|ngh1$|:155 Comhode = |U

| CR191_Daar = |

Figure 13-6 Circuit Group - 10 Tags for On/OFF and setpoints and text

10. Define Circuit Groups. These are "Tags" that will always share the same
Schedule.

a. Enter a Name for the Circuit Group.
b. Accept O or enter a Circuit Group Number.

c. Select an Equipment Group from the pull down menu. The
Equipment Group associates a Time Group (a Schedule)
with this Circuit and, optionally, the same time
group/schedule with other circuits.

d. Select a field under Tag Name.

e. Select the Tag List.
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f. Scroll down list to find desired Tag.

g. Click once on the Tag in Tag List.

h. Repeat for other Tag Names.

i. To increase the number of tags, modify the Max Tags field.
j.  Press submit.

11. Download the Schedules to the SCADA node. You can download the
SCHEDULER without stopping the SCADA node. The new schedule will take
effect immediately. If a tag is supposed to be ON, it will be set to the ON
value.

Task 2: Start Scheduler in View or ViewDAQ

Start Scheduler from VIEW:
1. Login as a Power User or Admin.

2. Right Click -> Tools -> Scheduler

File ¥
Edit  »
View Bk
Goko k
Help  *
_I:| Scheduler
PLC Scheduler
Swsbem Log

Syskerm Alarm Log
Swskem Action Log
Analog Tag Log
Discrete Tag Log
Text Tag Log

Figure 18-9 VIEW Scheduler (Right Click Menu)

Start Scheduler from ViewDAQ:

1. From the Menu Bar, select Tools -=> Scheduler
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J£¥ BroadWin YiewDAQ 001 - main:untitled
File Edit “iew Goka | Tools Help

Q| H ||l P
= Scheduler
PLC Scheduler
W E Swskemn Log
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Swskem Ackion Log
#nalog Tag Log

Discrete Tag Log
Text Tag Log

Figure 13-10 Scheduler - ViewDAQ
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Section 14 - Recipes

Objectives

This section provides training on using WebAccess recipe management tools. At the end of the
section, you would be able to:

e configure a recipe file
e View recipe displays and recipe dialog boxes

e download and upload recipe values in run-time

Training Notes

The WebAccess Recipe Handler function is a software module that supports recipe downloading,
uploading, verifying, editing, and saving during run-time. Recipe configuration consists of two
main steps:

1. Creating recipe files that define ingredients, units and their
preset values.

2. Generating pre-formatted or custom recipe displays.
A Recipe allows an Operator or User to change the value of many tags with a single
pushbutton.

The Recipe function is similar in concept to a "recipe" used in cooking food. A Recipe is a
collection of pre-set values or setpoints for multiple ingredients. Engineers configure a recipe
(like writing a cook book) in the Project Manager. During Run-time, Operators and Users can
download the recipe using a single pushbutton. Dozens or hundreds of values can be changed
with a single pushbutton.

Common uses for recipes include setting up machines and manufacturing tools for a "new run"
or a different product. Recipes are also used to enable shutdown settings or startup settings.

A recipe is a collection of Setpoint or preset values for multiple items (ingredients). A given
recipe can be used with several different “units”, although each “unit” must have similar
equipment lineups (e.g. tag types). A unit consists of a group of tagnames associated with an
item (ingredient). For example, all Air Handling Units, (AHU's) have an Exhaust Fan, Supply
Fan, Pre-Heat Controls, Cooling Controls and secondary fans. Air Handler 1 (AHU1) is shown
below. The Exhaust Fan for Air Handler 1 is EF-12, the Supply Fan is FAN101. The Preset
values for the Startup recipe are RUN, Auto and non-zero setpoints (see figure below).
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Figure 13-1 Recipe Display

A recipe file can consist of multiple processing Units (for example, continuing the Air Handler
example above): Air Handler Unit 1, Air Handler Unit 2 and Air Handler Unit 3). Any recipe
can be downloaded to any unit: startup, shutdown, and maintenance mode.

Operators select the Recipe File, Recipe and Unit from the Recipe List Dialog Box called from

the toolbar icon | or from user-built pushbuttons.
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Recipe Liskt

Fath: |F:*webdccess\Mode \LIVEDEMO_SCADAMN | Fath: |F:“webdccess\Mode LIWVEDEMO_SCADARN

Ma.  File Mame Mo, File Hame

1 STARTUP . rc 1 STARTUF . rc

Recipe File: |1 Recipe File: |1
Urit Name:  |4HU1 )| UnitName:  |aHUT =l
Recipe Mame: IStartup‘I j Recipe Name: |4H|) 2

it
| Startupl Urits :

Figure 13-3 Recipe List to select Recipe Name and Unit Name

The concept of Recipes and Units comes from Gasoline Blending where there are multiple
recipes for blending gasoline (regular gas, premium gas, summer grade regular, winter grade
regular, etc). Any recipe can be downloaded to any blending unit. For example, the premium
gas recipe can be downloaded to Blenderl, while the regular gas recipe is downloaded to
Blender 2.

Operators download the recipes from the Recipe Display using a single pushbutton or the Shift-
F1 keys or the right Click Menu ->Edit ->Download Recipe.

Fle » |
*

acknowledge Screen Chrl+FL

View gcknowledge Boint Chrl4-R2
Goko k

Tools b Chamge. .. ChelHFEE
Help *»  PRecipe Download...  Shift+F1

Recipe Scale. .. Shift+F3

Figure 13-4 - Download Recipe

Recipe configuration consists of following steps:

1. Define a Recipe File. A recipe file contains a collection of multiple recipes and multiple
process units.

2. Define a Unit (or multiple Units). A Unit is a collection of Tag hames. Some people
call this an Equipment Lineup or a Process Unit. The Unit can be any name, but usually
corresponds to a physical device (for example Tankl, Tank2, Tank 3 etc.) The
tagnames assigned to the "Unit" provides the link to the physical world.

3. Define a Recipe Name (or multiple recipes). Operators and users during run-time will
select the desired recipe to download. A recipe contains the list or pre-set values
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defined by an engineer that will be downloaded using a single button push. This allows
dozens or hundreds of tags to be changed with a single button push.

4. Define Item Names. These are the ingredient names. They are a description and can
be any user-defined text. They are to make it easier for Engineers and Operators
understand the values.

5. Define Tag names. These physical 10 tags are associated with the process Unit. For
example, if the Unit were Tankl, then all the tags would be associated with Tank1.

6. Define Preset Values. These are the numbers and text to be downloaded. The preset
values are associated with a given recipe within the recipe file.

WebAccess provides a pre-built recipe template display for run-time. All recipes can be viewed
in runtime without any display building. WebAccess also provides a pop-up dialog box in
runtime to allow Operators and Users to select the recipe file, Unit and recipe.

Only Admin, Power Users and General Users can access Recipe Displays and Recipe Dialog

Boxes in VIEW. Restricted Users, using VIEW, can not access standard recipe displays or recipe
dialog boxes.

Reference

WebAccess-Engineering Manual, Section 13. Recipes

Exercise

Task 1: Configure arecipe file.
From the Project Manager

1. Select your Project and the SCADA Node.

BroadWin WebAccess Project Manager Home Logout

Hode Property Delete Add Comport AccPoint CalcPoint ConstPoint FocePlate ReslTimeTrend

Project / Node DatalogTrend AlarmGroup Recipe WVideo GlobalScript UserProgram DataTransfer Excelin

:IEEI'SECH dol Stort Yiew Stort Draner Dowinlosd  Graph only Stert bode  Sop Mode | HGIFH
SCADANode1 Mode : Project » SCADANodet
Device Type

Mode Mame SCADANDde!

Figure 14-11 - Recipe configuration - SCADA Node main page

2. Click the Recipe hyperlink from the SCADA Node main page (bwMain.asp).

3. The Recipe List page opens.

MNode : TrainingProjeci = Hodel

Recipe File Name Description Update Delate
Mo Data
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Figure 13-12Recipe List - Project Manager

4. Select Add Recipe File .

5. The Add/Update Recipe page opens.

Basic Training e 15, WebAccess Utilities

Recipe File List
Update Recipe File  [Cancel]
Recipe File Mame W Description |
Tolerance 15— %
Edit Security  Area |1 Level |3 Read Only I
Download Security  Area |1 Level |2
Unit Name  [Mixer] [ Micerl =]
Recipe Name  |Canan/vellow |[SeEhNRealEm = |
Murmber of lems ifi_ Tag List | :J
ltern Mame Tag Mame Preset Walue

[ingredient! [rellow a8

ilngredientE |EI lue [1 2

{Ingredient3 |Fed 10

[Cancel] Submit |
7. Create the following recipe.

Ingredient Unit Recipe

Names Tankl Canary yellow Teal Green

%Y ellow Yellow 88 45

%Blue Blue 12 36

%Red red 10 15

8. Press Submit.

Use a 5% deadband for all the pre-set values.

Indicate aArea 1 and Level 3 password for on-line editing and alevel 2 password for
downloading of recipe.

Save the recipe file using the file name color.rcp.

9. Download the SCADA node.

Task 2: Manage recipes in VIEW.

1. StatVIEW

LS
2. Fromthe Toolbar select the recipeicon 3
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3. From the Recipe Dialog Box select the recipefile

Recipe List

Recipe File:

Irit M ame: I bimer

L] Lo

Fecipe Mame: I Canary'ellow

1l Color._rcp

k. Cancel |

(In the example, select Color.rcp).

4. Choose the unit and recipe
(In the example select CanaryY ellow and Mixer 1)

5. Select OK to open therecipe display.
Training Nodel - RECIPE=COLOR. RCP*Mixzerl”*CanaryYell

P T | [08:23:10

6. Click the Download button 5 on the Toolbar. Note the change in the
current values.
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7. Notethat the Current values should change.
8. Click the Change Preset button. Change values by more than 15 .

V -isaVerification Error associated with Recipes. Thiswill appear only if you are
viewing a Recipe Display and there is a mismatch between arecipe Preset Vaue and
the corresponding Tag's value. If you are not viewing a Recipe Display, this window
isBlank (no V).

WHITE Text - White Number or Text for Current VVaue does not equal the recipe
preset value after adownload. It is outside the "Tolerance" specified for the recipe by
the engineer.

Red Text isan Alarm - Alarms are shown, just likein an Alarm Group display or
Alarm Summary.

9. Right Click -> Edit -> Recipe Download

Acknowledge Screen Chrl+FEL

File
Edit

2
2

Wiew Acknowledge Poink Chrl+F2

Goko  k

Tools b Change:.. Chrl+FES

Help *  Recipe Download...  Shift+F1
Recipe Upload. .. shift+Fz
Recipe Scale. .. ShifE+F3
Recipe Save... Shift+F4

10. Note that the Current values should change.
11. Right Click -> Edit -> Recipe Upload.

12. Click the Upload button so that the current values become the recipe preset
values.

13. Right Click -> Edit -> Recipe Upload

14. Save anew recipe named BLACK (with the new pre-set values) by clicking the
Save button. These will be create a new recipe values next time you open the
recipe file again.

Save Recipe

Recipe File Mame: |c|:| LOR

Recipe Mame: IE lack

0k, Cancel
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Section 15 - WebAccess Utllities

Objectives

This section discusses several utilities for project deployment. These include:
e Database Backup
e Database Restore

e Data Log Maintenance

Training Notes

WebAccess has Backup and Restore functions that will backup you database, graphics,
scripts and other program files to webaccess\backup folder. This is a one click operation
accessed from the first page of the project manager (the Project List). There is a
corresponding Restore on the same page.

You can also copy or ZIP the WebAccess folder using ordinary Windows functions (like
copy, WinZip,. etc). To backup, copy or move a project, copy the configuration database
(bwCFG.mdb) and project subdirectories to the new Project Node PC. You can use the
copy and paste feature in Windows Explorer or use WinZip or other utility. The database
contains the information about tags. The subdirectories contain the graphics, scripts
and other files.

The BACKUP of the project database and subdirectories on located on the Project Node
at

Drive:\WebAccess\node\Backup\bwCFGbackup.mdb
The BACKUP project subdirectories are at
Drive:\WebAccess\node\Backup\projectname_nodename
Note — The actual project database and subdirectories on located on the Project Node at
Dve:\WebAccess\node\config\bwCF G.mdb
The actual project subdirectories are at
Drive:\WebAccess\node\config\pr oj ectname_nodename

If you have multiple SCADA nodes in your project, there will be a separate subdirectory
for each SCADA node.

Broadwin Technology, Inc. Ver. 5.0 304



WebAccess HMI & SCADA software Basic Training e 15, WebAccess Utilities

Log Data Maintenance

WebAccess will automatically archive the Data Log Trend Files and ODBC database
records to another drive, network folder or other media (zip drive, tape drive, etc). This
prevents the number of files from growing too numerous and consuming disk space.

WebAccess can also delete Data Log Files and records from the ODBC Logs (System,
Analog, Discrete, Alarm and Action Logs) to prevent files from growing to large, slowing
response of reports and consuming disk space.

Exercise

Task 1: Backup

The Backup function will create a backup of your Database and project subdirectories
(graphics, scripts, etc.). The Backup files are created on the Project node. The Backup
function is accessed from the Project Manager at the Project List page (bwproj.asp).

To Create a Backup of your project:
1. Start your Web Browser and connect to the Project Node

2. Login to Configuration. If already connected, press the Home link at the top
right of most Project Manager pages.

3. The Project Manager Home page opens with the List of projects

Hint - If you are already in the Project Manager, you could hit the Home field
found on most pages of the Project Manager.

BroadWin WebAccess Projects) Lespau
Cument Frolectsl
Project Mame Dhescription P HTTF Port TCF Post TemeOut Update Delete
LnaDEMO Desnin in San Ranman TA& | BT84 3T 175 1] D D Updste  Dalete
TrainingProject Project Description BT 84 3T 175 1] o 0 Lipdste | Dakete

Flease select one of above avalable Frojects wo stat| )

Syetem Loy Actionbog Alambog Anslon Tealog Dierale Tonlog Tesd Tonloa LosDals Mamansncs

Figure 15-4 Project Manager Home Page

4. Select Backup hyperlink.

5. The Backup Dialog Box opens asking you to confirm Backup.
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Microsoft Internet Explorer

@ Backup all project data now 7

6. Select OK

Be prepared to wait. This can take several minutes for the integrity check to
run.

7. If this is the first time you have done a backup, a Database integrity check page
opens. It will start the Backup in 2 seconds. Or Press Backup Now.

N NS S

o - (e

Figure 15-5 Backup Project database Integrity check

8. You will have a second waiting period, while the actual backup takes place. This
can take several minutes for a large project. Very large databases may require
increasing the Script Time Out on the Project Node (Web Server) in order for the
Integrity Check to run to completion

9. A completion Message appears describing the full path to the backup, typically:
C:\WebAccess\Node\backup
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Project Backup

Backup Configuration{fccess database}, Graphic, Script to
FWeblccessiModelBackup folder.

Status / Error

Task Statement

P
LiveDEMO_Backuphodel Ok N
-. il I graghi ngts 1 Qe o
LveDEMO_SCADAnodet

; Ip grag 1% 10 Project]_Nodel Ok, v
F\WebAccess\Node\backup\bwCF Gbackup. mdb ke v

+ Project backup is complete.
Project data backup is under folder, "FWebAccessiNode\Backup” now

Figure 15-6 Backup Project confirmation

10. Close the Backup Browser Window

Task 2: Restore

Running restore will erase all changes to the Tags, Reports, Recipes Schedules, Trends,
etc. since the last backup. Restore will also overwrite newer versions of Graphic
Displays with the Backup version of these displays.

WARNING ! You should run restore only if you have done a backup. If you run restore
before doing a Backup, you will erase all the work you have done on all your projects.
You will an empty database if you run restore before doing a backup.

Restore is accessed from the Project Manager Home page. All projects will be restored if
you have multiple projects in a single database (inside the same bwcfg.mdb file)

To Restore your Project(s)
1. Start your Web Browser and connect to the Project Node

2. Login to Configuration. If already connected, press the Home link at the top
right of most Project Manager pages.

3. The Project Manager Home page opens with the List of projects

Hint - If you are already in the Project Manager, you could hit the Home field
found on most pages of the Project Manager.
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Figure 15-7 Project Manager Home Page

4. Select Restore hyperlink.

5. A warning appears reminding you that restore will delete all database
modifications and overwrite all graphics since your last backup.

Ficrosall Internet Explorer

Warnirg!l! Clck Ol vall ERASE (REMOVED ol your current configuration daka srd restore from backup Folder,
1 s i ot bl oo iguration daka befons, restons vall brirg conlfiguration dats back to defak.
ek, OF b revsbore all projects configuration data now 7

o |

Figure 15-8 Warning before Restore

6. Select OK to continue with Restore or Cancel to abort.

7. The Restore Integrity Check opens in a new Web Browser Window. This can take
several minutes for a large database. Very large databases may require
increasing the Script Time Out on the Project Node (Web Server) in order for the
Integrity Check to run to completion.

Figure 15-9 Integrity Check before Restore

8. The Confirmation appears confirming restore completion. This can take several
minutes for a large database. Very large databases may require changing the
script time out set in Project Properties in order for the Integrity Check to run to
completion.

Broadwin Technology, Inc. Ver. 5.0 308


http://demo.broadwin.com/broadWeb/engman/22.2.9_Script_Timeout_Error.htm

WebAccess HMI & SCADA software Basic Training e 15, WebAccess Utilities

Project Restore

Figure 15-10 Restore confirmation

9. Close the Web Browser to return to Project Manager Home page.

Task 3: Log Data Maintenance

To enable the automatic archiving or deletion of older Trend and Log Data:
1. Login to your Project Node. (If you are already logged in, click Home).

2. Click Log Data Maintenance.

3. The Log Data Maintenance page appears (Figure 15-15).
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‘Wi npfiat a rlaisdenan e - Shoresnlt Inberret Tapherer i _._,lﬂl!l
Be R Wew Fyomss ook Hep | | Address ﬂm:r.‘:‘w-.huf—%nm&mwﬂ Pl -
[opock % - Q) [) )| Dseorh ifwvones Griede 9 Ly BRI - 4
LogData Maintenance Heme Laquul B
Datal og Trend
Archive Log Dally Dalete Explred Log
ok . ) Expiratien Time
Second F =] n Diayis)
My e = = 2 Mostids)
Hoar = = 1 Morithiz)
Cray = = 1 Year(s)
Ao To (Foiger) | T13ererierchoet
ODBC Log
Archive Log Dally Delete Explred Log
T
Lot Trpe = =] Expiratisn Time
Systom Log - F 1 © Day(s) & Month(s}
Action Log = F 1 © Day{s) & Month(s)
Alarm Log =] = 1 " Day(z) & Month(z)
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Figure 15-15 - Log Data Maintenance - automatic archiving and disk clean-up

4. Check ARCHIVE only if you have a fast network hard drive with sufficient capacity.
A Zip drive is probably inadequate except for the smallest application (less than O
tags).

If Archive is selected, but the Archive can not be completed due to an error (the
drive is full or folder not available) the Data will not be deleted (if Delete Expired Log
is selected).

Warning - Do not archive to the same drive or partition that WebAccessis installed on. There is no benefit
and it more than doubles the ODBC Databases and file sizes. The Archive media should be a
second hard drive on the SCADA Node or Project Node, or a network drive. Zip drives are usually
too small. Tape Drives are too slow. If want to Archive to tape, it is recommended to Archiveto a
second drive or network drive, then manually archive to tape.

5. Check Delete Expired Log to prevent your disk space from being consumed.
You can select to delete files and data records without archiving.

DatalLog Trend files are deleted as complete files (since a file is created for each
daily, monthly and yearly for each tag).

Individual Records are deleted from the ODBC database.
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Note -WebAccess does not compact the BwPdata.mdb database used for ODBC Data
logging. The database file size should be monitored (and compacted) if it grows
too large.

6. Specify an Expiration Time for data.
7. Specify a Time of Day to perform the Archive and/or Deletion.

Real Time Trends never store data on the hard drive. They are real-time ONLY, and data
is lost once it scrolls off the screen.

Data Log Trends create a file a new file for each tag Daily (seconds data), two files
Monthly (Minute and Hourly Data) and one file yearly. For Analog Tags, the size of
these files is based on the Data Log Deadband (which must be exceeded before a new
record is written). A new entry in made at least every minute for every tag. If a tag
exceeds the deadband, then the frequency is greater than once/minute and as frequent
as once/second. For an estimate of the Size of the Analog Data Log Trend files, see Data
Log Trend recording in Section 1.4.5.1.

Reference

WebAccess Engineering Manual , sections 20.2 Backup & Restore

WebAccess Engineering Manual , sections 20.6 Log Data Maintenance
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Section 16 - Database Utlilities

Objectives

This section introduces the following database utilities:
e EXCEL Import/Export of Tag database
e Import SCADA Node

Training Notes

There are several Database Import and Export Utilities in Web Access:

EXCEL OUT - exports a Tag Database to an EXCEL workbook (Spreadsheet) in EXCEL
97 format. It creates worksheets with the correctly labeled fields and data types. It is
most commonly used to export a database for editing. Only Tags are exported (no
graphics, scripts, macros, recipes, schedules are exported).

EXCEL IN - imports a Tag Database from an EXCEL workbook (Spreadsheet) from
EXCEL 97 or 2000 formats. The worksheet names and fields must be in the same
format as the EXCEL OUT creates. It is suggested to create a project in WebAccess with
tags of the various Devices, and Types to act as a template, then use EXCEL OUT as a
starting Point for creating a spreadsheet for use with EXCEL IN. Only Tags are imported
(no graphics, scripts, macros, recipes, schedules are exported).

Import SCADA Node

Import SCADA Node - imports a SCADA node from another Project. (All Tags, Blocks,
Graphics, Scripts, Keymacro Files, Recipes, Schedules, etc.) Everything. Import SCADA
Node allows you to both Merge Projects and Split projects up.

The Import SCADA Node allows you to copy the Tags, Graphics, Recipes, etc. from a
project from one computer and install it at another computer. This is useful for deploying
a project from the development station (e.g. a laptop) to the customer’s system. This
happens over the network or Internet and, also allows you to upload a customers
SCADA node to do development work remotely
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Exercise

Task 1: Import SCADA Node

. Import SCADA Node allows you to both Merge Projects and Split projects up.

3 Project @ TrainingProject - Microsoft Internet Explorer = — : .d.nl!l
| Be £ Wew Favotes Took teb | bk - o - @ D) 4| Qoewch irsets @neds 3 [
| | temss [ @] herps/runajbroadwiet/trian, asppos=prosectiProlidbve S2PToflame=TranngProject =] P |

BroadWin WebAccess Project Manager Quick Stad Help Home Logout
Project Property Add SCADA Hode bnpon SCADA Node  Bser
Projoct / Node S
s e :-!’!ﬂil.s!: TrainingProject Select Import SCADA Node
= V1. SelectProject o e TrainingProject

-:Egﬂﬂp—'“ Ju Project Deseription Project Description

Al0ooz Project Node IP Address 67 9427 177
3 Acc Paint Progect Pomary TCP Pord 0

TIMER et TimeOut 0
‘= Const Poing ol

AMPLITUDE Remate Access Code *****

% Project Nade HTTP Port 0

4 E £ 3
|&] Dane [T B ocal intranet £

-

1. Login to Project Manager
2. Select Project from the Project Tree at left

3. Select Import SCADA Node.

Import (Remote) SCADA Node  [Cancel]
Project Node IP Address [67.94.27.175
Project Primary TGP Port [0
Project TimeOut IIZI—
Remote Access Code f“““““‘“““‘

[Cancel Submit I

4. Enter IP address or URL of remote Project Node.
Note — Use the IP Address given by your Instructor.
5. Enter Project Primary TCP Port of remote project

6. Enter Remote Access Code of remote project.
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Note - A Remote Access Code prevents others from copying your SCADA node

7. An ASP Page appears listing SCADA Nodes in the remote project.

Import (Remote) SCADA Mode  [Cancel

Source Project Mode IP Address 67 9827 175
Target Project Node IP Address 67 9407 177

Source Node
-
Source Project Mame Source Mode Name Daseription Target Mode Name Import
LiveDEMO SCADAnde T PC1 toall PLCs # |SCADAnadal =
LiveDEMO Scadahpde? Second SCADA Mode # |Scadaboda? r

8. Optionally, check the Import box to import all SCADA nodes.

9. Check the box for each SCADA node to be imported (if you are not importing all
SCADA nodes.

10. Optionally, rename the new SCADA Nodes to be imported
11. Select Submit

12. An ASP will show progress of the import
For example:
Import SCADA Node......
Import Primary SCADA Node(SCADAnodel).
Import Comport......
Import Device......
Import Tag......
Import Tag......
Import Device......
Import Tag......
Import Other Data..................

13. A success report should appear

Imported SCADA Node List
Source Node Hame  Target Hode Name Description Status
SCADAnodel soADAnDdel Irnport Primary SCADA, Mode v

o

Figure 16-1 Import SCADA Node — confirmation status

Task 2: Export Tags to EXCEL (EXCEL OUT)

EXCEL OUT - exports the Tag Database of a SCADA node to an EXCEL Spreadsheet on
the SCADA node, to allow editing of the tags and adding new tags by copying existing
tags. EXCEL IN allows those changes to be imported into the Project or another project.

It is recommended to create tags only by copying tags already exported using EXCEL
OUT.
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EXCEL OUT creates a EXCEL Worksheet on the Project Node. You must be on the
Project Node or have access to a Shared Drive or an FTP directory on the Project Node
to edit this EXCEL Worksheet.

To export Tags to EXCEL
1. Login to Project Manager
2. Select SCADA Node from the Project Tree at left

3. Select EXCEL OUT hyperlink.

M Deleto ___I_'.‘M AccPeint CelePoint Constifodnt SysPoit FecefMate ReallimeTrend DatslogVrend

E_ L M M Start tode M —
Hode : TrainingProject » Nodel

Moda Mame MNodet Export Tags to EXCEL
Node Dezcnption

SCADA Mode IP Address 67 94 27177

4. Optionally, modify the path and file name of the EXCEL Worksheet. (note - this
will be located on the Project Node)

Export To Excel Spreadsheet  [Cancel] Submi |
Excel Spreadshest Path and Fila Mame ICﬁWEhADcess”ﬂuda\mrdlg‘;bangErpun v

[Cancal] Subrnit I

5. Press Submit.

6. A Progress Box opens. Press CLOSE to close the box.

; Excel Out — Web Page Dialag B EI

Export To Excel Spreadshest

File Mame
CWebAccess\NodetconfigibwTagExport XLS

® 8 s EEEEE R oEE s

Done

7. An ASP Page appears listing Tags exported to Excel.
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No. WebAccess Table
tAnalog

! tAnalog

. iDiscrate
Discrete
1Taxt

I {Text

. iCalcAnalog
{CalcDiscrete
tAcc

I pilarmAnalog
pAlarmDiscrete

W MmN P th B L k=

a1
==

Excel SpreadSheat
Bwanalog

Bwanalog
Bedliscrete
Ewdlliscrete

BwText

BwText
BwCalcAnalog

Bwi alcDiscrete
BwAcc

BwAlarmAnalog

BwAlarmDiscrete

Print Current Page

Export To Excel Spraadshest (O \V/ebhiooess\Node\confipibw T agExport #LS)

Description
Analog Tags Exporied (2 tags)
' Const Analog Tags Exported
I Mo Data
Const Discrete Tags Exported
Mo Data
I Mo Data
I Mo Data
Mo Data
Accumulation Tags Exported
| Alarm Analog Tags Exported
. Mo Data

| o

8. Optionally, Print the list.

9. Press OK when finished.

Open EXCEL on the Project Node to edit the file named in step 4 above.

Task 3: Edit and Create Tags in EXCEL

It is recommended to create tags only by copying tags already exported using EXCEL

OUT.

EXCEL OUT creates a EXCEL Worksheet on the Project Node. You must be on the

Project Node or have access to a Shared Drive or an FTP directory on the Project Node
to edit this EXCEL Worksheet.

1. Start EXCEL on the Project Node.

Important - EXCEL OUT creates a EXCEL Worksheet on the Project Node. You must be
on the Project Node or have access to a Shared Drive or an FTP directory on the
Project Node to edit this EXCEL Worksheet

3. Open the Worksheet you exported.

Typically, this is located at C:\WebAccess\Node\config\ bwTagExport.XLS.

On the Project Node!
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Ed Microsoft Excel - bwTagExport300eci3ELS =10] %}
D@ & &RV sl o-@ L4 @l 2 =10 = B I U 2
'BH
j M o =| Mew Tag
e = e (e e e e e = e e e e o ] [ e e e e

1 |ProjName ModeMame Comportl Unitilumbe TagType  BlockType TagMName Descrptior ScanType FaraName Address &
2 |LweDEMO SCADARG T 1 6 AN0001 Dascnption Al 300M

3 |LiveDEMO SCADANDdR] 3 SPEED SINE oscil 1 Condna

4 |LiveDEMO SCADARodel 3 AMPLITUDE _ Size of SIH ConAna

5 |LiveDEMO SCADAnodel 3 [MewTaglSize of Sip1 ConAna

‘Bl This i the last row. Please dont modify or delete this row. If inser new rows, Please insert them before this row. 5
W14 [# [ W\ Sheeti / Shestz [ Sheetd )BwAnalag ( BuDiscrete { BuTest [ Bwcak | 4] I
e - T =

I

. The first three sheets are blank (Sheetl, Sheet2, and Sheet3 are blank and can
be erased or used for notes)

. Select BwAnalog sheet to edit Analog Tags.
Insert rows only above the last row.
. Copy a row (for example copy the tag SPEED).

. Past SPEED row to the blank row inserted in step 6.

© ® N o O

Modify the tag name of the new row to New Tag.

10. Select BwDiscrete to modify Discrete Tags.

11. Select BwAlarmAnalog to modify Analog Alarms.

12. Select BwAlarmbDiscrete to modify Discrete Alarms.

13. Select BwText to modify Text Tags.

14. Select BwCalcAnalog to modify Analog Calculation Tags
15. Select BwCalcDiscrete to modify Discrete Calculation Tags
16. Select BwAcc to modify Accumulation Tags.

17. Save the EXCEL Worksheet using a different name.

Important - BwTagExport will be overwritten the next time EXCEL Out is used and will
erase your work.

Task 4: Import Tags from EXCEL (EXCEL IN)

EXCEL IN - imports Tags from EXCEL Spreadsheet. EXCEL IN allows tags to be
imported into the Project or another project.

It is recommended to create tags only by copying tags already exported using EXCEL
OUT.
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EXCEL IN imports an EXCEL Worksheet on the Project Node. You must be on the Project
Node or the Project Node must have access to a Shared Drive to import this EXCEL
Worksheet.

The Project Name and SCADA Node name for the Tags you want to import from the
Worksheet must match the Project and SCADA node you are importing.

Ed Microsaft Excel - bwTagExport 300ec03.X1S 4 =100 x|
P @B SRV B[ 0- A LNME ¥ 2o s|miagET
[BY gl goe yew Insert Fomat Todks Data wWidow e EIFT
b
=XV =] NewTag
| A D | s S| O | G H. | | L | B e

1 |Projiame NndeNamanmpnan UnllNumbeTagType BlockType TagName Descrptior ScanType ParaName Address =
_EJ L DEMO SCADARE T 1 6 A0001 Descnption Al 300M

3 |LmeDEMO SCADAnodel 3 SPEED SINE oscil 1 Condna

4 |LiveDEMO SCADAnode! 3 AMPLITUCE _ Size of SIM Condna
| 5 |LiveDEMO SCADAnodet 3 [NewTag ]size of SIM ConAna

5] This i the last row. Please dont modify or delete this row. If insert new rows, Please insert them before thie row. g
W14 b W\ Sheeti [ Shestz [ Sheet3 ) Bwhnalag [ Bubecrste [BwText [ Bwcek]e]  [E— |
Enter | | =] [ =

Figure - ProjName and NodeName must match the Project Name and SCADA node name for each tag you
areimporting to this SCADA node and project.

To import Tags from EXCEL
1. Login to Project Manager
2. Select SCADA Node from the Project Tree at left

3. Select EXCEL IN hyperlink.

M.MMMMMMMMM

| Slart View Star Draw Dowrioad M S i Stop Nods
AMode : TrainingProject » Nodet Import Tags froim EXCEL
Mode Nama hodel
Node Description
SCADA Mode IP Address &7 .94.27 177

4. Optionally, modify the path and file name of the EXCEL Worksheet. (note - this
must be located on the Project Node).

Import From Excel Spreadsheet  [Cancel] _Submit |

Excal Spreadshest Path and Fila Mame |CR‘-'-'sb.ﬁ.mess‘J~ludelmrmg'n,tmTuglmpaﬂ s

Crverwide if tag exists in Wmmax & Yes o

5. Select No if you want only to insert new tags without overwriting existing tags.
6. Press Submit.

7. A Progress Box opens.
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[ Wbrccel In - WebPagelialon x|
Import From Excel Spreadshest

File Mame
C:W\ebAccessWiNode\configibwTagExpart XL5

8. An ASP Page appears listing Tags exported to Excel.

Import From Excel Spreadsheet WWebsocessidpde\configibw T agEsport
No. Excel SpreadSheet | WebAccess Table | Description
1 Bwanalog tAnalog Analog Tags imparted [7 1302
2 BwDiscrate tDiscreds Discrete Tags Impored (1 1ags)
3 BwText ' tTant ' Mo Data
4 BwCalcAnalog [1E alcAnalog Mo Data
& BwCalcDiscrete tCalcDescrete Mo Data
B Bwacc . LALCE . Agcumulation Tags Imporied (1 1ags)
Fi Bwalamanalog palarmanalog Alamn Analog Tags Imported (1 tags)
8 Bwdlammiiscrele . pAdarmbuscrele Mo Data

Frint Curent Page J ﬂ

9. Optionally, Print the list.

10. Press OK when finished.

The new tags should appear in the Project Under your SCADA node.
Common Errors

A. An entire Column was pasted. This will create 65,535 rows of mostly empty data
and will result in a very long time to import via EXCEL IN. The web server may
timeout resulting in no imported tags.

B. File name is not correct.

C. The original EXCEL OUT saves as bwTagExport. It will be overwritten the next
time EXCEL Out is used. This will erase any changes you made. Resave your
changes to a new file name!

D. The worksheet is on the Project Node. If you are on a remote client or remote
SCADA node, you will not be able to see the exported worksheet. Contact your
system administrator to Map a network drive or have an FTP service set up on
the Project node that you can access.
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E. The Project or SCADA node name in the EXCEL spreadsheet does not match the
Project or SCADA Node you are importing to

Reference

WebAccess Engineering Manual, section 19 Database Utilities
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Section 17 — Display Groups

Objectives

This section describes the concept and provides practical training on using WebAccess Display
Groups which allow multiple window displays, user defined pop-up windows and customization
of WebAccess VIEW (e.g. hide toolbars and status bars). At the end of this section, you will be
able to create dependent tasks and mosaics.

Training Notes

ViewDAQ is a local, non-web browser version on VIEW that runs on the SCADA Node. This
provides a non-web version of WebAccess similar to traditional HMI & SCADA. ViewDAQ is
intended for 'stand-alone’ and control room applications.

Displays Groups allow multiple windows to ‘pop-up’ with a single button click. Both VIEW and
ViewDAQ users can open Display Groups. Only ViewDAQ can create, modify and save Display
Groups. Web browser users can only view Display Groups.

Display Groups also allow engineers to customize the ‘look’ of ViewDAQ by hiding toolbars and
requiring passwords. Custom pop-ups and dialog boxes can also be created with Display
Groups.
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T T pr—— e —— —— BEes
Figure 17 -1Display Group with multiple windows.

Reference

WebAccess-Engineering Manual Section 15. Display Groups & ViewDAQ

Exercise

Task 1: Start ViewDAQ

1. Start the SCADA Node kernel, if it is not already started.

2. Click the Green WebAccess Icon é in the Taskbar (System Tray) next to
the clock to open the Taskbar Icon.

Stark Kernel »
Skop Kernel

WiewDaD

DrawDas g
Download Graph  #

Broadiin Home
Help »
| 540 P

Figure 17-17 Sart ViewDAQ from Taskbar Menu
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3. Move the Mouse to the ViewDAQ menu item.
4. Click once on ViewDAQ.

5. Welcome to ViewDAQ opens without Toolbar (Figure 17-16).

5 B Ve 001 - mesiroenk ithed o e _._Lm ﬁ

W oE LG D M E

WebAccess

BroadWin Technology, Inc.

WAL B RO ATATH.COM

BT | [16:03:54

Figure 17-16 ViewDAQ Welcome - no toolbar - Press Enter to continue

6. Right Click or Press Enter to view the Toolbar and Main.bgr
Note — if the Start-up Option in SCADA Node properties is Start Kernel and View, then
ViewDAQ will start when the SCADA Node reboots.
Task 2: Create a new Display Group
1. Start ViewDAQ.

2. Login as a Power User or admin.
From the Menu bar select
File -> Login

¥ BroadWin YiewDAD 001 - mainuntitied

3. Enter User name and password (For example, God God ).

4. From Menu bar select
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View -=> ViewDAQ Options -> ViewDAQ Definition

J2¥ BroadWin YiewDAQ 001 - main:untitled
File Edit | Yiew Goko Tools  Help

N0 HAOn

E= Fesek 2oom

Back:
Forwatd

= Esc

History g

v Scaling Mode

,,-—-"""- Clipping Made

Skyle Opkions r
Window Options k

YiewDAQ Options Disable Goto

Exit Password Level,..
YigwD&0 Cefinition..

Figure 17-25 View Menu - ViewDAQ Definition

5. In the dialog Box, give it a new name. Main is the default, if you use main for
your new name you will make all windows appear like this.

ViewDAQDefinion
Dizplay Group Mame:; ISEFH:ILL

WiewDAL Mame; =0

WiewDAG Title: IScr-:nll bar on right side

| E I Cancel |

Figure 17-26 ViewnDAQ Definition

The most common use of ViewDAQ Definition is to define a new Display Group Name in
order to Save a new Display Group.
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Y2 WiewBAD Tithe - (roup Hame
Ble L] Vew Goto\ Todk el
|3
|-

SIS

gleafuvdEe «|»|0ao= 8|
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o i I

WELGCOME
ViewDAQ _Grodi™ o

WebAccess

Thank You for Using WebAccess

BroadWin Technology, Inc.

WWW.BROADWIN.COR

o o = e e D [main bgr

|1-‘1:32:26

Figure 17-54 ViewDAQ Title

6. Enter a Display Group Name: SCROLL

7. Optionally Enter ViewDAQ Name: new

8. Enter a Title: Scroll Bar on Right. These will appear on the Title Bar.

9. Press OK.

10. Select another Graphic Display to use as the Opening Graphic.. For example,
open the Alarm Summary or a Data Log Trend. (From Menu Bar select Goto ->

Alarm Summary).
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SCROLL:new

el
g

9. Define an Exit Password Level (View -> ViewDAQ Options -> Exit Password
Level).
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Y ¥&croll Bar on Right - SCROLL:new

Basic Training ¢ 17. Display Groups

Fle Edt |view Gobo Tooks Help

£ | 6| s

F
AL A Back
P - - I

>

WiewDaO) Options

0108 09:48:18 b ai

Q108 09:42:00 ACI

Filtered 1
TAGHAME
| SOUTHZAT
oS
i
B3I
]
a

FlnarthZAT

hi T AT
Dizable Goto
Exik Password Level..,

10. Select a Password level.

ExitPasswordLevel (0127} [T [

oK I Cancel I

11. Press OK.

12. Save this new Display Group with the Alarm Summary Open.

From Menu bar

File-> Save ViewDAQ -> Save ViewDAQ in Display Group

522 BroadWin YiewDAQ 001 - main:untitled

|File Edit “iew Goko Tools Help

omisvier )|y 4| | [of [0,

5 in Display Group...

Logouk [Tiona]

Exit

Save All YiewDAD Groups, ..

Save Other YigwDAD Groups, .,

Save Current YiewDAC Group, ..

Save iCurrent and Dependant WiewDAaDs, ..
Save Dependant YiewDads., ..

Figure 17-27 File Menu - Save VienDAQs

Broadwin Technology, Inc.

Ver. 5.0

329



WebAccess HMI & SCADA software Basic Training ¢ 17. Display Groups

Display Group Name Li

SCROLL

Cancel |

Figure 17-28 Save Display Group to defined Name

10. Pick the name of the new display group you just defined. If there is more than one
Display Group, the list will be larger.

11.Press OK.
12. Confirm the name of the DSP (SCROLL.DSP)

13. Press OK

Task 3: Open Display Group from Menu Bar
1. From Menu bar, select

File-> Open Display Group -> New Display Group

-E;'BruadWin ¥iewDAD 001 - main:untitled

File Edit ‘iew Goto Tools Help

Cpen Display Group Mew Display Group, ..

Close ViewDADs k Popup Display Group. ..

Popup Dependant Display Group. ..
Save YiewDags G Lt/ E

Login. ..
Logaout [Ticm]

Prink

Exit

Figure 17-29 Open New Display Group
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Display Group File Lisk i

Path: |

Mao. File Hame

1 SCROLL . DSP
2 ToM. Ds5F

Dizplay Group File:
k. I Cancel

Figure 17-30 Open New Display Group List

2. Pick the display group from the List. This will Close your existing Window and
open a new Window with the features saved. For the example above,
SCROLL.DSP will have a scroll bar don the side.

Note that the other ways to open a Display group is with a user built pushbutton or
script or Right Click Menu.

Additional Exercise

In this exercise, you will

Task 1. Create 3 Windows Display Group.
1. Start ViewDAQ
2. Login asaPower User or Admin (God, King or admin).
3. Position the graphic and scale to the smaller size. This will be the parent task

4. Open aDependant Window. From menu bar select:
File-> Open Display Group -> Popup Dependant Display Group

J¥Scroll Bar on Right - SCROLL:rvew
| Fle Edit View Gobo Toos Help

gy '_.|='.|:|'.a':.' Laroup
Close ViewDAgs
ave WiewDADs

Logout

Frint

Exit
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5. Display Group List Dialog Box opens.

Display Group File List

Display Growp File: il

teaghili. dep =]
fragpick. dsp
WD _DER
FWDE. DE
ZWINDOWS, DEP
IWIHIN. ISP

9 IWZMIN.DSP
10 3W4_DEP
11 SWINDON, DEP
12 4WINDOWS,.DEP
13 ALAPMZWD.DEP
14 ALAEMWINDOW. DSP
LE DRILL.DEP
1€ MATH. DED

(== L R E]

18 TRENDWINDOW.DEP _:l

o | _comce |

6. Select SCROLL.DSP

7. Select OK.
8. Position the SCROLL Windows to the side of the first parent
Window.
EmIID G s essm—— il = DTN Bl
Mo CR e Wil Tels bl Fie DB Yew G Tods e

ime|e o e AW P «» oo @e el (32 - - -
R TR - .o e s
¢ wain]amn | cesmane | susswveiw | 'i.h'---""iri
‘_._,..-""—.—-_—-—_ SEE AR EE T Ly
pEpins PREAAE AR CL] g oREy {
S BB ARIEE PR iy mm men |

BEBE IEiEE Lmish LI R oAb

PEME imaipl &T Lesdalk L R kA

BilE dRA Ay AN AEETeTar Ly LY

ALEEL LN T LI ] e LS

w ebAc ce SS FEE A el samEst - i

U TR URET LR ) LS A

I OFieE (RPRG Fad Al LR Lagd o) e

b RIS DRVEAE ek BT - e

FimE G@anom  ChRr_ar - A e

Thank ¥ou lor Using WebAccess e erid =t

& rima araial wed #ai Lo w b
o owiww mERsal  oE e e -y e (W

& AN BAEE ERSNcs  hud g n P Camtan T TR
BroadWin Technology, Inc. S _;_:.m:ul_.-. 7 =.-.-'.——.!

e RN
1 Y [ 23 TELR. BOT m[ [ [rreeEes [ —
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9. From Parent Window (on the Left), another Popup Dependent

window

File -> Open Display Group -> Popup Dependant Display

Group
10. Select SCROLL.DSP again.
11. Position and resize this under the other two

12. Select a DatalLog Trend.
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13. From menu bar of Trend Window, select:
View -=> Window Options -> Hide Toolbar

WebAccess

Thawk Yo Jor s g Wind Acon 22

Broadivin Techrology, inc.

1 AT OGS

] 20 @ =) she | b P [ | SR B du | ey | ] | GEBAE wan

14. From Parent Window, save this as a new Display Group.
File-> Save ViewDAQs -> Save Current and Dependent ViewDAQs.

Save Current and Dependant YiewDAQs I
Drizplay Group File:
IMWW.DEH

[ ok | | coca |

15. In the Save Box, enter a new name: SWINDOWS.DSP

16. Press OK.

Task 2: Verify Display Group behavior.
1. Logininasadmin or a Power User (God or King).

2. Openanew ViewDAQ Group.
File -> Open Display Group -> New Display Group.

3. Display Group List Dialog Box opens.
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Display Group File List

feaghili.dsp
stagpick. dsp
WD _DEP
IWDE.DSP
IZWINDOWS . DEP
FWIMIN. ISP
AWZMIN. ISP

2W4.DEP
SWINDOW. DER
4WINDOWE . DEP
ALAPMEWD . DEP
ALAFMWINLOW. DEP
LRILL.DEPR

4. Pick SCROLL.DSP and press OK
5. You should see just one Window with the Alarm Summary.

6. Openanew ViewDAQ Group.
File -> Open Display Group -> New Display Group.

7. Display Group List Dialog Box opens.
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Display Group File List

Display Growp File: [l

fblkhili.dsp
$blkpick.dsp
ftaghili. dsp
foagpick. dsp
ZWD . DEP
EZWDE . DSP
ENINDOWE . DEF
ZWIMIN._DEP
SWZMIN. DEP
W4 . DEP
SHTHDON DEP
12 4WINDOWES DEPF
12 ALARMEND DERF

|®

(=0T - R - T I

14 ALARMWINDOW.DEP D
15 DRILL.DSP
16 HMAIN.DSP ;I

[ox | _comce |

8. Pick 3WINDOW.DSP and press OK
9. You should see 3 Windows.

WebAccess

Thamwk Yo for g Wind Acon ae

Broadivin Techrology, inc.

1 A0S

] 20 @1 = | b e [0 | I | 20| 6 J0n 6 i ] £ | FEEAE waw

10. Close the Alarm Summary window..

Note - You will have enter a admin or Power User name and password to close the
SCROLL.DSP window.

11. The other two windows should remain open.
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WebAccess

Flasmk Yims b Lfmr Vibablhan

L] : ' : 1104515
] 208 2 | fo | e e[| | e e | [ (UG i

12. Close the Parent Window. (the top left window).
13. Both the Parent and the Trend Window should close.
14. Start ViewDAQ from the task bar

15. Click the Green WebAccess Icon a in the Taskbar (System Tray) next to
the clock to open the Taskbar Icon.

Statk Kernel ¥
Stop Kernel

ViewDaC)

DrawDac 3
Download Graph  #

Broadiin Home
Help »
| = 5149 PM

Figure 17-17 Sart ViewDAQ from Taskbar Menu

16. Move the Mouse to the ViewDAQ menu item.

17.Click once on ViewDAQ.

18. Welcome to ViewDAQ opens without Toolbar (Figure 17-16).
19. Right Click or Press Enter to view the Toolbar and Main.bgr.
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Section 18 - Advanced Features

Objective

This section introduces the advanced WebAccess features. These include:
e Data Transfer
e DDE
e OPC

Training Notes

Data Transfer

The DATA Transfer function used to transfer data from one PLC or automation device to
another. This is especially useful in single-master protocols or to exchange data between
devices that have different communication protocols and are unable to communicate
with each other directly.

DDE

The EXCEL application must have access to the WebAccess SCADA node. EXCEL must
be running on the SCADA Node PC or have a Network DDE connection (NetDDE) to the
SCADA node.

In EXCEL, the formula has three parts: the name of the application (bwdde); the file
name or topic always topic for WebAccess); and the cell range, value, field, or data
that's referred to (the tagname). The following illustration shows the parts of a remote
reference formula and the required separator characters.

A pipe character (]) separates the program name from the document or topic name. An
exclamation point (!) separates the document or topic name from the cell range, value,
field, or data referred to.

The general format of EXCEL formula to read data from WebAccess is:
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OPC

=bwddexe|topicltagname
=bwddexe|topic!tagname.field
=bwddexe|topic!BLOCK:PARAMETER

=bwddexe|topic!BLOCK:PARAMETER.field

OPC is an acronym for OLE for Process Control. It is an industry standard introduced by
Microsoft based on DCOM. If there is not a “Genuine WebAccess Driver” for your
automation device, then you should see if the manufacturer (or a 3" Party like Kepware)
supplies an OPC Server for the device.

The WebAccess OPC Device driver is an OPC Client. Hardware manufactures typically
supply an OPC Server to provide access to real-time data. Most OPC Servers allow tags
to be "browsed" and "imported". WebAccess provides an OPCTool.exe that allows tags
to be "imported" after you have configured an OPC Comport and at least one OPC
Device.

The OPC Server software is usually is installed on the SCADA node (a Local OPC
Server).

The OPC Server software can also be installed on another PC (a Remote OPC Server)
that is not the SCADA Node. A TCP/IP network connection (usually a LAN or Intranet) is
used to communicate to the "remote" OPC Server from the SCADA Node. The remote
OPC Server must have either WebAccess Project Node software or OPC Service installed.
WebAccess provides a set of pre-built communication “drivers” that enable engineers
and technicians to easily establish communications to automation devices including
PLCs, controllers, DCS, DDC systems, other software packages, recorders, RTUs, 10,
smart transmitters and other automation hardware.

There are drawbacks to using an OPC Server:

e You must maintain two (2) communications databases, the OPC tag
configuration and the Web Access Tag configuration. If you change the
Tag name in OPC Server, you must change the OPC Tag address in
WebAccess to match the new name.

e Technicians must translate the OPC Tag name to the device address when
troubleshooting or identifying 10.

e Most OPC Servers do not support remote configuration. Most OPC Servers
require configuration to be performed locally on the OPC Server Node
(usually the SCADA Node).

e In version 4.0, the WebAccess OPC Tool (the Import Tool) must be run
locally on the Project Node.

Note — If you know the OPC Tag addressing, you can type it into the WebAccess Address
field. This works well for small changes or additions.
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e The OPC Software is a second set of software programs that must be maintained
and monitored.
Generally, it is best to use a WebAccess Driver specific for your device when considering remote
configuration.

Reference

Engineering Manual,, section 14.1 Data Transfer

Engineering Manual Section 14.2 DDE

Engineering Manual Section 14.3 OPC

Engineering Manual Section 5. Advanced Block, Parameter & Tag Configuration
Exercise

Task 1: Configure Data Transfer
From the Project Manager
1. Select your Project and the SCADA Node.

2. Click the Data Transfer hyperlink.

This opens the Data Transfer page, shown in below

Add Data Transfer

Node : LiveDEMO « SCADAnodel

Target Check Dead

Source Tag Tag Time Band Update Delete
EF-13 EF-12 60000 0 Update Delete
SP2 SP1 500 0.1 Update Delete

3. Select either Add Data Transfer or Update.

This opens the Create Data Transfer or Update Data Transfer page shown below.
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Data Transfer List

Source Tag  |SP2
' - ==Analog Tag==
Target Tag iSF’i Aoz 0AT
Check Time iEDEI mSEconds e e e ACT northdAT

: iheitimed i - ACI_SOUTHZAT
: o e A0

Figure 18-1 Data Transfer configuration

4. Source Tag. Enter the tagname that contains the value to be transferred.

5. Target Tag. Enter the tagname of the Destination Tag. This tag will receive the
value from the source tag.

6. Check Time. This is the frequency of checking the two tags in milliseconds (500
to 60,000 milliseconds or ¥z second to 1 hour).

7. Dead Band (%). This is the difference in value (in percent of full scale)
between the two tags that will result in a data transfer from the source to the
target. A large deadband will minimize communications traffic. A smaller
deadband will increase communications and accuracy.

8. Press Submit when you are finished entering data.

8. You can use update or delete to correct any errors later.
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Task 2: EXCEL formulato read tags from WebAccess

1. Start EXCEL on the SCADA node.

2. Create a formula in a Cell to read the value of the tag named speed:

=bwddexe|topic!SPEED.NAME

3. Create a formula in a Cell to read the Hi Span of a tag name speed:

=bwddexe|topic!SPEED.SPANHI

4. Create a formula in a Cell to read the engineering units of speed
: =bwddexe|topic!SPEED.ENUNIT

5. Repeat for the tag named TIMER.

=10l %]

” f.;ﬁ.rial =&

E3 Microsoft Excel - DDEexamplel.xls
IDEE|(& 2 -8B 2

j@ File Edit W¥ew Insert Format Tools Daka ‘Window Help  Acrobat

-

_|5] x|
B ®
E4 | = | =bwddexeltopic TIMER. ENUNIT
A | B | ¢ | b [ E | F
- Al
2 Span Hi (Span Lo (Eng Units
3 |SINE 0.55 1 -1SINE fxn
4 [Timer 1277 50 4000 chuunts |
5
G
T
l4[4]» M Sheet1 ; Sheetz £ shests /| 4|
Rei | | I R
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Additional Exercise 1

Task 1: Configure an OPC Communication Port

From the Project Manager (See section 2.3.2 Connect to Project Node in the Engineering
Manual if you need help connecting).

1. Select your SCADA node under the Project/Node list.

SCADA Node  BroadWin WebAccess Project Manager Home  Logout

Projact / Hode DatsLogTrend AlarmGroup Recips Wideo GlobalScript UserProgram DataTransfer Excel-ln

Excel-Out Report Scheduler PLC-Scheduler

Hode : Projecti « Nodel
Mode Mame Model

2. Select Add Comport

This can take a long time while tables are created in the database on the Project
Node / Web Server.

3. The Create New Comport page appears.
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4. Select the OPC as the Interface Name for this Comport.

5. The OPC Comport Properties page appears.
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W comport < & - Microsolt Internet Explorer x =10] =
|| dapack = = < (B ) | Bisewrh [irnorss @eeds (B e " | adtoeer [ eipeidens oo con e s el o s 7] @50
Broadiin WebAccess Project Manager Home  Logout
Profect / Hode Update Compart  [Capcs]  Submn
L =l fore— &)
i Ace Palnl Inerdace Mame | DFC -
@ Compot Musmber ih Auba Recower Tims |60 Bacind

' Caic Point

.1 Epirt Descrphon ]Dn-:n:i:lin'u

ABPLLS Seanfime {1000 mGELd Time out  [1000 e il

SLCS

AP AN OPC Semver Type | Loced -

[/ 1 Communication Mode iS;.-Tcand Anymc  ®

ADEAMSHE

ADAMER Rerole OPC Sarver [P I

ADMID AddrassPlode Mams

BaC EEME | Famote Port Mumber 0 Aomote Port TimeOut 1]

SuCHME Remote Access Code |

BecaaFC

EE030 OPC Sevar - |

et 1

Foog OPC Sanver Ligt Browse OPC Senar I

LGMST

btagh - [Concel Sudarrat I

il "
T AR T -

Figure 18-8 Comport Properties - OPC

6. Enter a Comport Number. It is recommended to use a number above 2 so you
don't interfere with adding a serial comport. Most PCs have 2 serial comports, if you
configured a TCP/IP comport as 1 or 2, you would not be able to use that serial
comport in the future. It is not easy to change comport numbers In the OPC port
properties, this is a Virtual number used for reference. It can be any number. The
only consideration might be to avoid conflicts with another device driver (i.e. a Serial
Comport) which requires the comport number to match that of the physical interface.

The connection from the OPC Server to the PLC or automation device may be a Serial
Port, TCP/IP or proprietary network card. Hence, it is possible to have a Serial
connection to the device, but use the OPC Port type in WebAccess. KMC Control is an

example.

If the OPC Server uses a Serial Comport, it is okay to use that same number as
the OPC Comport number. This has the added advantage of reducing confusion

7. Optionally, enter a Description. This is just for your own reference.

8. Enter a Scan Time and select the radio button for the units (Millisecond,
Second, Minute or Hour).

All devices are scanned at the same frequency on a given comport. All Constant
Scan type Tags are scanned at the same frequency on a comport. Display Scan
Tags are scanned at this same frequency, but only when they appear on a

Display.

9. Select the OPC Server Type:
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The OPC Server software is usually is installed on the SCADA node. In this case,
select a Local OPC Server type.

The OPC Server software can also be installed on another PC. The select
Remote OPC Server Type.

A TCP/IP network connection (usually a LAN or Intranet) is used to communicate
to the "remote" OPC Server from the SCADA Node. The remote OPC Server
must have either WebAccess Project Node software or OPC Service installed.

Accept the default values for the other fields, or modify them. For a description of
the data entry fields for a TCP/IP Network Interface see the Eng. Manual, section
3.3.4 TCP/IP Com Port Properties

10. Click Submit.

11. The SCADA Node page appears. The Port should appear as a folder under the
SCADA node. in the menu tree at left.

Task 2: Add OPC Device

11. Click on the Port hyperlink (Port3 in this example). The Comport Properties Page
for an OPC Type Device appears.

12.Select ADD DEVICE. This will take a while, so wait and be patient.
Delete Add Tag Add Block Browse OPC ltems Taglmport Block Import

Device Property  [Cancel] Submit

Device Mame |F"L031

Description |CIF"C Device

Unit Mumber |EI
Device Type |Dp|::Eiw 'l

Figure 18-11 - OPC device

13. Enter a Device Name. This is any user defined name. See Device Name for
more information.

13. Optionally, Enter a Description is a user defined. See Description for more
information.

14. Enter a Unit Number, for most OPC interfaces, this is a "virtual number" and does
not correspond to the actual Unit Number used in the protocol addressing. See Unit
Number for more information

15. Press Submit.

This can be a wait while data tables are created on the Project Node.
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Task 3: Start the OPC Tool

The easiest way to run the OPC Tool is:
1. Go to the Project Node
Select the START button from the Task Bar
Select Run
Enter OPCTool

Select OK.

A L T

The OPC Tool Client opens.
It will be blank until you connect to a Server.

FAuntitled - Broadwin OPC Client =10 x|
File OQPC VYiew Help

e|e| 3| [@l|e| X]e2]

Tag Mame | Item IDCAddress) |
Ready =

Figure 18-14 - OPC Tool

The OPC Tool is program located in the WebAccess Node directory (typically
C:\WebAccess\Node\OPCTool.exe) on the Project Node. As an alternate to using the
Start button and RUN, you can double click on the OPCTool.exe icon in Windows
Explorer.

Before using the OPC Tool to import, you must configure an OPC Comport, at least one
OPC Device. In case you forgot to configure an OPC Comport and Device in your
WebAccess Database, you can do so without closing the OPC Tool.
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Task 4: Connect to OPC Server with OPC Tool

L Untitled - Broadwin OPC Client : il [w |
R e e
csleofi| 1] Xl
Tag Name | ttem ID(Address) |
Ready £

Figure 18-15 - OPCToal - start - no connection

1. To connect the OPC Tool to an OPC Server, select either the connect icon El or from
the menu bar select OPC - = Connect OPC Server from the OPC Tool Client.

2. The WebAccess Connect OPC Server Dialog box opens.

webAccess : Connect OPC Server x|
— Server Typa

&+ Local " InFiocess " Remale

| Remols Mode: i

[ Connect OFL Sever || Cancel |

Figure 18-16 - OPC Toll - connect to OPC Server - local

3. Under Server Type, select either Local (i.e. this computer, the Project Node) or
Remote (another computer).
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3a. If you select Local, a list of all installed OPC Servers on this local computer
appears. (l.e. the OPC Servers installed on the Project Node or Combined Project
/ SCADA node).

WebAccess : Connect OPC Server : i x|
Sever Typa
" Local " InPiocess ' Flamols

Remole Hode:  [66.106.164.175

|["'""E'e't'5'éi;ii Iis't'"'"'”il

OPC Seswer List

KEPware KEPS saveiEx'yvd

Connect OFC Sewver | Cancel |

Figure 1817 - OPC Tool - Connect to Remote Server

3b. If you select Remote:

3.b.1 Enter the IP Address or Computer name of the remote computer
with the desired OPC Server.

3.b.2 Press the Get Server List button

3.b.3 A list of all OPC Servers on the Remote Computer appears.
4. Select the server from the OPC Server List
5. Select the Connect OPC Server button.

The OPC Tool will start the OPC Server if it is not running. However, it is recommended
that you manually start the OPC Server and run through any procedure needed to
connect to the automation devices (for example in the Kepware Modbus and Cimetrics
Bacnet OPC Servers both start with no devices connected and require that you select a
device or network to communicate).

6. The OPC Tool Client appears with the toolbar icons Hlﬁl@l ml@l enabled,
including the following

Disconnect OPC Server IE‘

OPC Status |@|

Import / Add Item
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7. Select the Import/Add Item icon

Or, from the menu bar select OPC -=> Import/Add Items

2 Broadwin OPC Tool, Server

File: | OPC  View Help

:t ONEGh PP oY ET
Disconnect OP'C Server

| 1%  Server Status..,
Group Parameters, ..

Item Parameters, .,
Wiite ¥alue ko [kem, ..
Resd Teem

Refrash

Figure 18-18 - OPC Tool Menu Bar

8. The OPC Item Browse/Import Dialog Panel appears.

OPC Item Browse, Tmport il iI
~webdicoess Progect Connected OPC Server——————
Project Mame [Piowect] 1 || Server Mame: '
Mode Name |[SCADANodel 74 =] EEPwaie KEPServedEx V4
Compart Mame |2 Xl | | Seiver Mode IP/MName:
Device Neme [Bachet | B6.106, 164,175
OPC Sesver  Cimalrics. BACnstOPCoarver
OPC Senver Mode Local
Meen IDIAcibess) |
Preix Mame | ] TagName Type |Short Taghame |
E—Emlm ruu_g Type Fillsr
| | = cosn & Nefvolos. € Long
| T Bodl " Double
| " Short T Test
| [ Amay
Filler: |
Import Sedectsd liem |
import Allllemz |
_ Corcel |

Figure 18-19 - OPC Tool - Browse and Import
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Task 5: Connect to OPC Server with OPC Tool

L Untitled - Broadwin OPC Client : il [w |
R e e
csleofi| 1] Xl
Tag Name | ttem ID(Address) |
Ready £

Figure 18-15 - OPCToal - start - no connection

1. To connect the OPC Tool to an OPC Server, select either the connect icon El or from
the menu bar select OPC - = Connect OPC Server from the OPC Tool Client.

2. The WebAccess Connect OPC Server Dialog box opens.

webAccess : Connect OPC Server x|
— Server Typa

&+ Local " InFiocess " Remale

| Remols Mode: i

[ Connect OFL Sever || Cancel |

Figure 18-16 - OPC Toll - connect to OPC Server - local

3. Under Server Type, select either Local (i.e. this computer, the Project Node) or
Remote (another computer).
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3a. If you select Local, a list of all installed OPC Servers on this local computer
appears. (l.e. the OPC Servers installed on the Project Node or Combined Project
/ SCADA node).

WebAccess : Connect OPC Server : i x|
Sever Typa
" Local " InPiocess ' Flamols

Remole Hode:  [66.106.164.175

|["'""E'e't'5'éi;ii Iis't'"'"'”il

OPC Seswer List

KEPware KEPS saveiEx'yvd

Connect OFC Sewver | Cancel |

Figure 18-17 - OPC Tool - Connect to Remote Server

3b. If you select Remote:

3.b.1 Enter the IP Address or Computer name of the remote computer
with the desired OPC Server.

3.b.2 Press the Get Server List button

3.b.3 A list of all OPC Servers on the Remote Computer appears.
4. Select the server from the OPC Server List
5. Select the Connect OPC Server button.

The OPC Tool will start the OPC Server if it is not running. However, it is recommended
that you manually start the OPC Server and run through any procedure needed to
connect to the automation devices (for example in the Kepware Modbus and Cimetrics
Bacnet OPC Servers both start with no devices connected and require that you select a
device or network to communicate).

6. The OPC Tool Client appears with the toolbar icons Hlﬁl@l ml@l enabled,
including the following

Disconnect OPC Server IE‘

OPC Status |@|

Import / Add Item
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7. Select the Import/Add Item icon

Or, from the menu bar select OPC -=> Import/Add Items

2 Broadwin OPC Tool, Server

File: | OPC  View Help

:t ONEGh PP oY ET
Disconnect OP'C Server

| 1%  Server Status..,
Group Parameters, ..

Item Parameters, .,
Wiite ¥alue ko [kem, ..
Resd Teem

Refrash

Figure 18-18 - OPC Tool Menu Bar

8. The OPC Item Browse/Import Dialog Panel appears.

OPC Item Browse, Tmport il iI
~webdicoess Progect Connected OPC Server——————
Project Mame [Piowect] 1 || Server Mame: '
Mode Name |[SCADANodel 74 =] EEPwaie KEPServedEx V4
Compart Mame |2 Xl | | Seiver Mode IP/MName:
Device Neme [Bachet | B6.106, 164,175
OPC Sesver  Cimalrics. BACnstOPCoarver
OPC Senver Mode Local
Meen IDIAcibess) |
Preix Mame | ] TagName Type |Short Taghame |
E—Emlm ruu_g Type Fillsr
| | = cosn & Nefvolos. € Long
| T Bodl " Double
| " Short T Test
| [ Amay
Filler: |
Import Sedectsd liem |
import Allllemz |
_ Corcel |

Figure 18 -19 - OPC Tool - Browse and Import
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Task 6: OPC TOOL INI file of Conversion Rules

The Convert Tagname will convert OPC Item and Data Point names into WebAccess
Tag names using conversion rules. The Convert Tagname will use the Item Name
appended to Data Point Name plus the conversion rules in the OPCTol.ini file.

Users can modify this file to create new Name Conversion Rules.

The OPCTol.ini is located on the Project Node, typically at
C:\WebAccess\Node\OPCTol.ini

A sample of the Version 3.0 OPC Tool INI file for the Barrington OPC Server is listed
below.

Each section must be preceded by the official OPC Name in square brackets []. For
example, the Barrington OPC Server is named BarSys.OPCServer. The Section
describing conversion rules for the Barrington OPC Server are in a section labeled
[BarSys.OPCServer]

The rules are simple. Text String OPC = Text String in Tagname. For example, Digital Output.Channel=DO means convert

the string "Digital Output.Channel" into a tag name with DO.

It may take an experimental or test database where you import OPC Items and DataPoints unchanged, then create rules to

automatically shorten them.

[TAGNAME_TYPE]

110: Leaf as TagName

/11 Custom Conversion

112: Sequential

/13: TagName same as ItemID
BarSys.OPCServer=1
Matrikon.OPC.Simulation=1
ThinknDo.TnDOPC.1=0
RW.FASERVER.3=2
KEPware.KEPServerEx.vV4=2
Cimetrics.BACnetOPCserver=1

[BarSys.OPCServer]
Digital Output.Channel=DO
Digital Input.Channel=DlI
Analog Input=Al
Analog Output=A0
Channel=Ch
Communication=Comm
Extend_Service.Extend_Flag=ExHours
Flag_Schedule.Schedule=Z
Flag_Status.Flag=Occupancy
Sub_Schedule=SubSch
Start_Date=StrtD
Start_Time=Start
Stop_Date=StopD
Stop_Time=Stop
Holiday Flag=HFlag
MF_Weekday Flag=MF_WkFlag
Schdule_Serial=Sch_Serial

Schedule_Name=Sch_Name

Broadwin Technology, Inc.
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Weekday Flag=Wk_Flag
Monday_Friday=Mon_Fri
Weekday.Monday=Mon
Weekday.Tuesday=Tue
Weekday.Wednesday=Wed
Weekday. Thursday=Thu
Weekday.Friday=Fri
Weekday.Saturday=Sat
Weekday.Sunday=Sun
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Appendix

Using this Training Manual

Windows 2000, XP Pro, Vista Business or Vista Enterprise with lIS is
recommended

The following is recommended for the Student PC

¢ Windows 2000, XP Professional, Server 2003, Vista Business or Vista
Enterprise with 11S installed on the students PC.

¢ A network card and TCP IP service.

e A Hub or Switch to allow connection of client to a “Demo Web Sever”. This is
used in Section 1 Task 1: Connect to WebAccess Demo Project with a web
browser. pagell.

e A connection to the Internet and demo.broadwin.com in order to use the
Hyperlinks to help files. (see later section modifying the host file to redefine
demo.broadwin.com as localhost or another IP local to the class room).

e Project & SCADA Node software. This will be done in Section 3 Task 1: Install
Project and SCADA Node software page 55.

¢ Modbus TCP PLC or Modbus TCP Simulator installed on student PC. This is used
in Section 4 Communications & 10 Tags on page 83.

¢ EXCEL installed on Student PC.

e Optionally, an OPC server installed on student PC (e.g. Kepware OPC simulator) if
OPC section is to be covered.
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Windows but no IIS - workaround
If the student does not have IIS, but does have Windows 2000, XP Professional, Server 2003,
Vista Business or Vista Enterprise installed on his computer, a network card and a connection to
the hub, then they can use the instructor’s PC as the Project Node.
¢ Install SCADA Node only software on the student’s PC is section 3.
e The instructor should have 2000 Server, Server 2003, Vista Business or Vista Enterprise
if multiple students are using the instructor’s PC as the Project Node. Other wise,
students will easily exceed the 10 limit connection when adding Comports and Devices.

If there is not an Internet connection, the student should redirect
demo.broadwin.com to the instructors IP address in order to use the
hyperlinks to the Engineering Manual in this Training Guide (see the

following section in this Appendix Host file
e Use the Host file to redirect demo.broadwin.com to another PC with Project Node
software.

Windows 98 or XP Home - workaround
If the student has Windows 98, ME or XP Home, a network card and a connection to the hub,
then they can use the instructor’s PC as the Project Node and SCADA Node.

e Do not try to install Project Node and SCADA Node only software on the student’s PC in
section 3 if it is Win 98 or XP Home.

e The instructor should have 2000 Server, Server 2003, Vista Business or Vista Enterprise
if multiple students are using the instructor’s PC as the Project Node. Other wise,
students will easily exceed the 10 limit connection when adding Comports and Devices.
Also, the instructor’s PC will only be able to run one SCADA node configuration at a time.
All students using the instructor’s PC as a Project and SCADA node should probably use
the same Project but each with a different SCADA Node name (although the same
SCADA Node IP Address). They will have to take turns running their SCADA node.

If there is not an Internet connection, the student should redirect
demo.broadwin.com to the instructors IP address (or localhost if Project
Node is installed on the students PC) in order to use the hyperlinks to
the Engineering Manual in this Training Guide (see the following section
in this Appendix Host file

e Use the Host file to redirect demo.broadwin.com to another PC with Project Node
software.
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Engineering Manual & Project Node software installed
on student’s PC

The hyperlinks in this Training Guide connect to “localhost” for connections to relevant
sections of the Engineering Manual and Operator Manual. This assumes you have IIS
web server installed on your PC and the d the Engineering Manual Installed (e.g. Project
Node software installed).

Host file
Use the Host file to redirect demo.broadwin.com to another PC with Project Node software

The hyperlinks in this Training Guide connect to “demo.broadwin.com”. If you do not
have an Internet connection, you can modify the HOSTS file to redirect
“demo.broadwin.com” to a PC on your network that does have I1S web server
software and the Engineering Manual Installed (e.g. Project Node software installed).

In Windows 2000, the HOSTS file is located at:
Drive:\WINNT\system32\drivers\etc\

In Windows XP Professional, the HOSTS file is located at:
Drive:\Windows\system32\drivers\etc\

The HOSTS file can be edited with Notepad.exe.

The default HOSTS file is:
Copyright (c) 1993-1999 Microsoft Corp.

# This i1s a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The 1P address and the host name should be separated by at least one
# sSpace.

#

# For example:

#

# 102.54.94 .97 rhino.acme.com # source server

# 38.25.63.10 X.acme.com # x client host
127.0.0.1 localhost

127.0.0.1 demo.broadwin.com

The above modification allows demo.broadwin.com to be redirected to the Students PC.
This assumes IIS and Project Node Software (with WebAccess Help) are installed on the
Students PC. This will allow the hyperlinks to HELP in this manual to work.

If you do not have the Project Node software installed on the student PC, optionally, you
can modify the IP Address (127.0.0.1) to the IP Address of a PC on the network that
does have Project Node software. This will allow the hyperlinks to Help Files in this
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training guide to work. Of course, the student PC must have a network connection to the
Project Node PC.

Modbus TCP Simulator Software

For these training exercises, it is recommended to use a Modbus PLC with TCP/IP
communications.

If a PLC is not available, it is recommended to install the ModbusTCP Simulator software
on the student’s PC. The software is ModTCP.exe available from the San Ramon,
California Headquarters or download from the www.broadwin.com website as part of the
ZIP file with the TrainBasic.ZIP.

This software just be run on the student PC. Installing a shortcut in the STARTUP folder
of the students PC will ensure it restarts if the PC is rebooted. The default path is
drive:\ModSimTCP (e.g. C:\ModSimTCP\Modsim.exe).

The sections using the Modbus TCP type PLC are:
e Section 4 Communications & 10 Tags on page 83
0 Task 1: Configure a Communication Port Task 2: Add Device (a PLC),
0 Task 3: Add an Analog Input Tag, Task 4: Add an Analog Output Tag,

0 Task 5: Add a Discrete Output (also called Digital Output) .

End of the Training Manual.
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